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Befoichvaw ot giuar o ovyypapéas avtig e epyooiog kar 0Tl kabe fonbsia v omoio giya yio THV
TPOETOIUATIO. THS EIVAL TAPWS AVAYVWPLOUEVY KOL QVOPEPETOL oTHV epyaoia. Emions, éxw kxoataypayet
TIC OTOIES THYES QO TIC OMOLEG EKOVO. YPHON OE0OUEVMYV, 10DV, EIKOVMV KOl KEIUEVOD, EITE OVTEG
avapépovrar okpifac eite mopappaouéves. Emmiéov, Pefaioovm ot avty n epyacio mpoETOLUCoTHKE OTO
EUEVOL TPOOWTIKG, EIOIKA (WG OAMUOTIKY Epyaoia, oto Tunuo Mnyovikov Tinpopopixns koi
Hlextpovikav Zvotquatwv tov ALTIA.E.

H mopovoa gpyaoio omotelei mvevuatixn 1d1o0ktnoio. tov poutnthy Anuntpiog T(nkag mov v ekmovnoe.
210 mlaiolo THG TOMTIKHG OVOIKTHG TPOGHAsHS, O GLYYPAPENS/ONULOvpYOS exywpel oto Aiedvég
Tavemotiuio e EAAGIOS ddeLa ypHong ToD JIKOIWUATOS OVATOPAYWDYHGS, OOVEIGUOD, TOPOVTIOCHS OTO
KOIVO KO1 WHPLOKNS 010 0ONS THG EPYOOLOS OLlEOVG, a8 NAEKTPOVIKT HOPPY KOL O OTOL00NTOTE UEGO, YIO.
O100KTIKODG K01 EPEVVHTIKODS OKOTOVGS, avey aviaAldyuatos. H avoikti mpoofaon oto mAnpes keiuevo
¢ epyaoiag, 0ev onuaivel ko’ 010VONTOTE TPOTO TOPOYDPNOY OLKOLWUCTOV OLOVONTIKNS 1OLOKTHOIOS
00 GUYYPAPER/ONUIODPYOD, OVTE ETITPETEL TV OVOTOPOYDYY, OVOONUOGIEDTH, OVILYPOQH, TWOANTH,
sumopikn ypron, owavoun, éxoooy, uetapoptwon (downloading), oviptnon (uploading), ustappaoy,
TPOTOTOINON e OTOLOVONTOTE TPOTO, TUNUOTIKG, 1] TEPIANTTIKG. THG EPYOTLAS, XWPIC TH PHTH TPONYOVUEVN
EYYPOPN GVVAIVEGH TOV GVYYPOPER/ONUIODPYOD.

H éyxpion g duthopatikig epyociog amd to Tuqpe Mnyovikov ITAnpogopiknig kot Hiektpovikdv
Svotnuiatov Tov Atlebvoig [avemiotnuiov g EAAGS0G, dev vTOOMADVEL ATAPOUITHTMG Kol AT0S0YN TOV
OATOYEWMV TOV GLYYPAPEX, €K HEPOVS Tov Tunpatog.
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IIpoioyog

H emthoyn tov cuykekpipévoo Bépatog mnydlet ond 1o evolapEpov pov vo acyoAndd pe t dnpovpyia
full stack epappoydv oArd kor tn Onuovpyia scalable epappoydv. Av kor dev pndpece va
dnuovpynBei, Loyo tov ypovikol TAoiciov, £vo GUGTNO TO 070l o KAVEL ¥P1IoT TEXVOLOYIOV OTIMS
kubernetes yio to kaAOtepo scalability kot yioo tnv koAOTEPN OTOSOTIKOTNTA TNG EQPOPUOYNG GE
vmnpecieg onwg AWS kor Azure. [lopoio avtd, m epoappoynq ypnoiponolel éva peydro €dHpog
TEYVOLOYLOV KOl KATAPEPVEL va gfval pia cOyxpovr Kol ac@ain epoppoyr. H viomoinon pe ) ypnon
AVTOV TOV TEXVOLOYIOV EUPAVICE OPKETEG TPOKANGEIC OOV EiYAV MG AMOTEAEGLO, TOV ETUVACYEIIOCUO
TUNUATOV TNG EQPUPLOYNG ALY KoL TOV TPOPANUATIOUS Y10, TO TOGO EVOL EPIKTO VO KAVEL KATOL0G Uid,
acaAn epapuoyn mov de Ba Buoidletl v gumepia Tov ¥PNOTN.



Iepiinyn

v mopodco TTVYLOKY epyacio Tpaypatonomdnke n oxedioong Kot 1 ovATTLUEN H0G AGPOAOVS Kot
ovyypovng full stack epappoyng Kowvmviking diktdmong 1 omolo pipeital KoL YOPAKTNPIOTIKA TV
Blogging 1otocelidwv. 'Eva onUovTiKO yopaKINPIOTIKO TNG EQUPUOYNAG VOl TNV ac@AAeln, omd T
oyediaong (security by design) yio trv avtipeTOnion cuxvev evradeidv otmg XSS, CSRF kot Phishing.

I'a ™ oyedlaon g epapuoyng éywe n xpnon g apytrektovikig BFF (Backend for Frontend). '
YPOPIKA TUNHATO TNG 16TOGEADAG ypnoorodnkay texvoloyiec o6mwg Vue 3, Vite, PrimeVue4 xot
Tailwind CSS.

Me okond v avamtuén e epapuoyn Tov Kivntav cuckevmv android ypnoiporomdnke n Kotlin
Multiplatform pe compose multiplatfrom. Avtd emétpeye Tov SopoPacHd KMOKO UeTAED
SwpopeTikdv mAotopudv. EmmAéov, éywve n ypnon offline caching pe tnv evompUdt®on TG TOTIKNG
Room KMP Bdon 6edopévav, pe m otpatnyikn fail closed yia tn dvvapukn avoyévvnon KAEOUmY.

"Eva onpovticd onpeio mov 666nke Bapvtnta givatl 1 vfpidkn apyttektoviky awbeviikomoinong n onoia
mepthapPavel v tomikn avbeviucomoinon pe VITOGTAPIEN Yol TV TOAVTAPAYOVTIKY ALOEVTIKOTOINGT
YPNOLOTOIDOVTOG PUGIKO KAEWL. EmmAéov, vdpyet kKo 1 SuvatdtnTa yio cvvoeon péow Google OAuth
2.0 pe emoAnOgvon amd TN PEPLA TOV SLOKOMIGTY.
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«Implementation of a blogging platform for web browsers and

Android mobile devices»

«Dimitrios Tzikas»

Abstract

In this thesis, the design and development of a secure and modern full stack was carried out which
imitates some features of Blogging websites. An important feature of it is security by design to address
common vulnerabilities such as XSS, CSRF and Phishing.

For its design, the BFF (Backend for Frontend) architecture was used. For graphical parts of the website,
technologies such as Vue 3, Vite, PrimeVue4 and Tailwind CSS were used.

In order to develop the application for Android mobile devices, Kotlin Multiplatform was used with
compose multiplatform. This allowed code sharing between different platforms. In addition, offline
caching was used with the integration of the local KMP database, with the fail-closed strategy for
dynamic key regeneration.

An important point that was given importance is the hybrid authentication architecture which includes
local authentication with support for multifactor authentication using a physical key. Additionally, there
is the option to connect via Google OAuth 2.0 with server-side retry.
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Evyoprotieg

Me v oAokANpmo TG TapoVoag TTVYLNKTS epyaciag, Oa 10eha va guyoplotcm OAa ta dTopa O
pe Bonbnoav va v teleidom eite cuvérafav AUeESA 1) EUUECH GTNV EKTOVIOT TNG.

Emiong, 0a n0eka vo mo éva peydAo evyapioTd Yo TV KOTavonon Kot Ty Vmootnpién mov €018 1
OIKOYEVELDL [LOV KOl 0L PIAOL.
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Kepaiao 1o: Ewsayoy

H e&eliEerg otov topéa g mAnpogopikng éxel petofdietl pe piikd tpomo Tov TpOmMO e TOV ONOio
Aerrovpyel n onpepvr| Kotvovia. Mécsa og avtd eivar Kot 0 TaykOGHOG 16TOG, 0 0moi0g amotelel va
KOUMATL TOV onuepvod avBpamov. [TAéov, yio 6moto {RTue Kot va agopd Kamowov Bo veapyet po
10T00EAId0. oV va oyetileton pe ovtd, amd KPOTIKEG 1GTOGEADEC Yo OlEKTEPOIMON KPATIKMOV
VIOYPEDCEDV OALL Kol TANPOPOPLOV, EMG KAl Y10 IOTOGEAIDES Y10 GUECT] TOPASOCT| TOLYVIOLDV Yol
katowidwn. Kdrti 1o omoio ouwme mapatnpnnke eivar mwg o cuyypovog avBpomog €xet mhéov TV
KavotnTo va Ta&dedel meplocdtepo amd moté. H onuepvéc yeviég ta&idevovy o ToAd amd OAEG TIC
TPOTYOVLEVEG, Y10, AVTO Elyaple TNV 1A Y10, TO BEUO AVTAG TNG TTUYLOKTG.

To TravelTales dnpovpynbnke yio va TpoGOEPEL GTOVS YPNOTES TOV TH SLVATOTNTO VO YPAWYOLV VLo T
ta&idlo Toug Kot TIG eUmEpieg TOvg Le T Hopon oTopumv. Emimiéov, o ypriotng pmopel va dnpiovpyet
001yovg 6mov Pacilovtal oTnV TPOCSHOTIKA ToL gumelpio Yo va fondicel dhiovg tatidiwtes. To
TravelTales Tpoc@épet Eva Pk, OLOPPO Kot YPIYOPO Ypaptkd meptPdAilov, evBappivovtag t xpnon
NG EQOPLOYNG KO TNV OAANAETIOpaGT e AAAOVG YPNOTES, LEG® GYOAMM®V, 0ELOAOYNGELS Kot avTOAAOYY
ATOYEMV Y10, TPOOPICUOVS GE OAO TOV KOGLO.

Kd&be epappoyn extoc amd T TPOKANGELG TOV £XEL Y10 TNV OVATTLEN EVOC TEPIPAAAOVTOC TTOL EYEL KOAN
EUTELPL0 XPNOTN CALG KOL TNV OAOKANP®GCT] TOV GKOTOV TNE, LAGPYOVV KOl TPOKANGELS GTOV TOUEN TNG
AGPAAELOG TOV XPNOTN KAl TOV TANPOPOPLOV Tov. ['lo avtdV ToV AdY0 KABe chYyYpovn epapuoyn €xEL
mhvto ©¢ Pacikods TOADVEG TN SWCPAAMGT TNG OKEPOLOTNTAS, TOV OESOUEVAOV KOl TNV OTOTPOTN
KaKOBovA®Y evepyeldv. Adyo avtol, To TraveTales oyedidotnie Kot VAOTOMONKE L GKOTO VO, TaPEYEL
acPaAeln omd Tov oyedlooud (security by design). ' Tov 60O QVTO YPNGILOTOMONKAY TPOTYUEVES
OPYLTEKTOVIKEC TPOGEYYIGELS KOl KPUTTOYPOPLKO TPOTLTA.

1.1 To mpoPinpa kot To KivTpo

H mAeovotmro tov meplocdtepov  [Kp®V  SOOIKTVOKAV gpapuoy®dv Pacilovioar og amlovg
UNYOVIGUOVE Y10 TV TOVTOTOINGT TOL XPNOTN, OTMS OVoue Kot Kmdwko tpodsPacns. H mpocéyyion avt
TAPOVGIAoEL TOALOTAG TTpofAnuata. O HEGOG ¥PNOTNG TEIVEL VO YPTCILOTOLEL OdVVAIOVE KOIIKOVG
OAAG KO VO TOVG ETOVOAOUPAVEL € TOAAATAES VTN peTieg [1]. Adyo awThg TG PHCEDY TOV XPNOTOV, 1
xpNoN HOVo evog kmdwov etvar vdimtn og embécelg brute force kot phishing. H mo cuvnfiopévn
VAOTTOINGT Y10 Vo, YIVEL TO AGPAAES TO GVOTNUA EvaL 1] ¥PNOT TOALTAPAYOVTIKNG aVBEVTIKOTOINGTG
(Multi factor authentication - MFA), 6mov ¥pnoiponotodyv Kodtkovg piog ypnong (one time password -
OTP) ot omoiot otéAvovTan 6ToV TEMKO YpNoTn Hécw email 1 sms. AAAG akoOun Kot auti 1 VAoToinom
etvon evdhmtn og emBéoeig SIM swapping kot main in the middle. Mo emmAéov evmdbeia Tov vapyet
o€ 10T00eAdeG mov ypnoiponoovy SPAs (single page application) kou JWT tokens, eivor 6Tt
amodnkevovv Ta tokens oty TOTKY VU Tov browser ue amotélecua vo, gival Emppent| o€ eMOEGELC
XSS (cross site scripting).

To kivnTpo Yo TNV €KTOVNON TNG TAPOVCAG TTUYINKNG EpYaciag ivol 1 dnpiovpyio oG GOYYPOVIG
10TOCEAIDOG KO EPOPLOYNG, OOV TAPEXEL KOAN EUTEPia pNoTN 0AAG Kot Aovel doa tepiocdtepa BELQ
ac@drelag pmopel. I'a avtdv Tov AdY0 1 TTuylakY eoTidlel otV apyrtektoviky tpotdmov Backend for
Frontend (BFF). Méo® autfg TG opyITeKTOVIKNG, 1N dloyeipton kal omobnKeuon TANPoOQPopLdY Kot
tokens wov amotelobV gvaicOnteg TANpoPopieg amodnKeELOVTUL KAl LETAPEPOVTAL LE TPOTO £TGL OOTE
VO LELOVETAL 1] EMPAVELD EMIOEoNC OALL Kot 1) EAAEYN YVOOTOV eTBECEWDV.



EmimAéov, 1 epyacia otoyedel omn ypnon tov WebAuthn 1o omoio ypnowomoleiton yioo fropetTpikn
avBeviicomoinon kot MFA (multi factor authentication). Méow tng omoia yiveton yprnon acOUUeTpNG
KPUTTOYPAPiaG G PUOIKO EMiMEdO, TO omoio e&aieipel mbavég embéoeic 6Ommg phishing.

1.2 MeBodoroyia avamToéng

Mo mv avantoén g epappoyng ypnoomodniay pebodoroyieg mov Pacilovial otn 6e cOyypova
TPOTLTIAL KOl BEATIOTES TTPAKTIKES AcPAAelns. Eva onuavtiko yopaktnpiotikod etvar n acedieio and tov
GYEOOGHO, OeV TPOOTEDNKE MG EK TOV VOTEPMV, AAAY amoTeAel PaCIKO YOPAKTNPLOTIKO TNG GYEdIHONG
g epappoyns. [TIoArd amnd ta TpdTLTTA TOL YPMCILoTOONKaY Eilvar 0dnyieg amd Ttov OWASP (Open
Web Application Security Project) yio v avTIHETOTION TOV CNUOVTIKOTEP®V OmEMDV. TEAOC, 0
oYe0lOGU0 Tov cvotnuatog £ytve pe modular tufpota ta omoio PonBodv ot SwoEAAGN NG
OVOYVOGIUOTNTOG, TN CUVTNPNGLUOTNTOG KOl TNV EVKOAT| ETEKTOCT] TOV KOOIKA.



Kepdrorw 20: Oecopntikod YaofaOdpo kot Teyvoroyieg

210 TOPAOV KEPAANLO ovaAHOVTOL O TEXVOAOYiEG TOL emA&yOnKaY Yo TN oYedlaoN Kot TNV LAOTOINOT
g full stack epappoyng TravelTales. Katd ) oyedioon kot emhoyn epyaieiov, yvodUovag NToV M
AGPAAELD, 1] VYNAN 063001, 1) SLVATOTNTO JOYEIPIONG YEOXWOPIKDV OESOUEVOV HEYAANG KAILOKOG Kot
N eveM&ia katd TNV avamTuén TG EQAPUOYNG.

2.1  Acvyypovog TpoypappaTicpos Kot ta ticovektipota s Kotlin kon tov Ktor.

2.1.1 H yloooa Kotlin kon otnv avantoén cvetnparov backend\

H Kotlin givan pia obyypovn YAOCGH TPOYPALUATIGHOD YEVIKNG XPTIONG, 1 OToia avartuydnke and v
etoupia JetBrains, n omoia ) oyediace va glvar mAnpmg dtadettovpyikn| pe ) YAdooa Java Kot To Java
Vritual Machine (JVM).

Kdmoteg amod tic onuavtikdtepeg PEATIOGEIS G GVYKPLON UE T Java, eival 1 aGQAAELN TOV TPOCPEPEL
évavtt Tipov null. Avtd to emTvyydvel To cuotnua tonwv Vv Kotlin, opifovtag pntd tig petafintég
OV pmopovv va mapovv v T null and ekeiveg mov dev umopovv. Mg avtdv Tov TPOMO, TLYOV
o@aipata tomov "NullPointerException”, umopobv vo evtomiotohyv Katd To 6TAd10 TS LETUYADTTIONG
Tov K®dwKa. 'Evo axoun peydio mieovéktnua mov Oa mopotnpioel 0 TPOYPOUUATICTNS VL TG 6TV
Kotlin, dev vrdpyet 1 moAvioyia g Java. Avtd 10 TeETUYAIVEL LE S18POPOVG TPOTOVS, OTWS APALPDVTOG
AéEelg og onuela mov evvoovvtal, ypnon data classes, smart casts Kot extension functions. Mia omd Tig
peyodvtepec Peltimoelg eivor to coroutines, to omoio. PeATI®OVOLV OpopaTike TIG emdocels. Ta
coroutines, EMTPEMOVY TNV EKTEAECT] AELTOLPYIOV €16O00V/€E600L TOPAAANAL, (Yio AelTovpyieg
€10600v/e£600V MoV dev efapthovtal 1 (ol amd TNV GAAN). Avtd efacpoiiler TV KaAbTEPN
EKUETAAAEVCT] TOV VNUATOV TOL €MEEEPYNOTN, YOPIG Vo VITAPYEL Ko Wiaitepn Slayeipion amd Tov

TPOYPOULLATICTY|.

2.1.2 Ktor Framework

To Ktor eivau éva acOyypovo, ehaepd framework 1o omoio avortdydnke amd tnv etaipio JetBrains, petd
oo P LEAETT) TOVG Y1aL VAL SOVV TG Ypnotponotovtay 1 YAdood Kotlin. Ta aroteléopata £de1&av mwg
10 47% [2] T®V TPOYPOUUOTIOTAOV TN Ypnolporoovcav yoo web backend. e ovtdv tov Adyo
OYEOIAOTNKE Y10, VO €ival GTO00TIKO GE OIKTLAKEG €QUPUOYEG Kol microservices. Xe avtifeon pe
"mapadociokd” frameworks Tov owocvotiuatog Tov JVM (6nm¢ Spring Boot), to Ktor akolovbei
orocopio Tov micro-kernel architecture. ZOpeova pe oLTHY TNV 0PYLTEKTOVIKN £vag TupNvos O Tpémet
Vo VAOTOLEL LOVO TOL ATOADTMOC OTOPITNTO Y10 VO AEITOVPYNOEL Ko TVYOV EETpal Aettovpyies Oa mpémet
va mpooTtifevtar oto user space. O KvpLOTEPOG TPOTOG TOV £)EL VAoTOINOEl wTO oTo Ktor, givar pe ta
plugins, ota omoia O avagepBolpe To KaTo.

Av ovykpivovue o Ktor pe m Spring Boot 0a mopatnpioovpe ta mapokdto. To Ktor, ypnoyomnotet
o160 Té AtydTEPT PV KOl EXELYPIYOPOTEPT EKKIVNON, TO OTTO10 ivail oHLaVTIKO Yio pio auto-scalable
microservices. 'Eyet acvyypovn ¢von (Non-blocking 1/0), kafad¢ tatdel mévo oto Netty 1 o Tapdpola
engines. To 0moio 10 kaf16Ta Kavo va dtayelploth YIAMAdeG TavTdypoveg ouvdéaelc. TElog, n pubuicelc
yivovtol péca omd type-safe Domain Specific Language (DSL) kot 6yt oe XML. To omoio to kabiotd
7o €0KOAO OTN PLOUICT] TOL KoL GE EVIUEPDGELS.



2.2 Movtépvo owkoovotipata frontend

2.2.1 To Vue.js framework ko To composition API

I'a v vAiomoinon tov otdtonov emhéydnke 1o framework Vue.js, éxdoon 3. To Vue.js elvan éva
mpoodevtikd framework, to omoio ypnoiponoeital yio v avantuén Single Page Applications (SPAs).
Svuykekpéva emAéynke n ékdoon 3 évavil g 2, Adyo tov composition API kot tic kaAbTEpEG
emdooel;, kabog ypnowomotei Ayotepovg moOpovg. Edikdtepa, umopeic mo  gdkoAa  va
EMOVOPTCLLOTOMGELS TN AOYIKH TOV GLGTATIK®V, ovtd cvpPaivet yati emTpénetal n opadonoinon
g AOYIKYG TV cuotaTikdv avd feature kot oyl avd emthoyn (option), ol omoieg Mtav data, methods,
computed. Kavovtog mo gokoAn tn dnpiovpyia custom composables. Yrdpyel kaddtepn vwootnpién
yw type script (av kot 6g ypnopomombnke oto TravelTales) kou kaAdtepo static analysis. Kot pio omd
TIG LEYAAVTEPES, av Oy M peyalvtepn Peltioon, etvan to Virutal DOM. Xe cuykpion pe to maid Virtual
DOM, ypnoyomotei €vav taybtepo akydpiBpo yuo reconciliation ng €KOVIKNG AvamapdGTAGTG TOV
gyypapov HTML, glayictomoidvrog Tig damavnpég Aettovpyieg mov ektelodvtar anevbeiog oto DOM
TOVL browser.

Yvykpivovtag to Vue 3 pe React ko Angular, o mpoypappatiotig Oa mapatnpnost tog ivol acOntd
o gOKoAN M expddnon ko n ypnon g Vue 3. ‘Evag peydiog Aoyog givor 1 avtdpotn aviyvevon
aAloydv péow ES6 Proxies, €161 0 mpoypoupatiotig 0 ypelaletal vo avomTuEel yEPOKIvITES
Bektictomonocelg, 6mmwg useMemo kot useCallback mov ypnoworolovvtol amd React. EmimAiéov, n
YOAQPY] KO AMTH OPYLITEKTOVIKY TNG Vue TNV KAVEL EDKOAN GTNV avAanTuén Kol GUVTHPNOT] EQAPLOYDV
og ovykpion pe 1 React ko Angular.

2.2.2 To gpyaireio kataokevng Vite

To Vite givar évo cOyypovo epyaielo KOTOUGKEVTG TO 00I0 GTOYEVEL OTN PEATIOCEL TNC EUMELPLOC
avanTLENG 16T0GEMO V. XuyKekpluéva, eivat £vag TomKOg ELTNPETNTAC 0 0TTOi0g ONLovPYRHONKE aTd
v etaupia VoidZero Inc. Ta mieovektipata tov Vite givorl g Katd 11 dwodikacio avantuéng tng
1ot00eAidaG, dev Kavel bundle tov kddwka. AvtiBétwg, oepPipel tov mnyoio KddKa amevdeiog,
ypnowonolidvtag to Native ES Modules (ESM) tov browser, yopilovtag axopilaio ekkivion tov
dwkoptot. [Na ta e&optpata Tov dev gival vravamtuén, To vite, ypnoiponotel to Esbuild, to omoio
€xel ypaptel o€ go, 10 omoio gival Toybtepo and mopadociakovs bundlers 6mwg givor to Webpack.
Téhog, o amd T PHEYOADTEPES PEATIOGEIS OTNV EUTEIPIO TOL TPOYPAUUATIOTN, EpyeTal and to Hot
Module Replacement (HMR), to onoio evnuepdvel axapiaic TNV 1GTOGEASN OTOV O TPOYPOUUATICTNC
Kével oAlay€g Kot TG omobnkevoet, xwpig va YAoel TNV KATAGTAGN TNG EPOPUOYNS, LE eE0pETELg OOV
0 TPOYPOUUATIOTNG O avaykaoTel Vo KAVEL avovEDGT] TV KATAGTAGCT TNG EPUPUOYNS.

2.2.3 PrimeVue 4 xkon Tailwind CSS

IMao v avantoén tov ypaeikdv g 16ToceAdag ypnoiponomdnkay dvo kopvpaieg teyvoroyieg CSS.
To Tailwind CSS, to omoio mapéyet youniov emmédov utility classes évavtt ad-hoc CSS kavovev. Me
aVvTOV TOV TPOTO EENGPUALEL cLVEKTIKOTNTO 6TO design Kot eAayloTonolEl To HEyeBog o £XEL TO TEAMKO
mapayopevo apyeio CSS, apapdviog Kadka tov de ypnowomoteitat. Tn BipAiodnkn PrimeVue 4, wov
TAPEXEL YPOPIKE OVTIKEIPEVA, TO OTTOT0. LTOPOVV VO, TPOTOToInHovv oA Kot va enektadovy. EmmAgov,
otV ékdoon 4 evompatodnke mAinpog to Tailwind CSS, emitpénovtag Ty TpOTONOiNGT TOV YPAPIKMV
avTikeévay pe t xpnon tov utility classes tov Tailwind.



2.3 Awygipion 6£d0uEVOV Kot 6YE6LUKES PAcELg 0£00pREVOV

2.3.1 Postgresql ko I'eoyopikéc dOvvatdTnTES

H avtikeipevootpagng oxeotokn| Paorn dedopévov PostgreSQL, eivar amd T1g mo yvwotég Pacelg
dedopévav, Adyo ¢ aflomotiag g, TV OKEPULOTNTA TV OESOUEVMOV TTOV TPOGPEPEL KOL YOl TNV
vrootpién npotomev SQL.

210 mhaiolo g epapuoyng TravelTales, n PostgreSQL ypnoiponomdnke Adyo g vrootnpiéng tmv
JSON/JSONB, o6mov emizpémovv v omoBnkevon mMU-OopNUéVEOV dedouéveov Kot TNV  Tayeio
npoonélacn avt®dv. Evag debtepog Adyos, eivar m avaykn yuoo yeoyopikd dedopéva. Av Kot 1
PostgreSQL dev vrootpilel ancvbeiog yewympikd dedopéva, Umopel Kamolog va Tpochécsl avtn
Aertovpyio. TpooBétovtag 10 PostGIS. Me 1o PostGIS pmopel xdmolog vo kével epmTAROTE TOV
oyetilovial e YEMYPUPIKES OMOGTAGELS KOl YEMUETPLOV oIV LOPOYelo coaipa. ‘Evag emmAiéov
ONUAVTIKOG AdY0G, gival ta gupetnpla g PostgreSQL. Yrootnpiletl pua peydin ykduo amd evpetmpila
omwg, BTree, Hash ko GiST, to omoio givol amapaitmta yioo toydtoteg avolntioel, €01Kd otay
Kévoope avalntnon o€ yeoypoeikég cuvietaypéves. A&ilel vo onuelndel av kot ivol ypnoa to
EVPETNPLO. GE OEJOUEVO OV EVNLEPADVOVTAL GLYVA UTOpel €va €VPETNPIO VO LEYOADGEL YPIYopQ
EEMEPVMVTAG TOV OYKO TV (01mV 0eS0UEVOV. ZE TETOLEG TEPUTTMGELS O SLOYEPLOTNG TNG Pdong Ba Tpémet
va kaBapilel (vacuum) ) Baomn o€ TOKTA YPOVIKE SL0GTILOTA.

2.3.2 Exposed Object Relational Mapping

To Exposed ORM, eivon éva ehagpd framework to omoio givar ypapuévo oe Kotlin, dnuiovpyndnke kot
cuvtnpeitol and v id1a ) JetBrains kot mpoc@épetl mpdoPacn ota dedopéva pe 000 SoPOPETIKOVS
tpomovg. Me Exposed Domain Specific Language, 6mov givon type safe kot pmopet va eAéyyovtal Kotd
m Swdkacio g petoylmttiong. Kor pe Exposed Data Access Object, m omoia sivor o
QVTIKEWWEVOGTPAPNG TPOGEYYIoT Yoo TN dwoyeipion tov eyypoapmdv g Kotlin avtikeipeva, 1 omoia
podletl apketd pe to Hibernate. e avtiBeon pe to Hibernate, to Exposed DAO, pumopet vo amotpéyet
oOAApOTO TOTOV KATd TN ddikacio TG peToyAdttiong, o ypnowomotel Papid XML apyeio kot
moAbmloko annotations. To kaAOTEPO OUME, €ivar N vroopiEn tv coroutines tng Kotlin, 6mwov
EMITPETEL AGVYYPOVES GUVOALAYES Y®PIC VO, LTAOKAPEL TO KEVIPIKO VIIUA, TNG EQAPUOYNC.

2.4 Tovrtomoinon

H epappoyn TravelTales tpocpépet 500 TpOTOVG TAVTOTOINGNC, £VAG EIVAL LI OVOLLO ¥PTOTN KoL KOOTKO
(emmAéov o yprotng pumopel va tpochécel Tavtomoinon dvo topayoviwv Pdlovtag éva hardware key),
ka1 0 0evTEPOC Ue T ypron Google authentication.

2.4.1 JSON Web Tokens (JWT)

To JSON Web Tokens ypnoiponoleital yio tn HETOQOPA TANPOPopIdV m¢ avtikeipevo JSON, omwmg
opiletar oto avorytd Tpdétumo RFC 7519. Ty epapuoyn TravelTales ypnoionoteital yio ) stateless
TOVTOTOINGT] TV YPTCTOV.

‘Eva JWT amoteAeiton omd 3 tpunpate to onoia yopiloviot amd pia tedeio. To mpmdto eivar ) kepakido,
n omoia kobopilel Pacikd yapoktnpiotikd tov JWT, dnwc tov TOmO TOL Kot TovV aAYOp1Ouo wov
YPNOLOTOLEL YioL TNV KpumToypdenot. To dedtepo Tunua givol To ®@eEélo eoptio, To 0moio To opilel o
TPOYPOUUATIOTNS KO UTOPEL VO TEPLEYEL TANPOPOPIEG OTWS, OVOLN YPNOTN, ENimEdO TPOGPaon Kot
nuepopnvio ANéng oe unix time. To Tedlevtaio TuAa gival 1) YynELoKN VTOYPAEPY], 1 OTToia dnpovpyeiTal



KPUTLTOYPOPAOVTAG TNV KOIKOTOUUEVT] KEQPOAIIO LLE TO OQEMIO POPTIO G KMOTKOTOMUEVT LOPPN
(base64). H xpvrtoypdonon yiverol pe 1o pootikd kKAWL mov ypnoponoiet to backend. Me avtdv tov
Tpomo umopel va yvopilelg o mapaAnming tmg To tepieyouevo tov JWT dev €xel vrootel Tpomonoinom
amd Tpitoug.

Me avtdv Tov TpdmO 1 EPappoy”| givar stateless kot dev vdpyeL N avédykn Yo Sayeipion sessions omd
oV Olokopot]. Av Kot glvarl apketd Betikd yuo 0tav vIapyovv moAlol meAdre, Ompovpyet v
avikovotnta va Anén 1o JIWT mpwv mapédbet o xpovog tov. Ondte, Yo epapuoyég 6mov B ovpe va
VIAPYEL 1] SOLVOTOTNTA VO ANEN SVVOLUKE 1] TOLTOTTOINGT EVOG XPNOTH, OEV Eval KOAN ETIAOYT.

2.4.2 Google OAuth 2.0

To Google OAuth 2.0 givon 1 viomoinon tg Google tov mpwtokOAiov OAuth 2.0, to omoio
YPNOCLLOTOLEITAL Y10 VO TAPEYEL TN duvatoTnTa Vo cLVOEDEl £vag XpNoTNG € Lol EPApLOYN YoPic va
dMGEL OVOLLOL YPNOT Kol Koo TpdcPacnc. Me avtdv tov Tpomo Evag ¥pNoTng UTOPEl Vo GuvoEeTal
6€ TOALOTAOVG AOYOPLOGHODE YPTCILOTOIOVTOS HOVO To. dtomiotevtnpla ¢ Google.

Xy gpapuoyn TravelTales, 6tov o ypnotng matdel To kovpumni "ouvoeon pe google account”, tote M
otooeAida kdvel redirect oto backend, petd to backend pe ) oepd Tov Kdvel redirect onv google.
Orav 0 yprotng dmoel Ta atoryeio Tov Kot cuvoebet, 1 google kdvel callback to backend kot petd to
backend kdvet callback to frontend. Avti 1 dladukacio av HTaV Vo, TNV TEPTYPAYOVLE LE KATO10 pattern,
avtd Ba NTav To Backend For Frontend (BFF), 6mwg opileton amd tov opyavioud Internet Engineering
Task Force (IETF) oto "draft ietf oauth browser based apps" otnv evotnta 6 [3]. Katd to omoio vdpyet
éva backend ywn kdafe frontend, to omoio xdvel 6Ao ta amapaitnta calls mov ypewdletar. Av kot
YPNOILOTOEITAL KOTd KOpLo ADYO0 GE GULGTALOTO 7TOL YPNOCLLOTOIOVV microservices £T0l MOTE V.
BeitioTomomoetl TV andkpion Tov frontend KabBdG Kot vor LEDMGEL TNV TOAVTAOKOTNTO, TOV.



Kepdioro 30:  Avaivon 0moITOEOV KOl GYEOLUGUOS GVGTI|NATOS

Xe ot TV €vOTNTO avoAvETAL 0 TPOTOG mov oyedtdotnke to TravelTales kot kdmoleg amd Tig
OTOLTNGELS TNG.

3.1 A&rtovpyiKES OmULTIGELS

Me 0V 0p0 AEITOVPYIKEG ATOUITNOELS, OVUPEPOUOOTE OTIC GUYKEKPIUEVEG VANPECIES, GUUTEPUPOPES KL
Aertovpyieg mov mapéyel Evo cvotnua (oTo TAAiclo Tng wTuyakng N epapuoyn TravelTales) otovg
teAKoVg xpnoteg tov. Oco avagopd v epoappoyr| TravelTales, n avdivon tov anoitioewy &yve pe
yvopova dvo payuata. Ilpdtov, pe tov polo (unverified, verified, moderator, admin) mov pnopei va
€xel KaOe YpNoTNG KOl TO TG EXNPEALEL TOV TPOTO TOV OAANAETIOPA LLE TNV EQOPLOYT. AEDTEPOV, LIE TN
¥PNOoN AETTOUEPDV GEVapPimV ypnomg (use cases), OOV TEPLYPAPOLV LE AETTOUEPELD TI CLUUTEPIPOPAL
NG EPOAPLOYN KOL TN POT| TOV TPEMEL VAL AKOAOLONGEL O ¥PNOTNG Y10 VO OAOKANPADGEL TO KABE GEVAP1O.

3.1.1 Avéivon poérev ypnotov

I'a ™ cwot) Asttovpyia TG EPAPHOYNS KOl TV KAADTEPT EURELPID. TOV YPNOTY, TO GUGTNLA J10OETEL
TéVTE dlopopeTIKOVC poAovg unsigned, unverified, verified, moderator ka1 admin.

O unsigned porog, dev givar Evag dloKPITOg PpOAOG GTO GUGTNIO, OAAG UE AVTOV OVOPEPOUACTE GTOV
yxpNotn 0 omoiog dev €xel Aoyaplacpod. Evag xpnotng o omoiog dev Exel Aoyoplaco, L TNV mo PAciky
KOl TEPLOPICUEVT] XPNOT OO OAOLG TOVG VIOAOITOVS YPNOTES, KaBMdG umopel povo vo dafdoel 1o
TEPIEYOUEVO TTOV TPOGPEPEL 1] EPUPHOYN YWOPIG VO, UTOPEL VO OAANAETIOPAGEL UE AAAOVG YPTOTEG ) VO
dnuovpynoet véo mepileyouevo (€aipeon etvat 1 dnpovpyio AOYaplacroD).

O unverified péhog givar o mpoemAeyévog porOG Yo T dnpovpyio Aoyaplacov (AoYETO LE TOV oV
etvan tomkog 1| Google 0Auth). Avtog o porog mpocbitel T Svvatdtnta 0 YpPNoTNG Vo Propel va
aAAnAemidpaoel pe appa Kot AGAAOVG YpNoTES, Vo aAAGlEL TIg puOuicelg oTov AoYoplaGHd TOV, KM
TaPEYEL KO TN SuvATOTNTO O YPNOTNG VO ONOVPYNGEL AIGTEG pE Ta, ayamnuéva Tov apbpa 1 dpOpa ov
Oa dwPacel apydtepa.

O verified polog, mov Ba pmopovce va ovopdleror Kor ovyypogéac. Eivar o Pacikdg porog g
EQUPLOYNG Kol OAEG Ol faciKEG AELITOVPYIES TNG EYOVV GYEIOGTN LE YVADUOVO, AVTOV TOV pOA0. Alvel 6TO
y¥pNotn TN SuvatodTNTo VO dnuovpynoet mepleyouevo (Stories 1 Guides) kot va ovePfalel Tolvpéca.

O moderator porog, 0 omoiog givar dlayePloTiKOg porog kabmg divel T duvatdtnTa £vag XpnoTng va
umopei vo. oALGEEL TOV pOLO GAA®V ¥PNOT®V, Yo pOAOVG TOV vl YOUNAOTEPO OTNV EPAPYIC TOV
POL®V.

Téhog, 0 admin podrog, o onoiog Exel Tpovoulakn TpodsPacn oto cvotnua. Eivar vredvbovvog yia v
g0puOun Aertovpyia TG EPAPUOYNG, TN OLAXEIPION TOV KOTNYOPIDV Kot TOV EAeyyo katoypnoewv. O
admin pmwopel va dtarypayel TEPLEYOUEVO 1| XPNOTEG TOL TAPAPLALOVV TOVG KAVOVES TG EPAPUOYTC.

3.1.2 Xegvapua ypriong (use case)

IMa v KoAdTepN KATOVONGOT TNG PONG TV EPYUCIMV TTOV UTOPEL VO KAVEL EVAG ¥PTOTNG OTNV EQAPLOYN,
mapotifevtal téocepa Poctkd GEVAPLO YPNONG TOL TEPLYPAPOVY KOMOEG Omd TG ONUOVTIKEG
Aettovpyieg ™S EQOPLOYNG.



T to TpdTo cevipio Ba avapepbole otnv eyypapn Kot tavtomoinor tov ypnot (Sign up & Login).
AVT0 10 OEVAPLO aPOPa Evav EMICKEMTIN TNG €PAPUOYNG O omoiog BEAer vo dnmpovpynoet Evav
AoyoplaoUd Kot KoTomy va. cuvdebel oty epoppoyn. O emokéntng mpémel va £xel TpOGPacT GTO
dwadiktvo kot vo PBpioketon | va ThonynOel otn cehida cuvoeong/eyypapns. Koatomy av emiééet
dnpovpyio AoyoplocloD, TPEMEL VAL CUUTANPMGEL TO Ovopa XPNoTn, éva email kot évav koo
npocPaone. Otav matioel To kKovumi yio T onpovpyics Aoyoplacov, GTEAVOVIOL To. GTolyElo 0To
backend 1o omoio pe ™ oepd Tov EAEyyeL av TO username Kot To email ypnoipomolobvTal omd KAToov
GAA®V ¥pNoTN. XNV TEPITTOOT TOV VIAPYOLVYV, 6TEAVEL oTo frontend Twg Ta oToLKElR YPNCIOTOOHVTOL
oo KATOWV GAA®V xpNot. Av Og YPNGLULOTOIOVVTOL EAEYYEL TO TOGO GYVPOG Elval KMOKOS Kot GTNV
TEPIMTOOT TTOL deV €ival APKETA 10YXVPOG GTEAVEL TO ovdAoyo pvopa. Av Ola Ta otoyeio mov £€6maE 0
APNOTNG TANPOVY TG TPoDTOBECELS, TOTE TO KPLTTOYPOPEITOL LOVOSPOO Kot dnptovpyeitol pio véa
EYYPOPT GTOV TIVOKO, app.USETrS UE T GTOLYELN TOV £6MGE 0 YPNOTNG. TN cvvE)eLo ekdideTot Eva JWT
access token 1o omoio amofnkeverar oe HttpOnly cookie, coppwva pe tov 0dnyd oo OWASP yuo
Swyeipion cvvedpimdv [4], To onoio amoTpénet scripts va amoKTcovy TpdcPacn 6to cookie dnmg deiyvel
10 CWE-1004 [5]. EvaAloktikd o ypiiotng av o 8élel va cuvoebel e tomikd Aoyaplacud pmopel va
ouvoebei e Google OAuth. Avtd pmopel vo 10 kdvel emdéyovtog obvoeon uéom Google, dtav TO
natioet 1o frontend kdvel redirect oto backend, To omoio pe tn cepd Tov KAvel otV google, 6ToL 0
xPNOTNG Umopel va cuvdebel Kol pHOAg oAokANpdOGEL TN cvvdeon ToTe Kdvel 1 google callback oto
backend to onoio tavtomolel Ta GTOKEIR KOl dSNUIOVPYEL TOV AOYOPLOUGUO oV OEV VITGPYEL KOl KOTOTLY
Kévet kot avtd callback oto frontend otédvovrog kat to JWT access token, axpifodg 6mwg yiveton kot
61N 6LVOEST pe TOTKO Aoyaplacuo.

To dev1EPO GEVAPLO apopd TN GuYypaen kol dnpocicvon Ta&dwtikng otopiog. O xpnong Ba mpénet
va €yel Tovhaylotov poro verified kot va £xet Eykvpo JWT session. Katomw, o ypnotne pmopel va
petafel otn celida TV TOEIOIMTIKOVY 16TOPLOV Kol Vo eTAEEEL Snuovpyio vENS TOEIOIMTIKNG 1GTOPIOGC.
Epocov petafel ot oelida, T0TE PmOpEl Vo CUUTANPMGEL TOV TITAO, TNV TEPTYPAPT] TNG 1OTOPLOG KOl TO
mpeg Keipevo og popen markdown. Ztn cvvéyewo propet va emré€et pia N meprocoTePEg OepaTikég
katnyopieg and to check box pevov. EmAéyet ™ ydpo Kot 7OAN (T0 00l OPTOVOVTOL SUVOULKE OTTO
70 API yemypapik®v dedopévav) Tov apopd TV ToSdloTiky totopia. [Ipoatpetikd umopei va aveBacet
ooToYpopieg (01 omoieg YPMNOUOTOOVVIOL Yol TPOPOAT} OTNV TEPIOKONNON TNG 1oTOopiag), OmOL
avePaivouv otov Swokopoty ko emotpépovv éva URL. Otav o yxpfotng £xel oAokANpmGEL 1N
GUYYPOPT UTOPEL VO TOTNOEL ONUOGIELOT KOl TO GUGTNUO ONUOLPYEL Lol EYYPOEN OTOV TivVOKQ
app.stories. MoAMg oAokAnpwbei n dnuiovpyia, 6A0L 01 YPHOTEG TNG EPAPUOYNG UTOPOTVV VO S0VV KoL VO,
SwPacovy TN YEOYPOQPIKN 16TOPia, LETOPAIVOVIOG OTIS YE@YPAPIKES LGTOPIEC KOl EMAEYOVTOG TNV
16TOpi0 TOL SNULOVPYNOE O YPNOTNG.

To 1pito cevéplo apopd v gvepyomoinomn tavtonoinons dvo mapayoviwv. O ypnots epdcov gival
GUVOEDEUEVOC GTIV EQUPLLOYT KoL YPTCILOTOLEL TOTIKO Aoyaplooud, uropel va mdel ot puOUicelc Tov
TPo@ik Tov Kol va gvepyomomoel to 2FA ue puoikd khedi aopdreiag USB (oto mhaicto avtig tng
EQUPLOYNG YPMOLOTOMONKAY LOVO TTpoidvTa TG Yubico, aAAd Bewprtikd Oo Aettovpyodv KAESI Kot
amd GAAEG eTalpieg epooov vrootnpilovv o Tpwtokolio FIDO2 [6] 1 WebAuthn [7]). ' va to
EVEPYOTONGEL EMTLYMG TPETEL VaL PAAeL £va KAEST OTTOV KT TN dtadtkacio TpocOKNG Tov KAELS10V,
t0 backend dnuovpyei pio Toyaio KPLITOYPUPIKN TPOKANGN Kot TNV amoctéArel oto fronend. To
fronend pe t ogpd tov kaAei To WebAuthn API tov mepmynt, {intdvtog pe avtdv Tov Tpomo and tov
xpNotn vo ayyi&el To kKhewdi acpdrelag €161 dote va dnuovpyndel oto kAedi éva public/private key
pair. Mg autd to KAWL VITOYPAPEL TNV TPOKANGT Kot TV emotpeéeel poll pe 10 dMNuocto KAELWI.
Kotémv 1o fronend otéiver ta dedopéva oto backend, 1o omoio emodnbedel v vmoypaen Kot



amodnkedel 10 Onuodclo kAewi otov wivaka webauthn credentials wou 0éter 1o medio
is_two_factor_enabled oce aAnBéc. Otav €xet olokAnpwdel avty n Swdkacio, Yo TIC EXOUEVES
ouvdéaelg o0 ypnotng Ba mpémel va Palel tov kwdikd mpocPaorg, kabmg kol va emPefaidvel Ty
TOVTOTNTO TOL YPNCUYOTOIDOVTOS TO KOTAYMPMUEVO PLGTKO KAEWT aopdreiag USB.

To tétapto Kot TeAevTaio GEVAPLO XPNOMG 0popd T dayeipion Katnyopudv amd tov admin. O poiog
Tov ¥pNo Ba mpénet va gival admin Ko va glvar cuvoedepévog e éva £ykupo JWT token. Xt cuvéyela
0 ypnot¢ umopei va el oto admin panel kot va petaPei ot dayeipton kotnyopidv. Exel pmopel va
GUUTANPMOCEL TO OVOLLOL LIaG VENG KOTIYOPLog Kol Vo dDGEL £VO. Lovadikd kmdikd. Otav to kdvel avtod
Ba pmopel va matnoet dnpovpyia Kot ot cvvéyeln to backend Ba onpovpynoet o véa eyypaen Ue
v Kotnyopio otov mivaka app.story _categories. EmurAéov, o xpfomng umopet va dtaryplyet vdpyovceg
katnyopiec. H dwoypan| vrdpyovoag katnyopiog £xel o¢ amotélecpa va apalpedel amd taldimTikég
1oTopieg 1| 0oNyovs. Ta amoTELECUATA QVTOV TV EVEPYELDV Elval Auesa alcOnTd.

3.2 Mn Aertovpyikég omartioElg

Me 10V 0pO Un AELTOVPYIKAOV OTOITNCE®V OVAPEPOUACTE GE omattioglg mov kabopilovv moloTikd
KpLTnpoL AELTovpyiog, TEPLOPIGHOVS ACPAAELNS, ATOOMGELS KOl TY] GUVTNPNCLUOTNTA TNG EPAPLOYTNG.

Katd ) oyedioong g epapuoyng TravelTales, d60nie peydin Euepoorn oty acedieia Tov. ['a ovtov
TOV A0Y0 peAeThOnKay Kal ypnoipomoonkay Tponyuéveg texvikég Bwpdkiong kabmg Kol TPoTPomES
amo opyavicpovg 6mws tov OWASP.

3.2.1 Ac@dlrero KO WOIOTIKOTNTO

EeKIVOVTOG OO TNV EMKOWVMVIN TOV TEAATN TPOG TOV eEVTNPETNTH OAAG Kol peTald Tmv e&umnpeTnTdV.
Xpnowonoteitar to tpwtokorrio TLS 1.3, 10 omoio amotpénel emBécelg vroklomng dedouévay amd man
in the middle. £ ocvvéyelo 060nKe Eupoon og embéoelc Omwg to cross site scripting (XSS) [8], Y
avTov Tov AOYo O ypmopomomOnke to local storage tov mepmynt). o va vrdpyst peyokvtepn
acpdiea v to JWT tokens kot yia va pun ypnowomowmBel to local storage, ypnoyomomdnkay kdmoo
flags. Kdmowa and ovtd sivor, to HttpOnly, 1o omoio amotpémer v mpdcPacn tov token amod
omolodnmote script. To secure, to omoio dwwc@oriler 6Tl T0 cookie Oa amoctéAleTon pOVO UECH
kpunroypaenuévov HTTPS cuvdéoewv. Tehevtaio elvor to SameSite=Lax/Strict, To omoio mapEyet
ovpN Tpootacia Evavtt embécemv cross site request forgery (CSRF).

EmmpdcOeta, n apyrtektoviky passwordless kot FIDO2 yia tovg tomikong Aoyaplacpode, Umopei va
TPOCTOTEYEL TOV PN 0T a6 eMOEcELS OTmG phishing attacks 1 vOKAOTN YVOGTIKOV GTOLYEI®V, KOODG
TPOGHETEL BTNV TAVTOTOINGT TOV YPNOT TO EMMEDO KPUTTOYPAPNONG 0O VAKO. Me auTdV TOV TPOTO
0 YPNOTNG KaTEYEL 00O Yvmpiopato, KATL To omoio yvopilel kot kdtt To omoio katéyet. A&ilel va
onuembel Tog €ytve emmAéov peAéTn Yo TV Tpocstnkm Tavtomoinong Pdaon tomobesiog kot Pdon
GUUTEPIPOPAC, OOV UTOPOVY VO, ypnoiporonBody g é&tpa tpomotl emPefainong e TonTomoineng
TOV XPNOTN QAL OV LAOTONONKAY AOYO TOL UIKPOD YPOVIKOD TANLGIOV.

3.2.2 Am60001 GLGTINOTOS KOl dLAYEIPLON TOPOV

H epappoyn TravelTales av ka1 dev €xel oxediootel yio va gival TAnpwg scalable (epdcov akorovbel
éva LovoABIKd HoVTELD), €xEl oxedOTEL YIoL v TPEYXEL AmOSOTIKG OKOUO Kol GE TEPPAAAOVTA UE
TEPLOPLoUEVOLS TOPOoVG (dmtmwg eONva cloud instances).



"Evo. peydio mieovéktnua eivan 1 acOyypovn non-blocking I/O apyitextovikn. AVTO TO YOUPAKTNPIOTIKO
oe avtifeon pe thread-per-request apyrrektoviég (6mov kbbe chvdeom decpevet Eva Aettovpykd vipa
OTOV €ivol og emimedo AEITOLPYIKOD GLGTAHOTOG, TO 0moio cLvnBwg eivar mepimov 1MB) givon mo
AO00TIKO KOl GE YPOVIKN GTOKPIoT] OAAG KOl GE Y®PNTIKOTNTA UVAUNG. Zvykekpipéva to Ktor, to
gmuyydvet pe  xpnomn tov Netty (to omoio glvor to mpoemAeypévo engine) kol Twv coroutines tng
Kotlin.

Muovrog yevikd yo tnv opyrtektovikn g Kotlin yia ta Coroutines, o mpoypappatiotg 0o mpénel va
€xel kamola Tpaypota 6To LaAd Tov. To Tpmto gival g 1 Kotlin, emituyydvel Tic koAvTtepeg EMODOELS
OTOL VIUOTO TPEYOVTOG TavTOXpova (vo onpewwbdel mog otav Aéue tavtdypova Og onuaivel g
EKTEAOVVTOL TAPOAAANAQ CALA 1 EKTELEOTG TOVG YIVETOL GE EMKOAVTTOUEVA YPOVIKA d1OGTHATA). AVTO
TO KAVEL YPTOUOTOIDVTAG TO GTLUA TPOYPOUUATIOUOV continuation-passing style (CPS) [9], to omoio
glval Yv@oTo KT KOPLo AOY0 GTOV GUVOPTNGLOKO TPOYpappaticpnd. Eyovtag avtd 6to vov, pmopovpe
Vo 00VUE TG UTOPEL EDKOAN £VOG KAKOYPOUUEVOS KOJIKOG TOL KPATAEL TO runtime, vo dNULIOVPYNCEL
runtime starvation. Avto cupfaivet yloti dev vdpyet kamowog scheduler, émwg Ba eivan og Eva vipa og
EMTEOOV AELTOVPYIKOV GLOTNUATOG, O0mov o scheduler kdver preemptive scheduling. Zagdc, pio
dlepyacio Tov Kkpatdel To runtime, dev eival cOGTA oYESAGUEVT] GALG TO TPOPAN LA Elval TG G Eva
TETO10 GEVAPLO, Elval SVGKOAOG 0 EVTOTIGUOG TOL TPOPALOTOS AdYO ToL 6Tl Ba vdpyovv udvo latency
spikes ka1 hangs.

3.2.3 ZovinpnowpoTnTo Kol ENEKTAGLPNOTN T

Mo va e€aopaiiatel 1 GUVTNPNCIUOTNTO KOL 1) EXEKTAGILOTNTA, Xpnoiponomdnke to potifo clean
architecture & Service-Repository. Bdomn avtod 1o potifov, to backend €yt daympioel TAP®S TOLG
mivaxeg, o oviikeipeva npdsPaong (DAOs), tov amobetnpiov (Repositories) Kot TovV vanpecidv
(Services). Mg autov tov tpomo perlovtikd av ypeaotel va yivel n adlayn g Pdong dedopévav amod
PostreSQL 6e MongoDB 1 og kdmola dAkn, Oa ypelactel va ypagtody uoévo 1o, amobethipia, Ve 10
business logic (vanpeoieg) kot To Routes Oa napapeivovy amordvtog avémapa.

3.3  ApyLTEKTOVIKI] GVOTHNATOG

H apyrtektovikn g epappoyng TravelTales Paciletor oto povtéro 3-Tier Decoupled Architecture, to
omoio e&aocporilel Tnv mAnpn ave&aptnoio petadd g demapng (Vue.js), g epappoyng (Ktor) kot tng
Baonc dedopévav (PostgreSQL).

3.3.1 Emninedo mapovoiaong

To eninedo mapovciaong apopd to frontend, to onoio givar avamtvypévo oe Vue.js Kot ypnoLUoToLEl
teyvoloyiec omwg to Vue Router 4, o omoiog avorouPaver to client-side routing. Xpnouomotei
Navigation Guards ywo va eA&yyel av o ¥pnoIg £€xEL TO amapoitnTo dKoudpoto Tpocfacng o€
TPOoTOTELOEVEG GEXidEC OmwG To Admin Panel. To onoio eacpalilel TG av o xpog amocuvdedel
N 10 cookie tavtomoinong &xel An&el, Bo avakatevbuvOel avtouata otn ceiida login. o v
gmukowvmvia Tov frontend pe to backend ypnowonoteital o client Axios HTTP. O Axios éxet puBuiotel
€101 ®oTe va ovumeptaapPavel avtopata to HttpOnly cookies tavtonoinong oe ke e&epyopevo HTTP
artquatog Tpog To backend (v va yiver n pOBuon avth ypedletor amAdg va tebel n mapapUeETpOg
withCredentials = true). Eniong, éxel ypnoiponombei kot o cuvovaoudg PrimeVue 4 kot Tailwind CSS,
OOV TTPOGPEPOVY VAL EVOTOINUEVO GVGTNUO, GYediooNG Ypopikdv dermoemv. H yprion tov utility
KAdoewv mov mapéyel to Tailwind og cuvovaoud pe ta PrimeVue 6épata, divel ) dvvatodtnto vo
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VILAPYEL OVVOLUKT EVOAAOYT LETAED QOTEVOD KOl OKOTEWVOV BEpatog, Kabmg eEacpariletl responsive
layouts mov mpocappolovat pe avtdpoto Tpdno ce omotodnrote péyehog 00ovIG.

3.3.2 Emninedo cpappoyis

To eminedo epoppoyng apopd to backend, to omoio eivan givar £vag Ktor dtokopiotig mov ekteeitan
v oto JVM. Ecwtepucd tov Ktor, n enelepyacio ormudtov Eekvael and to HTTP aitnua, otm
ocuvéyela eréyxetar amd to CORS, petd yiveron m miotomoinon tov JWT (omnv mepintmon mov
yperaletar), petd mepvdel oTig vanpecieg kol 6to repository logic kot TéAog KoataAryel oto REST
Endpoint. ITwo avaivtikd, to CORS (Cross Origin Resource Sharing) eivor €vag unyoviopog mov
VAOTIOIEITAL ATO TOLG TEPMYNTEG YO VO, ATOTPEYEL EMBETELG OTI™G cross-site attacks. EA&yyel av to
HTTP aitpa eivor omd eykexpipévn npoéhevon (o1 TpogAedGELS LTOPOVV VO OPLGTOVV OTIC pLOUIGELS
tov plugin). Xmnv nepintwon mov 1 TPOEAEVOT TOL ALTAUATOG eV €ival OO £YKEKPIUEVT TPOEAELGT,
T0Te T0 aitnuo dev efumnpeteital kot emoTpéPetal Eva punvopo AdBovg yio CORS violation. H
miotonoinon tov JWT yivetatl pe 1o plugin Authentication kot Authorization. To omoio eAéyyet av n
vroypaen Tov JWT gival 6o, ¥PNCIHOTOUDVTAG TO HVGTIKO KAEWI, EMTAEOV EAEYYEL AV TO ¥PNOTING
€xelg o amaitovpeva dwonodparta. Télog, vapyetl kot to StatusPage plugin, to omoio Aettovpyel wg
KEVIPIKOG UNYAVIGUOC SlayEIPIoNg COOAUATOVY. XTN TEPINTTOOT TOV KATOl0 LANPESia ByAlel GOaAUa
to1E emoTPEPEL TO kaTdAnio HTTP status code og popen JSSON (1 popon g andvnong kabopiletat
am6 to AutoNegotiation plugin), pe avtoév tov Tpdmo dev Ba emotpéyetl moté evaictnrta stack traces
GTOV TEMKO Yp1oT.

3.3.3 Eminedo dedopévav

I'o v vAomoinon tov emmédov dedopévav, ypnoiomomonke n faon dedouévmv PostgreSQL. INa v
SloovVOEST LE TO EMIMESO EQUPLLOYNG KoL TNV Sl Eipion TV dedouévav, yxpnotpuonotdnke to JetBrains
exposed ORM.

H dwyeipion tov cuvariaydv pe m Pdon dedopévaov yivetal péca amd £vo eheyyOuevo transaction
context. I[Tio avaivtikd to exposed, mopéyelt cvvapmoelg onmg m suspendTransaction, 1 onoia
petapépel v ektédeon Tov epotuatov sql oe éva e€edikevuévo thread (to omoio eival o eminedo
Aoyiopkov) to omoto emAéyetar and to dispacthers.lO Twv coroutines, to omoio dayepileton éva thread
pool. Mg avtdv Tov TpOTO OTOPEVYOVLE TO VO LTAOKAPEL TO KUPLO VIO TG EPAPUOYNG.

Katd v apyikomroinomn tov cueTtiuotog, Tpénet vo. yivel évo seeding ot BaoTn ded0UEVOV £TGL DOTE
va &gl ta amopaitnta dedopéva. Avtd mepthappdverl éva data set (cities500.json [10]) o omoio eivor
éva KaTaAoYog mOAE®V Ue TANBuGUO peyorvtepo amd 500 dtopa. Me avtdv TOV TPOTO 0 XPNOTNG VT
Vo YpAayEL TNV TOAT OV aPOPA 1 15Topia TOV, TN SoALYEL péca omd Eva LevoD.

3.4 Xyedwoopog faong deoopévov

IMa va vdpyel oxkepoardTTo TOV dedopévev Kot va e&ac@oiotel 1 ToybTNTA EKTELEOTG GOVOET®V
GUOYETICEMV, GYESIAOTNKE VAL QLGTNPE OPIGUEVO GYEGLOKO GYLLO.

3.4.1 AvalvTiKi) TEPLYPUPN TIVAKOV PacT 0EdO0pEVOV

AxoiovBolv ot 7mivakeg mov ypnolomoinkay yio Ty amobnikevorn dedouévamv TG EPOPLOYNS
TravelTales.
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IMivaxag 1: app.users (AmroOkevon Xroryciov Xpnotaov)

Amofnkevel ta S10mGTELTIPLA, TA GTOLXEID TPOPIA KOl TNV KATAGTOGT) AGPAAELNS TMOV YPTOTAV.

Ovopa Iediov Tomog Agdopévov [Tepropropol [eprypaer| / Xpnon
(Constraints)
id UuUID Primary Key, Default: | Movadiko
uuid generate v4() aVayVOPLoTIKO
xPAoT.
username VARCHAR(50) Unique, Not Null Movadiko ovopa
XPNOTN YO OvaQOpPd
rot URL.
password VARCHAR(150) Nullable Kpvrtoypagpnuévog
kodkdég  (null Yy
Google OAuth).
email VARCHAR(50) Unique, Not Null AebBvvon
NAEKTPOVIKOV
Tayvdpopeiov.
is_local user BOOLEAN Not Null true Y TOTIKN
gyypaen, false 7y
Google Auth.
picture VARCHAR(255) Nullable URL ¢ potoypagiog
TPOEIA TOV PN OTH.
banner_picture VARCHAR(255) Nullable URL g ewodvag
eE@@vALOL TOV
TPOPIA.
role VARCHAR(20) Not Null, Default: | Pérog GULOTNLOTOG
'READER' (ADMIN, WRITER,
READER,
UNVERIFIED).
first name VARCHAR(100) Nullable Ovopo ypnom.
last name VARCHAR(100) Nullable En@vopo ypfiom.
is_two_factor enabled | BOOLEAN Not Null, Default: false | "Evdeién av  &yel
gvepyomowm el 2FA
(WebAuthn).
bio TEXT Nullable YHviopo  Proypapikd
onupeimpo ¥pNo.
created at BIGINT Not Null Timestamp
dnuovpyiog
hoyapraopov  (Epoch
milliseconds).
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updated at

BIGINT

Not Null

Timestamp teAevtaiog
TpOomOTOiNnoNG.

IMivakag 2: app.stories (To&idwwTikég IoTopicc)

Amobnkevel Tig 16TOpieg TOL GLYYPAPOVY 01 XPNOTESG, LOLl LE TIC YEOYPOUPIKEG TOVG OTUAVCELS.

Ovopa Iediov Tomog Agdopévov [Tepropropol [eprypaer| / Xpnon
(Constraints)

id UuUID Primary Key Movaduko
aVayVOPLoTIKO
oToplag.

title VARCHAR(255) Not Null Tithog ™mg
Ta&1010TIKNG 1oTOpiaC.

preview_content TEXT Nullable YhHvtopo Keipevo
MPOETMIOKOTTNONG Yo
TIC KAPTEG.

full content TEXT Not Null To mAnpeg copo g
wtoplag o€ HOpOn
Markdown.

author username VARCHAR(50) Foreign Key > 10 ovyypapéog NG

app.users(username) 16Topiag.

categories TEXT Nullable Yeplomompévn  AMota
(JSON/CSV)
KOTNYOPLOV.

created at BIGINT Not Null Timestamp
onuwovpyiog  (Epoch
milliseconds).

updated_at BIGINT Not Null Timestamp televtoiog
ene&epyaociog.

published BOOLEAN Not Null, Default: true | Katdotoon
dnuocigvong (draft av
elvan false).

images TEXT Nullable Tepromomuéva URLs
POTOYPAPLDV ™m¢
totopiog.

city id UUID Foreign  Key -> | YuoyeTiopévn  TOAN

cities(id), Nullable TPOOPICUOV.

country id UuUID Foreign Key > | ZuoYETIGUEVT]  YOPQ

countries(id), Nullable | mpoopiopov.
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IMivakac 3: countries (X®peg)

AmoBnkevet Tig YDPeS TOV KOGLOL Y10 TN YEOYPOUPIKT TAEIVOUN o).

Ovopa Iediov Tonog Aedopévov [epropropol [eprypagn) / Xpnon
(Constraints)

id UuID Primary Key Movadio
AVAYVOPICTIKO YDOPOS.

name VARCHAR(255) Not Null Emionuo ovopa ydpoc.

code VARCHAR(2) Unique, Not Null ISO 2-letter code g
yopog (my. "GR",
HUS").

IMivaxac 4: cities (IToAe1g)

Amofnkevel Tig TOAELG TOL KOGLOV, TIG CLVIETAYUEVES TOVG KO TOV TANBLGUO TOLC.

Ovopa Iediov Tomog Agdopévov [lepropropoi [eprypaer) / Xpnon
(Constraints)

id UUID Primary Key Movadiko
aVaYVOPIoTIKO TOANG.

name_en VARCHAR(255) Not Null Ovopo g mOANG ue
AOTVIKODC YOPOKTNPES
(ASCI).

name gr VARCHAR(255) Nullable Ovopa g moANG pe
EMMVIKOVG
XOPOKTIPES.

lat DOUBLE Not Null l'eoypopikd  mhdtog

PRECISION (Latitude) tng moOANG.
Ing DOUBLE Not Null l'eoypapiko UKOG
PRECISION (Longitude) ¢ moAng.

feature class VARCHAR(10) Not Null Kamnyopromoinon
Geonames (m.y. "P" vy
KOTOIKTLLEV TTEPLOYN).

feature code VARCHAR(10) Not Null Ewduotepog  Kmdueog
Geonames.

population BIGINT Not Null [Mnbvoude g mdAng

(xpnoo e
ta&vounon/eiltpa).
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timezone VARCHAR(100) Not Null Zmvn opog e TOANG

(.
"Europe/Athens").

country_id UuID Foreign Key > | H ydpa oty omoia
countries(id), Not Null | avnkel n moAn.

IMivaxog 5: webauthn credentials (Awamotevtipuo 2FA)

Amobnkevel Ta KPUTTOYPAPIKA KAELOLA Y10 TIV TOVTOTOINGN dV0 TOPAYOVIMV TOV YPTOTOV.

Ovopa Iediov Tomog Agdopévov [Tepropropol [eprypaer) / Xpnon
(Constraints)
id UuUID Primary Key Movadiko
aVOYVOPLOTIKO
Swmotevtnpiov.
user_id UUID Foreign Key > | O ypnog otov omoio
app.users(id), Not Null | avikel o kAe1di.
credential_id VARCHAR(255) Unique, Not Null To avayvopiotikd Tov
TOPAYEL 0

browser/security key.

public_key TEXT Not Null To Anuodeio
Kpvrroypagpikd Kiedi
(PEM/JWK format).

sign_counter BIGINT Not Null, Default: 0 Metpntig LVIOYPUP®OV

Yl TNV OmoTPOTN
replay attacks.

3.4.2  XTpotnyikn xp1on EVPETNPimV KoL AKEPALOTNTA OEGOUEVOV

INo voa egooporotel N péytot dvvary taxdTTa Kot o&lomIoTion KOTd TNV EKTEAEGN EPOTNUATOV,
yxpMNoLoToOnKay evpeTipla SLUdIKOV dEvipwv. Me avtdv tov Tpomo eEacparifovpe mmg 6tav Oa
yivetar n avalitnon xpnotdv katd m dadikacio Tov login, ) omoia olokAnpdvetan og xpovo O(logn),
0 omoiog givarl yeddv axaplaiog, avesaptitog amd To uéyebog g Pdong. EmmAéov, ypnoyomomnkay
dvo meplopiopol avapopdg Eévav khedwny (Foreign key referential integrity). O évog eivat Tomov on
delete cascade, 0mov ypnoonomdnke otov mivaka app.webauthn credentials. Mg avtdv tov TpoMTO
eEacparifovpe mwg oty TEpiTTOoN OV Yivel Slaypaer €vOg YPNOTN O OMOI0g YPTCLLOTOLOVCE
hardware key, Oa yivelr avtopata 1 doypagn Tov KAEW00 amd T PAoT, amroPedyovTag e oVTOV TOV
TpoTo "opeavéc” eyypagéc. AvtioTtorya, Yo Tov mivaka, app.stories ypnoionotidnke to on delete set
null/restrict, 6oV GTNV TEPITTOOT TOL Yivel dlaypagn piag ydpag N TOANG, o€ deiyvouy ta medio city id
ka1 country id og dedopéva mov dev vapyovv, avtifétwg yiveton 1 Tiun toug null. Téhog, umopel va
yiver ypnon olOvOeT®V gupetnpi®v Yo Tr OPOCTIKY EMITUYLVON TOV EPOTNUATOV avalnTnong
tonofecimv Pdoel yewypaplkod €OPOVS TILMY, Y10, TOV Tivaka cities oto wedio lat (latitude) ko Ing
(longitude).
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Equation 1

Kepdiorwo 40:  Yromoinon Frontend

Kdabe diemapn ypfotn amoterel Tov cuvoeTIKd Kpiko PeTald TOL TEAIKOD ¥PNOTH Kol TOV ECMTEPIKDV
INYOVICHMV OV KAVOLV TNV £Qoppoyn va SovAgvEL. Me n ypnom g apyltektovikn Single Page
Application (SPA), n avBevtikomoinon xoar 1 dwyeipton cvvedpunv, cvyvd exbétovv gvaicOnta
dedopéva, Ommc access tokens, KoOGTOVIOC TNV €PAPUOY EVAAMTN ©€ €MBECELS VTOKAOTNG
dedopévav. o v amoguyn tétolov emiBécewv, n viomoinon tov frontend £ywve pe yvopovo to
ovyypovo apyrtektovikd tpoétuno BFF (Backend For Frontend). Me avtdv Tov TpOTO PETATPETOVLLE TO
fontend o¢ éva stateless déktn mov aAAniemdpd pe to backend omoKAEIGTIKA HECH TPOGTATEVUEV®V
KOl KPUTTTOYpapNUéEVaV cookies.

To mapdv KEPALUO AVOAVEL TIG TEYVOLOYIEC TOV ¥PNOLOTOONKAV Y10 TOV GYXESOICUO Kol DAOTTOINGT
tov frontend. Aivel BapdTnTa GTOVG UNYOVIGHOVG dlaEiPIoNG GLUVESPLDY, GTNV DAOTOINGN TOL reactive
state management yio. TNV TOVTOTOINGCT] TOV YPNOTN KOl TIG TEXVIKEG AEMTOUEPELES TMV Yol TNV
TOVTOTOINGT UE TN YPNoN PUoLkoD KAEW100 (WebAuthn).

4.1 ApyLTEKTOVIKI OOUT] KUL TEYVOLOYIES

H emthoyn v 1exvoAOYIDV £YIVE UE YVOUOVO TNV ETEKTAGILOTITA, TV AGQAAELD, TNV ALOO0CT KOL TN
ouuPBaTOTNTO UE GVYYPOVO TPOTLTIO UVATTVENG AOYIGIKOV.
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4.1.1 Vue 3 ka1 composition API

H Vue 3 emiéyBnke Adyo g €0KOANG cLVTHPNONG KoL TNS OTTANG AOYIKNG oL Ttapéyel. Eiducd pe v
£xdoom 3 1 omoia lonyaye T pnyavn reactivty. H reactivity givat pia prlikd emavoaoyediaspévn unyovi
n onoio Paciotnke ce ES6 proxies. Avti m odiayn €oMyaye TOV KOADTEPO KOl OTOSOTIKOTEPO
EVIOMIGUO aAAaY®V Ge cOVOETEG OOUEG OEDOUEVDV (OTIOC EUPOAEVUEVO OVTIKEIUEVA KOl TTIVOKES) UE
TOAD AlydTEPO VIOAOYIOTIKO KOGTOC. 'l TOV TpoypoppatioT avtd onuaivel Tog og ypetdletal va
yewpiletar o 1010¢ Tig aArayég mov VYOV cupPaivovy 6T dedopéva.

Mo mv avanén tov tunpdatov ypnoyorodnke uoévo to composition API kot 10 cuvtaxtikd
poTLTO "<-script setup>". Me avTiV TNV TPOGEYYIoT AVTH VTAPYEL TO KOBapIC KMddKaG, KabDS dev
VIAPYEL M AVAYKY] Yot TN XPNOY ALoTNpdV pmlok (0mmg data, methods, computed, mounted) 6mov
ypnowonotovviol and 1o options API, oAAd pmopovv va opyavemBoldv yOpm and cuykekpluéveg
Aertovpyieg. O KMOKOG UTOPEL Vo YIVEL TTLO EMAVOYPTCYLOTOGILOG LE TN ¥PNoT Tov composability, To
omoiol emttpénel TN Onovpyia owtdévouwy cvvaptioemy. o Tapdderypa, n cuvaptnon "useAuth”,
umopel va ypnoponom el o omolodnmote onueio ™G EPUPUOYNS, YOPIG TEPLOPIGUOV OGS VINPYE LE
to options APL. EmimAéov, o compiler tng Vue npocpépet BeATioTonooels, 6mov pumopel va avaidoelg
oTOTIKG TO TPOTLTTO Kot Vo, ovoydacet (hoisting) To 6TaTIKA GTOLYElN, LEWDOVOVTAG GTLLOVTIKG TOV ¥POVO
7ov ypeldleral yuo va eravacyediaotel To sikovikdé DOM.

4.1.2 Vite kot bundler

Mo ™ petayAdTTion TG EQapIOYNS Kol TO TOKETAPIGHA TNG, PN oLoTomOnke o vite. Xe avtifeon pe
to webpack, 1o vite TpocPEpEL APKETE OPKETE TAEOVEKTLOTA OTNV EUTEPIN AvATTLENG AOYIGUIKOD.
‘Eva. amd to peyorvtepa mieovektipata givar To native ESM dev server, yio To omoio yivetou partial
bundling tov k®dKo ypnoonowwvrag ta ES modules, mpocpépovtag amictenta Ypyopeg EKKIVIGELS
mg epappoyng doyeta and to péyebog te. Emumdéov, ywo ta pre-bundle ta esbuild mpoceépovv
eEAPETIKA PN YOPO TOKETAPIGHO KATA TNV HETOYADTTION Yo eEmTEPIKES PifAtodnkeg (umopel va etvan
10 éwc 100 @opéc mo ypiyopo Yo Pipriodnkec mov Exovv ypagtel o€ java script [11]). Téhog, éva
onuavtikd migovéktnua gival to production bundling pe rollup. To rollup pmopei va agapécel un
YPTCULOTOLOVUEVO KMOOKO YPTOLUOTOIDVTAS EEUPETIKA TPOTYUEVEG TEXVIKEG OMWG TO tree shaking
(apaipel un ypnolpomotovpevo Kmdka) Ko code splitting (tepoyilel Tupata kddka yio KaAdTEP
Bektiotomoinom). To tehd amotélecua douc@arilel Tmg o teEMkde ypnotg Oa katefdoel povo Ta
ATOAVTOV OTOPOITNTO OPYEiR KOTA TNV TPOTN POPTOCN TNG GEAISAG, dNUIOVPYDVTOG UK KOADTEPT
eumepio.

4.1.3 CSS ko design tokens pe PrimeVue 4 kon Tailwind

I"a 1t oyediaon g diemapng emAéyOnke 1o PrimeVue 4 pe cuvdvacpod tov Tailwind. O cvvdvacuog
UToOpeSE va yivel Adyo g véag £kdoorg Tov PrimeVue, o onoiog gio1yoye véa apyttekToviky Paciopévn
o€ petaPintéc CSS kon design tokens, To onoio emétpeye v Gyoyn evooudtoon pe to utility first
povtéha tov Tailwind. Xvykekpiuévo, ta design tokens UETATPETOLV YPDOUOTO, OTOCTOCELS KO
yevikotepa 1010tNTEG TG CSS o€ tokens (Yo mapdderypa --primary-color). I'io avtd T0 Adyo pmopel va
yiver n duvopikn oAdayn Bepdtov, 6T TV gyyevn vtooTNPEn ToL GKOTEWVOD OENaTOg oE eminedo
GLOTARATOC ¥®Pig OuThd kddka CSS. 'Evo akdpun mAeovEKTUA Y10 THY GVATTUEN SUVOUK®DV YPOPIKMDY
givan to, breakpoints (sm, md, 1g) mov npocpépel o Tailwind. Me avtdv Tov TpdTo gival o E0KOAN M
VAOTOINON YPOPIKOV GUGTUTIKAOV Y1 SLPOPETIKOV peyéBong 006ves kabdg mposappolovrol avtdparo,
LE KPEG TPOGAPLOYES GO TOV TPOYPOUULOTIOTY.
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4.2 Awygipion ovvedprov kot BFF interceptors

H ypinom tov potifov BFF (Backend for frontend) emifdier onpavrikés aAlayés otov TpoOmo
Swyeiprong tov cuvedprwdv. Aoyo g ypnong tov HttpOnly cookie, to frontend dev €xel mpoécPaom oto
nepeyopevo tov JWT token. e avtdv tov Adyo 1 epapuoyn npénel vo Paciletal e Euuesovg
unyoaviepove. ‘Evag unyoviopoc mov pmopovpe va ypnopomomacovpe ivar o, BFF inteceptors kot oto
Sy papLLe. LTOPOVLE VO SOVUE TG YPTCLLOTOLOVVTOL Yot VAL YIVEL 1) S10.THPNOT| TG GLVEdPLoG.
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Client (Vue 3) BFF (Ktor)

1. Request (/user/me)
>
Access Token Expired
2. HTTP 401 Unauthorized
@ ee o
3. POST /auth/refresh (Stateful)
>
Verify Refresh Cookie
Issue New Access Cookie
4. HTTP 200 OK + New Cookies
@ eee o
5. Retry Request (/user/me)
>
Access Token Valid
6. HTTP 200 OK + Data
@ eaee o]
Client (Vue 3) BFF (Ktor)

Yynpa 1: swatipnon g cvvedpiog

4.2.1 To potipo BFF client interceptor

Orav évag xpnotng otélvel éva aitnpa mpog to APL, o mepmyntig emouvvantel avtdpata o cookies
g ovvedpiag (Yo, ovtdv Tov Adyo mpémel va. puOuilovial cootd ta CORS). Xty mepintmon mov 10
access token (to omoio £yet pkpn ddpketo (ong tov 10 Aewtdv yio Adyovg acedieiag) Exel An&et, tote
10 backend Ba emotpéyet kwdkod cpdipatog "HTTP 401 Unauthorized".

INao va Pektidoovpe v gumelpio Tov YPNHOTN, €101 OOTE va unv amocvvdéete kdbe 10 Aemrd,
ypnoonolovpe tov punyovioud Silent token refresh (pue ™ ypnomn evog JWT refresh token) pe
ocuvaptnon authenticatedFetch. Me avtdv Tov Tpdm0 £Y0ULE ONLIOVPYNGEL €V interceptor S1KTVOV.

export async function authenticatedFetch(url, options = {}) {

const defaultOptions = {
credentials: 'include', // EmiBdAAoupe otov browser vo otéAvel ta cookies
...options

3

let response = await fetch(url, defaultOptions);
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// Avixveuon AAgng tou Access token
if (response.status === 401) {
try {
// AMOOTOAN alTtApotog avavéwong oto BFF xpnoipomoiwvtag to Refresh Token Cookie
const refreshRes = await fetch(window.API_BASE_URL + '/auth/refresh', {
method: 'POST',
credentials: 'include’

1)

if (refreshRes.ok) {
// EAv n avavéwon METUXELl, EMAVAAAUPBAVOUME TNV apXikhi aitnon
response = await fetch(url, defaultOptions);

} else {
// Edv to Refresh Token €xeil emiong AR&el, n ouvedpia teppatildetal
window.dispatchEvent(new CustomEvent('session-expired'));

}
} catch (e) {

console.error('Refresh token failed', e);

window.dispatchEvent(new CustomEvent('session-expired'));

return response;
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4.2.2  Avolvtikn ene€nynon Tov KVKA0L (1] VoS aTOTOg

Orav mpénetr va dnpiovpynBel éva aitnpa otéiveton oty authenticatedFect, n omoia déxeton o URL
podi pe g mopapéTpovg tov artnpatos. EEaceaiilel va glvan £ykupa To TIGTOTOMTIKA Kot VoL VITAPYEL

m

N wWiotnta "credentials: 'include™ (Avti 1 W10 TA TPOoSdiopilel GTOV TEPNYNTH VO GLUTEPIAGPEL TOL
cookies SameSite/HttpOnly). Xtn cvvéyeia yivetar 1 amonepa vo otodbel oto aitnpa oto backend,
omov Ba yiver n emaAnBevon tov Access Toekn cookie, otnv mepintmon mov dev vhpEel KAmO0
mpofAnua Ba otarbel o HTTP status code 200 kou o kOKAog {ng Tov authpatog 6o oAokAnpmBet.
Xmv mepintoon mov &xovv AREN Ta motomomTikd, Oo emictpagpei o HTTP status code 401
Unauthorized. Tote Ba yivel o andmepa yia aBdpvpn avavémon, katd v onoia Bo amoctolel Eva
véo aitnua post oto end point "/auth/refresh", to omoio Ba meptiapuPdaver avti ywo to access token, To
refresh token (to omoio éxet pvBot oe dbpkela 15 nuepmdv). MOAG ohokAnpwbel o éleyyog tov
refresh token kou givan €yxvpo, tdte Bo exdobel Eva vEo access token kot Oo amaviioel pe HTTP status
code 200 ka1 Ba cvumeprapPdvet o access token. Otav €xel oAokAnpmBel n evnuépmaon Tov access
token, 161¢ t0 frontend B mpoomadncel Eava va kdvel To aitnua mov tpocnabovoe va kavetl. Télog,
otV mepintmon mov €xel AEn ko to refresh token, 16te Ba emotpagpet to HTTP status code 403, 1o
omoio onuaivel mog &xel ANEn to token kot Oa yivel avampocdioptopuds (LEc® Tov event session-expired)
TOV XPNOTN 0T GEAiIdO GhVIEDT|G.

4.2.3 Awygipion custom event kot navigation guards

To event session-expired givol Tufpa g Kevipkng doung g epoapuoyng TravelTales ko mhvta
extelel Tpig kabopiopéveg evépyetes. [lpmta kKabopilel N TOMKN KOTAGTAGT TOL YPNOTY, GTN GLVEKEL
Sy PAPOVTOL TUYOV SESOUEVO TOV YPNGTI] TTOL VTLAPYOLY GTNV TOTIKT arodnKeELGT TOL TEPMYNTH (OTTOC
TPOTIUNGELS Y10, TO OEpa TG epapproyng). Télog, o vue router Oa avakatevdHveL Tov ypioTn ot GeEAdA
oVVOEDTC, TPOPAALOVTOG KOt £va pOp-up HVLLO TTmG 1) cuvedpia Tov €xel ANEN.

4.3 Avvopixi) owoygipion KaTaoTooNS Kol TAVTOTOoINon (p1)oT

INo va dwetnpnBet n avbevtikomoinon tov ypnot o€ dAa ta Koppdtia g Vue, dnuovpynnke to
"useAuth.js". Xdpng to omoio dev eivar avaykaia 1 xpnon eotepikmv Piprtodnkdv yio tn dlayeipion
katdotoong (Pprobnkeg 6mwg Pinia 1 1o Vuex). To useAuth viomoiel éva gloaepld singleton
a&l0TOIMVTAG [LE AVTOV TOV TPOTO TIG EYYEVELG duvaTOTNTES TN VUue 3.

import { ref } from 'vue';

import { uselLayout } from '@/layout/composables/layout';
import { AuthService } from '@/service/AuthService’;

// Global Singleton State
const authState = ref({
username: null,
picture: null,
role: null,
firstName: null,
lastName: null,
bio: null,
isLocalUser: false,
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loggedin: false
3

async function initAuth() {

try {
const me = await AuthService.getMe();

authState.value.username = me.username || 'User';
authState.value.picture = me.picture || null;
authState.value.role = me.role || 'UNVERIFIED';
authState.value.firstName = me.firstName || null;
authState.value.lastName = me.lastName || null;
authState.value.bio = me.bio || null;
authState.value.islocalUser = me.isLocalUser !== false;

authState.value.loggedin = true;

const { layoutConfig, applyTheme } = uselLayout();

const settings = await AuthService.getSettings();

if (settings.themePreference !== undefined) {
layoutConfig.themePreference = settings.themePreference;

if (typeof window !== ‘'undefined') {
localStorage.setItem('themePreference', settings.themePreference);

}

applyTheme();

}
} catch (e) {

console.warn("User is not logged in or session expired.");
logoutState();

function processToken() {

// Re-verify session identity dynamically since we have a verified new backend cookie
implicitly via REST

initAuth();

async function logout() {
try {
await AuthService.logout();
} catch (e) {
console.error(e);

}
logoutState();

function logoutState() {
authState.value.username = null;
authState.value.picture = null;
authState.value.role = null;
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authState.
authState.
authState.
authState.
authState.

// Automatically check session cookie on import mount

initAuth();

value
value
value
value

value

.firstName = null;
.lastName = null;
.bio = null;
.isLocalUser = false;
.loggedin = false;

export function useAuth() {

return {
authState,
initAuth,
processToken,
logout

}s

dynamically
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4.3.1 O Loyog ypnone Tov global singleton state

AnAdvovtog T petofintn authState £ and tov opiopd e cuvaptnong useAuth, diacparilovue ot
omote ypnoponoteiton 1 useAuth oe dapopetikd Tunpata, dha ta Tupate 8o popdlovrol Kot Ha
TOPUTNPOVY TNV 1010 aKkPPOC dvvapky avapopd. Andadn, av oALGEEL 1| KOTAGTOCT o€ £va TURp, o
oAAGLer Kat oo OAa TOL VITOAOLTAL.

4.3.2 Zvyypoviopog TPOTIUNGE®V TOV YPUPIKOV TEPPAALOVTOS

Mo Aemtopépeta Yo trv omoia 060nKe mpocoyn, eivar 0 avTéLATOG GLYYPOVIGUOS TV pLOUIcEDY Yl
10 Ypopkd mepPdilov (6mwc 1 Tpotipunon avorytod 1 ckovpov Bépatog). H dradikacio suyypovicpov,
yivetot Kotd T dradikacior GOVOES G TAVTOTOINGCTG TOV XPNOTY.

async function initAuth() {
try {
// Avdktnon twv otoilxeiwv tou xprotn amd to BFF

const me = await AuthService.getMe();

authState.value.username = me.username || 'User';
authState.value.picture = me.picture || null;
authState.value.role = me.role || 'UNVERIFIED';
authState.value.firstName = me.firstName || null;
authState.value.lastName = me.lastName || null;
authState.value.bio = me.bio || null;
authState.value.islocalUser = me.islLocalUser !== false;

authState.value.loggedin = true;

// Avaktnon kal €pappoyn Ttwv pubuicswv epdpdviong
const { layoutConfig, applyTheme } = uselLayout();
const settings = await AuthService.getSettings();
if (settings.themePreference !== undefined) {
layoutConfig.themePreference = settings.themePreference;
if (typeof window !== 'undefined') {
localStorage.setItem('themePreference', settings.themePreference);

}
applyTheme(); // Auvapikn €pappoyry tou CSS Theme

}

} catch (e) {
console.warn("User is not logged in or session expired.");
logoutState();

H dwdkacio avt dtwopoilet 6Tt poAig o xpnotng ovvdebel, o1 emidoyéc Tov yprotr Ba epappoctovy
QUECMG YWOPIG VO VTAPYOLY TPOPANLATO OTMG VO POPTMOVEL TPATO TO TPOETMIAEYUEVO BENO KO LETE TO
0¢ua tov ypnotn (awtd pumopel va dnuiovpynoet effects kotd ™ eoptwon). EmmAéov, n vAonoinomn tov
0¢uatog og backend eivar amopoitntn Yo T COGTH UETAPOPE TOV ETAOYDY TOL ¥PNON KOl GTNV
gpoppoy”n tov android.
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4.4 Yhomoinon g QOPRAS GVVOESTS

H vhomoinong g edpuag ohivdeong tov ypno eivar Eva draitepo tunpa, kabdg o TpoypPOULOTIGTHS
TPENEL VAL givorl TPooekTkOG pe v vAomoinon tg. Avtd cvpPaivel yati givat éva onuovTikd TUpo
Yo aAANAETIOpaoT| E TO GVGTNHO 0oPAAELNG TOVG backend.

4.4.1 H apyptextovikny koppdtt kot tpoéTomo (Component & Template)

"‘Eva. xoppdtio tov ypnotponotovviot amd v PrimeVue e€aceaiilovv v mpocsPaciuotnTo Kot tnv
aontucn. T Tapddetypa, ypnotonoteitar To password KOUUATL, TO 0010 TPOGTATEVEL TOV KMIKO
ypnotn amd timing attacks oto ypagikd mepiPdiiov aAAG TPOGEEPEL KOl EYYEVMOS SuVATOTNTEG
AmTOKPLYNG Kol EUPAVIONG TOV K®Owov. EmimAéov, €yovpe kot TV OAANAETOPOCTIKY OAAGYN
KATAOTOONG, OOV VAOTOLEITAL OO TOV TPOYPOUUATIOT e TN yprion tov "v-if" kot "v-else".

25



Equation 2

Welcome to TravelTales!

Sign in to continue

Email

Email address @
Password

Password @
a Remember me Need an account? Sign Up

Sign In

G Sign In with Google
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Welcome to TravelTales!

Create an account to continue

Username

dtzikas

Email

dimitristzikas@protonmail.com Q&

Password
00000008080

Remember me Already have an account?

G Sign In with Google

Equation 3

4.4.2 H pon Tomikig 6vvoEong

Otav 0 ypnotg vroPdier ™ @opua, exteieiton n pébodog submitAuth, 1 omoia mpooeépel Evav
terevTaio Eleyyo opBOTNTOG TG POPLOG TPV 0mocToAEl oTo backend.

const submitAuth = async () => {

errorMsg.value = '";

if (lemail.value || !password.value || (isSignup.value && !username.value)) {
errorMsg.value = 'Please fill out all fields.';
return;
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loading.value = true;
try {
if (isSignup.value) {
await AuthService.signup(email.value, password.value, username.value);
await AuthService.login(email.value, password.value, checked.value);
processToken();
router.push('/");
} else {
const result = await AuthService.login(email.value, password.value,
checked.value);

// EAeyxog €dv o Xpriotng €xel evepyomoinuévo to 2FA (WebAuthn)
if (result && result.requires2FA) {
handle2FAChallenge(result.authResponse); // MetdBaon otn por] WebAuthn
} else if (result) {
processToken();
router.push('/");

}
}
} catch (err) {
errorMsg.value = err.message || "An error occurred.";
} finally {

loading.value = false;

3

4.5 Yhomoinon WebAuthn / Passkeys otov frontend

H viomoinon kot evooudtoon tov WebAuthn (FIDO2) oto ypagikd mepidiiov amoterel o
€EQPETIKA OTOLTITIKY| OTOLT TIKT KPLUTTOYPOQIKT dtadtkacio, Kabmg ypetaletar dueon aAAnieniopaon
L€ TO VAIKO TOV Agttovpykod o## 9.1 Zhvoyn kot Anotiunomn tov ‘Epyov.

4.5.1 Awygipion dvaOIKAOV TIVAK®V

To WebAuthn API tov tepmynt, ¥pPNOUOTOIEL ATOKAEIGTIKG TPOCOPIVOVG dVAOIKOVE TIVOKES, LECH
TOV OTOI®V OVATOPIOTA KPVUTTOYPUPIKEG TPOKANGCELS, VITOYPOeEC Kot credentials. Avtd dnuiovpyel
acvppatodtnTo e To TpTokoAro emkovmviag HTTP kabdc vroompilel udvo keipevo. o va emtdvbel
avtd 10 TPOPANU, dnuovpyndnkav dvo cuvaptioelg, N bufferToBase64 woi m base64ToBuffer,
oopemva pe 10 tpotuno RFC 4648 yio Base64URL.

// Metatponr ArrayBuffer oe string Base64Url (adaipeon +, / kal = padding)
const bufferToBase64 = (buffer) => {
let binary = '';
const bytes = new Uint8Array(buffer);
const len = bytes.bytelength;
for (let i = 0; i < len; i++) {
binary += String.fromCharCode(bytes[i]);
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}
return window.btoa(binary)
.replace(/\+/g, '-")
.replace(/\//g, '_")
.replace(/=/g, '');
s

// Metatponr] string Base64Url niow oe ArrayBuffer yia to WebAuthn API
const base64ToBuffer = (base6d4) => {
const binary = window.atob(base64.replace(/-/g, '+').replace(/_/g, '/'));
const bytes = new Uint8Array(binary.length);
for (let i = @; i < binary.length; i++) {
bytes[i] = binary.charCodeAt(i);
}

return bytes.buffer;

3

Onwg umopel va 0g1¢ KATO10¢ Kol GTOV KOJIKA, 01 GUVOPTHGELS LETATPETOVY TPIC YOPUKTNPES, TOV +,
Kol To =. Avtol Ol YapaKTApeEg ¥pnopomolovvtal omd o Base64 ol €yovv €dikn onuocio ota
ortnuato HTTP. Me autov tov 1pdno pmopodpe va eyyonbovpue v cmotn arinienidpacn tov API pe
t0 TpwtoéKoAro HTTP.

4.5.2 H dwdwkaoia Tavtonoinoens pe 1o WebAuthn

Orav 1o backend amartncel tov €deyyo 2FA, mapéyel pio, KPLTTOYPUPIK TPOKANGT Kot TN Aot TV
gyyeypoappuévoy  kAewiov tov ypnom. H ovvdpmmon handle2FAChallenge, avoiaupdver ta
0AOKANPMOGEL QLTI TNV SLOOIKAGT0 LLE TN CLVEPYOTIO TOV TEPUNYNTY.

const handle2FAChallenge = async (authResponse) => {

try {
errorMsg.value = 'Please insert and touch your hardware key.';

// 1. Mpoetoipacia twv PublicKeyCredentialRequestOptions
const getOptions = {
publicKey: {
// Metatpomn tou Base64Url challenge oe ArrayBuffer
challenge: base64ToBuffer(authResponse.challenge),
timeout: authResponse.timeout,
rpId: authResponse.rpIld, // Tautomoinon tou Domain (m.x. localhost)
allowCredentials: authResponse.allowCredentials.map(c => ({
type: 'public-key’,
id: base64ToBuffer(c.id) // Metatpomi twv emitpendpevwv Credential IDs
1)
userVerification: 'preferred' // Zntd Blopetplkd otolyeila edv eivatl

6100€01pa

s

// 2. EmikAnon tou Hardware Authenticator
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const assertion = await navigator.credentials.get(getOptions);

// 3. Kotaokeu twv dedopévwv amdvtnong (Assertion Response)
const loginData = {
email: email.value,
id: assertion.id, // Base64Url avayvwplotiké Tou KA£1d10U
rawId: bufferToBase64(assertion.rawld),
type: assertion.type,
response: {
// Kpumtoypadikn umoypadry kat dedopeva tou authenticator
authenticatorData: bufferToBase64(assertion.response.authenticatorData),
clientDatalSON: bufferToBase64(assertion.response.clientDatalSON),
signature: bufferToBase64(assertion.response.signature),
userHandle: assertion.response.userHandle ?

bufferToBase64(assertion.response.userHandle) : null

}
1

// 4. AmootoAn oto Backend yia emoAfi®suon tng umoypadng
await AuthService.finish2FALogin(loginData, checked.value);
processToken();
router.push('/");

} catch (err) {
console.error(err);

v

errorMsg.value = '2FA failed: + (err.message || 'Verification failed');

3

4.5.3 Kporroypagikn avaivon

To mpdTO TPdyLO TOV TPETEL VL YiveL Eivar 1 Stoo@dAion Tov domain name, Yo Vo aoTPEYOVUE TUYOV
emBécelg phishing. Avto yivetar péom Tov mepmynt) Kavovtag enainbevon tov domain (vo onpemOet
WG GTNV TTUYLKN € Agrtovpyel AN PG Kabg dev v pye dStwbécio domain). Katomv o authenticator
AopPavel TNV KPUTTOYPAPIKT TPOKANGT], T GUVILALEL HE TO, OEBOUEVA TOV TEANTN KOl TO LITOYPAPEL
YPTCULOTOIDOVTOS TO OIMTIKO KAEWDT OV Ladpyel 010 ELOIKO eminedo Tov KAgwlov USB. Télog,
TOPEYOVTOL KO TAT|POQOPIEG GYETIKA LLE TNV KATACTOOT OV Ppiokdtav o authenticator Kot T oty
g voypaens. T€toleg mAnpopopiec pmopet va givar pa amapifpunon Tov vToYPAPOVY 1 AV 0 YPNOTNG
MGTOMOINGE TNV VIOYPAPT).

4.6 Awygipion cpoipdtov ko UX Bertiotomomosig

Oroav onpovpyeitar Eva cOGTNUA LOEVTIKOTOIMNGNC VYNADY TPOSIOYPOUP®V, TPETEL VO VITAPYEL VTTOYN
T N dweiplon amotuyldv o Tpémel va yivetal pe Kouyd tpomog, kabmg o Oa mpémel vo, ekBéter
gvaicOntec TAnpopopieg acedielog aAAd Kot vo umopel va Kabodnynoet Tov ypnot.
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Equation S

4.6.1 Awygipion axvpoong kot axoppuyn empefaionong

Kotd v mictomoinon tov WebAuthn, o ypfiiotng umopei va akvpooel ) dadikacio 1 va, unv
emPefardoet Ty vwoypaet. ['lo avTdv ToV AdY0 VIGPYOVY TPLG JAPOPETIKESG KOTNYOPIES TEPUTTDCEDY
mov dwayepiletor n péBodog handle2FAChallenge. H mpomtn givor av 10 cedipo givor tdHmov
NotAllowedError, to omolo emotpépetal av o ypotng akvpnoetl T dwdikacio. H dedtepn gival og
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EPIMTOON TAPEAOEL 0 POVOG OVOLLOVIG KOl TEAOG Y10l £V, OTTO100NTTOTE AALO GPAAL TTOV o epLeavioTel
éva yeviko pmvopa Aaboug.
4.6.2 Loading states kot concurrent submissions

Mo vo armoguyovpe SimAég voPfoAég mov Bo UTopovGAV VO dNUIOVPYHCOVY TOALOTAG TpoPAnpaTa,
ommg moALomAG sessions 1 database locks, ypnoyomoteiton 1 aAAniemdpactikn petafinty loading.

<Button :label="isSignup ? 'Sign Up' : 'Sign In'" :disabled="loading" class="w-full"
@click="submitAuth"></Button>

Me avtov tov tpomo e&aocporilovpe g to Kovumi de Ba pmopel vo ypnoywomomBel aAid Oa
evnuepmBel ka1 0 ¥pNOTNG Y10 TNV KATAGTOCT] TOV HLOG OTTTIKNG emPePaimong.

4.7 Xvopmepaocporta

H viomnoinon tov frontend kot to cvotnpa avbeviikonoinong tov TravelTales, amodewkviel mwg M
VYNAN acPAaAELn Elval apKeETA SUGKOAN dALA Pmopel va cUVVUTIAPEEL Le o KaAn gpmelpia xpnotn. Av
KoL VIGPYOLY TOAAG Béuata ac@iielag Tov dev mpoomalel va Avon, €xovv emlvbel apkeTd cuyva
0éuata acedieloc. 'Eva and ta onuavtikotepa givor n acedieio twv JWT tokens, 67ov 1 €poppoyn
dev ta ekBétel oto JavaScript runtime (ypnoyomoldvtog v amopdvecn tov BFF), eEacpaiilovtog
v mpootacio ond emBécelg XSS (Cross-Site Scripting). And v dAAN e€aceaiilel pio koAvtepn
gumepio ypnotn ue v aopatn dSwayeipton tokens péow tng peBodov authenticatedFetch. Téhog,
UTOPOVLLE VO TOVUE TG ME TNV Gpeon emikotvovia tov Vue 3 kot to native WebAuthn API tov
TEPUYNTY], KATAPEPALE VO DAOTOIGOLE La state of the art umeipia cHvoeong ToAAaTADY
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Kepdhorwo So: Yromoinon backend

v Kapdd Tov cvotiuotog g epapuoyns TravelTales eivar 1o backend cvotnuo, to omoio
avariappavet Tig Pacikég Aettovpyieg g epappoyne. Ommg tn dtoyeipion g EMYEPNUATIKNG AOYIKNG,
T dayeipion g Paomng dedouévav aAld Kot TV VAOTOINGT Kot ETPOAT TOV KAVOVOV 0CPALELNG KOl
motonoinong. Xtnv BFF oapyitektovikn mov emléyOnke, to backend cuotnuo dovigvel g évag
@OAOKOG, 0 0Tolog dev ektelel amimg stateless Aeitovpyiec, oAAG yepiletar Kot Ta states yio ortrpora
mov &yovv gvaicOnreg mAnpoopies. ALilel va onuelwbel TG £vag omd TOVG GNUAVTIKOTEPOLS AOYOLS
ov emAéyOnke n BFF, eivaw emeidon n apyikq oyedioaon tov cvetiuotog o ywvotav pe t ypnon
microservices ylo kaAOTeEPT LITOGTNPIEN Tov scalability pe teyvoloyieg 6mwg kubernetes, aAld Adyo
TOAVTAOKOTITOG KO YPOVIKOV TANIGIOV SV AOTOMONKE.

To owoocVommuo mov emAéyfnke ywoo v avdmntoén tov backend, eivar oclOyypovo, aclvyypovo
olKocVoTNHe VYNANG omddoons. To onoio Paciletal ot yAdooa Kotlin (évag Adyog mov emAéybnke
ovykekpipéva n Kotlin givar n vroompién g o€ android cGuokevEég, £T61 MGTE VO VITAPYEL LIKPOTEPT
ovyyvon yw tov full stack mpoypappatioty) kot oto framework Ktor. £1o kepdhioto avtd Oa
avOADGOLUE TNV  OPYUTEKTOVIKY] TV micro-modules tov JSwokopoTy, TNV VAOTOINGN TOL
KPUTTOYPAPIKOD KotakepUaTiopon Argon2id, tov oxedioaopd tov JWT Authentication pipeline kot thnv
EVOTOINGEL TOV TUNUATOV HETAED TOVC.

5.1 H tgyvoroywkn otoifa Tov backend kol n apyitektoviki] Tv micro modules

H emioyn tov teqvoloyidv £Yive e YVOUOVO TNV DAOTOINOT £vOG GLUGTALOTOG TO omoio Ba £xel )
duvatotnTa Yo acvYYPOVEG LAOTOINoNG, non-blocking kat tkavo va dwoyelpiletot YIAAOeg TaVTOYPOVES
GUVOEGELG UE EAAYIOTN KOTOVAA®GT TOP®V.

MMivaxag 6

Layer Components

Application Pipelines & Interceptors Routing Engine; Session Handling; JWT
Authentication Provider

Security Services UserService (Argon2id Verification, JWT
Access/Refresh Generation); WebAuthnManager
(WebAuthn4J FIDO2 Validation Engine)

Data Access & ORM JetBrains Exposed ORM (DSL Mode);
Asynchronous Transaction Handler
(suspendTransaction)

Database PostgreSQL (UUID-OSSP, App Schema)

5.1.1 Kotlin ywo Tqv avéartoin Aoyiopikov

H yAdooa Kotlin emiAéynke wg koplo yhoooa. Eivar pot coyypovn yAOGGA TPOYPAUUOTIGUOD HE
OTOTIKO €AEYX0 TOM®V, T omoio ekteleitol péco oto mepifdriov tov Java Virtual Machine xon
TPOoPEPEL TANPT SLUPATOTNTO PE TO TEPAOTIO OlKOcVoTNUO TNng Java. Avo amnd To peyoivtepa
YOPAKTNPLIOTIKA TNG OV ypnoomombnkay givai, ta. coroutines kot to null safety. Ta coroutines
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EMTPETOVY GTOV TPOYPUUUATIOTH VO YPAPEL AGVYYPOVO KMOKA LE GEIPLOKO TPOTO. ZVYKEKPILEVO, OVTL
0 TPOYpOaUpOTIoTNS V. €xel obvBeta callbacks 1 reactive streams, pmopel oanAdg va ypdopet pe Evav
oglploko Tpomo. Ta coroutines e£0c@OA{OVY TMG TUMUATO TOL KMOOIKO, LTOPEL VAL KAVEL OVOGTOAN TNG
EKTELEOTC TOVG Kot Vo ETovEPDEL, pe awtov Tov Tpomo o Ba umhokapet to thread tov Aettovpyikov
ocvotipatoc. To null safety, emrpénetl Tov avotnpod dywpiopd tov null pe pn null OV dedopévov
o€ enimedo PHETAYAMTTIOTY. Mg autdV TOV TPOTO UTOPOLV VA LITAPYOVY AyOTEPQ ATPOPAETTA GOAALLOTAL
pe NullPointerException.

5.1.2 To Ktor framework

To Ktor framework, oe avtiBeon pe 10 mapadociokd kol Papd Spring Boot, sival éva ehappd kot
acOyypovo framework oyedioopévo and ) JetBrains €dikd yio v Kotlin. Xpnowomotel pnyoveg
omwg Netty 1 Jetty kou BaciCetan o éva povtédo pipeline. [paktikd avtd onpaiver tog kdbe HTTP
aiTnuo TEPVAEL OO KATO1EC PATELS OOV LITOPOVV Vo, TpooTehovV e T popen plugins (Authentication,
Content Negotiation, Sessions, CORS), emtpénovtag tnv katackevn modular kddka.

5.1.3 JetBrains Exposed ORM ka1 POstgreSQL

INao v gvoAn Ko enektdoun enkowvmvia pe ) Pdon dedopévav PostgreSQL, ypnoyomonke to
JetBrains Exposed, 1o omoio givat éva ehappd ORM ypappévo og Kotlin. To Exposed mpoceépet 00
ONUOVTIKA apalpeTikd enineda. To tpmTto givar 1o DAO (Database Access Objects), 10 omoio enttpénel
v €0KoAn cuyypapn SQL epotudtov péca and kddika Kotlin, Méca and avtd eEacoariletal 6Tt
omolodnmote AaBog oe dGvopa 6THANG 1 THTOV dedopévmv Ba EVIOMIGTEL KOTA TN LETAYADTTION.

5.2 Kpvatoypo@ikiég kotokeppotiopnog Argon2id

"Eva ouyvo AaBog mov cvpfaivel péypt Kot 6TIg ONUEPIVEG EQAPHOYES, Elvar 1) amobKeVoT KOOIKMV GE
KPUTTOYPUPTLEVT] LOPPT| LE TN XPNOT UNV ac@aAdV aAyopifuwv (MDS, SHA-1, SHA-256 ywopig salt)
N axoun Kot 6€ Ao keipevo. ' avtd yio v epapuoyn TravelTales emhéyOnke to Argon2id.

5.2.1 Twrti emAéyOnke to Argon2id

To Argon2id givon €vag vBp1dkdg alyopBpog Kpurtoypdenong 0Tov cLVOVALEL YOPUKTNPIGTIKH TOV
Argon2i kot tov Argon2d. A&iler va onuewmBel mog €yl avaxknpuybel ¢ o vikntg tov Password
Hashing Competition (PHC) tov IovAto Tov 2015 [12] kot wpoteiveral emiong omd to IETF (RFC 9106)
[13] ka1 to OWASP. 'Eva Adyoc mov tov 860nke mpoPdadicua ival n avaykn HeyoAng Lvnung yuo tov
vroloyiopd evoc hash. Avtd kabiotd embéoeig brute force pe ypnon egedikevpévon eEomAiopov
eEapetikd apyég Kot akpiPég yo Tov emtifépevo. Akoun €va Peyaho TAEOVEKTNLLO TOV glvar To side-
channel timing resistance. Avtd onuaivel TG 0 entTfEUEVOG OV PUTOpPEL VO, KAVEL OviAVGT YPOVOD Yia
VO GAGEL TNV KPUTTOYPAPN oM.

5.2.2 H viomoinon tov Argon2id oto backend

H emainBevon tov kodikdv viomoteitar otnv kKhdon UserService.kt kot ypnoipomotel m Bpiiodnim
de.mkammerer.argon?2.

suspend fun authenticateByEmail(request: LoginRequest): User? {
val databaseUser = userRepository.getUserByEmail(request.email) ?: return null
val password = databaseUser.password ?: return null

val isValid =
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Argon2Factory.create(Argon2Factory.Argon2Types.ARGON2id)
.verify(password, request.password.toCharArray())
return if (isValid) databaseUser else null

}

H péBodog verify avaktd mapopétpovg 6mmg to salt, iterations, memory Kot parallelism mov Bpickovion
o710 hash string g Bdiong dedopévmv, Katdmy ekterel TOV KPUTTOYPAPIKO VITOAOYIGUO KOl EMGTPEPEL
"oAn0EC" povo otav to amotélecpa mov PydAet eivar 1010 pe To amotélecpa mov PpickeTol ot o
dedopévav.

5.3 H viomoinon tov JWT authentication pipeline

Ortav yivel | emitoyn TOLTOTOINGT TOL XPNOTN, TPEMEL LE KATOOV TPOTO VO YVOGTOTOLEL TG £XEL
taktonom el emruyms. I'a Tov okomd avtd ypnoponomcaue to JWT.

MMivaxag 7

JWT ACCESS TOKEN (HttpOnly Cookie)

HEADER Algorithm (HS256), Type JWT)
PAYLOAD id, username, role, expiresAt (10m)
SIGNATURE HMAC-SHA256(Header + Payload, SECRET)

5.3.1 H otpatnykn Tov duthov token (Access ko refresh)

INoa va e&looppomnei 1 aopdrelo e Ty gumepia ypNot™, LAOTOWONKE o otpatnyikn 6vo token. To
éva gtvar to token TpocPaocng, To omoio Exet diapreta {ong 10 Aentdv Kot TePIEYEL BUCTKEC TANPOPOPIES
TOV YPNOTH KO XPTGUOTOLEITAL Yo TNV €YKPIOT] OLTNUATOV OV AroTtovy Tavtomoinon. To devtepo
glvan 10 token avavéwong, to omoio €xel didpkew (NG 15 muepdV kAl ypMoYLOTOLEiTAL Yo TN
dnuovpyia véov token Tpocfaocmg.

fun generateAccessToken(user: User): String {

return JWT.create()

.withAudience(jwtData.audience)

.withIssuer(jwtData.issuer)

.withSubject(user.username)

.withClaim("username", user.username)

.withClaim("id", user.id)

.withClaim("role", user.role.name)
.withExpiresAt(Date(System.currentTimeMillis() + 600000)) // 10 Aentd
.sign(Algorithm.HMAC256(jwtData.secret))
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5.3.2 H dvvapwkn pera@paocn cookies og header (BFF bridge)

Enedn ta tokens ta anobnkevovpe og HttpOnly cookies yia tnv mpoctacio tovg and XSS, o jwt verifier
tov ktor dev pumopei va ta daPdoet emeldn| mepipével va ta dtofdoetl otig kepaiides. o va Abcovpe
avtod 10 TPOPANUa Snuovpynoape to authentication oto apyeio JWTAuthentication. kt.

fun Application.configureJWTAuthentication(config: ApplicationConfig) {
authentication {
jwt("jwt-auth") {
realm = config.property("jwt.realm").getString()
val jwtSecret = config.property("jwt.secret").getString()
// Custom avayxaition tou Header yila e§aywyry ané to Cookie
authHeader { call ->
val cookieValue = call.request.cookies["auth_token"]
if (cookieValue != null) {
try {
// Metatpomnr tou cookie oe eowteplkd Bearer Header
io.ktor.http.auth.HttpAuthHeader
.Single("Bearer", cookieValue)
} catch (e: Exception) {
null
}
} else {
// Fallback otov mapadooioakd tpdémo (Authorization Header)

call.request.parseAuthorizationHeader()

}
}
verifier {
JWT
.require(Algorithm.HMAC256(jwtSecret))
.withAudience(config.property("jwt.audience").getString())
.withIssuer(config.property("jwt.issuer").getString())
.build()
}
validate { credential ->
if

(credential.payload.audience.contains(config.property("jwt.audience").getString())) {
JWTPrincipal(credential.payload)
} else {
null

Me avtov Tov Tpomo pumopovpe vo cuvdécovpe ta HttpOnly cookies e ta otévtop mpmtoékoila xopig
va oAhotdvel T pon tov Ktor pipeline.
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5.4 Yhomoinon g avBevrikomoinong WebAuthn

To mo kpioco Ko kpumtoypapkd Bépa eival n evomoinon tov backend pe o mpoéTLVTO WebAuthn
(FIDO2) péow g Pipiobnkng WebAuthn4] g FIDO.

Xyfpa 2: WebAuthn lifecycle

Client Ktor BFF Database

Iregister/start

>

Save challenge to session

O

Challenge + public key

User TouchID / WebAuthn sign

Iregister/finish

L
Validate signature (WebAuthn4J)

o

Save credential

HTTP 200 SUCCESS

Client Ktor BFF Database

5.4.1 H dwdwkooio eyypagnc

H eyypaon piog uoikig 6uekevnG TGTONoINoT G onoteAeitat amd dvo pdoeis. H mpodtn pdon n évapén
¢ dwadikaciog. Xto backend avtd viomoteitar pe to end point /2fa/register/start, To omoio dnpovpyei
U0 KPUTTOYPOPIKT TPOKANGT Kol TNV omobnkevel oty cuvedpia Tov ¥pNotn Yo va. arotpéyel relay
attacks.

post("/register/start") {
val principal = call.principal<IWTPrincipal>()
val userId = UUID.fromString(principal?.payload?.getClaim("id")?.asString())
val challenge = UUID.randomUUID().toString()

val session = call.sessions.get<UserSession>() ?: UserSession("", "")

// AmoBrikeuon tou challenge otn ocuvedpia
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call.sessions.set(session.copy(webAuthnChallenge = challenge))

val user = queryWebAuthnUser(userId) // Avdktnon otolxeiwv xpriotn
call.respond(
WebAuthnRegistrationStartResponse(
challenge =
Base64.getUrlEncoder().withoutPadding().encodeToString(challenge.toByteArray()),
user = user,
rp = WebAuthnRp(rpId, rpName),
pubKeyCredParams = 1listOf(PubKeyCredParam("public-key", -7)), // ES256 (ECDSA
over NIST P-256)

)s

H mapdpetpog ES256 kabopiler tov alydpiBpo vmoypagng amd tn GLCKELH TOL ¥pNotn va gival o
ECDSA pe SHA-256. O ovykekpyévog oryopifpoc givor to mo ypnoUOTOOVUEVO TPOTLTO Yo,
KPUTTOYPUQIKEC GLOKEVEG (passkeys).

2 devtepn @aom oAokKAnpmveTon 1 dwdikacio gyypaeng ™ ovokevng. Otav to frontend
oAOKANpOoEL TNV enoAnBevo, otelhel éva attestation object pécw tov end point /2fa/register/finish.

post("/register/finish") {
val principal = call.principal<IWTPrincipal>()
val userId = UUID.fromString(principal?.payload?.getClaim("id")?.asString())
val request = call.receive<WebAuthnRegistrationFinishRequest>()
val session = call.sessions.get<UserSession>()
val savedChallenge =
session?.webAuthnChallenge ?: return@post call.respond(HttpStatusCode.BadRequest,
"No challenge found")
try {
val webAuthnManager = WebAuthnManager.createNonStrictWebAuthnManager()
val origin = Origin(call.request.headers["Origin"] ?: "http://localhost:5173")
val registrationRequest =
RegistrationRequest(
Base64.getUrlDecoder().decode(request.response.attestationObject),
Base64.getUrlDecoder().decode(request.response.clientDatalSON),
)
val registrationParameters =
RegistrationParameters(
ServerProperty(origin, rpId,
DefaultChallenge(savedChallenge.toByteArray()), null),
null,
false,
)
// ExktéAeon kpumrtoypadikig emaAnbsuong tng umoypadnig
val result = webAuthnManager.validate(registrationRequest, registrationParameters)
suspendTransaction {

val objectConverter = ObjectConverter()
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WebAuthnCredentialsTable.insert {
it[WebAuthnCredentialsTable.userId] = userId
it[credentialId] =

Base64.getEncoder().encodeToString(
result.attestationObject!!
.authenticatorData.attestedCredentialDatal!
.credentialld,
)
// Amofrikeuon tou Anuooilou KAeidioU oe popdri CBOR (Concise Binary Object Representation)
it[publicKey] =
Base64.getEncoder().encodeToString(
objectConverter.cborConverter.writeValueAsBytes(
result.attestationObject!!
.authenticatorData.attestedCredentialData!!
.coseKey,
)>
)
it[signCount] = result.attestationObject!!.authenticatorData.signCount
it[name] = request.name

}

UserTable.update({ UserTable.id eq userId }) {
it[isTwoFactorEnabled] = true

}
call.respond(HttpStatusCode.OK, mapOf("status" to "success"))
} catch (e: Exception) {
call.respond(HttpStatusCode.BadRequest, e.message ?: "Verification failed")

5.5 Ac@aiero ovveEIPLAOV, VIIHATOTOIN G KOl AGVYYPOVY] EKTELEST

Avo peydha (ntiuota og kaOe backend cvotnua VYNAGY aToddGEMY, ival N dayeipion TV VNUATOV
ka1 M agaipgon blocking Agttovpyidv amd To kKHplo event loop Tov dtakouioT.

5.5.1 ZXvvarhoyég yopic blocking

O meprocdtepeg Prprodnkeg ORM (1oyvet yio ) JetBrains Exposed) extehlovv ta SQL epotmpata pe
GUYYPOVO TPOTO. AV OPT)COVUE TO EPMOTHIOTA VO AEITOVPYOLV UE OVTOV ToV Tpdmo W péca oto Ktor
routing, 0o &yovue ¢ amotédecpo vo purlokdpovpe o kopilo thread tov Netty, o¢ amotéiespo vao
UELDVOVTOL Ol EMOMGELS TOV LGTHOTOC. [ vor Adoovpe avtd To TpdPAN e LAoTTOM0NnKE 0 fondnTiKog
punyoaviopog suspend Transaction.

import kotlinx.coroutines.Dispatchers

import org.jetbrains.exposed.sql.transactions.experimental.newSuspendedTransaction
suspend fun <T> suspendTransaction(block: suspend () -> T): T =

newSuspendedTransaction(Dispatchers.I0) {
block()
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}

Xpnowonowovpe tov dispatcher twv Kotlin Coroutines (Dispatchers.I0), o omoiog &ivar €1d1ka
oYedlOGUEVOG Kot BedtioTomoinuévog yia va dwyepiletar epyooieg 1/0. Xpnowomotel éva dvvapukd
eneKTEWVOUEVO pool amd vipata. v Tpdén, 6tav ekteAécovpe Eva SQL epmtnpa, avti va priokdpet
TO KUPLO VIO YLOTL TEPYEVEL TNV ATAVINGT 0o TN PACT) OESOUEVAOV, GTAUOTA TN AELTOVPYIC TOV Yo
va e&ummpemnBovv diha outiuato HTTP xor to SQL gpdtmuo ekteleiton oe éva thread tov
Dispatchers.10. Otav AdPet andvimon and ) Pdorn dedopévav, to coroutine Ba emavérBel oto KOplo
vijuo kot Bo cuveyicel ) ekTéLEST) TOL. Me auTOV TOV TPOTTO £YOVE AYOTEPO YPOVO AVOUOVIG GTO KOPLO
Vi, aEAVOVTOC TIG ETOMGELS TOL GLUGTILOTOC.

5.5.2 Stateful Ktor cuvedpicg yio amotpom) embécemv replay

To WebAuthn amaitei stateful dioyeipion Tov KpUITOYPAPIKGOV TPOKANGE®Y. AV deV vANPYE State 6To
backend, TovAdyioTOV Y1t TOL CUTALLOTA TTOV YPELALOVTOL TIGTOMOMGELS, B0l EMPETE VO EUTIGTEVETOL TV
ATAVINGT MOV OTEAVEL O TMEAATNG YLOL TNV KPULITOYPAPIKT TPOKANCT|, SNUIOVPYDVTAS EVKALPIES Yia
replay emBéoeic. Mo devtepn Avor Ba Tav vo vadpyel fo Tpocmpvi uvhiun ot Pacn (1 o€ Kdmoto
dAro cvonua) avéavovtag ta 1/0.

I'a to backend cvotnua tov TravelTales emAéyOnke va Avbel avtd to {Tnpa pe ) xpnon tov plugin
ouvedplag (Ktor Session Plugin)

install(Sessions) {
cookie<UserSession>("USER_SESSION") {
cookie.path = "/"
cookie.httpOnly = true

cookie.secure = true // Movo peow HTTPS oe production

Me ) ypnom avtov 1o plugin, 1 KPLLTOYPOUPIKT TPOKANGON amodnKevETOL 6T GLVEdPia TOV YPNoTn (N
omoia gtvon kpumroypapkd tpootatevpévn). Otav o xprotng karéoet éva end point To onoio amortel
miotonoinon, tote 10 backend Oa cvykpivel v KpuvETOYpPAPIK TPOKANGCT UE ALT TOL &ivol
amodnkevpuévn oto cookie ¢ ovvedpioc. Otav oAokAnpmOel emiTLYMG Sy PAPETOL OUECMS, IE OVTOV
ToVv TpOTO O¢ yivetar vo ypnoiponomel Eava 1 idto TpdkAnon.

5.6 Xvpmepaocporta

H vlomoinon tov backend cuotiuatog g epappoyng tov TravelTales, deiyvel mwg xpnoponomVTag
KATO10C GUYYPOVEC TEXVOLOYIEC UTTOPEL VO TPOCOEPEL KOAT ACOAAELL KOL OTOS0GT € £va, GOOTNUA,
aAAG Kol TG 0G0 TEPLOGOTEPEC emDEécel; Tpoomadel Vo avTIUETOTIGEL va GUGTNUA, TOGO TO
moAvTAOKO YiveTal.

Ot otoyol mov metvyope pe to backend tng epapuoyn eivor m acedieln Tov Kodkodv. Omov
ypnowonomdnke to Argon2id, to omoio uéypt Kol cg TEPITTOON TANPOLS dlappong ™S Pdomng
dedOUEVOV, 01 KMOKOT ao@Aaielog TV ¥pnotav Oa mapapsivovv aceareic and embéoeig brute force. H
yphon tov JIWT npdoPacnc kot avaviéwong pe HttpOnly/SameSite cookies pe Guvdvacud Ty avtouatn
petdppacn tov Bearer header, eEacpaiilel Tog dev pmopovdv va yivouv XSS embécelg kabmg pukpaivet
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Kol TNV emedveto exiBeong pall pe v emedveia (nuidc o mepintwon mov khamel 1o token mpoécfoonc.
EmmAéov, n yxpnon tov WebAuthn pe v omoBnkevon xiewduwv oe popeny CBOR/COSEKey,
TPOCTOTEVEL TOVG ¥ PN oTES amd emiBéaelc phishing kKot KA®voToinong cuGKEVAOV, TO 0010 Eival ETTESOV
tpomelikng acedieloc. Télog, pe ) ypron tv coroutines g Kotlin kotapépape vo dStoc@aiicovpe
po punv blocking Agttovpyio, pe amotélecpa TNV OOSOTIKOTEPN Kol YPNYOPOTEPT AELTOVLPYIR TOL
SlKooT.
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Kepdhowo 60: Yromoinon epappoyns android

210 TAO{G10 TG TTLYLOKNG VAOTOMONKE Kol Lo, EPOPLLOYT] TOL ATOTEAEL TNV EMEKTAGT TNG TAUTPOPLLOG
GTO OIKOGUGTHLO TOV KIVNTMOV cuokevdv android. Xtoyog e epapproyng eival va VAOTOLEL TANPOG TIG
AELTOVPYIEG TIC IGTOGEAIDNG YPTOLUOTOIDVTAG TIC EYYEVELG SUVOTOTNTES TNG KIVITHG CUGKEVTG.

H avéamrtuén g epapuoyng oe android dev givar pia amdn epappoyn, ahid ypnoyoromonke to Kotlin
multiplatform (KMP) ka1 to Compose multiplatform. Mg avtdv Tov TpOTo 1 ETEKTACT TNG EPAPLOYNS
v vrooTPLEn 6€ cLGKEVEG apple gival mo gvkoAn kabdg pmopel va ypnopomombel amd KowoL M
EMYEPNUATIKT] AOYIKT, 1 EMKOVOVIOL STKTOOL OAAGR KOl O TOTIKEG PAGELG dECOUEVAV.

2e auTO TO KEPAAOO ovaADETOL 1) apylTeKTOVIKN TNG android epapuoync, o oyedACUOC TG TOTIKNG
Baong dedopévav room database KMP, o punyoviopds yioa v aceory amobrkevon dedopévov aild
Kol 1 oxedlaons g dSvvapikng dleraeng pe Material 3.

6.1 H teyvoroyun| otoifa ka1 apyrrektovikn Tov Kotlin multiplatform (KMP)

To KMP (Kotlin multiplatform) wapéyet tn dvvatdtnra, cov ToAAd dAAa, cross platform frameworks,
NG avAmTLENG LG EPAPUOYNC Yo TOAAATAEG cuokevéG. H dlapopd duwme tov KMP etvan g avti va
nmpocBétel overhead otnv vhomoinorn KAvVOvIag TNV €QOpUOYN YEWPOTEPN ot BEpota eKTEAEOTG,
petayAwtrifel Tov koo kddika angvbeiog oe byte code yio to JVM yia 115 avérykeg Tov android kot og
native binaries pe t ypnomn tov LLVM yio T1¢ ovarykeg Tov ios.

MMivaxag 8

COMPOSE MULTIPLATFORM UI (commonMain)

Shared Material 3 Ul Components, AppTheme, WindowsSizeClassProvider

SHARED LOGIC LAYER (commonMain)

ViewModels (MVI State Flows), Use Cases, Repositories, Domain Models

Ktor Client, Room Database Schema, Koin DI Core

ANDROID PLATFORM LAYER
(androidMain)

10S PLATFORM LAYER (iosMain)

getDatabaseBuilder (Android Ctx)

getDatabaseBuilder (File Path)

SecureSettings (AES256 Prefs)

SecureSettings (i0S Keychain)

AndroidLocationTracker (GPS)

IosLocationTracker (CoreLocation)

MapView (Google Maps SDK)

MapView (MapKit SDK)

6.1.1 H dop1n ™C €papproyn§ Kol TOV KOOV TUNRATOV

H epapuoyn yopiletor og 600 kOpieg karnyopiec, T composeApp kot v android. To composeApp
amoTeELEl TOV KOWO KOJIKA HE TO EMUEPOLS TUNUO. Tov (O0m®w¢ commonMain, androidMain,
iosMain/wasmJsMain/jvmMain). To android, To omoio eivat £vag Ehaephg wrapper Tov Yp1oLUOTOolEITOL
v TV avantoén tov tehikod APK/AAB apygiov yia Tig cuokevég android.
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6.1.2 O pnyoviepog except/actual

To KMP yia va pmopéoet va €xel kaBapd kadika ywpig ) xpnorn moldmAokwv runtime guards 1
reflections, ypnotponolel 10 cvvtaktikd mpdtvmo expect/actual. To expect ypnolponoteitonr Yo vo
OMAMGEL TNV LTOYPAPY| OIS GVVAPTNONG N OIS KAAGTG OOV YpToloTolEital cav "coppforaio”. And
Vv GAAN to actual, mpémel va vAomombel vmoypemTikd o kdfe TAoTEOpUO TOL VROoTNPilETOL
YPNCLOTOLDOVTOG T EKAGTOTE €yyevr] APIs nc.

QU v

The Best Souvlaki in Monastura 'I l

‘ S gt
" TBEACHES NATURE
Secret Beaches of Milos

georgios_beach

Equation 6

6.2 Tomkn amwodkevon

IMa vo dtuocpolicovpe T 6mOTH AELITOVPYIO TNEG EPOPUOYNG G GUVONKEG TEPLOPIGUEVIG | AVOTTOPKTNG
GUVOEGNC OTO O10diKTVO, VAOTOMONKE 1 EQUPUOYN HE €vay UNYOVICUO TPOCOPIVAG amofnKELGNC
dedopévov. o avtdv Tov oKkomd ypnopworomdnke 1 Pipiodrkn Room database, n onoia mopéyel Eva
eninedo agaipeong yio T SQLite. Me avtdév tov 1pdmo vrapyet type safe mpodcPacn ot Pdon e
avtopotn dnuiovpyia SQL eyypdowv oe Kotlin data objects.

6.2.1 O opiopdg Tov schema kor TV entries

Mo v avamopdotacn Tov Tvakov yivetol uéom kAdoewv g Kotlin ue katdAAnAa annotations tng
Room. I'a tapadetypa, n SMAwon tng ovtdotrag StoryEntity:

package com.traveltales.data.local.db

import androidx.room3.Entity
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import androidx.room3.PrimaryKey

// Op1lopd6g tou mivaka TOMKAG OamoBiKeuong 10TOPLWV
@Entity(tableName = "stories")
data class StoryEntity(
@PrimaryKey val id: String, // Movadikd UUID iotopiag
val title: String,
val content: String,
val authorId: String,
val authorUsername: String,
val authorPicture: String?,
val locationName: String?,
val latitude: Double?,
val longitude: Double?,
val islLiked: Boolean,
val isSaved: Boolean,
val likesCount: Int,
val commentsCount: Int,
val createdAt: Long,
val updatedAt: Long

6.2.2 H pvuBpioceic expect/actual Tov database builder

H Room ypeidletor mpdéoPacn 610 TOMKO GOGTNUO TNG KWNTHG CLGKEVNG Y0 VO UTOPECEL VO,
dnuovpynoet ) Paon dedouévav. Avaroya e TO GOGTNO, TTOV TPEYEL 1] EPAPUOYN UTOPEL VO, SLOPEPEL
pliKa, xpnoiponoleitol | TpocEyyion expect/actual.

210 apyeio DatabaseBuilder.kt dnAdvetot ) expect cuvaptnon:

package com.traveltales.data.local.db

import androidx.room3.RoomDatabase

// Expect 6AAwon yia tn onuioupyia tou Room Builder
expect fun getDatabaseBuilder(ctx: Any? = null): RoomDatabase.Builder<AppDatabase>

>0 apyeio DatabaseBuilder.android.kt viomoteitat n cuvdptnon yia TG cuokevég android:
package com.traveltales.data.local.db

import android.content.Context

import androidx.room3.Room

import androidx.room3.RoomDatabase
import com.traveltales.util.BuildConstants

// Actual vlAomoinon yta Android pe xprion Context

actual fun getDatabaseBuilder(ctx: Any?): RoomDatabase.Builder<AppDatabase> {
// E§aywyr) tou Android Application Context
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val appContext = (ctx as Context).applicationContext

val dbName = if (BuildConstants.USE_MOCK_DATA) "roam_tripper_mock.db" else
"roam_tripper.db"

val dbFile = appContext.getDatabasePath(dbName)

return Room.databaseBuilder<AppDatabase>(

context = appContext,

name = dbFile.absolutePath
).fallbackToDestructiveMigration(BuildConstants.IS_DEBUG) // Katoaotpodr &

enavadnuioupyia oe debug

H ypnon g fallbackToDestructiveMigration, amoTpEReL TNV ATOTLYIA TNG EPOPUOYNS OTaV AALALEL TO
schema vy AOyovg OvAmTLENG TNG E€QOPUOYNG, OTO TEPPGALOV Tapaywyng ovty m poduion
QTTEVEPYOTOLEITAL Y10 TNV OTOQUYT| Sy poPng 6EG0UEV®Y TOV YPNOTH.

6.3 Ac@aiig amodnkevon Kot pvOpicelc Tov multiplatform

H amofnievon gvaicOntov dedopévov ommg ivar ta JWT tokens avoavémong kot tpdcfaong, amotelel
éva kpioyo onpeio yio v acediea g epappoyns. H amobrikevon gvaicOntov mAnpogopidv dev
npénel moté va, yiveton o€ sharedPreferences, kaBmg ta dedopéva amodnkedovial o€ anhod keipevo XML
Kol pwopel evkoia pio vo yivouv mpocsPdaciio av o kvnto eivor rooted 1 pe tn ypnon adb backup
emBécemv.

Mo v avtipetdnion avtov tov Kivdbvou ypnoipomombnke n Pipiodnkn Multiplatform settings ce
ouvdvaoud pe to jetpack security API tng Google.

6.3.1 H Biprodnkn jetpack security

H Pipriobnkn mopéyer  avtouatn Kpumtoypaenon ovo  emmédmv  péom TG KAGOMC
EncryptedSharedPreferences. To mpdto enimedo givar 1 Kpunroypdenon tev kKAeWV puipicemv kot
n debtepn M KpuvmrToypdonon Tov Tudv. Emmiéov, to KAEWl mOL yYprolomolEiTaOL Yoo TNV
Kpurroypdoenon, arodnkedetor oto android keystore, To onoio gival 6To PLOIKO eminedo, kKabioTMOVTAG
EMOEGELG LOYIG KOV adVVATES.

6.3.2 H viomoinomn tov secure settings provider

"Eva cuyvo mpofinua mov vdpyet pe tn xpnon tov android keystore eivor n adioimon TV KAEWIDV.
Av16 pmopei va oupfel pe ToAhovg TPOTOVE, OTOL KATO0L ad TOVS OTOIoLS ivol 1 avafabon tov
AELTOVPYIKOD GUGTAKOTOC, T CAAOYT BLOUETPIKMDY OESOUEVMV KOl 1 ETOVAPOPE, TNG CLGKEVNG OO
Kkamoto backup. Avtd Qo €xel wg amotéleoua 1 EQAPUOYN Vo UNV popel va avoi&etl kot vo Pydlet
ouvéyela opdipa. To TpoPAnua avtd Adnke pe ™ ypnon tov fail closed, émov otV nepintwon mov
oArotwBovv Ta KAewdud, Ba yivel ohkn dtoypan avtdv kol Bo Eekivioel 1 dadiKacio. GUVOESTC TOL
¥PNOTN Omd TV aPyN.

package com.traveltales.util
import androidx.security.crypto.EncryptedSharedPreferences

import androidx.security.crypto.MasterKey
import com.russhwolf.settings.Settings
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import com. russhwolf.settings.SharedPreferencesSettings

import java.security.KeyStore

private const val SECURE_PREFS_FILE = "secure_auth_prefs"

// Actual mapoxrf Secure Settings yia Android
actual fun provideSecureSettings(): Settings {
return try {
createEncryptedSettings()
} catch (e: Exception) {
// Aitadikaotia avdkoppng o mepimtwon aAloiwong tou KeyStore
runCatching { appContext.deleteSharedPreferences(SECURE_PREFS_FILE) }
runCatching {
val keystore = KeyStore.getInstance("AndroidKeyStore")
keystore.load(null)
keystore.deleteEntry(MasterKey.DEFAULT_MASTER_KEY_ALIAS)
}

createEncryptedSettings() // Emavaénuioupyia koBapwv KA£1S1wv

// Anuioupyila kpumtoypadnuévwv SharedPreferences
private fun createEncryptedSettings(): Settings {
// 1. Anupioupyila Master Key oto KeyStore pe AES256_GCM
val masterKey = MasterKey.Builder(appContext)
.setKeyScheme(MasterKey.KeyScheme.AES256_GCM)
.build()

// 2. Apxikomoinon twv EncryptedSharedPreferences

val prefs = EncryptedSharedPreferences.create(
appContext,
SECURE_PREFS_FILE,
masterKey,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SIV,
EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_GCM

// 3. Emiotpodry KMP Settings wrapper

return SharedPreferencesSettings(prefs)

6.4 Awovvoeon g e@appoync pe 1o backend

H emkowwvio pue 1o backend eivar apketd €dxoAn kabng vadpyel vrootpién néow tov ktor client.
Avtog o client givan oyxedacpévog e1dkd yioo KMP, o omoiog vmootnpilel acvyypoves I/O kinoeis pe
TV coroutines petappoon tov JSON apyeiov oe avtikeipeva pe tn ypnion g Pipiobnkng
kotlinx.serialization.
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6.4.1 H otpatnywn tov duthov HTTP nehatn.

I'a v vhomoinom g awbevikomoinong Tov xpnotn, vAomomOnke e oTpaTNyKny dvo meratwv. O
évag ypnoomoteitor pOvo yio THHOTO avave®ons tov token mpocPoong, dmov dev vrootnpilet
QLTOHOTOVG interceptors Yo TV TEPLATIGUO aTépUovmVY Ppoymv. O debtepog, 0 omoiog givar kol KOPLO
TEAGTNG YO TO. OUTAUOTO TNG EQOPUOYNG. YTootnpilel interceptors yio. TNV OLTOUOTY OTOPLYN
aTEPUOVAV Ppoymv oAAL Kot Y10 TOV YEPICUO OTOTUYNUEVOV OLTNUATOV.

6.4.2 H avavéoon tov tokens

TNa v koAvtepn eumepio ypnotn, dnpovpyndnke €vag custom interceptor o omoiog eAEyyel av 1
nuepopnvio AMéng tov token TAncidletl. Ly nepintwon mov n ANEN ToL ivatl KOVTd, GTEAVEL Eva aitn o
Yo TV aVOavE®GT TOV.

// Anoomnoopa and to NetworkModule.kt
install(createClientPlugin("ProactiveAuth") {
onRequest { request, _ ->
val backendHost = Url(baseUrl).host
val path = request.url.encodedPath
val isAuthExcluded = path.contains("login") || path.contains("signup") ||
path.contains("auth")

if (request.url.host == backendHost && !isAuthExcluded) {
// EAgyxog €dv to oamobnkeupévo token €xel ARgel
if (sessionManager.token != null && sessionManager.isTokenExpired()) {
infoLog("Auth", "ProactiveAuth: Token is nearing expiry. Refreshing BEFORE
request...")
val currentToken = sessionManager.token

// EktéAeon ovyxpovng avavéwong pEow Tou Refresh Client
val result = performRefresh(currentToken, sessionManager,

authSessionManager, refreshApi)
// EAQv n avavéwon MeTUXEl, €104youpe to véo token oto Header tng aitnong

result?.accessToken?.let { newToken ->
request.header (HttpHeaders.Authorization, "Bearer $newToken")

1)

6.4.3 Network resilience

Mo vo avTPETOmeTONY TPOPAUOTH TPOGMPIVAG OTOTLYING TOL JSIKTOOV, YPNOLLOTONONKE TO
HttpRequestRetry plugin. Me ) ypnion avtod tov plugin, kédfe aitmuo &gl évoav péyioto apBpo
EMOVOANYE®Y, €MAOYN O€ Tt o@dipata Bo yivovtol ol emavoAnyelg aAAd kol 1 ypron ekOeTIKNG
kaBvotépnong (oe mepinTmon TOAGDY TEAATOV B0 ropodoe vo, Urel Kot jitter yuo TNV avTIUETMOTION
tov thundering herd).
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6.5 Ymnpeoisg tomoBeoiog ko mapakorovOnon Tonobesiog

‘Eva and ta Bacikd yopaktnpiotikd e epappoyng TravelTales givor n duvatdtnTa bpeons 1otopidv
oV &yovv dNpoclevbel Kovtd otov oty Tonobecia Tov ypnot. [ va pmopécet va yivel autod pe Evov
amod0TIKO TPOTO, avartuydnie N kKAdorn AndroidLocationTracker, | omoia ypnoiponolei ta callbacks
tov android pe évav acvyypovo Tpomo.

7:54m © e Qe ® il T B
George Papadopoulos (george_p)
george_p

A Notifications

Preferences

@ change the app language English >
@ change the app theme System Default >
M Reading Mode Default >

Admin/Moderator

2 User Management

i= Category Management

About

© App Version

G_’ Privacy Policy

Account

ﬁ Change Password
[ Logout
B Delete Account

® ¢

Home Discover

Equation 7

6.5.1 Yhlomoinon tov android location tracker

H xAdon AndroidLocationTracker viomotei tn diemapr LocationTracker:

package com.traveltales.domain.location

import android.annotation.SuppressLint

import android.content.Context

import android.location.Location

import android.location.LlocationListener
import android.location.LocationManager
import com.traveltales.domain.util.Result
import kotlinx.coroutines.channels.awaitClose
import kotlinx.coroutines.flow.Flow

import kotlinx.coroutines.flow.callbackFlow
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class AndroidLocationTracker(private val context: Context) : LocationTracker {

private val locationManager by lazy {
context.getSystemService(Context.LOCATION_SERVICE) as LocationManager

// Napatripnon tng tomobeoiag o€ mpaypatikd xpovo wg Flow
@SuppressLint("MissingPermission™)
override fun observelocation(): Flow<Result<UserlLocation, LocationError>> =
callbackFlow {
// 1. EAeyxog Sikalwpdtwv (Runtime Permissions)
if (!context.haslLocationPermission()) {
trySend(Result.Error(LocationError.PermissionDenied))
close()
return@callbackFlow

// 2. Anpioupyia tou Location Listener
val listener = object : LocationListener {
override fun onLocationChanged(location: Location) {
// AMOOTOAN Twv ouvteTaypévwv oto Flow stream
trySend(Result.Success(location.toUserLocation()))
}
override fun onProviderDisabled(provider: String) {
trySend(Result.Error(LocationError.GpsDisabled))

try {
// 3. Eyypadn yia AfQYn evnuepwoewv amd GPS kot Network Providers

locationManager.requestlLocationUpdates(LocationManager.GPS_PROVIDER, 5000L,
10f, listener)
locationManager.requestLocationUpdates(LocationManager .NETWORK_PROVIDER, 5000L,
10f, listener)
} catch (e: Exception) {
trySend(Result.Error(LocationError.Unknown))

close()

// 4. AneAeuBépuwon moOpwv KOTA TOV TEPUATIONO Tou Flow (Clean up)
awaitClose {
locationManager.removeUpdates(listener)
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6.5.2 Meratponn callback og acvyypova flow pe callbackflow

To callbackFlow givan éva e&apeticd mponypévo epyadeio to onoio PacileTar oTig coroutines ¢ Kotlin
Kol emrpémel ) ypron naidtepov API pe éva coyypovo tpdémo. H pébodog awaitClose etvon kpiown
Yol TV OOQLYN VIEEPPOAIKNG ¥PNONG LVAUNG, O106PaAIlEl TG OTav 1) TapaKoAovOnomn TG Tonobeciog
otapotnoetl Oo agaipedel amd tn pviun o LocationListener, ypnoilonoidvTag AMyoTtepn UIOTOpio G
OTOTEAECLLOL.

6.6 H oilniemdpooTikn diema@n yp1oTn Kou To jetpack compose multiplatform

INa v avantuén Glov Tav ypaeikov xet xpnotponomel o compose multiplatform. H compose etvon
pio ATk iAok oyediaons ypapik®@y 0Tov £XEL Yivel apkeTd Sidonun ta TeAevTaio ypovia.

6.6.1 ApYITEKTOVIKI] HOVTELOTTOIN GG TS KATAGTAGS TOV YPOUPIKAOV

Mo mv avantoén g epopproyng ypnoorotidnie to tpdtvno MVVM (Model View View Model) pe
UDF (Unidirectional Data Flow). Bdon avtdv tov 800, To KOa Ypagikd LOVTELN £XOVV Lt LOVAOIKT
Kol apetdPfintn katdotaon. H Bacikny aAinienidpaon pe 1o ypapkod yivetal pécm Tov intent/action.
Emmléov, to. composables mopakorovbovv tnv katdotoon tovg (UiState) étor 6ote va
gnovooyedialovtat ovtopato 6tay ot oAAGLEL

// Mopadeitypa dnAwong UiState oto commonMain

data class StoryListUiState(
val stories: List<StoryUiModel> = emptylList(),
val isloading: Boolean = false,

val error: String? = null

6.6.2 To dvvopiko ocvotnua Oepdtov ko To Material 3 animations

I"a tov duvapikd Tpomo arlayng Bepdtov oty papproyn xpnoonombnke to Tpdtumo Tov Material
design 3. H viomoinon tov £ywve otnv khdon Theme.kt dmov vdpyet £va cuotnpa petdfoong Oepdtmv
UE TN ¥pNon animations.

@Composable
fun AppTheme(themeMode: ThemeMode = ThemeMode.SYSTEM, content: @Composable () -> Unit) {
val darkTheme = when (themeMode) {
ThemeMode.LIGHT -> false
ThemeMode.DARK -> true
ThemeMode.SYSTEM -> isSystemInDarkTheme()

// EmiAoyn Tou KATAAAnAou xpwpatikoU oxnupatog (Light / Dark)

val targetColorScheme = if (darkTheme) DarkColors else LightColors

// OpoAf petdPaon xpwudtwv (500ms tween animation)
val colorScheme = animateColorScheme(targetColorScheme)

SystemAppearance(darkTheme) // PUBuion Status/Navigation Bars
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val extendedColors = ExtendedColors(
success = ColorSuccess,
roleAdmin = ColorRoleAdmin,
roleModerator = ColorRoleModerator,
roleVerified = ColorRoleVerified,
roleUnverified = ColorRoleUnverified,
shimmerBase = ColorShimmerBase,
shimmerHighlight = ColorShimmerHighlight,
warning = ColorWarning,
onImage = ColorOnImage,
imageScrim = ColorImageScrim

// Napoxn adaptive window sizes kal xpwudtwv
WindowSizeClassProvider {
CompositionLocalProvider(LocalExtendedColors provides extendedColors) {
MaterialTheme(

colorScheme = colorScheme,
typography = AppTypography,
shapes = AppShapes,
content = content

6.6.3 Ilpocappolopevo ypa@ukd ko kAo WindowSizeClassProvider

‘Eva amd to oNUAVTIKA YOpOKTNPIOTIKA Yo T 6XESI00T] TMV YPAOIK®V SEMAPOV eival 1 xpnomn g
kAdong WindowsSizeClassProvider, 6mov Kotd tnv €KTEAECT] TNG EQOPLOYNG TPEYEL EAEYXOVG Y10 TNV

KaTnyoplomoinotn tov peyédouvg g 006vNng TG GLOKELNC. XPNCUOTOIDVTIOG OVTEG TIG TANPOPOPIES
UTOPOVLLE VO TPOCUPUOGOVUE SUVOULKA TIG YPUPIKES SIETAPES. AVO GNUAVTIKEC KOTIyopiec glval To
compact screen ywo 086vec kivntov kot o expanded screen yio. 000veg amd tablets. Mo onpovtiky

Slopopd HeTa&d TV 600 ivol TG 6TO compact screen 1 UTApa TAONYNONG ERPAVICETAL GTO KATM PEPOG

g 000vng aAld oto expanded screen epgavifetol ota apiotepd g 00ovNC.
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6.7 Xvpmepaocporta

H viomoinon g epappoyng pe tn ypnon tov KMP deiyvel tog umopel va avamtuyBel o epappoynq n
01010, UTOPEL VAL YPNCLOTOMGEL KOOUKO, LETAED SIAPOPETIKAOV TAATQOPUDV YOPIG VoL Eval To apyn 1
mo Papid. H peyiotomoinom g emavaypnoiponoinong kddika, 6mmd Tng SIKTVOKNG AOYIKNE, TOV room
caching schema kot TN Slo€gipton TG KATAGTAGNG, KAVEL TTIO EVKOATN TV VAOTOINGT EPAPUOYDV Yid
TOAALOTTAEG TAUTQOPUES, UEUDVOVTOG CNUOVTIKG TNV TOAvOTNTA Yo TEPIGGOTEPA COUALOTO OAAL
S1EVKOADVEL KOl TIG LEAALOVTIKEG ETEKTACELS.

H acpdieio tov gvaicOntmv dedopuévay yivetol apketd e0KoAo (TN XPNCILOTOIOVTS TNV ACOAAELN.
7oV TPOcPEPEL T0 keystore, 1o 0moio ducparilel v acepdreia tov JWT tokens. Télog, PAémovpe Tmg
Eavd o1 coroutines tng Kotlin kévetl mo amodotikd tov kddika ympic va xpeldletal 0 TpoyPoUUaTIoTS
Vo SNUIOVPYNOEL GUVOETO KOIKO Y10, VO UTOPECEL VO TPEYEL TAVTOYPOVA TOAALUTAES OlEPYUTIES.
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Kepdioro 70: Evomoinon cvotipotog

21 @don evomoinong Tov GUCTHUATOS TPOCSTAOOVLLE VO EVOTOMGOVLE TO ETLUEPOVS JOUIKA GTOLYELR
petald tovg. I'a v epappoyn TravelTales avtd ta otoiyeio elvon o backend, to frontend, Pdon
dedopévav Kot vmpecieg 6nwg 10 Google OAuth. 210 tehikd amotélecpa Bo TPEMEL AVTA TAL ETYUEPOVE
OTOLKEL0 VO, AEITOVPYOVV (OC UL EVICIO 0CQOAT TAATQOPLLA.

2VVOTTIKA 6TO TapOV Ke@Aarato Ba avapepBovv ot Tpdmot Le Tovg omoiovg enttevydnke 1 dcvVOEST
tov tunuateov tov TravelTales. ®a avaeepBovv mo avorvtikd 1 moltiky CORS (Cross Origin
Resource Sharing), n evomoinon pe ) Pdon dedopuévmv Kot 1 apylkonoinor g, 1 0106VVIEST UE TO
Google OAuth kot WebAuthn kot téhog, ot dtopopég petaly tov mepUAlovToc avamrTuéng Kot

TOPOLYWYNG.

7.1  ApYLTEKTOVIKT] O10.6VVOEDT)

H enmwowmvia peta&d tov frontend xon tov backend yiveton péow actvyypovov kinocewv HTTP REST.
H 1ot00€lida Tpéyel GTOV TEPIMYNTH TOL YPNOTN, N EPOPLOYN GTO Kivntd Tov ypfotn Kot to backend
TPEYEL GTOV OLOKOUIGTY] MG VTOVOUT LANPESia oToV TEPIPdAiov JVM,

Tyqpa 3: ApLTEKTOVIKI] O106UVOEDT)

[ Vue 3 App ] window.APl_BASE_URL

HTTP REST Requests
(Cookies auto-attached)

|

[ Ktor BFF | [ CORS Plugin ]

4

Non-blocking SQL DSL

|

[ Exposed ORM ] [ PostgreSQL ]
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I'a va givan mo evéhkto to AP, dev avaypaopetor ota end points to base url aAAd poptdveTar duvapikd
pe m ypnon ¢ petafAntig window.API BASE URL ywo to frontend. Zmnv mepintowon mov 1
EQUpLOYT TPEYEL o€ TEPPAALOV avdmTuéng, ToTe To base url Oa givat to localhost:8080, dtapopetikd av
glvan mapoywyng Ba mdpet to avarioyo domain mov €xel opioTel, YOPig va VILAPYEL AVEYKT Y10 AAAXYES
GTOV TNYaio KOOUKO.

7.2  Homtwki) CORS (Cross Origin Resource Sharing)

E@ocov 1o frontend kot o backend extehovvtal o drapopetikég B0peg, Tpénel va pubuctei to CORS
avVaAOY®G Y10l VO ETTPETEL O TEPUYNTNG TNV TPOSPacN 6 TOPOLG O SAUPOPETIKEC TPOEAEVGELS (OTO
ovpPaivet yati o mepmyng emPdirer T Same Origin Policy). Av dev opicovpe tinota, to frontend
d¢ Ba pmopéoel va éyel mpdcPaom ota dedopéva mov otédvel To backend, extdg av dnAdvetar pntd 6TIg
eMKeQPAAideG TV otnudtov HTTP.

7.2.1 To BFF povtéro yio ta CORS

X éva, choTNUe T0 omoio yepiletal v avbeviikomoinom pe ™ yxpron cookies, n pvOuen oo CORS
elvan e€apetikd onuovtikd Kot evaicOnto Oépo. o avtdov tov Adyo Ot Bo mpémer moté va
ypnowonotovvtor wildecards yi ™ p0vOuion tov access control allow origin. [Tévto Bo mpémel va
opiletar n devBvvon tov artovvtog. EmumAéov, Yo vo UTOPEGEL VO (PNGIUOTOMGEL O TEPMYNTNG TA
cookies yio tn petagopd credentials Oa mwpémel va vdpyel n kepaiida access control allow credentials
pe TN true.

7.2.2 P9HOmion tov CORS plugin

H pvBon tov CORS oty gpoppoyn TravelTales yiverat oto apysio CORS .kt

fun Application.configureCORS() {
install(CORS) {
allowCredentials = true // Emitpenel tn petadopd HttpOnly Cookies

// 1. Eykekpipéva Domains Avdanmtu&ng (Development)
allowHost("localhost:5173")
allowHost("127.0.0.1:5173")

// 2. Eykekplpéva Domains Mapaywyri¢ (Production)
allowHost("traveltales.site:5173", schemes = listOf("http", "https"))
allowHost("traveltales.site:8080", schemes = listOf("http", "https"))
allowHost("traveltales.site:80", schemes = listOf("http", "https"))
allowHost("traveltales.site", schemes = listOf("http", "https"))

// 3. Eykekpilpéveg IPs Mapaywyng (Production Fallback)
allowHost("95.164.212.4:5173", schemes = listOf("http", "https"))
allowHost("95.164.212.4:8080", schemes = listOf("http", "https"))
allowHost("95.164.212.4", schemes = listOf("http", "https"))

// Eykekpipéveg Mé€Bodol HTTP (CRUD Operations)
allowMethod(HttpMethod.Get)
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allowMethod(HttpMethod.Post)

allowMethod(HttpMethod.Options) // Amapaitnto yia to Preflight request
allowMethod(HttpMethod.Put)

allowMethod(HttpMethod.Delete)

allowMethod(HttpMethod.Patch)

// Eykekpipéva Headers
allowHeader(io.ktor.http.HttpHeaders.ContentType)
allowHeader(io.ktor.http.HttpHeaders.Authorization)
allowHeader(io.ktor.http.HttpHeaders.CacheControl)

7.2.3 Avdivon pong preflight (HTTP options)

Orav n vue otéhvet éva aitnuo POST 11 DELETE, o nepmyntig otéivel mpdta éva aitnuo (Preflight
request) pe oxomd va Sl av To aitnua mov Bélel va oteilerl etvar aocporéc. To plugin CORS tov Ktor,
dnuovpyel Kot GTEAVEL Kol omavTd 6 avTd To otnpato, avtopato. Otav 1 mnyn evog otuatog gival
OTIG EMTPENTEG d1evbvVoELSg, To aitnua cuveyilet T (N TOL 6T0 TO E6MTEPIKA TUNpaTa Tov Ktor. Xtnv
TEPIMTOON OV OV VRAPYEL 1 WNYN TOL CUTAUOTOG GTLS EMTPENTEG O1evBOVGELS, TOTE TO aitnua o€
ocvveyilet kKo T Béom Tov TV TTaipvEL i amdvTnoT GEAALATOG 0md cross origin violation.

7.3 Baon dgdopévav

H Baon dedopévav apykonoteitan amd to backend oty mepintmon mov dev gival, péca amd to plugin
Exposed ORM. Mg awtdv tov tpomo to schema tng fAcelg kat To LovTéLo Tov dedouévav oto backend
glvan mévta 1o id10. Emiong, tuoydv pedhoviwég arrayég oto schema tng Pdaong dedopévov yivovral
oVTOLATA.

7.3.1 H apykomoinon pe SQL

Onwg avagépape 6gv LIAPYEL 1 AvVAYKN Yo, XEPOKIvVNTN apykomoinon ¢ Pdong dedouévayv, ue
e€aipeon v evepyomoinon tov UUID.

CREATE DATABASE traveltales;

\connect traveltales

-- Evepyomoinon tng eméktaong yia autopatn mopaywyr] UUID kAelSiwv
CREATE EXTENSION IF NOT EXISTS "uuid-ossp";

CREATE SCHEMA IF NOT EXISTS app;

H ypnomn evog kpumtoypagikd toyaiov aplfuod givar avoykaio Yo Vo, amotpéyel TuYOV EMOECELS TOV
Bacilovtar og amapiBunoeic ID. o avtov Tov Aoyo ypnoyomotovpe to UUID v4 g PostgreSQL. 'Etot
€vag KaKOPovAOG ¥pNotng dgv pmopel va poviéyetl to. IDs dAhov ypnotdv anidg avéavovtag Tov
apOud.

55




7.3.2 Exposed schema mapping

210 backend, o opiopdg t@v mvhKmv ™G Pdong dedopévmv YiveTal pe T XPNOT AVIIKEWEVOV NG
Kotlin. I'ia mopadetypa, n dnpovpyio tov mivaka webauthn_credentials ypnoiponotet anhéc petafantég
pe xamoteg €tpa mapapétpovs. Ommg eivan n mapdpetpog onDelete yia tn petafinty userld, n omoia
opilet to ReferenceOption.CASCADE. Avtd 10 6piopa eaocporilel T KAACELS TOV YPNGILOTOLOVY
to medio userld, omnv mepintwon mov yivel dtoypopn Tov Yp1oTr OAES O1 EYYPAPES TOV KAVOLV avapopdL
o autd 10 medio Ba Sraypapovy. Me avtdv Tov Tpomo O Ba apricove opeavég eyypapés otn Paon
dedopévav.

object WebAuthnCredentialsTable : UUIDTable("app.webauthn_credentials™) {
val userld = reference("user_id", UserTable, onDelete = ReferenceOption.CASCADE)
val credentialld = varchar("credential_id", 512).uniqueIndex()
val publicKey = text("public_key")
val signCount = long("sign_count")
val name = varchar("name", 100)
val createdAt = long("created_at")
val updatedAt = long("updated_at")

7.4 Evomoinon tov Google OAuth 2.0

H evomoinon tov Google OAuth 2.0, amoutel tov téAelo cvvioviopd peta&d TovV TUNUATOV TNg
epapopyng TravelTales kot tng Google vanpeoiag. Otav o ypriotng BéLeL va cuvdebel ypnolponoidvTog
ToV Aoyoplacud google mov drabétel, emhéyet To kovuni "Google Login", pe amotélecpua to frontend
va kdvel avakatevbovven tov tepmynt oto end point Tov backend /login/google. Me 1 cepd tov, T0
backend Oa kdvelr avaxotevboven tov mepuynt) oto end point g google, evomUATOVOVTAS TO
google client id ko o redirect uri. Otav o ypiotns cuvdebel emruyde, n google avakatevBvvel Tov
mepuynt) oto callback (traveltales-url/login/google/callback) evompoatdvovtag TiC omapaitnTeg
TAnpoeopiec ywo Tov ypnotn. Katdny, socwtepicd tov backend yivetar €heyyog yio T0 av LvEapyeL o
YPNOTNG N TPEMEL VAL YIVEL EYYPAPT TOL ¥pNoTn. Metd dnuovpyodvton ta amapaitnto tokens Kot
otélvovton o¢ HitpOnly cookies otov mepmynti| Tov xpnot.
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Vue Ul Ktor BFF Google API

GET /login/google

Redirect to Google Consent

User completes consent

Redirect to Ul with ?code

GET /google/callback?code=...

POST /token (exchange code)

ID Token (JWT)

verifyld

getOrCreate(GoogleUser()

O

HTTP 200 + session cookies

Vue Ul Ktor BFF Google API

Xyfqpa 4: Evoroinon tov Google OAuth 2.0

7.5 Evomoinon WebAuthn

H evomoinon tov WebAuthn amotelei £va o amhn dadikacio kabmg ypetdletol uovo vo yiver o omin
UETATPOT| T®V KPLITOYPOPIKDV dedopévav omd array buffers (mepinyntc) oe base64url (petagopd pe
HTTP) ko tedikd va amoOnkevtel og CBOR/ByteArray otn fdon dedopévav.
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FRONTEND (Vue 3) BFF (Ktor) DATABASE
ArrayBuffer (Binary)

I
(bufferToBase64)

I
Base64Url String

>
Base64Url String

I
(Base64.decode)

I
Bytes / CBOR

A >eiplotroinuévo Base64Url String

AmoBrikeuon wg CBOR Text / Blob

>

FRONTEND (Vue 3) BFF (Ktor) DATABASE

Tyqpa S: MeTatponmi TOV KPUTTOYPUOIKOV OE60UEVAOV

v gyypapn o mepinyntg KaAel 1o end point /2fa/register/star, To0 omoio &gl w¢ amotélecpa 1O
backend va dnpovpynoet éva po IpdKANoN Kot va TNV amobnkevoetl ot cuvedpia Kot oTéAVEL ToM
Vv amdvtnon otov mepnynt. I'ivovtal ot amapaitnteg LETATPOTEG, OTAVTAEL GTNV TPOKANGN, OTTOL
yiveTol avTioTPOPa, 1| LETATPOTN KoL GTNV TEPIATMOGT OV £ivar OAa cmotd To backend amoOnkevel To
dnpooio kiewdi mov dnpovpyndnke oe CBOR-encoded bytes ot Pdon dedopévav.

Yy mepintoon g ovvdeong, o mepmynG KaAetl To /login/local, to backend dwumictdvel mwg o
YPNOTNG EXEL EVEPYO TO 2fa Kot OAVTAEL UE (L0 KPUTTTOYPUPIKT] TPOKATNGN. TN GUVEXELN O TEPUNYNTNG
{nréet emPePainon omd Tov ¥pNnot Kot Otay T AAPEL AmOVTAEL GTNV KPLITOYPOPIKT TPOKATGN KoL TO
otélvel oto /2fa/login/finish. To backend pe 1 ogpd ToL KAVEL TOL KOTAAANAOVG EAEYXOLG KoL
EVNHEPADVEL TNV KATACTACT TV KAEWDV (evnpepdvet To petpnth signCount).

7.6  Aw@opég Tov mepfdiriov avamTuing pe TapayOYNS

I'o ™ oot evomoinoT Tov GLETAATOC Do TPETEL VAL VTTAPYOVY TPOTOL Y1a. T1 PUOULCT] TOV GLGTHUUTOC
avaroyo og mo mepiPariov tpéyxel. ['a 1o backend, ypnoomoteiton o apyeio application.yaml yia Tig
amoTovpeveg pulpicers.

ktor:
deployment:
port: 8080
application:
modules: [ gr.traveltales.ApplicationKt.module ]
jwt:

secret: ${IWT_SECRET}
issuer: ${ISSUER}
audience: ${AUDIENCE}
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realm: ${REALM}

Y10 mepifdArov g mapayoyng, ot tipég tov ${IWT SECRET}, ${ISSUER}, ${AUDIENCE} ka
${REALM} oALdLovv aTOMATO [E TIG TTPOYLOTIKEG YPNOHOTOIDOVTOG LETAPANTES TEPPAALOVTOC.

7.7 Xvopmepacporta

H evomoinon tov cvotiuatog umopei vo yivel évo duokoro CRTNUO. GAAG YPNCUYLOTOIOVTIOS TO
KATOAANAQ TPOTLTTO KO TEXVOLOYIEC KATTOL0G Umopel va KAVEL TNV gvomoinon wo gvkoAn. Otav ta
EMPUEPOVS TUNHO EVOG GLOTILATOG EXOLV opyavmBel Kot dacmactel KatdAinia, tdte 1 gvomoinom, M
ATOGPUALATMOON Kot avATTLEY] TOV GUGTHUATOG YIVETAL TTLO EVKOAN.
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Kepdhow 8o0: Xvupmepdopoata ko Meirovrikn Epyoocia

Me v 0AOKANPp®ON TV 6TadimV oYediaong, avamTtuEng, evoroinong Kot a&loAdynong TS EQapPLOYNS
TravelTales, onpatodotibnke 1 oAoxkAnpwon pio cvyypovng full stack apyirekrovikng mov Bétel oo
emikevtpo TV aoeirela Twv ypnotav. To TravelTales dev amotelel amimg Hio TUTIKN SLOSIKTVOKN
EQUPUOY OAAG OmOTEAEL p1ot OAOKANPOUEVN UEAETN] OVOYKOV KOl TEPITTOCEDY YIOTL TN COOTY
avATTLEN LOG EPAPLOYNS TTOV EVOMUATAOVEL GUYYPOVEG TEXVOLOYIES ACOAAELNG, Ol OTTOIEG dOVAEHOLV
OPLOVIKG [LE U0 KOAT] EUTTEPia ¥pNOTN.

Xe outd TO TEAELTOIO KEQAANLO, TOPOVGCLALOVTOL OVOALTIKG TO TAEOVEKTAMOTO TNG EQOPLOYNS
TravelTales oto empépovg TURUE TG AVTO GUUTEPIAAUPAVEL TNV OPYITEKTOVIKY, TOLG TEXVIKOVC
TEPLOPICUOVG KOL TIG TPOKANGELS TOV AVTILETOTIGTNKOV Yol TNV avAmTuéEn g epappoyns. Emmiéov,
avoPEPOVTL LEAAOVTIKEG EMEKTAGELS TTOV UTOPOLV Vo avaPadiicovy akdun mepecoOTEPO TNV EUTELPiL
YPNOTN, TNV 0oPALELD OAAG Kot TO KOADTEPO op1lovTio scalability tng epappoyng.

8.1 ZXidvoymn km amotipnon Tov £épyov

Ytov mopnva g oxedioong g epopuroyng TravelTales givor to mpdtumo BFF (Backend for froentend),
70 0moio draywpilel TANP®S TN SLVALIKT CAANAETIOPACT TOV SETAPADV XPNOTN ATO TO EMYEPTLATIKO
eninedo tov backend. A&ilel va onpembel tmg vag emurAéov Adyog mov emdéyOnke to BFF mpotumo
glvar emedn N apykn oxedioon g epappoyng Ba yivotav ue dvo backend. To éva Ba evanpetovoe
KWWNTEG GLUOKEVEG Kal TO GALO TNV 16T0GEAId0. Me TN 6g1pd Tovg Ba emkovevobcsay pe GALo micro
services, 0oL 10 KaOe micro service Oa giye éva wikpd cuvoro gvBuvav. Avto Bo enéTpene 1o KAAVTEPO
oplovtio scalability adAd Adyo Tov ypovikod mAoisiov dev vAomombnke, to omoio Ba pmopel va
viomomOel peddovtikd. Ta OeTikd TG o omANG LAOTTOINOTG Kot TG U 6106TaeNC TG EPAPUOYNG OF
EMUEPOVS KOUUATLO, TTPOCPEPEL TTLO YPTYOPES EMOMGELS Y10 LIKPOTEPO APIOUO TEAATADV.

8.2 IMleoveKTROTO TOV GUGTI|LOTOG

H apyirektovikn mpocéyyion mov ypnoiponolel to TravelTales Tpoc@épel onpavtikd TAgoveKTHOTO
oe ovyKplon pe dikeg povolbikéc 1) SPA (single page application) mpoceyyioeis. Ta migovexTipata
a&ilovv vo onuetmbovv gival 1 0oQAAELD. TOL TOPEYETAL, 1] VYNAN amOd0GT UE TN YPNoT 0ohyYpovav
VNUaTOV aAAd ka1 Pedtiotomomuévn eumeipia ypiom (UX).
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MMivaxac 9

SECURITY FIRST Total XSS Immunity: JWTs are physically
unreachable via document.cookie

SECURITY FIRST Total CSRF Immunity: Strict SameSite=Lax
cookie constraints

SECURITY FIRST Phishing-Resistant: WebAuthn Origin Binding
(rpld)

PERFORMANCE & SCALABILITY Asynchronous Non-blocking Engine: Ktor &
Kotlin Coroutines

PERFORMANCE & SCALABILITY Highly Optimized DB Access: Exposed DSL
with suspendTransaction

PERFORMANCE & SCALABILITY Tree-Shaken & Fast Assets: Vite Build Pipeline

USER EXPERIENCE (UX) Passwordless Biometrics: TouchlD / FacelD
keyless entry

USER EXPERIENCE (UX) Seamless Session: Silent token refresh via Fetch
API Interceptor

USER EXPERIENCE (UX) Instant Visual Feedback: PrimeVue 4 accessible
components

AVO 0o TO OTUAVTIKOTEPO TPOTEPTLLATA TNG AGPAAELNG TOV TPocOEPEL ) epapuoyn TravelTales elvar
N mpootacio omd XSS (cross site scripting) kat CSRF (cross site request forgery), yépng t xprion tov
JWT tokens mpocfaong kot avavé®mong 7ov ypnoyLorolovy amokieiotikd HttpOnly, Secure xat
SameSite=Lax cookies. EmutAéov, 1 kpumroypapikn avlekTikdTnTo TOL LIAPYEL AGYO TNG XPTONG TOL
Argon2id oAAd Kot T ¥p1oT TOALTOPOYOVTIKNG TOVTOTOINONG

H vymAn amddoon mov emttuyydvetor pe tn ypnomn tov coroutines ¢ Kotlin o1 onoieg emrpénovy v
TOVTOYPOVY eKTEAECN TV AglTovpydv o€ vipata. Emmdéov, n Exposed ORM mov emitpémel v
TautoOYpovn ektéAeotn epotnuatav SQL péow tov Dispatchers.]O étor mote va pmopoldv va
AEITOVPYNCOLV KO GTO EPOTNHUATO O coroutines.

8.3 IlIepropropoi Kol TPOKMGELS TG VAOTOIN GG

H avémrtoén tov cvemuoatog tov TravelTales gppdvice moAld TpofAuota Kot SVoKOAEG Katd TV
avantuén tov. [apovoidoTnkoy ToAAOL TEXVIKN TEPIOPICUOL UE OTOTELEGUA VO, YIVEL ETAVOCYEDIOON
NG EPAPUOYNG OAAGL KOl VO TETAYTEL KOOIKAG TTOL TTPE UEYAAQ YPOVIKA SIUGTNUATO YL TV OVATTTUEN
TOV.

‘Evag amd 1oug TpdToug TEXVIKODS TEPLOPIGUOD TTOL EUPAVICTNKE NTav 1 acLUPatodtnTe TV binary
buffers, mov emoTpéPel 0 mepNYNTAG ¥pNoomolmvTag To web API tov, pe ) uetagopdc tToug HEcm
HTTP. Avto eiye wg omotéheoua tn Oomuovpyio tov base6durl yuo v kwdikomoinon Kot
amokmdikonoinon Tov binary buffers. H vionoinorn énpene va yiver yuo to backend aAld kot yio to
frontend, emumAéov VINPYE 1 ATOLTNON Y10 AVGTNPES SOKIUES YO TNV OTOPLYT OAROI®MONG TOV KOTA TN
HeTapopd.
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TIpofAnuata epeoavioTnKoy Kot KAt Tn SIIpKELD TG avATTLENG TG EPapLoYNG o¢ stateless. ‘Eywve
YPTYOPQ AVIIANTTO TG O UNYOVIGHOS TovTomoinong nrav evnabeic oe embéoelg replay. I'a avtodv tov
AOYO €yve VTOYPEMTIKN 1 ¥PNoM state otnv ePopuoyn. AVt OMNUIOVPYNCE TNV OVIKOVOTNTO TOV
ovoTHaTog v KAlpakwbel opldvtia ypnoiponowmvtag évav load balancer pumpootd omd molAamid
instances. Ymapyovv texvikés (sharding by parity 1 deterministic routing based on key parity) mov
propov va dtopolpdcovy Ty kivnorn €tol MGTE VoL VITAPYEL Mol pkp KMpAkoon oAld dev elvon
W0aVIKO.

"Eva tedevtaio mpofAnpa mov dev €xel Kamolo Avor, 660 avapopd To TAAIGIO NG EQApPUOYNG, Eivat o
TEPLOPIOUOG KOl AGVUPOTOTNTA TOV AELTOVPYIKAOV cLGTNUAT®V e To WebAuthn. Xtnv nepintmon mov
dev VIapPYEL VITOGTAPIEN Yo GHVIEST] LEG® KATOLOV PUGIKOD KAEW0V amd T0 AETOVPYIKO GVOTNUA 1)
a6 Tov TEePyNT (av Kot 01 TEPITOTEPOL TO LITOGTNPiLovV) TOTE Oe B dovAéyet o 2FA.

8.4 MelhovTiKEG EMEKTAGELS KU BEATIOGELS

‘Eva. amd ta mpodTo mpayuate tov O ftav kadd vo yivovy, gival  agpaipesn tov session and to Ktor
Kol va dnpiovpynBet éva véo session to omoio Ba vAomoteitan e Redis. Me avtdv tov tpomo Ba Avbei
0 TPOPANUe TG KAdkwong, kobmg to Ktor 6o pumopel va €yxel moAlhamAd instances ywpig va
dnuovpyeitol kamoio TPOPAN U, dAAG 00TE o TN pePd Tov Redis Oa vadpyel kdmoto TpdPAnua kabmg
vrnootpilel clustering.

"Eva onpoavtikd kevd ac@Aalelog mov VITapyEL 6TV eQappoyn eivar ot emBécelg session Hijacking. Omov
oV KAmolog anoktnoel tpdcsPacn otn Paon dedopévev Tmv cookies mov €yl 0 TEPMYNTNG, UTOPEL VA
TOL XPNOLOTOOEL Y10, VoL ExEl TpdGPacn oy epappoyn. Evag tpdmog mov umopei va dtopbmbei givar
7o Demonstrating Proof of Possession (DPoP) 1o omoio opiletatl oo RFC 9449. Bdomn avtod to frontend
vroypaesl kébe aitnuo pe éva (edyog Krewdidv kot To backend to emadnBevet, €161 axdun Kot vo
Khomovv ta cookies dg Oa Exel TpdaPaon o ¥pNoTNG 6TO WIMTIKO KAEWST TG GLGKEVTG.

Mo opaio emmpoéchetn Asrtovpyic Oo Mtav 1 KOADTEPT TUNUATOTOINGT TOV KMOWKE KoL
TOPUUETPOTIONGT TOV £TGL DGTE VO, VIAPYEL KAADTEPN GLVEPYUGIO, WE TPOYPAUUOTO OTMS TO
kubernetes. Mg avtov tov Tpoémo Ba vdpyel kaAlvtepo kot ovtopato scalability, divoviag kaAdTepeg
EMOMOELS Kot 7o otkovopkd hosting o dopég Omws 10 AWS ko Azure.

8.5 Xvpmepaocpora

Me v exkmdvnon ¢ Tapodcag TTVYLOKNG Epyaciag ¢ proof of concept, umopovue va Exovv cOyypoveg
StadtkTvakEG eQapuroyég yopic vo Buaialovpe v gumepia tov ypnot. Emmiéov, aviloya pe to Tt
ATOITNGELS VGAPYOLY Y10 TO GLGTNUA, UTOPEl va gival g0KOAN 1 6VoKOAN 1 avimtuén Tov. Avtd
ovpPaivet yoti Yo ToAAEG TPOoTADEIEG KAADWYELG KEVAV OCQAAELNG ATOLTOVVTAL LEYAAEG AALAYEG OTO
GUOTN L.
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ITAPAPTHMA A : Oonyog eykatdoTac Kot podpiong

To mopdtnua avtd omotedel Eva TANPN 0dNYO Yo TNV TPOKTIKY| EYKATAGTOOT), TOPAUETPOTOINGCT KoL
EKTELEDT] OA®V TOV ETUEPOVG TUNUATOV TG epapuoyng TravelTales. O 0dnydg amevBivetal ce d6molov
Béhel va ektedéael TNV Qapproyn gite og TomkO mePPailov, eite oe mepPdiiov mapaywyns.

IIpwv Eekvfoet kAmolog TV S1adikacio EYKOTACTACNG TPEMEL VAL EXEL TO TOPAKAT® EPYOAEio:
e JDK 17 M} vedtepo
e Node.js (v18.x/v20.x LTS) kot npm
e Docker kot docker compose (Lovo av 0€Ael va ektedéoel TNV fdomn g container)

O ypnong pmopei va dnpuovpynoel To container pe T PACT SEGOUEVOV LIE TO TOPOKAT® apyElo:

version: '3.8'

services:
# Oplopdg tng unnpeotiag tng Pdong dedopevwv
postgres db:
image: postgres:16-alpine # Xpron tng sAadpldg €xkdoong alpine
container_name: traveltales postgres
restart: always
environment:
POSTGRES_DB: traveltales # Ovopa tng Pdong Sedopevwv
POSTGRES_USER: travel admin # Ovopa 61l1axeipiloth Pdong
POSTGRES_PASSWORD: SecurePassword123! # AopaAnig kwdikdg mpooPaong
ports:
- "5432:5432" # Avtiotoixion tng Oupag 5432 oto host machine
volumes:
- pgdata:/var/lib/postgresql/data # Movipn amobrikeuon 6edopévwv (volume)

volumes:
pgdata: # AQAwon tou volume yia tn 6iatrfipnon twv 6£60pEVwV PETA TNV
EMAVEKK1vVNON

H exkivnon g Bdong dedopévev puropet va yiver pe v evtohr] "docker compose up -d'.

I v exkivnon tov backend o ypfotng Oa tpémet va opioel TI¢ TapakdTo petafintéc mepiBarAiovtoc:
# Pubpiloelg Bdong Aedopevwv
DB_URL=jdbc:postgresql://localhost:5432/traveltales

DB_USER=travel_admin
DB_PASSWORD=SecurePassword123!

# PuBpioeig AodpdAerag IWT
JWT_SECRET=super_secret_signing_key for_jwt_tokens_2026
JWT_ISSUER=http://localhost:8080
JWT_AUDIENCE=http://localhost:8080

# Pubuioeig Google OAuth (e€dv xpnoipomoieitat)

64



GOOGLE_CLIENT_ID=your_google client_id.apps.googleusercontent.com
GOOGLE_CLIENT_SECRET=your_google client_secret

H extéAleon tov backend pnopet va yiver pe tnv evtoAn| "gradlew run’.
Télog, yia TNV 1oT0ceAida Oa Tpémet va yivel eykatdotaon tov anapaitntov node modules pe tn xpion

g evtoAng ‘npm install’, va opiotel to base url kot t€hog va yivel ) eKTéAEST] TOL OLOKOMGTY| LE TV
€vtoA ‘npm run dev'.
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ITAPAPTHMA B : K®owkog backend (novo o router)

package gr.traveltales.modules

import gr.traveltales.data.db.dao.suspendTransaction
import gr.traveltales.data.db.tables. WebAuthnCredentialsTable
import gr.traveltales.data.models.*

import gr.traveltales.data.repositories.*

import gr.traveltales.data.service.*

import io.ktor.client.*

import io.ktor.client.call.*

import io.ktor.client.engine.cio.*

import io.ktor.client.plugins.contentnegotiation.*
import io.ktor.client.request.*

import io.ktor.client.request.forms.*

import io.ktor.http.*

import io.ktor.http.content.*

import io.ktor.serialization.kotlinx.json.*

import io.ktor.server.application.*

import io.ktor.server.auth.*

import io.ktor.server.auth.jwt.*

import io.ktor.server.http.content.*

import io.ktor.server.request.*

import io.ktor.server.response.*

import io.ktor.server.routing.*

import io.ktor.server.sessions.*

import io.ktor.util.cio.*

import io.ktor.util.collections.*

import io.ktor.utils.io.*

import java.util. *

import kotlinx.serialization.json.Json

import org.jetbrains.exposed.sql.selectAll

fun Application.configureRouting(redirects: ConcurrentMap<String, String>, httpClient: HttpClient) {
val jwtData =
JwtData(
environment.config.property("jwt.audience").getString(),

environment.config.property("jwt.issuer").getString(),
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environment.config.property("jwt.secret").getString()
)
val userRepository = DatabaseUserRepository()
val userService = UserService(userRepository, jwtData)
val guideService = GuideService(DatabaseGuideRepository())
val notificationRepository = DatabaseNotificationRepository()
val notificationService = NotificationService(notificationRepository)
val followRepository = DatabaseFollowRepository()
val interactionRepository = DatabaselnteractionRepository()
val commentRepository = DatabaseCommentRepository()
val storyService = StoryService(DatabaseStoryRepository(), userRepository, followRepository, notificationService)
val categoryService = CategoryService()

val locationService = LocationService()

suspend fun Story.withStats(): Story {
val favCount = interactionRepository.getFavoriteCount(UUID.fromString(this.id), "story")
val svCount = interactionRepository.getSavedCount(UUID.fromString(this.id), "story™)
val commCount = commentRepository.getCommentCount(UUID.fromString(this.id), "story")

return this.copy(favoriteCount = favCount, savedCount = svCount, commentCount = commCount)

suspend fun Guide.withStats(): Guide {
val favCount = interactionRepository.getFavoriteCount(UUID.fromString(this.id), "guide")
val svCount = interactionRepository.getSavedCount(UUID.fromString(this.id), "guide")
val commCount = commentRepository.getCommentCount(UUID.fromString(this.id), "guide")

return this.copy(favoriteCount = favCount, savedCount = svCount, commentCount = commCount)

routing {
staticFiles("/uploads", java.io.File("uploads"))

configureWebAuthnRoutes(userService)

authenticate("jwt-auth") {
post("/upload") {
val multipart = call.receiveMultipart()
var fileUrl =""
multipart.forEachPart { part ->

if (part is PartData.Fileltem) {
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val originalName = part.originalFileName ?: "image.png"
val ext = java.io.File(originalName).extension.ifEmpty { "png" }
val fileName = "$ {UUID.randomUUID()}.$ext"
val file = java.io.File("uploads/$fileName")
file.parentFile.mkdirs()
part.provider().copyAndClose(file.writeChannel())
fileUrl = "/uploads/$fileName"
}
part.dispose()
}
if (fileUrl.isNotEmpty()) {
call.respond(mapOf("url" to fileUrl))
}else {

call.respond(HttpStatusCode.BadRequest, "No file uploaded")

route("/signup") {
route("/local") {
post {
try {

val request = call.receive<SignupRequest>()

if (luserService.isEmailAvailable(request.email)) {
call.respond(
HttpStatusCode.Conflict,
"User already exists (Email Taken)"

)

return@post

val baseUsername = request.username ?: request.email.substringBefore("@")
var finalUsername = baseUsername

var counter = 1

while (userService.userExists(finalUsername)) {

finalUsername = "$baseUsername$ {counter++}"
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val now = System.currentTimeMillis()
val user =
User(
username = finalUsername,
password = request.password,
email = request.email,
isLocalUser = true,
picture = null,
createdAt = now,

updatedAt = now

if (userService.createUser(user)) {
call.respond(HttpStatusCode.OK)

return@post

call.respond(
HttpStatusCode.BadRequest,
mapOf("error" to "Invalid credentials")
)
} catch (e: Exception) {
call.respond(
HttpStatusCode.BadRequest,

mapOf("error" to e.stackTraceToString())

route("/login") {
route("/local") {
post {
try {
val request = call.receive<LoginRequest>()

val authenticatedUser = userService.authenticateByEmail(request)
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if (authenticatedUser !=null) {
if (authenticatedUser.isTwoFactorEnabled) {
val challenge = UUID.randomUUID().toString()
val session =
call.sessions.get<UserSession>()
?: UserSession("", "")

call.sessions.set(session.copy(webAuthnChallenge = challenge))

val credentials = suspendTransaction {
WebAuthnCredentialsTable.selectAll()
.where {
WebAuthnCredentialsTable.userld eq
UUID.fromString(

authenticatedUser.id

}
.map {
WebAuthnAllowCredential(

"public-key",

itf WebAuthnCredentialsTable.credentialld]

call.respond(
LoginResponse(

message = "2FA required",

requires2FA = true,

authResponse =

WebAuthnLoginStartResponse(
challenge =
Base64
.getUrlEncoder()
.withoutPadding()
.encodeToString(
challenge

.toByteArray()
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),
timeout = 60000,
rpld = "localhost",

allowCredentials = credentials

)

return@post

// TODO maybe make this better?
val accessToken = userService.generate AccessToken(authenticatedUser)
call.response.cookies.append(
"auth_token",
accessToken,
httpOnly = true,
path ="/"
)
if (request.rememberMe) {
val refreshToken =
userService.generateRefreshToken(authenticatedUser)
call.response.cookies.append(
"refresh_token",
refreshToken,
httpOnly = true,
path ="/"
)
} else {
call.response.cookies.append(

"refresh_token",

nn
s

httpOnly = true,
path ="/",

maxAge =0

}

call.respond(mapOf{("token" to accessToken))

return@post

71



call.respond(
HttpStatusCode.Unauthorized,
mapOf("error" to "Invalid credentials")
)

} catch (e: Exception) {
call.application.environment.log.error("Login error", e)
call.respond(

HttpStatusCode.BadRequest,

mapOf("error" to (e.message ?: "Invalid request payload"))

route("/google") {
get {
val clientld =
System.getenv("GOOGLE_CLIENT ID")
?:"972396710911-0fomrmbco1q0bl4g4qqfakoai2er8bf9.apps.googleusercontent.com"
val redirectUri = "http://localhost:8080/login/google/callback"
val state = UUID.randomUUID().toString()

call.sessions.set(UserSession(state, ""))

val url =
URLBuilder("https://accounts.google.com/o/oauth2/v2/auth")

-apply {
parameters.append("client_id", clientld)
parameters.append("redirect uri", redirectUri)
parameters.append("response_type", "code")
parameters.append("scope", "openid email profile")
parameters.append("state", state)
parameters.append("access_type", "offline")
parameters.append("prompt", "consent")

H

.buildString()
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call.respondRedirect(url)

route("/callback") {
get {
val code = call.request.queryParameters["code"]
val state = call.request.queryParameters["state"]

val session = call.sessions.get<UserSession>()

if (code == null || state == null || session?.state != state) {
call.respond(HttpStatusCode.BadRequest, "Invalid OAuth state")

return@get

call.sessions.clear<UserSession>()

val tokenResponse = exchangeCodeForToken(code)

val idToken = tokenResponse.id_token

val googleUser = verifyldToken(idToken)

val email = googleUser.email

val name = googleUser.name ?: email.substringBefore("@")

// Identify or create user
val user =

userService.getOrCreateGoogleUser(email, name, googleUser.picture)

if (user == null) {
// TODO make a better solution.
call.respond(HttpStatusCode.BadRequest, "Google User not found")
1 else {
val accessToken = userService.generate AccessToken(user)
val refreshToken = userService.generateRefreshToken(user)
call.response.cookies.append(
"auth_token",

accessToken,
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httpOnly = true,
path ="/"
)
call.response.cookies.append(
"refresh_token",
refreshToken,
httpOnly = true,
path ="/"
)

call.respondRedirect("http://localhost:5173/auth/success")

post("/logout") {
call.response.cookies.append("auth_token", "", httpOnly = true, path ="/", maxAge = 0)
call.response.cookies.append(

"refresh_token",

"
s

httpOnly = true,

path="/",

maxAge =0
)
call.respond(HttpStatusCode.OK)

post("/auth/refresh") {
val refreshToken = call.request.cookies["refresh token"]
if (refreshToken == null) {
call.respond(HttpStatusCode.Unauthorized, "No refresh token")

return@post

try {
val jwtSecret = application.environment.config.property("jwt.secret").getString()

val jwtVerifier =
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com.auth0
Jwt
JWT
.require(com.auth0.jwt.algorithms. Algorithm. HMAC256(jwtSecret))
/I TODO Check if this claim is really needed in the refresh token for security reasons.
//.withClaim("type", "refresh")
.build()

val decodedJWT = jwtVerifier.verify(refreshToken)

val username = decodedJWT.getClaim("username").asString()

val user = userService.getUser(username)
if (user !=null) {
val newAccessToken = userService.generate AccessToken(user)
call.response.cookies.append(
"auth_token",
newAccessToken,
httpOnly = true,
path="/"
)
call.respond(HttpStatusCode.OK)
} else {
call.respond(HttpStatusCode.Unauthorized, "User not found")
}
} catch (e: Exception) {

call.respond(HttpStatusCode.Unauthorized, "Invalid refresh token")

route("/content") { route("/home") {} }

route("/locations") {
route("/countries") {
get {
try {
val countries = locationService.getAllCountries()
call.respond(countries)

} catch (e: Exception) {
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call.respond(HttpStatusCode.InternalServerError, "Error fetching countries")

}
get("/{code}/cities") {
val code = call.parameters["code"]
if (code == null) {
call.respond(HttpStatusCode.BadRequest, "Missing country code")
return@get
}
try {
val cities = locationService.getCitiesByCountryCode(code)
call.respond(cities)
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error fetching cities")

route("/categories") {
get {
try {
val categories = categoryService.getAllCategories()
call.respond(categories)
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error fetching categories")

authenticate("jwt-auth") {
post {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")
return@post

}

val user = userService.getUser(username)
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if (user?.role != UserRole. ADMIN) {
call.respond(HttpStatusCode.Forbidden, "Requires Admin role")
return@post

}

try {

val request =
call.receive<CreateCategoryRequest>()
val newCategory = categoryService.createCategory(request.name, request.code)
if (newCategory !=null) {
call.respond(HttpStatusCode.Created, newCategory)
1 else {
call.respond(HttpStatusCode.Conflict, "Category already exists")
}
} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

delete("/{code}") {

val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")
return@delete

b

val user = userService.getUser(username)

if (user?.role != UserRole. ADMIN) {
call.respond(HttpStatusCode.Forbidden, "Requires Admin role")
return@delete

}

val code =
call.parameters["code"]

?: return@delete call.respond(HttpStatusCode.BadRequest)

val success = categoryService.deleteCategory(code)

if (success) {
call.respond(HttpStatusCode.OK)

} else {

call.respond(HttpStatusCode.NotFound)
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route("/stories") {
get {
try {

val page = call.request.queryParameters["page"]?.toIntOrNull()

val pageSize = call.request.queryParameters["pageSize"]?.tolntOrNull()

val search = call.request.queryParameters["search"]

val categories =
call.request.queryParameters|"categories"]?.split(",")?.filter {

it.isNotEmpty()

val sort = call.request.queryParameters["sort"]
val cityld = call.request.queryParameters["cityld"]

val countryld = call.request.queryParameters["countryld"]

val paginatedResponse =
storyService.getStories(
page,
pageSize,
publishedOnly = true,
query = search,
categories = categories,
sort = sort,
cityld = cityld,
countryld = countryld
)
val itemsSummaries =

paginatedResponse.items.map { s -> s.withStats().toSummary() }

call.respond(
PaginatedResponse(
items = itemsSummaries,

totalCount = paginatedResponse.totalCount,
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page = paginatedResponse.page,
pageSize = paginatedResponse.pageSize,

totalPages = paginatedResponse.totalPages

)
} catch (e: Exception) {

printIn("Error fetching stories: $ {e.message}")

e.printStackTrace()
call.respond(
HttpStatusCode.InternalServerError,

mapOf("error" to (e.message ?: "Error fetching stories"))

get("/category") {

try {

val page = call.request.queryParameters["page"]?.tolntOrNull()

val pageSize = call.request.queryParameters["pageSize"]?.tolntOrNull()
val categories =

call.request.queryParameters["categories"]?.split(",")?.filter {

it.isNotEmpty()

val paginatedResponse =
storyService.getStories(
page,
pageSize,
publishedOnly = true,

categories = categories

)

val itemsSummaries =
paginatedResponse.items.map { s -> s.withStats().toSummary() }
call.respond(
PaginatedResponse(

items = itemsSummaries,

totalCount = paginatedResponse.totalCount,
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page = paginatedResponse.page,
pageSize = paginatedResponse.pageSize,

totalPages = paginatedResponse.totalPages

)

} catch (e: Exception) {
call.respond(
HttpStatusCode.InternalServerError,

mapOf("error" to (e.message ?: "Error fetching stories by category"))

authenticate("jwt-auth") {
post {

try {

val request = call.receive<CreateStoryRequest>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@post

val user = userService.getUser(username)
if (user == null ||
user.role == UserRole. UNVERIFIED
)
call.respond(
HttpStatusCode.Forbidden,

"You must be verified to create a story."

)

return@post

val now = System.currentTimeMillis()

val newStory =
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Story(
id = UUID.randomUUID().toString(),

title = request.title,
previewContent = request.previewContent,
fullContent = request.fullContent,
authorUsername = username,
categories = request.categories,
createdAt = now,
updatedAt = now,
published = request.published,
images = request.images,
cityld = request.cityld,
countryld = request.countryld
)
val success = storyService.createStory(newStory)
if (success) {
call.respond(HttpStatusCode.Created, newStory.withStats())
1 else {
call.respond(
HttpStatusCode.InternalServerError,

"Failed to create story"

}

} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

put("/{id}") {
try {
valid =
call.parameters["id"]
?: return@put call.respond(HttpStatusCode.BadRequest)
val request = call.receive<CreateStoryRequest>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
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call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@put

val existingStory = storyService.getStoryBylId(id)
if (existingStory == null) {
call.respond(HttpStatusCode.NotFound, "Story not found")

return@put

if (existingStory.authorUsername != username) {
call.respond(
HttpStatusCode.Forbidden,
"You can only edit your own stories"

)

return@put

val updatedStory =
existingStory.copy(
title = request.title,
previewContent = request.previewContent,
fullContent = request.fullContent,
categories = request.categories,
published = request.published,
images = request.images,
cityld = request.cityld,
countryld = request.countryld
)
val success = storyService.updateStory(updatedStory)
if (success) {
call.respond(HttpStatusCode.OK, updatedStory.withStats())
1 else {
call.respond(
HttpStatusCode.InternalServerError,

"Failed to update story"
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} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

delete("/{id}") {
val id =
call.parameters["id"]
?: return@delete call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@delete

val existingStory = storyService.getStoryByld(id)
if (existingStory == null) {
call.respond(HttpStatusCode.NotFound, "Story not found")

return@delete

if (existingStory.authorUsername != username) {
call.respond(
HttpStatusCode.Forbidden,
"You can only delete your own stories"

)

return@delete

val success = storyService.deleteStory(id)
if (success) {

call.respond(HttpStatusCode.OK, "Story deleted")
}else {

call.respond(HttpStatusCode.InternalServerError, "Failed to delete story")
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authenticate("jwt-auth", optional = true) {
get("/{id}") {

val id = call.parameters["id"]

if (id == null) {
call.respond(HttpStatusCode.BadRequest, "Missing or invalid id")
return@get

}

try {
val story = storyService.getStoryByld(id)
val principal = call.principal<JWTPrincipal>()

val requesterUsername = principal?.payload?.getClaim("username")?.asString()

if (story == null) {
call.respond(HttpStatusCode.NotFound, "Story not found")
}else {
val storyWithFavs: Story = story.withStats()
call.respond(story WithFavs)
}
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error fetching story")

route("/guides") {
get {
try {
val page = call.request.queryParameters["page"]?.toIntOrNull()
val pageSize = call.request.queryParameters["pageSize"]?.toIntOrNull()

val search = call.request.queryParameters["search"]

val paginatedResponse =
guideService.getGuides(
page9

pageSize,
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publishedOnly = true,
query = search
)
val itemsSummaries =

paginatedResponse.items.map { g -> g.withStats().toSummary() }

call.respond(
PaginatedResponse(
items = itemsSummaries,
total Count = paginatedResponse.totalCount,
page = paginatedResponse.page,
pageSize = paginatedResponse.pageSize,

totalPages = paginatedResponse.totalPages

)
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error fetching guides")

authenticate("jwt-auth") {
post {
try {
val request = call.receive<CreateGuideRequest>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@post

val user = userService.getUser(username)
if (user == null ||

user.role == UserRole. UNVERIFIED
)

call.respond(

HttpStatusCode.Forbidden,
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"You must be verified to create a guide."

)

return@post

val now = System.currentTimeMillis()
val newGuide =
Guide(
id = UUID.randomUUID().toString(),
title = request.title,
previewContent = request.previewContent,
fullContent = request.fullContent,
authorUsername = username,
createdAt = now,
updatedAt = now,
published = request.published,
images = request.images
)
val success = guideService.createGuide(newGuide)
if (success) {
call.respond(HttpStatusCode.Created, newGuide.withStats())
1 else {
call.respond(
HttpStatusCode.InternalServerError,

"Failed to create guide"

}
} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

put("/{id}") {
try {
valid =
call.parameters["id"]
?: return@put call.respond(HttpStatusCode.BadRequest)

val request = call.receive<CreateGuideRequest>()
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val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@put

val existingGuide = guideService.getGuideBylId(id)
if (existingGuide == null) {
call.respond(HttpStatusCode.NotFound, "Guide not found")

return@put

if (existingGuide.authorUsername != username) {
call.respond(
HttpStatusCode.Forbidden,
"You can only edit your own guides"

)

return@put

val updatedGuide =
existingGuide.copy(
title = request.title,
previewContent = request.previewContent,
fullContent = request.fullContent,
published = request.published,
images = request.images
)
val success = guideService.updateGuide(updatedGuide)
if (success) {
call.respond(HttpStatusCode.OK, updatedGuide.withStats())
} else {
call.respond(
HttpStatusCode.InternalServerError,

"Failed to update guide"
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}

} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

delete("/{id}") {
val id =
call.parameters["id"]
?: return@delete call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@delete

val existingGuide = guideService.getGuideByld(id)
if (existingGuide == null) {
call.respond(HttpStatusCode.NotFound, "Guide not found")

return@delete

if (existingGuide.authorUsername != username) {
call.respond(
HttpStatusCode.Forbidden,
"You can only delete your own guides"

)

return@delete

val success = guideService.deleteGuide(id)
if (success) {

call.respond(HttpStatusCode.OK, "Guide deleted")
} else {

call.respond(HttpStatusCode.InternalServerError, "Failed to delete guide")
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authenticate("jwt-auth", optional = true) {
get("/{id}") {

val id = call.parameters["id"]

if (id == null) {
call.respond(HttpStatusCode.BadRequest, "Missing or invalid id")
return@get

}

try {
val guide = guideService.getGuideByld(id)
val principal = call.principal<JWTPrincipal>()

val requesterUsername = principal?.payload?.getClaim("username")?.asString()

if (guide == null) {
call.respond(HttpStatusCode.NotFound, "Guide not found")
1 else {
val guideWithFavs: gr.traveltales.data.models.Guide = guide.withStats()
call.respond(guideWithFavs)
}
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error fetching guide")

route("/user") {
authenticate("jwt-auth") {
get("/me") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username != null) {
val user = userService.getUser(username)
if (user !=null) {
val userldUuid = UUID.fromString(user.id)

val followersCount = followRepository.getFollowersCount(userldUuid)
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val followingCount = followRepository.getFollowingCount(userldUuid)
val followerUsernames = followRepository.getFollowers(userldUuid).map { it.username }
val followingUsernames = followRepository.getFollowing(userldUuid).map { it.username }
val likedlds =

interactionRepository.getFavoriteltems(userldUuid).map { it.first.toString() }
val savedlds = interactionRepository.getSavedItems(userldUuid).map { it.first.toString() }
val readingListlds =

interactionRepository.getReadingListItems(userldUuid).map { it.first.toString() }

call.respond(
UserProfileDTO(

username = user.username,
picture = user.picture,
bannerPicture = user.bannerPicture,
role = user.role,
firstName = user.firstName,
lastName = user.lastName,
email = user.email,
isLocalUser = user.isLocalUser,
isTwoFactorEnabled = user.isTwoFactorEnabled,
bio = user.bio,
createdAt = user.createdAt,
updatedAt = user.updatedAt,
followersCount = followersCount,
followingCount = followingCount,
followerUsernames = followerUsernames,
followingUsernames = followingUsernames,
likedIds = likedlds,
savedlds = savedlds,

readingListlds = readingListlds

)
1 else {

call.respond(HttpStatusCode.NotFound)

}
} else {

call.respond(HttpStatusCode.Unauthorized)
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authenticate("jwt-auth", optional = true) {
get("/{username}/follow-info") {
val username =
call.parameters["username"]
?: return@get call.respond(HttpStatusCode.BadRequest)
val targetUser =
userService.getUser(username)

?: return@get call.respond(HttpStatusCode.NotFound)

val followersCount =
followRepository.getFollowersCount(UUID.fromString(targetUser.id))
val followingCount =

followRepository.getFollowingCount(UUID.fromString(targetUser.id))

val principal = call.principal<JWTPrincipal>()
val currentUsername = principal?.payload?.getClaim("username")?.asString()
val isFollowing =
if (currentUsername != null) {
val currentUser = userService.getUser(currentUsername)
if (currentUser !=null) {
followRepository.isFollowing(
UUID.fromString(currentUser.id),
UUID.fromString(targetUser.id)
)
} else false

} else false

call.respond(FollowInfo(followersCount, followingCount, isFollowing))

authenticate("jwt-auth") {
delete("/me") {
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()
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if (username !=null) {
val success = userService.deleteUser(username)
if (success) {
call.response.cookies.append(

"auth_token",

"
s

httpOnly = true,

path="/",

maxAge =0
)
call.response.cookies.append(

"refresh_token",

"
>

httpOnly = true,
path ="/",
maxAge =0

)

call.respond(HttpStatusCode.OK)

1 else {

call.respond(

HttpStatusCode.InternalServerError,

"Failed to delete account"

}
} else {

call.respond(HttpStatusCode.Unauthorized)

get("/settings") {
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username !=null) {
val settings = userService.getUserSettings(username)
call.respond(settings)

} else {

call.respond(HttpStatusCode.Unauthorized, "Invalid token")
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post("/theme") {
val request = call.receive<gr.traveltales.data.models. ThemeUpdate>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username !=null) {
userService.updateUserTheme(username, request.themePreference)
call.respond(HttpStatusCode.OK)

} else {

call.respond(HttpStatusCode.Unauthorized, "Invalid token")

post("/profile") {
val request = call.receive<UserProfileUpdate>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username !=null) {
userService.updateUserProfile(
username,
request.firstName,
request.lastName,
request.bio
)
call.respond(HttpStatusCode.OK)
} else {

call.respond(HttpStatusCode.Unauthorized, "Invalid token")

}
post("/banner") {

val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {

call.respond(HttpStatusCode.Unauthorized)
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return@post

val multipart = call.receiveMultipart()

var fileName =""

multipart.forEachPart { part ->
if (part is PartData.Fileltem) {

try {
val originalName = part.originalFileName ?: "banner.png"
val ext = java.io.File(originalName).extension.ifEmpty { "png" }
val uuid = UUID.randomUUID().toString()
fileName = "banner $uuid.$ext"
val file = java.io.File("uploads/$fileName")
file.parentFile.mkdirs()
part.provider().copyAndClose(file.writeChannel())

} catch (e: Exception) {

e.printStackTrace()

}
part.dispose()

if (fileName.isNotEmpty()) {
val bannerUrl = "/uploads/$fileName"
userService.updateUserBannerPicture(username, bannerUrl)
call.respond(HttpStatusCode.OK, mapOf("bannerPicture" to bannerUrl))
} else {

call.respond(HttpStatusCode.BadRequest, "No file uploaded")

post("/picture") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)

return@post
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val multipart = call.receiveMultipart()

var fileName =""

multipart.forEachPart { part ->
if (part is PartData.Fileltem) {
try {
val originalName = part.originalFileName ?: "image.png"
val ext = java.io.File(originalName).extension.ifEmpty { "png" }
val uuid = java.util. UUID.randomUUID().toString()
fileName = "$uuid.$ext"
val file = java.io.File("uploads/$fileName")
file.parentFile.mkdirs()
part.provider().copyAndClose(file.writeChannel())
} catch (e: Exception) {

e.printStackTrace()

}
part.dispose()

if (fileName.isNotEmpty()) {
val picUrl = "/uploads/$fileName"
userService.updateUserPicture(username, picUrl)
val updatedUser = userService.getUser(username)
if (updatedUser !=null) {
val accessToken = userService.generateAccessToken(updatedUser)
val refreshToken = userService.generateRefreshToken(updatedUser)
call.response.cookies.append(
"auth_token",
accessToken,
httpOnly = true,
path="/"
)
call.response.cookies.append(
"refresh_token",

refreshToken,
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httpOnly = true,
path="/"
)
call.respond(mapOf{("token" to accessToken))

return@post

}
call.respond(HttpStatusCode.BadRequest, mapOf{("error" to "No file uploaded"))

get("/notifications") {

val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get

}

val user = userService.getUser(username)

if (user !=null) {
val notifications = notificationService.getNotifications(user.id)
call.respond(notifications)

} else {

call.respond(HttpStatusCode.Unauthorized)

post("/notifications/{id}/read") {

val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@post

}

val user = userService.getUser(username)

val id = call.parameters["id"]

if (id !=null && user !=null) {
val success = notificationService.markAsRead(id, user.id)

if (success) {
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call.respond(HttpStatusCode.OK)
1 else {
call.respond(HttpStatusCode.NotFound)
H
} else {

call.respond(HttpStatusCode.BadRequest)

delete("/notifications/{id}") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@delete
}
val user = userService.getUser(username)
val id = call.parameters["id"]
if (id !=null && user !=null) {
val success = notificationService.deleteNotification(id, user.id)
if (success) {
call.respond(HttpStatusCode.OK)
1 else {
call.respond(HttpStatusCode.NotFound)
}
} else {

call.respond(HttpStatusCode.BadRequest)

route("/interactions") {
post("/toggle") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)

return@post
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try {
val user =

userService.getUser(username)

?: return@post call.respond(HttpStatusCode.Unauthorized)

val request =
call.receive<

InteractionToggleRequest>()

val itemId = UUID.fromString(request.itemId)

val success =
when (request.interactionType) {
"favorite" ->
interactionRepository.toggleFavorite(
UUID.fromString(user.id),
itemld,

request.itemType

"saved" ->
interactionRepository.toggleSaved(
UUID.fromString(user.id),
itemld,

request.itemType

"reading_list" ->
interactionRepository.toggleReadingList(
UUID.fromString(user.id),
itemld,

request.itemType

else -> false
}
call.respond(mapOf{("status" to success))
} catch (e: Exception) {

call.respond(
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HttpStatusCode.InternalServerError,

mapOf("error" to (e.message ?: "Unknown error"))

post("/mark-as-read") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@post
}
try {
val user =
userService.getUser(username)
?: return@post call.respond(HttpStatusCode.Unauthorized)
val request =
call.receive<
gr.traveltales.data.models.InteractionToggleRequest>()
val itemld = UUID.fromString(request.itemId)
val success =
interactionRepository.removeFromReadingList(
UUID.fromString(user.id),
itemld,
request.itemType
)
call.respond(mapOf{("status" to success))
} catch (e: Exception) {
call.respond(
HttpStatusCode.InternalServerError,

mapOf("error" to (e.message ?: "Unknown error"))

get("/status/ {itemld}") {

val principal = call.principal<JWTPrincipal>()
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val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get
H
val user =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.Unauthorized)
val itemlId =
call.parameters["itemId"]
?: return@get call.respond(HttpStatusCode.BadRequest)

val itemType = call.request.queryParameters["type"] ?: "story"

val status =
interactionRepository.getInteractionStatus(
UUID.fromString(user.id),
UUID.fromString(itemld),
itemType
)

call.respond(status)

route("/favorites") {
get("/stories") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get
}
val user =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.Unauthorized)
val favorites =
interactionRepository.getFavoriteltems(UUID.fromString(user.id))
val stories: List<StorySummary> =
favorites.filter { it.second == "story" }.mapNotNull {

storyService
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.getStoryByld(it. first.toString())
?.withStats()
?.toSummary()

}

call.respond(stories)

get("/guides") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get
}
val user =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.Unauthorized)
val favorites =
interactionRepository.getFavoriteltems(UUID.fromString(user.id))
val guides: List<GuideSummary> =
favorites.filter { it.second == "guide" }.mapNotNull {
guideService
.getGuideByld(it.first.toString())
?.withStats()
?.toSummary()

}
call.respond(guides)

route("/saved") {
get("/stories") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)

return@get
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val user =

userService.getUser(username)

?: return@get call.respond(HttpStatusCode.Unauthorized)

val saved =

interactionRepository.getSavedItems(UUID.fromString(user.id))
println(

"DEBUG: Found $ {saved.size} saved items for user $ {user.username}"
)
saved.forEach {

println(

"DEBUG: Raw saved item: ID=${it.first}, Type='$ {it.second}"

val stories: List<StorySummary> =
saved
Ailter { it.second.trim().lowercase() == "story" }
.mapNotNull {
val s =
storyService.getStoryByld(
it.first.toString()
)
if (s ==null) {
println(
"DEBUG: Could not find story for ID ${it.first}"
)
1 else {
println(

"DEBUG: Found story ${s.title} for ID ${it.first}"

}

s?.withStats()?.toSummary()

}

printin("DEBUG: Returning $ {stories.size} saved stories")

call.respond(stories)

get("/guides") {
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val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get
}
val user =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.Unauthorized)
val saved =
interactionRepository.getSavedltems(UUID.fromString(user.id))
val guides: List<GuideSummary> =
saved.filter { it.second == "guide" }.mapNotNull {
guideService
.getGuideByld(it.first.toString())
?.withStats()
?.toSummary()

}
call.respond(guides)

route("/reading-list") {
get("/stories") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get
}
val user =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.Unauthorized)
val readingList =
interactionRepository.getReadingListItems(
UUID.fromString(user.id)
)

val stories: List<StorySummary> =
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readingList.filter { it.second == "story" }.mapNotNull {
storyService
.getStoryByld(it.first.toString())
?.withStats()
?.toSummary()

}

call.respond(stories)

get("/guides") {
val principal = call.principal<JWTPrincipal>()
val username = principal?.payload?.getClaim("username")?.asString()
if (username == null) {
call.respond(HttpStatusCode.Unauthorized)
return@get
}
val user =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.Unauthorized)
val readingList =
interactionRepository.getReadingListItems(
UUID.fromString(user.id)
)
val guides: List<GuideSummary> =
readingList.filter { it.second == "guide" }.mapNotNull {
guideService
.getGuideByld(it.first.toString())
?.withStats()
?.toSummary()

}
call.respond(guides)

route("/comments") {
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get("/{itemType}/{itemld}") {
try {
val itemType =
call.parameters["itemType"]
?: return@get call.respond(HttpStatusCode.BadRequest)
val itemld =
call.parameters["itemId"]
?: return@get call.respond(HttpStatusCode.BadRequest)
val comments =
commentRepository.getCommentsForltem(UUID.fromString(itemld), itemType)
call.respond(comments)
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error fetching comments")

authenticate("jwt-auth") {
post {
try {
val request = call.receive<CreateCommentRequest>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@post

val user =
userService.getUser(username)

?: return@post call.respond(HttpStatusCode.Unauthorized)

val now = System.currentTimeMillis()
val comment =
Comment(
id = UUID.randomUUID().toString(),
userld = user.id.toString(),

us€rname = user.username,
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itemld = request.itemld,
itemType = request.itemType,
content = request.content,
userPicture = user.picture,
createdAt = now,

updatedAt = now

val success = commentRepository.addComment(comment)
if (success) {
call.respond(HttpStatusCode.Created, comment)
}else {
call.respond(
HttpStatusCode.InternalServerError,

"Failed to add comment"

}

} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

put("/{id}") {
try {
val commentld =
call.parameters["id"]
?: return@put call.respond(HttpStatusCode.BadRequest)
val request = call.receive<UpdateCommentRequest>()
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@put

val user =

userService.getUser(username)
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?: return@put call.respond(HttpStatusCode.Unauthorized)

val success =
commentRepository.updateComment(
UUID.fromString(commentId),
UUID.fromString(user.id),
request.content
)
if (success) {
call.respond(HttpStatusCode.OK)
1 else {
call.respond(
HttpStatusCode.InternalServerError,

"Failed to update comment"

}
} catch (e: Exception) {

call.respond(HttpStatusCode.BadRequest, "Invalid request payload")

delete("/{id}") {
try {
val commentld =
call.parameters["id"]
?: return@delete call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()

val username = principal?.payload?.getClaim("username")?.asString()

if (username == null) {
call.respond(HttpStatusCode.Unauthorized, "Invalid token")

return@delete

val user =
userService.getUser(username)

?: return@delete call.respond(HttpStatusCode.Unauthorized)
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val success =
commentRepository.removeComment(
UUID.fromString(commentld),
UUID.fromString(user.id)
)
if (success) {
call.respond(HttpStatusCode.OK, "Comment deleted")
} else {
call.respond(HttpStatusCode.Forbidden, "Could not delete comment")
}
} catch (e: Exception) {

call.respond(HttpStatusCode.InternalServerError, "Error deleting comment")

route("/user") {
get("/search™) {
val page = call.request.queryParameters["page"]?.tolntOrNull()
val pageSize = call.request.queryParameters|"pageSize"]?.tolntOrNull()

val search = call.request.queryParameters|"search"]

val paginatedUsers = userService.getUsers(page, pageSize, search)

val usersDTO = paginatedUsers.items.map {
UserSearchDTO(
username = it.username,
picture = it.picture,
firstName = it.firstName,
lastName = it.lastName,

bio = it.bio

call.respond(
PaginatedResponse(

items = usersDTO,

108



totalCount = paginatedUsers.totalCount,
page = paginatedUsers.page,
pageSize = paginatedUsers.pageSize,

totalPages = paginatedUsers.totalPages

get("/{username}") {
val username =
call.parameters["username"]
?: return@get call.respond(HttpStatusCode.BadRequest)
val user = userService.getUser(username)
if (user !=null) {
val followersCount = followRepository.getFollowersCount(UUID.fromString(user.id))

val followingCount = followRepository.getFollowingCount(UUID.fromString(user.id))

call.respond(
UserProfileResponse(

username = user.username,
picture = user.picture,
bannerPicture = user.bannerPicture,
firstName = user.firstName,
lastName = user.lastName,
bio = user.bio,
followersCount = followersCount,

followingCount = followingCount

)
1 else {

call.respond(HttpStatusCode.NotFound)

get("/{username}/followers") {
val username =
call.parameters["username"]

?: return@get call.respond(HttpStatusCode.BadRequest)
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val targetUser =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.NotFound)
val followers = followRepository.getFollowers(UUID.fromString(targetUser.id))
call.respond(
followers.map {

FollowerDTO(it.username, it.picture, it.firstName, it.lastName)

get("/{username}/following") {
val username =
call.parameters["username"]
?: return@get call.respond(HttpStatusCode.BadRequest)
val targetUser =
userService.getUser(username)
?: return@get call.respond(HttpStatusCode.NotFound)
val following = followRepository.getFollowing(UUID.fromString(targetUser.id))
call.respond(
following.map {

FollowerDTO(it.username, it.picture, it.firstName, it.lastName)

authenticate("jwt-auth", optional = true) {
get("/{username}/stories") {
val username =
call.parameters["username"]
?: return@get call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()

val requesterUsername = principal?.payload?.getClaim("username")?.asString()

val publishedParam =

call.request.queryParameters["published"]?.toBooleanStrictOrNull()

// Security: only owner can see their own drafts
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val finalPublished =
if (username == requesterUsername) {
publishedParam
} else {
/I Tf requester is NOT the owner, they can only see published
// stories
if (publishedParam == false)
return@get call.respond(
HttpStatusCode.Forbidden,

"Cannot view drafts of another user"

val page = call.request.queryParameters["page"]?.tolntOrNull()

val pageSize = call.request.queryParameters|"pageSize"]?.tolntOrNull()

val paginatedResponse =
storyService.getStories(
page = page,
pageSize = pageSize,
publishedOnly = false,
authorUsername = username,
published = finalPublished
)
val stories = paginatedResponse.items.map { it.withStats().toSummary() }

call.respond(stories)

get("/{username}/guides") {
val username =
call.parameters["username" ]
?: return@get call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()

val requesterUsername = principal?.payload?.getClaim("username")?.asString()

val publishedParam =

call.request.queryParameters["published"]?.toBooleanStrictOrNull()
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// Security: only owner can see their own drafts
val finalPublished =
if (username == requesterUsername) {
publishedParam
1 else {
/' If requester is NOT the owner, they can only see published guides
if (publishedParam == false)
return@get call.respond(
HttpStatusCode.Forbidden,

"Cannot view drafts of another user"

val page = call.request.queryParameters["page"]?.tolntOrNull()

val pageSize = call.request.queryParameters|"pageSize"]?.tolntOrNull()

val paginatedResponse =
guideService.getGuides(
page = page,
pageSize = pageSize,
publishedOnly = false,
authorUsername = username,
published = finalPublished
)
val guides = paginatedResponse.items.map { it.withStats().toSummary() }

call.respond(guides)

authenticate("jwt-auth") {
post("/follow/ {targetUsername}") {
val targetUsername =
call.parameters["targetUsername"]
?: return@post call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()

val currentUsername =
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principal?.payload?.getClaim("username")?.asString()

?: return@post call.respond(HttpStatusCode.Unauthorized)

if (currentUsername == targetUsername) {
call.respond(HttpStatusCode.BadRequest, "You cannot follow yourself")

return@post

val currentUser =
userService.getUser(currentUsername)
?: return@post call.respond(HttpStatusCode.Unauthorized)
val targetUser =
userService.getUser(targetUsername)

?: return@post call.respond(HttpStatusCode.NotFound)

val success =
followRepository.followUser(
UUID.fromString(currentUser.id),
UUID.fromString(targetUser.id)
)
if (success) {
call.respond(HttpStatusCode.OK, "Followed user")
} else {

call.respond(HttpStatusCode.InternalServerError, "Failed to follow user")

post("/unfollow/ {targetUsername}") {
val targetUsername =
call.parameters["targetUsername"]
?: return@post call.respond(HttpStatusCode.BadRequest)
val principal = call.principal<JWTPrincipal>()
val currentUsername =
principal?.payload?.getClaim("username")?.asString()

?: return@post call.respond(HttpStatusCode.Unauthorized)

val currentUser =

userService.getUser(currentUsername)
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?: return@post call.respond(HttpStatusCode.Unauthorized)
val targetUser =
userService.getUser(targetUsername)

?: return@post call.respond(HttpStatusCode.NotFound)

val success =
followRepository.unfollowUser(
UUID.fromString(currentUser.id),
UUID.fromString(targetUser.id)
)
if (success) {
call.respond(HttpStatusCode.OK, "Unfollowed user")
} else {

call.respond(HttpStatusCode.InternalServerError, "Failed to unfollow user")

authenticate("jwt-auth") {
route("/admin") {
get("/users") {
val principal = call.principal<JWTPrincipal>()
val username =
principal?.payload?.getClaim("username")?.asString()
?: return@get call.respond(HttpStatusCode.Unauthorized)
val user =
userService.getUser(username)

?: return@get call.respond(HttpStatusCode.Unauthorized)

if (user.role == UserRole. ADMIN) {
val page = call.request.queryParameters["page"]?.tolntOrNull()
val pageSize = call.request.queryParameters["pageSize"]?.toIntOrNull()

val search = call.request.queryParameters["search"]

val paginatedUsers:
PaginatedResponse<

User>=
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userService.getUsers(page, pageSize, search)
val usersDTO: List<UserAdminDTO> =
paginatedUsers.items.map {
UserAdminDTO(
id = it.id,
username = it.username,
email = it.email,
isLocalUser = it.isLocalUser ?: false,
picture = it.picture,
bannerPicture = it.bannerPicture,
role = it.role,
firstName = it.firstName,
lastName = it.]lastName,
isTwoFactorEnabled = it.isTwoFactorEnabled,
bio = it.bio,
createdAt = it.created At,

updatedAt = it.updated At

}

call.respond(
PaginatedResponse(
items = usersDTO,
total Count = paginatedUsers.totalCount,
page = paginatedUsers.page,
pageSize = paginatedUsers.pageSize,

totalPages = paginatedUsers.totalPages

)
} else {

call.respond(HttpStatusCode.Forbidden, "Requires Admin or Moderator role")

post("/users/ {targetUsername}/role") {
val principal = call.principal<JWTPrincipal>()
val adminUsername =
principal?.payload?.getClaim("username")?.asString()

?: return@post call.respond(HttpStatusCode.Unauthorized)
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val targetUsername =
call.parameters["targetUsername"]
?: return@post call.respond(HttpStatusCode.BadRequest)
val newRoleStr =
call.receive<Map<String, String>>()["role"]

?: return@post call.respond(HttpStatusCode.BadRequest)

try {

val newRole = UserRole.valueOf(newRoleStr)
val success =

userService.updateUserRole(adminUsername, targetUsername, newRole)
if (success) {

call.respond(HttpStatusCode.OK)
1 else {

call.respond(

HttpStatusCode.Forbidden,

"You do not have permission to change this user's role"

}

} catch (e: Illegal ArgumentException) {

call.respond(HttpStatusCode.BadRequest, "Invalid role")

delete("/users/{targetUsername}") {
val principal = call.principal<JWTPrincipal>()
val adminUsername =
principal?.payload?.getClaim("username")?.asString()
?: return@delete call.respond(HttpStatusCode.Unauthorized)
val targetUsername =
call.parameters["targetUsername"]

?: return@delete call.respond(HttpStatusCode.BadRequest)

val success = userService.adminDeleteUser(adminUsername, targetUsername)
if (success) {

call.respond(HttpStatusCode.OK, "User deleted successfully")
} else {

call.respond(
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HttpStatusCode.Forbidden,

"You do not have permission to delete this user"

suspend fun exchangeCodeForToken(code: String): GoogleTokenResponse {
val client =
HttpClient(CIO) {

install(ContentNegotiation) { json(Json { ignoreUnknownKeys = true }) }

return client
.post("https://oauth2.googleapis.com/token") {
setBody/(
FormDataContent(
Parameters.build {
append("code", code)
append(
"client_id",

System.getenv("GOOGLE_CLIENT ID")

?:"972396710911-0fomrmbco1q0bl4q4qqfakoai2er8bf9.apps.googleusercontent.com"

)
append(
"client secret",
System.getenv("GOOGLE_CLIENT SECRET")
?: "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"
)
append(
"redirect uri",
"http://localhost:8080/login/google/callback"
)

append("grant_type", "authorization_code")
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body()

suspend fun verifyldToken(idToken: String): GoogleTokenInfo {
val client =
HttpClient(CIO) {

install(ContentNegotiation) { json(Json { ignoreUnknownKeys = true }) }

return client
.get("https://oauth2.googleapis.com/tokeninfo™) { parameter("id token", idToken) }
.body()
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ITAPAPTHMA C : Koowog frontend

Home SPA

<template>
<div class="card main-card stories-main-card no-scrollbar">
<!-- Hero Section -->
<section

class="relative h-[450px] flex-shrink-0 overflow-hidden rounded-2x1 mb-12 shadow-2x1 group border border-surface-
200 dark:border-surface-700">

<img src="https://images.unsplash.com/photo-1476514525535-
07fb3b4ae5f1?2q=80&w=2070&auto=format&fit=crop"

class="absolute inset-0 w-full h-full object-cover transition-transform duration-1000 group-hover:scale-105" />
<div

class="absolute inset-0 bg-gradient-to-r from-surface-900/90 via-surface-900/40 to-transparent flex flex-col justify-
center p-12 text-white">

<div class="max-w-2xI">
<span

class="inline-block px-4 py-1 rounded-full bg-primary text-white text-sm font-bold mb-4 animate-
bounce">NEW

ADVENTURES</span>
<h1 class="text-5x1 md:text-6xl font-black mb-6 leading-tight">Every Journey <br /><span
class="text-primary">Has a Story.</span></h1>
<p class="text-lg md:text-x1 text-surface-200 mb-8 max-w-Ig leading-relaxed">
Discover hidden gems, share your path, and connect with a world of travelers who turn miles
into
memories.
</p>
<div class="flex gap-4">

_n _n

<Button label="Explore Stories" icon="pi pi-compass" size="large" rounded class="px-8"
@click="S$router.push("/stories")" />

—_n

<Button label="Write Your Own" severity="secondary" outlined size="large" rounded
class="px-8 bg-surface-0/10 backdrop-blur-md" @click="$router.push('/stories/create')" />
</div>
</div>
</div>
<!-- Decorative Overlay -->
<div class="absolute bottom-0 right-0 p-8 z-10 hidden lg:block opacity-30">
<span class="text-8xl font-black tracking-tighter text-white">DISCOVER</span>

</div>
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</section>

<!-- Stories Carousels -->
<div class="pb-12">
<!-- Latest Stories -->
<section v-if="latestStories.length">
<div class="flex justify-between items-center mb-4 px-2 ">
<div class="flex items-center gap-3 ">
<div class="w-1 h-8 bg-primary rounded-full"></div>
<h2 class="text-2xl font-bold text-surface-900 dark:text-surface-0 tracking-tight">Latest
Adventures</h2>
</div>
<Button label="See More" icon="pi pi-arrow-right" iconPos="right" variant="text" size="small"
class="p-0 text-primary hover:underline" @click="$router.push('/stories')" />
</div>
<Carousel :value="latestStories" :numVisible="3" :numScroll="1" :responsiveOptions="responsiveOptions"
circular :autoplayInterval="4000" class="premium-carousel">
<template #item="slotProps">
<div class="px-3 h-full">
<StoryCard :story="slotProps.data" />
</div>
</template>
</Carousel>

</section>

<l-- Most Popular Stories -->
<section v-if="popularStories.length">
<div class="flex justify-between items-center mb-4 px-2">
<div class="flex items-center gap-3">
<div class="w-1 h-8 bg-orange-500 rounded-full"></div>
<h2 class="text-2xl font-bold text-surface-900 dark:text-surface-0 tracking-tight">Most Popular
</h2>
</div>
<Button label="Explore Top" icon="pi pi-arrow-right" iconPos="right" variant="text" size="small"
class="p-0 text-orange-500 hover:underline" @click="$router.push('/stories?sort=popular’)" />
</div>
<Carousel :value="popularStories" :numVisible="3" :numScroll="1" :responsiveOptions="responsiveOptions"

—n

circular class="premium-carousel">
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<template #item="slotProps">
<div class="px-3 h-full">
<StoryCard :story="slotProps.data" />
</div>
</template>
</Carousel>

</section>

<!-- Trending Stories -->
<section v-if="trendingStories.length">
<div class="flex justify-between items-center mb-4 px-2">
<div class="flex items-center gap-3">
<div class="w-1 h-8 bg-emerald-500 rounded-full"></div>
<h2 class="text-2xl font-bold text-surface-900 dark:text-surface-0 tracking-tight">Trending Now
</h2>
</div>
<Button label="Join the Trend" icon="pi pi-arrow-right" iconPos="right" variant="text" size="small"
class="p-0 text-emerald-500 hover:underline" @click="$router.push('/stories?sort=trending')" />
</div>
<Carousel :value="trendingStories" :numVisible="3" :numScroll="1" :responsiveOptions="responsiveOptions"
circular class="premium-carousel">
<template #item="slotProps">
<div class="px-3 h-full">
<StoryCard :story="slotProps.data" />
</div>
</template>
</Carousel>
</section>

</div>

<AppFooter />
</div>

</template>

<script setup>
import { ref, onMounted } from "vue";
import Carousel from 'primevue/carousel’;

import AppFooter from '@/layout/AppFooter.vue';
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import StoryCard from '@/components/StoryCard.vue';

import { authenticatedFetch } from "@/service/AuthService";

const latestStories = ref([]);
const popularStories = ref([]);

const trendingStories = ref([]);

const responsiveOptions = ref([
{ breakpoint: '1400px', numVisible: 3, numScroll: 1 },
{ breakpoint: '1199px', numVisible: 3, numScroll: 1 },
{ breakpoint: '767px', numVisible: 2, numScroll: 1 },

{ breakpoint: '575px', numVisible: 1, numScroll: 1 }
Ds

async function fetchHomeContent() {
try {
// Fetch Latest
const latestRes = await authenticatedFetch(window.API_BASE URL + "/stories?page=1&pageSize=5&sort=latest");
if (latestRes.ok) {
const data = await latestRes.json();

latestStories.value = data.items;

}
// Fetch Popular
const popularRes = await authenticatedFetch(window.API BASE URL

"/stories?page=1&pageSize=5&sort=popular");
if (popularRes.ok) {
const data = await popularRes.json();

popularStories.value = data.items;

}
// Fetch Trending
const trendingRes = await authenticatedFetch(window.API_ BASE URL

"/stories?page=1&pageSize=5&sort=trending");
if (trendingRes.ok) {
const data = await trendingRes.json();
trendingStories.value = data.items;

}

} catch (error) {
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console.error("Error fetching home content:", error);

onMounted(() => {

fetchHomeContent();
1

</script>

<style scoped>
:deep(.premium-carousel .p-carousel-content) {

@apply gap-4;

:deep(.premium-carousel .p-carousel-container) {

@apply py-4;

:deep(.premium-carousel .p-link) {

@apply bg-surface-200 dark:bg-surface-700 w-8 h-8 rounded-full hover:bg-primary transition-colors duration-300;

:deep(.premium-carousel .p-carousel-indicator-list) {

@apply mt-6;

:deep(.premium-carousel .p-carousel-indicator .p-link) {

@apply w-2 h-2 rounded-full;

:deep(.premium-carousel .p-carousel-indicator.p-highlight .p-link) {
@apply w-6 bg-primary transition-all duration-300;
H

</style>
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Login SPA

<script setup>

import { ref } from 'vue';

import { useRouter } from 'vue-router';

import FloatingConfigurator from '@/components/FloatingConfigurator.vue';
import { AuthService } from '@/service/AuthService';

import { useAuth } from '@/composables/useAuth';

const router = useRouter();

const { processToken } =useAuth();

const isSignup = ref(false);

const email = ref(localStorage.getltem(‘'rememberedEmail') || );
const password = ref(");

const username = ref(");

const checked = ref(!!localStorage.getltem('rememberedEmail’));
const errorMsg = ref(");

const loading = ref(false);

const toggleMode = () => {
isSignup.value = !isSignup.value;
errorMsg.value =";

}s

const submitAuth = async () => {
errorMsg.value =";
if (!email.value || Ipassword.value || (isSignup.value && !username.value)) {
errorMsg.value = 'Please fill out all fields.';

return;

loading.value = true;
try {
if (isSignup.value) {
await AuthService.signup(email.value, password.value, username.value);
/I Auto login after signup
await AuthService.login(email.value, password.value, checked.value);

processToken();
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if (checked.value) {
localStorage.setltem('rememberedEmail’, email.value);
} else {
localStorage.removeltem(‘'rememberedEmail');
}
router.push('/');
1 else {
const result = await AuthService.login(email.value, password.value, checked.value);
if (result && result.requires2FA) {
handle2FAChallenge(result.authResponse);
} else if (result) {
processToken();
if (checked.value) {
localStorage.setltem(‘'rememberedEmail', email.value);
1 else {
localStorage.removeltem(‘'rememberedEmail');

}

router.push('/');

}
} catch (err) {

errorMsg.value = err.message || "An error occurred.";
} finally {

loading.value = false;

const handle2F A Challenge = async (authResponse) => {

try {

errorMsg.value = 'Please insert and touch your hardware key.';

const getOptions = {
publicKey: {
challenge: base64ToBuffer(authResponse.challenge),
timeout: authResponse.timeout,
rpld: authResponse.rpld,
allowCredentials: authResponse.allowCredentials.map(c => ({

type: 'public-key’,

125



id: base64ToBuffer(c.id)
s

userVerification: "preferred’

const assertion = await navigator.credentials.get(getOptions);

const loginData = {

email: email.value,

id: assertion.id,

rawld: bufferToBase64(assertion.rawld),

type: assertion.type,

response: {
authenticatorData: bufferToBase64(assertion.response.authenticatorData),
clientDataJSON: bufferToBase64(assertion.response.clientData]SON),
signature: bufferToBase64(assertion.response.signature),

userHandle: assertion.response.userHandle ? bufferToBase64(assertion.response.userHandle) : null

await AuthService.finish2FALogin(loginData, checked.value);
processToken();
if (checked.value) {
localStorage.setltem(‘'rememberedEmail', email.value);
} else {
localStorage.removeltem('rememberedEmail');
}
router.push('/');
} catch (err) {
console.error(err);

errorMsg.value = '2FA failed: ' + (err.message || 'Verification failed');

const bufferToBase64 = (buffer) => {

let binary =";

const bytes = new Uint8 Array(buffer);
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const len = bytes.byteLength;
for (let1=0; i <len; i++) {
binary += String.fromCharCode(bytes[i]);
}
return window.btoa(binary).replace(/\+/g, '-").replace(/\//g, ' ").replace(/=/g, ");
15

const base64ToBuffer = (base64) => {
const binary = window.atob(base64.replace(/-/g, '+').replace(/ /g, '"));
const bytes = new Uint8 Array(binary.length);
for (let i = 0; i < binary.length; i++) {
bytes[i] = binary.charCodeAt(i);
b

return bytes.buffer;

}s

const redirectToGoogle = () => {

window.location.href = window.API_ BASE URL + '/login/google'

const redirectToGithub = () => {
console.log("Github login not implemented yet")

}

</script>

<template>
<FloatingConfigurator />
<div

class="bg-surface-50 dark:bg-surface-950 flex items-center justify-center min-h-screen min-w-[100vw] overflow-
hidden">

<div class="flex flex-col items-center justify-center">
<div

style="border-radius: 56px; padding: 0.3rem; background: linear-gradient(180deg, var(--primary-color) 10%,
rgba(33, 150, 243, 0) 30%)">

<div class="w-full bg-surface-0 dark:bg-surface-900 py-20 px-8 sm:px-20" style="border-radius: 53px">
<div class="text-center mb-8">
<svg xmlns="http://www.w3.0rg/2000/svg" viewBox="0 0 512 512"
class="mb-8 w-16 shrink-0 mx-auto">

<g>
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<path class="st0"

d="M286.105,88.898¢-100.217,0.008-181.43,81.222-

181.438,181.438¢0.008,100.225,81.222,181.438,181.438,181.446 c100.225-0.008,181.439-81.222,181.446-
181.446C467.544,170.119,386.33,88.906,286.105,88.898z M179.43,163.661 ¢10.19-10.181,21.832-18.91,34.562-25.85¢-
6.736,10.316-12.612,21.932-17.518,34.646h-25.04 C174.01,169.444,176.627,166.463,179.43,163.661z

M153.741,197.944h34.714c-4.795,18.48-7.623,38.589-8.501,59.644h-44.06
C137.7,236.103,143.897,215.901,153.741,197.944z M153.757,342.736¢-9.86-17.966-16.057-38.168-17.864-59.661h43.883
c0.877,21.106,3.849,41.164,8.661,59.661H153.757z M179.43,377.01¢-2.802-2.802-5.419-5.774-7.986-8.788h25.04
c3.554,9.219,7.581,17.888,12.089,25.875¢1.748,3.072,3.614,5.951,5.496,8.814C201.295,395.963,189.645,387.225,179.43,3
77.01z  M273.366,420.555¢-1.266-0.101-2.542-0.16-3.808-0.304¢c-4.153-1.706-8.282-3.96-12.393-7.024  ¢-12.333-9.16-
24.043-24.752-33.109-45.005h49.31V420.555z M273.366,342.736h-58.445¢-5.26-18-8.518-38.184-9.481-59.661h67.926
V342.736z  M273.366,257.588h-68.112¢0.963-21.468,4.34-41.644,9.582-59.644h58.53V257.588z M273.366,172.458h-
49.243  ¢2.094-4.677,4.28-9.176,6.644-13.339¢7.801-13.837,16.944-24.617,26.398-31.674c4.112-3.057,8.24-5.302,12.385-
7.008 ¢1.266-0.143,2.55-0.202,3.816-0.312V172.458z M418.478,197.944¢9.844,17.957,16.04,38.159,17.846,59.644h-43.89
c-0.878-21.097-3.85-41.146-8.662-59.644H418.478z M392.788,163.661¢2.803,2.802,5.42,5.783,7.995,8.797h-25.056  c-
3.546-9.219-7.582-17.889-12.098-25.884c-1.739-3.064-3.613-5.943-5.479-
8.814C370.906,144.716,382.565,153.454,392.788,163.661z
M298.844,120.125¢1.266,0.11,2.549,0.169,3.816,0.312¢4.136,1.706,8.274,3.951,12.384,7.008
c12.343,9.159,24.044,24.769,33.119,45.013h-49.319V120.125z
M298.844,197.944h58.453¢5.252,17.999,8.51,38.184,9.472,59.644 h-67.925V197.944z M341.451,381.552¢-7.809,13.837-
16.952,24.626-26.407,31.675¢-4.11,3.064-8.248,5.318-12.393,7.024 c-1.266,0.144-2.541,0.202-3.807,0.304v-
52.333h49.252C345.993,372.89,343.816,377.399,341.451,381.552z  M298.844,342.736v-59.661 h68.111¢-0.962,21.477-
4.339,41.662-9.582,59.661H298.844z M392.788,377.01c-10.19,10.198-21.831,18.919-34.562,25.85 ¢6.728-10.307,12.604-
21.924,17.509-34.638h25.038C398.208,371.236,395.591,374.208,392.788,377.01z  M418.46,342.736h-34.705  c4.803-
18.472,7.623-38.581,8.501-59.661h44.068C434.518,304.568,428.322,324.77,418.46,342.736z"

fill="var(--primary-color)" />
<path class="st0"

d="M401.652,459.001¢-36.09,22.101-75.928,32.604-115.328,32.604c-74.477-0.008-147.146-37.567-
188.884-105.721 c-22.102-36.09-32.604-75.929-32.604-115.329¢0.009-74.485,37.568-147.129,105.73-
188.884L.159.92,64.288 (C85.503,109.868,44.432,189.274,44.449,270.555¢-0.009,43.022,11.506,86.626,35.608,125.974
C125.628,470.93,205.043,512.009,286.324,512c¢43.021,0,86.625-11.506,125.982-35.6081-10.654-17.382V459.0012"

fill="var(--primary-color)" />
<path class="st0"

d="M244.587,69.818n95.387¢9.818,0,17.787-3.317,17.787-13.152¢0-9.819-18.8-19.333-28.618-
19.333h-19.704  1-40.1-36.099¢-2.009-2.22-9.97-0.768-12.384-0.759¢-2.98,0.017-2.33,4.778-1.182,7.547111.718,29.31 1h-
28.0621-15.39-24.448  ¢-2.702-2.946-6.932-3.942-10.654-2.499¢-3.732,1.444-6.188,5.032-6.188,9.0251-0.253,17.922v5.293
C206.943,57.644,224.993,69.818,244.587,69.818z"

fill="var(--primary-color)" />
</g>
</svg>
<div class="text-surface-900 dark:text-surface-0 text-3x1 font-medium mb-4">Welcome to TravelTales!</div>

<span class="text-muted-color font-medium">{{ isSignup ? 'Create an account to continue' : 'Sign in to
continue' } }</span>

</div>

<div v-if="errorMsg" class="mb-4 text-red-500 font-bold text-center">
{{ errorMsg }}

</div>
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<div>

<label v-if="isSignup" for="usernamel" class="block text-surface-900 dark:text-surface-0 text-xI font-medium
mb-2">Username</label>

<InputText v-if="isSignup" id="usernamel" type="text" placeholder="Username" class="w-full md:w-[30rem]
mb-4" v-model="username" />

<label for="emaill" class="block text-surface-900 dark:text-surface-0 text-xl font-medium mb-
2">Email</label>

<InputText id="emaill" type="text" placeholder="Email address" class="w-full md:w-[30rem] mb-4" v-
model="email" />

<label for="passwordl" -class="block text-surface-900 dark:text-surface-0 font-medium text-xI mb-
2">Password</label>

<Password id="password1" v-model="password" placecholder="Password" :toggleMask="true" class="mb-4"
fluid :feedback="false" @keyup.enter="submitAuth"></Password>

<div class="flex items-center justify-between mt-2 mb-8 gap-8">

<div class="flex items-center">
<Checkbox v-model="checked" id="remembermel" binary class="mr-2"></Checkbox>
<label for="remembermel">Remember me</label>

</div>

<span class="font-medium no-underline ml-2 text-right cursor-pointer text-primary" @click="toggleMode">
{{ isSignup ? 'Already have an account?' : 'Need an account? Sign Up' } }

</span>

</div>

<Button :label="isSignup ? 'Sign Up' : 'Sign In" :disabled="loading" class="w-full"
@click="submitAuth"></Button>

<div class="flex flex-col items-center justify-between mt-4 mb-8 gap-4">
<Button @click="redirectToGoogle" label="Sign In with Google" icon="pi pi-google"
class="w-full p-button-outlined" />
<Button @click="redirectToGithub" label="Sign In with Github" icon="pi pi-github"
class="w-full p-button-outlined" />
</div>
</div>
</div>
</div>

</div>
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</div>

</template>

<style scoped>
.pi-eye {
transform: scale(1.6);

margin-right: lrem;

.pi-eye-slash {
transform: scale(1.6);
margin-right: lrem;

b

</style>
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ITAPAPTHMA D K®owkog android

MainViewModel

package com.traveltales

import androidx.lifecycle.viewModelScope

import com.traveltales.domain.auth.GetUserRoleUseCase
import com.traveltales.domain.auth.GetUsernameUseCase
import com.traveltales.domain.auth.loggedin.IsUserLoggedInUseCase
import com.traveltales.domain.auth.model.UserRole

import com.traveltales.domain.profile.view.GetMyProfileUseCase
import com.traveltales.domain.session. AuthSessionManager
import com.traveltales.domain.session.SessionEvent

import com.traveltales.domain.util. DataError

import com.traveltales.domain.util.Result

import com.traveltales.ui.core.BaseViewModel

import com.traveltales.ui.navigation.NavigationRoutes
import com.traveltales.ui.navigation.Navigator

import com.traveltales.util.infoLog

import kotlinx.coroutines.delay

import kotlinx.coroutines.flow.MutableStateFlow

import kotlinx.coroutines.flow.StateFlow

import kotlinx.coroutines.flow.asStateFlow

import kotlinx.coroutines.flow.distinctUntilChanged

import kotlinx.coroutines.flow.launchln

import kotlinx.coroutines.flow.onEach

import kotlinx.coroutines.flow.update

internal class MainViewModel(
private val authSessionManager: AuthSessionManager,
private val navigator: Navigator,
private val isUserLoggedInUseCase: IsUserLoggedInUseCase,
private val getUsernameUseCase: GetUsernameUseCase,
private val getUserRoleUseCase: GetUserRoleUseCase,
private val getMyProfileUseCase: GetMyProfileUseCase

) : BaseViewModel() {

private val _isLoggedIn = MutableStateFlow(false)
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val isLoggedIn: StateFlow<Boolean> = _isLoggedIn.asStateFlow()

private val _isSessionChecked = MutableStateFlow(false)

val isSessionChecked: StateFlow<Boolean> = _isSessionChecked.asStateFlow()

private val _username = MutableStateFlow("")

val username: StateFlow<String>= _username.asStateFlow()

private val _userRole = MutableStateFlow<UserRole?>(null)

val userRole: StateFlow<UserRole?> = userRole.asStateFlow()

init {
observeSessionEvents()
checklnitialSession()

startPeriodicRefresh()

private fun startPeriodicRefresh() {
launch {
while (true) {
delay(4 * 60 * 1000L)
if (_isLoggedIn.value) {
infoLog("Session", "Performing periodic session refresh...")

getMyProfileUseCase()

private fun checklInitialSession() {
launch {
if (isUserLoggedInUseCase()) {

val result = getMyProfileUseCase()

if (result is Result.Success) {
val username = getUsernameUseCase() ?: ""
val role = getUserRoleUseCase()
_isLoggedIn.update { true }

_username.update { username }
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_userRole.update { role }
}else {

val error = (result as? Result.Error)?.error

if (error == DataError.Network. UNAUTHORIZED || error == DataError.Network. FORBIDDEN) {
infoLog("MainViewModel", "Session invalid (401/403). Logging out.")
_isLoggedIn.update { false }
_username.update { "" }
_userRole.update { null }
authSessionManager.emit(SessionEvent.Logout)

} else {

infoLog("MainViewModel", "Initial profile fetch failed with error: $error. Keeping session.")

}
} else {
_isLoggedIn.update { false }
_username.update { "" }
_userRole.update { null }
authSessionManager.emit(SessionEvent.Logout)

}

_isSessionChecked.update { true }

private fun loadProfileAndSyncld() {
launch {

getMyProfileUseCase()

private fun observeSessionEvents() {
authSessionManager.events
.distinctUntilChanged()
.onEach { event ->
when (event) {
SessionEvent.Logout -> {

_isLoggedIn.update { false }
_username.update { "" }

_userRole.update { null }
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navigator.clearToRoot()
navigator.replaceTop(NavigationRoutes.Lobby)
H
SessionEvent.Login -> {
val username = getUsernameUseCase() ?: ""
val role = getUserRoleUseCase()
_isLoggedIn.update { true }
_username.update { username }
_userRole.update { role }

loadProfileAndSyncld()

}

JaunchiIn(viewModelScope)

Composable SignInScreen

package com.traveltales.ui.auth.signin.composable

import androidx.compose.foundation.Image

import androidx.compose.foundation.clickable

import androidx.compose.foundation.layout. Arrangement
import androidx.compose.foundation.layout.Box

import androidx.compose.foundation.layout. Column
import androidx.compose.foundation.layout.Row

import androidx.compose.foundation.layout.Spacer

import androidx.compose.foundation.layout. WindowInsets
import androidx.compose.foundation.layout.fillMaxSize
import androidx.compose.foundation.layout.fillMaxWidth
import androidx.compose.foundation.layout.height

import androidx.compose.foundation.layout.ime

import androidx.compose.foundation.layout.padding
import androidx.compose.foundation.layout.size

import androidx.compose.foundation.rememberScrollState
import androidx.compose.foundation.text.KeyboardOptions
import androidx.compose.foundation.verticalScroll

import androidx.compose.material3.Button
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import androidx.compose.material3.Checkbox

import androidx.compose.material3.ExperimentalMaterial3 Api
import androidx.compose.material3.Icon

import androidx.compose.material3.IconButton

import androidx.compose.material3.Material Theme

import androidx.compose.material3.OutlinedTextField

import androidx.compose.material3.Text

import androidx.compose.material3. TextButton

import androidx.compose.runtime.Composable

import androidx.compose.ui.Alignment

import androidx.compose.ui.Modifier

import androidx.compose.ui.text.font.FontWeight

import androidx.compose.ui.text.input.ImeAction

import androidx.compose.ui.text.input.KeyboardType

import androidx.compose.ui.text.input. PasswordVisual Transformation
import androidx.compose.ui.text.input. Visual Transformation
import com.traveltales.generated.resources.Res

import com.traveltales.generated.resources.auth _dont_have account
import com.traveltales.generated.resources.auth_email

import com.traveltales.generated.resources.auth_password
import com.traveltales.generated.resources.auth_remember me
import com.traveltales.generated.resources.auth_sign_in
import com.traveltales.generated.resources.auth_sign_up
import com.traveltales.generated.resources.auth_signin_subtitle
import com.traveltales.generated.resources.auth_signin_title
import com.traveltales.generated.resources.cd_app logo
import com.traveltales.generated.resources.cd_hide password
import com.traveltales.generated.resources.cd_show_password
import com.traveltales.generated.resources.common_error
import com.traveltales.generated.resources.ic_close

import com.traveltales.generated.resources.ic_visibility

import com.traveltales.generated.resources.ic_visibility off
import com.traveltales.generated.resources.logo

import com.traveltales.ui.auth.signin.model.SignInAction
import com.traveltales.ui.auth.signin.model.SignInUiState
import com.traveltales.ui.core.composable.BaseScreen

import com.traveltales.ui.core.composable.MessageDialog

import com.traveltales.ui.theme.Dimens
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import org.jetbrains.compose.resources.painterResource

import org.jetbrains.compose.resources.stringResource

@OptIn(ExperimentalMaterial3 Api::class)
@Composable
internal fun SignInScreen(
state: SignInUiState,
onAction: (SignlnAction) -> Unit,
onBackClick: () -> Unit,
modifier: Modifier = Modifier
)
BaseScreen(
uiState = state,
modifier = modifier,
contentWindowlInsets = WindowInsets.ime
)
Box(modifier = Modifier.fillMaxSize()) {
SignInScreenContent(
state = state,

onAction = onAction

IconButton(
onClick = onBackClick,
modifier = Modifier
.align(Alignment.TopEnd)
.padding(Dimens.Spacing.medium)
.size(Dimens.Icon.xxLarge)
)
Icon(
painter = painterResource(Res.drawable.ic_close),
contentDescription = null,

tint = MaterialTheme.colorScheme.onSurface

state.error?.let { error ->
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MessageDialog(
title = stringResource(Res.string.common_error),
message = error.asString(),
onDismiss = { onAction(SignlnAction.OnDismissError) },

titleColor = Material Theme.colorScheme.error

@Composable
private fun SignInScreenContent(
state: SignInUiState,
onAction: (SignlnAction) -> Unit
)
Column(
modifier = Modifier
fillMaxSize()
.padding(Dimens.Spacing.medium)
.verticalScroll(rememberScrollState()),
horizontal Alignment = Alignment.CenterHorizontally,
vertical Arrangement = Arrangement.Center
) {
Image(
painter = painterResource(Res.drawable.logo),
contentDescription = stringResource(Res.string.cd_app_logo),

modifier = Modifier.size(Dimens.Component.logo)

Spacer(modifier = Modifier.height(Dimens.Spacing.large))

Text(
text = stringResource(Res.string.auth_signin_title),
style = Material Theme.typography.headlineMedium,

fontWeight = FontWeight.Bold

Text(

137



text = stringResource(Res.string.auth_signin_subtitle),
style = MaterialTheme.typography.bodyMedium,

color = MaterialTheme.colorScheme.onSurfaceVariant

Spacer(modifier = Modifier.height(Dimens.Spacing.xxxLarge))

OutlinedTextField(
value = state.email,
onValueChange = { onAction(SignInAction.OnEmailChange(it)) },
label = { Text(text = stringResource(Res.string.auth_email)) },
keyboardOptions = KeyboardOptions(
keyboardType = KeyboardType.Email,
imeAction = ImeAction.Next
),
modifier = Modifier.fillMaxWidth(),
shape = Material Theme.shapes.medium,
isError = state.emailError != null,
supportingText = state.emailError?.let { { Text(text = it.asString()) } },
singleLine = true,

maxLines = 1

Spacer(modifier = Modifier.height(Dimens.Spacing.medium))

OutlinedTextField(
value = state.password,
onValueChange = { onAction(SignInAction.OnPasswordChange(it)) },
label = { Text(text = stringResource(Res.string.auth_password)) },

visual Transformation = if (state.isPasswordVisible) Visual Transformation.None else
PasswordVisual Transformation(),

trailinglcon = {
IconButton(onClick = { onAction(SignInAction.OnTogglePasswordVisibility) }) {
Icon(
painter = painterResource(
if (state.isPasswordVisible) Res.drawable.ic_visibility off else Res.drawable.ic_visibility

)s

contentDescription = stringResource(if (state.isPasswordVisible) Res.string.cd hide password else
Res.string.cd_show_password)
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}s
keyboardOptions = KeyboardOptions(
keyboardType = KeyboardType.Password,
imeAction = ImeAction.Done
),
keyboardActions = androidx.compose.foundation.text.Keyboard Actions(
onDone = { onAction(SignlnAction.OnSignln) }
),
modifier = Modifier.fillMaxWidth(),
shape = Material Theme.shapes.medium,
isError = state.passwordError != null,
supportingText = state.passwordError?.let { { Text(text = it.asString()) } },
singleLine = true,

maxLines = 1

Spacer(modifier = Modifier.height(Dimens.Spacing.small))

Row(
modifier = Modifier
fillMaxWidth()
.clickable { onAction(SignlnAction.OnRememberMeToggle(!state.isRememberMeChecked)) },
vertical Alignment = Alignment.CenterVertically
) {
Checkbox(
checked = state.isRememberMeChecked,
onCheckedChange = { onAction(SignInAction.OnRememberMeToggle(it)) }
)
Text(
text = stringResource(Res.string.auth_remember_me),

style = Material Theme.typography.bodyMedium

Spacer(modifier = Modifier.height(Dimens.Spacing.xLarge))
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Button(
onClick = { onAction(SignInAction.OnSignln) },
modifier = Modifier
fillMaxWidth()
-height(Dimens.TouchTarget.medium),
enabled = !state.isLoading,
shape = Material Theme.shapes.medium
)
Text(
text = stringResource(Res.string.auth_sign_in),
style = MaterialTheme.typography.titleMedium,
fontWeight = FontWeight.Bold

Spacer(modifier = Modifier.height(Dimens.Spacing.medium))

Row(

verticalAlignment = Alignment.CenterVertically

)
Text(
text = stringResource(Res.string.auth_dont_have account),
style = Material Theme.typography.bodyMedium,
color = MaterialTheme.colorScheme.onSurfaceVariant
)
TextButton(
onClick = { onAction(SignInAction.OnSignUpClick) },
enabled = !Istate.isLoading
)
Text(
text = stringResource(Res.string.auth_sign up),
fontWeight = FontWeight.Bold
)
b
H
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