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Prologue

The choice to focus my dissertation on the "Analysis of Malware Persistence Techniques" stems from
my current role as a cybersecurity professional, specifically as a SOC Analyst. This subject aligns
perfectly with my career aspirations to advance into the Incident Response team, where a deep
understanding of malware behavior is crucial. My keen interest in how malware persists in systems
motivated me to explore this topic, as mastering these techniques is essential for detecting potentially
undetectable malware during my daily analyses at work.

Through this research, | have gained a comprehensive understanding of the various persistence
techniques employed by different malware families. This knowledge has not only expanded my
expertise in cybersecurity but also equipped me with the skills necessary to recognize and mitigate
sophisticated threats in real-world scenarios. The insights gained have significantly contributed to my
professional development, enhancing my ability to protect systems more effectively against persistent
threats.



Abstract

This dissertation outlines various techniques that can be used by malware and how they can be used to
establish a good foothold in the affected computers. The paper analyses the different persistence
techniques that have been employed in malware over the years, the early and basic methods like registry
hack and scheduled task, DLL side loading, and the more contemporary fileless malware. Using the
samples downloaded from the VirusShare, the Zoo, and MalwareBazaar sources and analyzed with
VirusTotal, the study adds the classification of a set of malware types and demonstrates the frequently
used persistence techniques present in modern threats.

The research thus demonstrates that some of these strategies work; for instance, hijacking of execution
flows and manipulation of startup processes for malware presence. Furthermore, the study also looks at
the relationship between persistence strategies and other types of behaviors like defense evasion and
command and control (C2) to achieve a deeper time understanding of how persistence is used in the
real attacks.

The dissertation also reveals that there are major gaps in knowledge of existing detection techniques
and how they manage to fail in the detection of fileless malware, APTs, and polymorphic malware. The
study is intended both to expand the theoretical and practical understanding of cybersecurity threats and
to introduce prospective research perspectives that will help to construct stronger defenses.

This research is of most interest to cybersecurity specialists who would like to get deeper insights into
the work of malware and refine their approach to counteracting threats that use persistence mechanisms.
The integration of the findings with the MITRE ATT&CK framework provides practical
implementation of insights learned in the research study, with the bonus of being a useful reference
study for both academics and practitioners in the field.



“AvAAloon TEXVIKOV ETUOVNE KOKOBOVAOL AOYIoUIKOD”

Ymupomovrog ['empyrog

Iepinyn ota EAAnvika

Avt 1 SatpiPr] TapEYEL ot OAOKAT POUEVT] AVIADGT TV TEXVIKMV ETLUOVHG KOKOBOLAOL AOYIGHKOV,
€0TdlovTOG 0TOV TPOTO UE TOV OMOI0 OVTEG Ol TEXVIKEG EMTPEMOVY GTO KAKOPOLAO AOYIGUIKO va
OTOQPVYEL TOV EVTOTICUO Kot Vo dlatnpnoet pia 0éon oe mapafrocuéva cvotipata. H épguva e€etalet
v €EEMEN TV HeBOSWV EUPOVIS, 0TTd TAPAOOGIOKES TPOGEYYIGELS OTMG TPOTOTOWGELS UNTPDOL KoL
TPOYPUUUATICUEVES EPYACIEC EMG O EEEAYUEVEG TEXVIKEG OTTMC 1| TAEVPIKT POpTmon DLL kot 1o
KoKOBoVAO Aoyiopkd ywpic apyeia. A&omordvrag dedopéva amd tyég omwe to VirusShare, to Zoo
kot to MalwareBazaar kot avaivovtag ta pe to VirusTotal. H pelétn kotnyoplomotei kot avoldet o
TEPAOTIO YKALO OELYHATMOV KAKOPOVAOL AOYIGUIKOV, ETOTLOIVOVTOGC TIC TTLO O10OEOOUEVES GTPUTIYIKES
EULLOVIG TTOL YPNCLOTOOVVTAL OO TIG GVYYPOVES OMEIAEC.

Ta gupNpato VITOYPAUUIloVY TNV ATOTEAEGUATIKOTITO OPICUEVMV TEXVIKMV, OTIMG 1| TopoPiacn pomv
EKTELEONG KOL O YEPICUOC TMV OOdIKAGLOV €KKIVoNG, Yot Tn OWCQUIAGT TNG EMIUOVIG TOL
KakOfoviov Aoyopikod. Emumdéov, n €peuva Siepeuvd T GLOYETION HETOED TEYVIKMV EMLOVIS KOl
GAA®V TOKTIK®OV, OTTMG 1) AIOPLYN GULVOG KoL Ol ETIKOWVMVIEC EVIOA®V Kal eA&yyov (C2), mapéyovtag
Qo AEmTN Kotavonorn tov Tpdmov Pe Tov omoio owtég ot péfodot ypnoiomolovvtol oe eMBEGELS
TPOYLOATIKOV KOGLOV.

H Swrpipn evtomilel emiong onuoviikd kevd yvodong otig tpéyovoec pebodoroyieg aviyvevong,
Witepa GTNV OVIYETMOTIOT TOV TPOKANGE®Y OV TiBevtan amd KakOPovio AoyioHkd xwpig apyeia,
nponyuéveg emipoveg ameinég (APT) kot moAvuopeikd kokdPfovio Aoyisukd. Ilpoteivoviag
UEAAOVTIKEG KOTEVOVVGELS £pELVAG, ) LEAETN OTOYEVEL VAL GUUPBAAEL GTI S1OPKT| AVATTVEN TTLO 1IGYLPDOV
OQUVVTIKOV GLGTNUATOV KUBEPVOUGPAAELOC.

Avt] M épeuva eivor 1010UTEPE. GMUOVTIKT YLOL TOVG EMOYYEAUOTIEG TNG KLPEPVOUGOPAAEING TTOVL
EMSUDKOVY VO PEATIOCOVV TNV KOTAVON OGN TOVS Yl T GUUTEPLPOPE KOKOPOVAOVL AOYIGUIKOD KOl Vol
BEATIOOOVY TIG GTPUTNYIKES TOVG YLOL TOV EVIOMICUO KOL TOV UETPLOUGUO TOV EMipoOvVeV amsildv. H
evomoinon tev evpnudtov pe to mhaicto MITRE ATT&CK mapéyet mepaitépm (o TpoKTiKn EQOpUoYT
Y10 TG YVOGELS TOL OTOKTHONKOV, TPOGOEPOVTAG L0, TOAVTLLUY TNy TOCO Yo TOVG OKAONULATKOVG OGO
KOLL Y10, TOVG EMOYYEALATIEG TOV KAASOV.
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Introduction

1. Introduction
1.1. Background

The digital era has brought numerous advancements and improvements to our daily lives, but it has also
introduced new challenges in information security. One of the most significant risks is malware, which
cybercriminals use for various purposes, from data theft to system monitoring.

Malware encompasses all types of software designed to infiltrate or damage computer systems without
the consent of the owner. It includes viruses, worms, Trojans, ransomware, and spyware among others.
Understanding malware and its persistence techniques is crucial for modern cybersecurity.

Viruses are malicious programs that attach themselves to legitimate files and spread to other files. They
often corrupt data or cause significant operational disruptions. Worms, on the other hand, are standalone
malicious programs that replicate themselves to spread to other computers, often exploiting network
vulnerabilities without needing to attach to other programs. Trojans disguise themselves as legitimate
software but, once activated, execute malicious activities such as data theft or enabling unauthorized
access to the user's system.

Ransomware has gained notoriety for its ability to encrypt a victim's files, demanding a ransom for the
decryption key. This type of malware can cripple organizations by locking them out of their essential
data and systems. Spyware, as its name implies, covertly monitors user activities, collecting sensitive
information such as login credentials, personal information, and financial details, which are then sent
to the attacker.

Persistence techniques employed by malware are particularly sophisticated. These techniques ensure
that malware remains active on a system despite reboots or attempts to remove it. Common methods
include modifying system registries, utilizing rootkits to hide their presence, and exploiting legitimate
software features to maintain control. Advanced malware can even update itself to evade detection by
antivirus programs, adapt to new security measures, and exploit zero-day vulnerabilities—unknown
flaws in software that have not yet been patched by the developer.

As the digital landscape evolves, so do the tactics of cybercriminals. Staying informed about the various
forms of malware and their persistence techniques is essential for individuals and organizations to
protect their digital assets effectively. Implementing robust cybersecurity measures, including regular
software updates, comprehensive antivirus solutions, and user education, can significantly mitigate the
risk posed by these malicious programs.

1.2. Problem Statement

The persistence of malware poses a significant threat to organizations and individuals alike. Despite
advancements in cybersecurity, malware continues to evolve, utilizing sophisticated techniques to
evade detection and maintain access to compromised systems. This persistence not only undermines the
integrity of computer systems but also compromises data confidentiality and availability.
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1.3. Objectives and Scope

The objective of this thesis is to analyze the persistence techniques employed by malware to evade
detection and maintain persistence within compromised systems. The scope includes:

e Investigating historical trends in malware persistence techniques.

e Analyzing current methodologies in malware analysis, including static and dynamic analysis.

e Utilizing APIs such as VirusTotal and MalwareBazaar, as well as, other resources such as
VirusShare and TheZoo repository on GitHub to gather and analyze malware samples.

e Mapping malware persistence techniques to the MITRE ATT&CK framework.

e Presenting findings through visual representations and analysis of predominant techniques and
malware families.

1.4. Dissertation Structure

The Dissertation is divided into several chapters, where each chapter is devoted to some specific aspect
of Malware persistence techniques and how they can be analyzed.

Chapter 1 (present chapter- Introduction, the author presents the general information related to the
security of information in the digital age and pays attention to the importance of malware. It explains
the kinds of malware including viruses, worms, Trojan, ransomware, and spyware, and stresses the need
to address malware’s persistence mechanisms to improve existing security features. The problem
statement explains how viruses and malware threat remain a constant threat and how it has become
increasingly sophisticated in how they cannot be detected easily as there is a need for better solutions.
The goals and the concerns of the dissertation are stated with ideas about the historical and
contemporary malware behavior persistence; their correlation to the MITRE ATT&CK framework; and
detection strategies.

Next Literature Review analyses the existing information on malware as well as definitions explaining
this type of threat and goes deeper into analyzing different types of malware and their abilities to persist.
It even presents a timeline of the progression of malware and the main events that best define the further
strategies used by malicious programs. The same is followed by current analysis approaches, static and
dynamic, and a brief of how APIs like VirusTotal are used in malware analysis. Moreover, it discusses
the role of malware in the development and escalation of cybersecurity and examines how these threats
are addressed by the industry.

In the chapter of Methodology, we identify the samples of malware and organize and analyze them
systematically, the present study has adopted a specific methodology as elucidated under Section 4,
titled Methodology. To describe it — the research approach would be based on the combination of
guantitative analysis of large sets of malware samples with the qualitative behavioral analysis of
selected subsets. The focus of the chapter is on the identification of the source of malware samples, the
scripts to automate the process, and data storage and organization. Future work will explore the
integration between VirusTotal and other tools for further analysis. Additionally, this chapter presents
considerations on the ethical concerns arising from the process of handling and analyzing malicious
software.
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In the chapter of Case Studies / Analysis, detailed descriptions of the structure of the used database for
storing the data on various types of malware are provided, as well as the organization of tables and the
kind of information stored. It also explains the CSV files that were created for the statistical analysis
and follow-up visualization of the malware persistence methods. The chapter gives some information
regarding the use of Python scripts in data collection, handling, and analysis, emphasizing on their
significance in enhancing the research process. Furthermore, it looks into the outcomes of such analyses,
which comprise the frequently utilized persistence practices, the effects on the identification rates, and
the connection to the utilization of persistence and covering methods.

The results section provides the concluding point for the entire study, and it demolishes the most
frequently used malware persistence techniques and their consequences. It uses heat maps and bar
graphs to show how the persistence techniques are distributed by the malware’s signature and its effect
on detection. The chapter also looks at the correlation between persistence techniques and command
and control techniques, and also the usage frequency of credential access techniques used by malware.

In the discussion chapter, major findings are analyzed, discussed, and related to the manipulative
techniques generally employed in malware to evade detection. It examines the consequences of the
majority of the persistence techniques for cybersecurity measures and the problems arising from multi-
tactic malware. A discussion of the current detection technologies is also conducted to understand how
well it functions, and the consequent further improvements that might be needed to counter the less
frequent but more hazardous persistence types.

The chapter conclusion and recommendations, explores the challenges posed by malware persistence
techniques, which enable malware to evade detection and persist in systems. It emphasizes the link
between persistence methods and command and control strategies, highlighting the evolving tactics of
malware developers. The study calls for an integrated approach to detection, improved security
technologies, and continuous adaptation to combat both common and sophisticated threats.
Collaboration and ongoing education are recommended to strengthen defenses against increasingly
complex malware.

Finally, the future works chapter, outlines future directions for expanding research on malware
persistence mechanisms. It suggests leveraging machine learning to improve predictive modeling,
enabling the detection of emerging malware trends. Machine learning could also enhance the
classification of malware by identifying subtle patterns, allowing for more precise categorization and
targeted defenses based on industry-specific risks. The chapter emphasizes the potential of integrating
threat intelligence platforms for real-time analytics and proposes cross-platform studies to cover a
broader range of systems. It also recommends evaluating current defensive tools to identify gaps and
improve malware detection strategies, highlighting the need for continuous advancements in
cybersecurity research.
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2. Literature Review
2.1. Definitions

Malware (Malicious Software): Malware refers to any type of software intentionally designed to cause
damage, disrupt operations, steal sensitive information, or gain unauthorized access to computer
systems. It encompasses a wide range of malicious programs, including viruses, worms, Trojans,
ransomware, spyware, adware, and rootkits [1].

Malware Analysis

Analyzing malicious software, also known as malware, to get an understanding of its functioning,
behavior, and effects on computer systems, is an important field in cybersecurity. Typically, through
the analysis of malware, researchers attempt to comprehend the malware’s behavior, objectives, and
means of distribution, which is necessary for several reasons [2] [7]:

Virus: A self-replicating kind of malware extends by putting duplicates of itself into additional
executable code or documents, a virus “Virus [3].” They frequently propagate through files that have
been corrupted with infected email attachments or compromised websites. Several harmful effects can
originate from this, ranging from data corruption to system instability. Virus It can spread among
computer systems through any medium whether it is a diskette mail attachment or downloading
software from untrustworthy sources like file sharing networks etcetera

Worm: A stand-alone malware program that copies itself and infects other computers or devices on the
network is a worm “Worm.” Unlike viruses, worms are designed in such a way as not to require a host
program for them to spread themselves out. Worms take advantage of security holes to copy themselves
across connected systems without any manual intervention [3].

Trojan (Trojan Horse): The malware that disguises itself under the name of an authentic application so
that users are tricked into installing it, is "Trojan". Trojans are effective even when they do not exhibit
signs of their existence, like installing additional malware, stealing crucial data disguising unauthorized
access paths to the attackers’ computers. Trojans are hidden in plain sight [4].

Ransomware: This is a type of malware that locks victim’s files thus preventing their access from
him/her, is ransomware [5]. Ransomware timing Attackers demand payment before rendering the files
accessible through decryption as well as restoring access. There is widespread use of phishing tactics
among ransomware attacks thereby exploiting human mistakes software errors etcetera

Spyware: A software program secretly monitoring a person’s internet behavior without his/her
awareness is spyware. It can record keystrokes track web-surfing patterns take down passwords as well
and send sensitive information back to remote servers established by cybercriminals, such kind often
operates inconspicuously to avoid getting noticed [6].

Adware: Malicious advertising on users’ computers without their knowledge is known as adware. It
often comes bundled together with legitimate software downloads, earning revenue through ad
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impressions or clicks when ads are clicked [6]. Adware can reduce system performance, invade users’
privacy, and also pave the way for additional malware infections

Rootkit/ Botnet: Rootkits are a particular kind of insidious malware that provides unauthorized access
within a computer or network while avoiding detection from system administrators and security
software [8].

Botnets refer to groups of computers linked together remotely without their owners’ knowledge, mostly
as part of operations such as spamming attacks, application of distributed denial of service (DDoS)
methods, and financial frauds. APTs denote advanced acts of cyber aggression with clear objectives,
initiated by professional hackers acting as proxies for their sponsoring institutions. The attacks carried
out during such operations often result in the theft of sensitive information or disruption of business
functions.

Recognition and Naming

Analyzing malware facilitates distinguishing between various types of malware including viruses,
Trojans, worms, ransomware, and spyware. Through thorough scrutiny, experts can identify specific
attributes and patterns that differentiate one type of malware from another.

Understanding Malware Capabilities

Looking at malware provides information on what capabilities it has and where those capacities might
affect a system or network [2]. This involves knowing if it's able to steal data, sabotage operations,
hijack resources or create backdoors that allow unauthorized access. This understanding is important
when it comes to evaluating how dangerous each particular malware would be [7].

Propagation and Infection Methods

Malware often spreads using different methods of propagation such as emailing attachments, sneaky
websites, USB drives, and network vulnerabilities. Therefore, analyzing them helps in knowing how
they spread across different systems, thus helping make defense mechanisms stronger that can avoid
future infections of this kind [7].

Mitigation and Remediation

Through malware analysis, one can design better approaches to contain the problem and find solutions
(reduction strategies or elimination). Understanding how they work on computers leads developers to
provide some kind of countermeasures aimed at eradicating parasites from affected computers and
fixing any damaged system elements before identical problems reoccur in future instances.

Cyber Threat Intelligence (CTI)

Malware analysis is responsible for generating cyber threat intelligence that gives rise to certain attacks
and malware trends. Such awareness enables companies to prevent unwanted situations in advance,
focus on areas that need additional protection, and react fast in case there is a potential threat [9].
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Forensic Investigation

During cyber incidents and data breaches, malware analysis is a crucial aspect of forensic inquiries. It
helps link such events as trying to figure out when they started happening, where the first incursion was
made by intruders, or what kind of data they tried to steal among others.

Security Tool Development

The functionality of various security tools has been informed by the lessons learned from examining
malware instances [10]. These consist of antivirus programs; endpoint protection solutions such as
intrusion detection system (IDS) software packages or threat intelligence systems that utilize techniques
of analyzing malware for purposes like enhancing detection ability or preventing them.

Researching harmful software applications provides essential knowledge and instruments required by
cyber experts in their ongoing fight against ever-changing threats related to computers. Therefore,
businesses should learn how to detect these programs through scrutinizing them so that they can protect
their information well since they are the most susceptible to such risks.

2.2. Historical Context

Since its inception, malware has undergone great changes as a result of alterations in computing
technologies, trends in cybersecurity, as well as motives of people with ill intentions. Knowing where
the malware originated gives us a perspective on how it has grown over time, its effects on digital
systems, and strategies used to fight it [11].

2.2.1.Initial Development of Malware

Before the internet, malware history can be traced back to the early days of computer technology, when
malicious software began coming up alongside new digital connections [12] between computers and
other devices for individual use. Initial malware included experimental programs showing how code
could disrupt or interfere with systems [2].

Malware has caused extensive disruption to digital systems, ranging from minor inconveniences to
significant financial and operational damage. High-profile attacks, such as the WannaCry ransomware
attack in 2017, demonstrated the potential for malware to disrupt critical infrastructure, including
healthcare, transportation, and government services. The impact of such attacks is not limited to
immediate financial losses but also includes long-term reputational damage and loss of trust.

One of the most significant impacts of modern malware is the theft of sensitive data. Advanced malware
can infiltrate systems undetected, exfiltrating valuable information such as intellectual property,
personal identification information, and financial records. Data breaches resulting from malware attacks
can have severe consequences for individuals and organizations, including identity theft, financial
fraud, and regulatory penalties.
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2.2.2.Malware History Milestones

Emergence of Viruses 1980s: The 1980s saw the establishment of computer viruses, of which brain
virus in 1986 is the most infamous one, marking a significant point in the history of malware. They
were capable of replicating themselves and spreading from one computer to another [12].

Expansion of Malware Types, 1990s: The 1990s was a period when variety and technicality increased
in varieties of malware. During this decade, there were many worms such as the Morris Worm dated
1988 whose purpose was to exploit weaknesses to move from one interconnected network to another
[11][12].

Rise of Trojans and Botnets in the mid-2000s: Transitioning into the mid-2000s marked a change
towards the domination of Trojans and botnets as essential forms of malware. Trojans used to be
disguised as valid applications to deceive users into performing wrong actions with them, while Botnets
employed infected devices to carry out large-scale attacks, especially distributed denial of services
(DDoS) attacks.

2.2.3.Evolution of Techniques Employed by Malware
Stealth, Persistence

Malware progressed to techniques that would help them remain undetected and continue to execute
themselves even on compromised systems [14]. To hide its existence and resist eradication, we had
methods like rootkit installation as well as polymorphism

Rootkit Installation

Rootkits are a type of malware designed to gain unauthorized root or administrative access to a
computer system. Once installed, rootkits can hide their presence by intercepting and modifying
operating system calls, making them invisible to traditional detection methods such as antivirus
software. Rootkits can conceal files, processes, network connections, and even other malware, creating
a hidden environment within the host system. This ability to operate covertly allows attackers to
maintain long-term access, gather sensitive data, or use the compromised system as a platform for
further attacks without detection.

Rootkits can be classified into different types based on their operating level:

e User-Mode Rootkits
e Kernel-Mode Rootkits
e Bootkits

User-Mode Rootkits

Two types of rootkits work on the application layer; at user mode, rootkits operate in a way that might
be perceived as intercepting and editing system calls executed by normal service requests. This mode



Chapter 2

helps you to customize the behavior of these programs without changing the mainframe’s OS itself.
Through this process, user-mode rootkits effectively conceal themselves and other harmful actions
(against which standard system calls & behaviors are relied upon for identification) from discovery
[22].

One of how they go about this is hooking, which means redirecting system calls not to benign functions
but to malicious ones throughout the operation. For example, as a case study, if someone orders for
instance AV software, it will show a list of all running programs present in the system provided by
Microsoft’s Task Manager processes window. This enables the kit as well as other associated malicious
software to remain invisible through routine monitoring tools. For example, user-mode rootkits also can
alter the results of file system searches so that they do not include harmful data or present it as something
else.

Unlike kernel-mode rootkits, which are programmed to remain undetectable at all costs, despite being
hacked, user-mode rootkits have limitations. They can be easily detected and removed through modern
computer protection devices working on top-bottom stacks, similar to theirs, too. When we talk about
this, a case in point is security software at the kernel level bypassing user hooks and accessing data at
the hardware level, thereby exposing the covert acts of the rootkit. Rather than that, the operational
continuity of these kinds of rootkits may be interrupted when the operating system or the targeted
applications undergo an update, making them not as robust as their kernel-mode analogs would be. All
the same, user-mode rootkits remain serious threats because they are good at keeping their sneaky
activities secret without melding into the system.

Kernel-Mode Rootkits

Kernel-mode rootkits operate at the kernel level of an operating system, providing them with extensive
control over the entire system. By integrating themselves into the kernel, these rootkits gain access to
critical system components and functions, allowing them to hide more effectively and perform a wide
range of malicious activities with greater stealth and persistence. This deep integration makes kernel-
mode rootkits particularly dangerous and challenging to detect and remove [24].

One of the key advantages of kernel-mode rootkits is their ability to intercept and modify low-level
system calls, giving them the power to alter fundamental operating system behaviors. They can
manipulate core system processes, file systems, and hardware interfaces, effectively concealing their
presence and the presence of other malware. For example, a kernel-mode rootkit can intercept disk
read/write operations, hiding its files and those of other malware from both the operating system and
security software. It can also alter network traffic, making it possible to covertly exfiltrate data or
communicate with command-and-control servers without detection [24].

Due to their deep integration into the operating system, kernel-mode rootkits are significantly more
difficult to detect and remove compared to user-mode rootkits. Traditional antivirus and security tools,
which operate at the user level, often cannot detect the rootkit's activities because these tools rely on
the very system calls and functions that the rootkit controls and manipulates. Advanced detection
methods, such as kernel integrity checkers and specialized rootkit scanners, are required to identify
anomalies at the kernel level. However, even these tools can struggle to keep up with the evolving
techniques used by kernel-mode rootkits, such as direct kernel object manipulation (DKOM) and virtual
machine-based rootkits (VMBRS), which further complicate detection efforts.
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Bootkits

Bootkits are a unique type of malicious code that alters the startup process of an operating system, so
they can be activated before the system’s security features come into operation. Therefore, to enable
themselves to continue working during system boot time, bootkits isolate themselves in their early
phases by taking control of it. As a result, long before other protective measures become operational,
their harmful software gets executed. This makes bootkits invisible because they will always have some
time margins before any reactions are noticed [25].

One popular technique applied by bootkits includes modifying the Master Boot Record (MBR), Volume
Boot Record (VBR), or Unified Extensible Firmware Interface (UEFI). With these components
changed, bootkits make sure their malicious codes are foremost during system start-up time. This way,
they can manipulate the order and manner of loading the OS to avoid detection alongside other possible
malware. Such a level of mastery while starting a Personal Computer would entail utilizing specialized
software meant for noticing such inconsistencies at an early stage of the boot process when these
security tools are activated only in the latter stage.

A good example is how bootkits are usually designed them withstand reboots even in cases where you
reinstall your OS numerous times over again because these types of code can embed themselves into
certain areas that remain untouched whenever one performs a normal operating system reinstallation
For instance, it could be inside system’s firmware or take advantage of obscure storage locations found
within its hard disk which OS never overwrites in the usual way Another thing worth noting here is that
having such kind of durability against elimination makes them extremely complicated when it comes
down to methods for removal as you would need specialized programs capable of completely purging
out infection from boot sectors as well as firmware which has been contaminated [25].

Polymorphism

Polymorphic malware takes stealth to another level by continuously changing its code to evade
detection. Polymorphism involves using algorithms to encrypt the malware's code, which is then
decrypted and executed at runtime. Each time the malware replicates or infects a new system, it
generates a new, unique version of its code, making it challenging for signature-based detection
methods to identify it.

Key characteristics of polymorphic malware include:

Encryption and Decryption

Encryption and decryption are sophisticated techniques used by malware to protect its core payload and
evade detection. In this process, the malware encrypts its malicious code using a unique key for each
infection, making it difficult for traditional security measures to recognize and intercept it. This method
of dynamic encryption ensures that even if one instance of the malware is detected and analyzed, other
instances remain concealed due to their unique encryption keys [20].

The encryption process involves encoding the core payload of the malware in such a way that it cannot
be easily understood or executed by the system without the correct decryption key. When the malware
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is executed on a target system, a small decryption routine embedded within the malware is triggered.
This routine uses the specific key associated with that infection to decrypt the payload, allowing the
malicious code to execute and carry out its intended functions. By hiding the true nature of the payload
until the moment of execution, the malware can avoid detection by static analysis tools that scan files
for known signatures [26].

This technique of using unique encryption keys for each infection, often referred to as polymorphism,
significantly enhances the malware's ability to evade detection. Each encrypted payload appears
different to security software, which relies on pattern recognition to identify threats. Polymorphic
malware continuously changes its appearance, making it challenging for signature-based detection
methods to keep up. As a result, even if the decryption routine is identified and flagged, the constantly
changing payload encryption ensures that each new instance of the malware requires a fresh analysis.

The use of encryption and decryption in malware is not only a means of obfuscation but also a method
to protect the integrity of the malicious code against reverse engineering. Security researchers
attempting to analyze the malware's behavior face the additional hurdle of decrypting the payload, often
requiring significant time and computational resources. This delay allows the malware to operate longer
on infected systems before being neutralized, increasing its potential impact [26].

Mutation Engines

Mutation engines are used in polymorphic malware to modify the code’s appearance while preserving
its fundamental purpose. This continuous mutation process leads to each instance looking distinct, thus
making its identification difficult by usual protection means.

The process of mutation makes use of numerous strategies to change the code for malware. One
common way is to put nonsense instructions in the code that do not affect its behavior but will alter its
binary fingerprints, such as the insertion of random garbage in the instruction stream or meaningless
arithmetic computation. No-ops may be used as an example when padding.

Mutation engines can also reorganize sequences of code different from those that were before, changing
how operations were carried out or replaced with similar commands. For instance, some apps may
reorder their function calls so that others come first, while some can use diverse commands that perform
the same tasks other than those already existing. It makes the new malware look different from the
previous one, leading to its masking [27].

Mutation engines may also change how a virus’s payload is coded. When the code sequence and method
employed for encryption are altered including keys used to encrypt data during self-replication
processes, every subsequent replication will present differently encrypted content of the malware. This
behavior makes sure that even if someone manages to crack one version of cryptography used in this
file, the following variant will continue being protected by another encryption [27].

Their capability to spawn an almost inexhaustible number of distinctive replicas from one single piece
of malware is what renders mutation engines so effective. This can quickly overwhelm traditional
antivirus software that relies on known signatures or patterns for detection purposes, hence newly
mutated ones evade detection even if one version has been identified and included in the signature
database [27].
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Dynamic Code Generation

Dynamic code generation is an advanced technique used by sophisticated polymorphic malware to
further complicate detection and analysis. This method involves the malware creating new, functional
code segments on the fly during its execution, ensuring that each instance of the malware is unique and
behaves slightly differently [28].

The process of dynamic code generation allows the malware to adapt its code in real-time, making it
extremely difficult for traditional security solutions to identify and counteract it. Unlike simple
polymorphism, which primarily alters the appearance of the code, dynamic code generation can modify
the actual functionality of the malware. This includes creating new algorithms, altering execution paths,
and introducing variations in the way tasks are performed, all while maintaining the malware’s
malicious objectives.

One of the primary benefits of dynamic code generation for malware developers is the ability to evade
signature-based detection methods. As the malware generates new code segments during execution, it
presents a constantly changing footprint that signature-based antivirus programs cannot easily track.
Each time the malware runs, it produces a different set of instructions and behaviors, making it nearly
impossible for static analysis tools to detect a consistent pattern [28].

Moreover, dynamic code generation can also help the malware adapt to different environments and
evade behavioral analysis. By changing its code and execution strategy based on the environment it
finds itself in, such as the presence of specific security tools or the type of operating system, the malware
can tailor its behavior to avoid detection. For example, it might generate benign code segments when it
detects a virtual machine or sandbox environment, a common tactic used by security researchers to
analyze malware [28].

Advanced Persistence Techniques

Beyond rootkits and polymorphism, modern malware employs various other persistence techniques to
ensure continued operation and resistance to removal.

Fileless Malware

Fileless malware represents a sophisticated type of cyber threat that operates directly in a computer’s
memory (RAM) without leaving any traces on the hard drive. This method of operation significantly
complicates detection and removal efforts because traditional file-based antivirus programs, which scan
for malicious files stored on disk, are unable to identify such threats [29].

The primary advantage of fileless malware is its ability to execute malicious activities without writing
any code to the disk. This stealthy approach allows the malware to evade detection mechanisms that
rely on identifying suspicious files and signature-based detection methods. Instead, fileless malware
often leverages legitimate system tools and processes to carry out its malicious actions, blending
seamlessly into normal system operations [30].
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Fileless malware typically infiltrates a system through techniques such as exploiting vulnerabilities in
web browsers, email attachments, or malicious links. Once inside, it can inject malicious code into
running processes or use tools like PowerShell, Windows Management Instrumentation (WMI), or other
scripting environments to execute its payload. By utilizing these legitimate tools, the malware can
perform various tasks, such as data exfiltration, credential theft, and system manipulation, all while
remaining largely undetected.

The persistence of fileless malware is another significant challenge. Because it resides in memory, the
malware can be eliminated by simply rebooting the infected system. However, sophisticated variants
can establish persistence by modifying system configurations, such as creating registry entries or
scheduling tasks that re-inject the malicious code into memory upon system startup. This ensures that
the malware can survive reboots and continue its malicious activities [29][30].

To counter fileless malware, cybersecurity strategies must evolve beyond traditional file-based
detection methods. Advanced techniques, such as behavioral analysis, heuristic-based detection, and
memory forensics, are crucial in identifying and mitigating fileless threats. Behavioral analysis monitors
system activities in real-time, looking for anomalies and suspicious behaviors indicative of malware.
Heuristic-based detection involves analyzing the behavior and characteristics of processes to identify
potential threats based on patterns rather than specific signatures.

Persistence Mechanisms Utilizes legitimate system features such as scheduled tasks, registry keys, or
system services to reinitialize the malware upon system reboot or at specific intervals.

Command and Control (C&C) Servers

Command and Control (C&C) servers are integral components of sophisticated malware operations,
facilitating communication between the malware and remote servers controlled by attackers. These
servers enable attackers to maintain control over infected systems and receive instructions, updates, and
additional payloads, thereby allowing them to adapt their tactics based on the security environment of
the compromised network.

C&C servers provide a robust infrastructure for managing large-scale malware campaigns. Once a
system is infected, the malware establishes a connection with the C&C server, often using encrypted
communication channels to avoid detection by security measures. This connection allows the attackers
to send commands to the malware, directing it to perform specific actions such as data exfiltration,
system reconnaissance, or the deployment of additional malware. The ability to issue real-time
commands enables attackers to dynamically alter their strategies in response to the defenses they
encounter.

One of the primary advantages of C&C servers is their ability to deliver updates and new payloads to
the malware [31].
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Figure 1 - Command and control mechanism [32]

This capability allows the malware to evolve and adapt, incorporating new functionalities or exploiting
newly discovered vulnerabilities. For example, if a security patch is released to counter the initial
malware infection, the C&C server can push an update to the malware, enabling it to bypass the new
defenses. This dynamic adaptability makes C&C server-based malware highly resilient and difficult to
eradicate.

C&C servers also facilitate coordination and synchronization among multiple infected systems. In large
botnets, where thousands of compromised devices are under the control of a single attacker, the C&C
server acts as the central command hub. It orchestrates distributed denial-of-service (DDoS) attacks,
data theft operations, or spam campaigns by coordinating the actions of individual bots. This centralized
control allows attackers to execute complex, large-scale operations with precision [32].

To counter the threat posed by C&C servers, cybersecurity professionals employ various detection and
mitigation techniques. Network monitoring tools can identify unusual patterns of communication that
may indicate the presence of a C&C connection. Intrusion detection systems (IDS) and intrusion
prevention systems (IPS) can analyze network traffic for known indicators of compromise associated
with C&C activity. Additionally, threat intelligence services provide information on known C&C server
IP addresses and domains, enabling organizations to block or monitor connections to these malicious
endpoints.

Advanced mitigation strategies include sinkholing and takedown operations. Sinkholing involves
redirecting traffic destined for a C&C server to a controlled server operated by security researchers or
law enforcement. This disrupts the communication between the malware and its controllers, effectively
neutralizing the threat. Takedown operations target the infrastructure of the C&C servers themselves,
often in coordination with international law enforcement agencies, to dismantle the command network
and arrest the operators [32].
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2.2.4.Countermeasures and Detection

To combat these sophisticated stealth and persistence techniques, cybersecurity professionals have
developed advanced detection and mitigation strategies:

Behavioral Analysis

Observing the behavior of programs in a controlled environment (sandboxing) to detect suspicious
activities that indicate the presence of malware.

Heuristic Analysis

Analyzing code for characteristics typical of malicious behavior allows the detection of new and
unknown malware variants.

Memory Forensics

Examining the memory of running systems to identify anomalies and hidden processes indicative of
rootkits or fileless malware.

Endpoint Detection and Response (EDR)

Continuously monitoring endpoints for unusual behavior, enabling rapid detection and response to
threats.

Financial Motivation

The shift from amateurish hackers into criminals who were driven by money led to development
followed by high-level sophistication in malware. This prompted the creators to focus their efforts on
stealing financial data from unsuspecting individuals instead of conducting frauds, among other things,
he used to make money by taking advantage of software weak points [13].

Advanced Persistent Threats (APTs): APTs emerged during the millennium, with this being
characterized as a time when highly adept digital campaigns were organized mostly by either
governments or even groups of criminals specializing in online crime. The suspects in question engage
in espionage, steal intellectual property, or disrupt strategically targeted organizations [14].

Defensive Technologies

Over the years, the cybersecurity industry has developed a range of defensive technologies to combat
malware. Antivirus software, firewalls, intrusion detection systems (IDS), and intrusion prevention
systems (IPS) are fundamental tools in the fight against malware. These technologies have evolved to
incorporate advanced techniques such as heuristic analysis, machine learning, and behavior-based
detection to identify and mitigate threats.

Patch Management and Vulnerability Assessment
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Regular software updates and patch management are critical in protecting systems against malware.
Vulnerability assessments and penetration testing help identify and address security weaknesses before
they can be exploited by attackers. Organizations must maintain an up-to-date inventory of all software
and hardware assets to ensure the timely application of patches and updates.

Education and Awareness

Human factors often play a significant role in the success of malware attacks. Phishing remains one of
the primary methods for delivering malware. Educating users about safe computing practices,
recognizing phishing attempts, and the importance of strong, unique passwords can significantly reduce
the risk of malware infection. Security awareness training should be an ongoing effort, reinforced with
regular simulations and updates on emerging threats.

Incident Response and Recovery

Despite the best preventive measures, incidents can still occur. Having a robust incident response plan
in place is essential for mitigating the impact of a malware attack. This plan should include procedures
for detecting and containing the malware, eradicating the threat, and recovering affected systems.
Regular backups and a well-defined disaster recovery plan ensure that organizations can restore
operations quickly and minimize downtime.

2.2.5. Effects on the Cybersecurity Landscape
The transformative impact of malware on cybersecurity practices includes:

e Security Industry Response: The rise of malware saw the development of antivirus software,
intrusion detection systems (IDS), and malware analysis tools for threat detection, analysis, and
mitigation [15].

e Regulatory and Legal Responses: Governments passed regulations and laws that were aimed at
combating cybercrime and safeguarding digital infrastructure.

e Cybersecurity Awareness: The spread of malware highlighted the need for individual users as
well as enterprises and organizations to be aware of network threats.

2.2.6.Current Trends and Future Outlook

Currently, malware is adapting to new technologies such as artificial intelligence (Al) and the Internet
of Things (10T). Some future challenges include how to prevent Al-drive attacks and secure 10T devices,
as well as filling the global cybersecurity skills gap.
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2.3. Review of Current Techniques

2.3.1. Static Analysis

Static analysis is a crucial method in the cybersecurity toolkit, aimed at examining malware without
executing it in a live environment. This approach involves a meticulous inspection of the malware's
code and structure to identify characteristics and behaviors indicative of malicious intent. By analyzing
the source codes or executable files, security professionals can uncover telltale signs of malware, such
as specific API calls, encrypted code segments, and hard-coded URLSs that facilitate communication
with Command and Control (C&C) servers [33].

One of the fundamental steps in static analysis is checking file headers. File headers contain metadata
about the file, including information about its format, creation date, and author. By examining these
headers, analysts can gain insights into the malware's origin and potential modifications, which may
reveal attempts to disguise its true nature.

Analyzing strings contained within an executable file is another key aspect of static analysis. Strings
are sequences of readable text embedded in the code, often revealing valuable information such as
command-line arguments, error messages, and URLS. Extracting and scrutinizing these strings can help
identify the malware's intended actions, communication channels, and targeted assets. For instance,
hard-coded URLs might indicate the addresses of C&C servers or sites used for data exfiltration [34].

Disassembling or decompiling code is a more in-depth approach to static analysis. Disassembling
involves converting the executable code back into assembly language, a human-readable format that
reveals the low-level instructions executed by the CPU. Decompiling goes a step further by attempting
to reconstruct the source code from the compiled binary. These processes allow analysts to understand
the malware's logic, functionality, and potential impact. By examining the code structure and flow, they
can identify harmful behaviors such as file deletion, data encryption, or unauthorized network access
[33].

Additionally, static analysis includes identifying and analyzing specific API calls made by the malware.
API calls are functions provided by the operating system or other software libraries that the malware
uses to perform various tasks. Malicious software often relies on particular APIs to execute its payload,
manipulate files, or communicate over the network. Recognizing these calls can help pinpoint the
malware's capabilities and potential damage.

Encryption is another aspect often scrutinized during static analysis. Many sophisticated malware
samples encrypt portions of their code to evade detection. Analysts must identify these encrypted
segments and attempt to decrypt them to fully understand the malware's functionality. This process
often involves reverse engineering the encryption algorithm used by the malware.

Moreover, static analysis can uncover embedded obfuscation techniques designed to hide the malware's
true purpose. Obfuscation may involve renaming variables and functions to meaningless names,
inserting redundant code, or using complex control flows. Analysts use de-obfuscation tools and
techniques to simplify the code and reveal its underlying logic.
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While static analysis provides a wealth of information, it has limitations. It cannot reveal the dynamic
behavior of the malware when executed, such as how it interacts with the system, network, or user
inputs. Therefore, static analysis is often complemented by dynamic analysis, where the malware is run
in a controlled environment to observe its real-time action [16].

2.3.2.Dynamic Analysis

On the other hand, dynamic analysis involves executing the malware under confined conditions like in
a sandbox or on virtual machines so to see what happens during its run time. This helps capture behavior
like interactions with the operating system, network communication patterns, modifications made to the
file system, or any memory consumed by it. Monitoring system calls made by the application, device
activity within a network or changes in systems state enables understanding the dynamic behavior of a
malware that facilitates understanding of its functionalities and motivation behind creation [17].

Dynamic analysis typically takes place in confined conditions such as sandboxes or virtual machines.
A sandbox is an isolated environment specifically designed to safely execute and analyze potentially
malicious code without risking harm to the actual system. Similarly, virtual machines provide a
contained setting that mimics real-world computing environments, allowing the malware to operate as
it would on a physical machine [35].

During dynamic analysis, several key behaviors are closely monitored. One crucial aspect is the
malware's interaction with the operating system. This includes observing system calls made by the
malware, which can reveal attempts to access or manipulate system resources. For instance, the malware
might try to open files, create processes, or modify system settings. By tracking these calls, analysts can
identify the specific actions the malware performs to achieve its objectives [35].

Network communication patterns are another critical element of dynamic analysis. Malware often needs
to communicate with external servers to receive commands, exfiltrate data, or download additional
payloads. By analyzing network traffic generated by the malware, security professionals can identify
the destinations of these communications, the nature of the data being transmitted, and any protocols
used. This information is essential for understanding the broader network of compromised systems and
the attackers' command and control infrastructure.

Dynamic analysis also focuses on changes made to the file system and memory during the malware's
execution. Malware may create, delete, or alter files and directories as part of its operation. It may also
inject code into other running processes or allocate memory for malicious purposes. By monitoring
these modifications, analysts can detect signs of data theft, file encryption (as seen in ransomware), or
the establishment of persistence mechanisms that ensure the malware survives system reboots [36].

In addition to basic observations, dynamic analysis employs advanced monitoring techniques to capture
more detailed information about the malware's behavior. This includes tracking device activity within
a network, such as unusual patterns of data transfer or the activation of network devices that typically
remain dormant. Changes in the system state, such as altered registry entries, modified configuration
files, or unusual CPU and memory usage, are also closely examined to identify the full scope of the
malware's impact.
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The ultimate goal of dynamic analysis is to understand the malware's functionalities and the motivations
behind its creation. By observing how the malware behaves in a real-world-like environment, analysts
can deduce its primary objectives, whether they are financial gain, data theft, system disruption, or
espionage. This knowledge is crucial for developing targeted defenses and mitigating the threat posed
by the malware [36].

2.3.3.Behavioral Analysis

Behavioral analysis involves studying how malware acts while it executes itself. This means that it tries
capturing abnormal activeness s indicated by activities like system settings alterations, data access
requests to confidential information, or infecting other machines. Besides, behavioral analysis often
gives additional insight into the operational methods of malware in compromised systems, since it
complements both static and dynamic analysis [19].

2.3.4.Code Reversing

Code reversing is the process of scrutinizing either a malware’s binary code or its bytecode to
reconstruct the forgotten source code [21]. To discover more secrets such as its control flow or
encryption algorithm, one needs skills in assembly language programming, debugging, and reverse
engineering tools. Usually, such is done to understand complex families of malware and come up with
effective countermeasures against them.

2.3.5.Memory Analysis

Memory analysis entails scrutinizing the contents of the volatile memory (RAM) of a computer to reveal
the active parts of malware and how it operates. This is fundamental for detecting stealthy malware that
bypass traditional detection approaches through residence in only RAM or inserting code into lawful
processes. They involve using memory forensics techniques to obtain process memory dump files to
identify malware artifacts like hooks, injected code, or any process anomalies within them [22].

2.4. Recent Developments

The cybersecurity environment is dynamic since both the offense and the defense sides are changing
through the use of fresh technologies and techniques. It has achieved this because of the shifting
dynamic of the environment due to the enhanced nature of the threats posed by malware. Another
prominent feature of this area is the application of such technologies as machine learning and artificial
intelligence. These technologies have changed the prospects of threat detection and analysis by giving
cybersecurity professionals the tool that helps discover the relationships and patterns that are hard to
distinguish by conventional means. Machine learning portable programs which are learned from large
sets of known malware can now predict and recognize another set, but unknown malware by looking at
hints that may not be discernible by the human eye. Similarly, the current Al-based tools are also fairly
flexible to evolve with new data being fed to the system to provide better detection advances over time.

New developments in sandboxing technologies in turn have added greater strength to dynamic analysis,
which forms a part and parcel to study on how malware can work around its environment. Sandbox
tools of the current generation are endowed with additional features that enable the functioning of
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complex operating environments, enabling execution and analysis of malware effects on real systems
in protected surroundings. All these technologies have become more effective in emulating different
kinds of system configurations and user activities, which are crucial in eliciting all the possible
behaviors of malware. Such detailed dynamic analysis has turned out to be completely useful in
searching for stealthy or dormant components of viruses and other forms of malware that can remain
inactive in more artificial conditions.

Besides the advances in sandboxing technology, threat intelligence platforms define how businesses
gather, process, and counter threats in the domain of cybersecurity. Such platforms collect data from
several distinct sources, such as threat feeds with worldwide coverage or even honeypots, as well as
cybersecurity communities. Through putting up synthetic malware analysis channels, organizations can
now evaluate large amounts of information within a short duration, thereby cutting down on the time
that it takes to detect or contain new threat attacks. This automation not only enhances the speed as well
as the effectiveness, but it also engages security teams in proactive, advanced threat hunting the ability
to identify threats and prevent them from proliferating and inflicting substantial harm to the network.

Also, the emergence of cloud-based security solutions has led to the appearance of more scalable and
flexible approaches to malware analysis. Several operation platforms may provide substantial
computational resources, which are important for the execution of strenuous machine-learning
algorithms and big-scale sandboxing settings. Here, the transition to the cloud has made the more
complex analysis of malware within the reach of even the enterprise that might not have had the means
to implement such functionality before.

These developments reflect a growing trend towards automation and real-time analysis in the fight
against increasingly complex and evasive malware. As cyber threats continue to evolve, so too must the
tools and techniques used to combat them. The integration of Al and machine learning, along with
advancements in sandboxing, threat intelligence, and cloud-based solutions, represents a significant
step forward in enhancing the overall effectiveness of cybersecurity defenses. However, these
advancements also underscore the ongoing arms race between attackers and defenders, highlighting the
need for continuous innovation and adaptation in the cybersecurity field.

2.5. Knowledge Gaps

There are, also, several knowledge gaps that, although we have in recent years seen some advancement
in the approach to dealing with them, persist as major issues for cybersecurity professionals. As one of
the identified issues, this is particularly a significant weakness given that fileless malware has become
one of the biggest threats to organizations’ security. Whereas conventional malware always includes
executable files that are stored on a disk or a file, fileless malware does not require writing anything to
the disk; they run their code from the RAM alone. This characteristic makes it extremely hard to identify
and mitigate such threats using conventional analysis tools that work through file signatures and disk-
based artifacts. Hiding inside the computer memory, fileless malware has recently become an
increasingly popular tool in the hands of cybercriminals and as such there is a clear need to develop
sophisticated tools capable of real-time monitoring and analysis of the in-memory processes to
effectively counter this threat.
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One of the areas that need more exploration is the identification and analysis of APTs, Advanced
Persistent Threats. APTs are complex, protracted attacks that may be executed by a state actor, criminal
organization, or other advanced cyber threat agents. These attacks are gradual, and attackers may take
months, years, or longer to complete their intrusive operations in a targeted firm’s network. APTs are
complex and the modern ones use polymorphic techniques, and encryption and mimic the official
processes of the system, thus being able to evade simple antivirus scans. These APT techniques
complicate matters, hence are a nightmare for even advanced security teams, given that APTs are more
sophisticated than most other hacking types. Hence, there is a dire need for advanced and effective tools
that can not only identify the first phase of intrusion but also monitor the further activities of these
threats, so that the concerned organizations get adequate time to counteract and reduce their losses.

To that, we can add that polymorphic and metamorphic malware analysis have not received sufficient
attention and present one of the significant gaps in the field. These are the malware programs that build
up new code in the infected machine with each repetition, and this makes them very hard to detect
through conventional methods of scanning for signatures. Polymorphic malware resamples a copy of
the original code with a different code, yet it serves the same function as the preceding one, while
metamorphic malware replays the program at a different level with a completely new set of code,
making it hard to detect. It is due to the high evolution rate of the malware types in question that even
the currently active analysis techniques cannot efficiently prevent and contain the corresponding threats,
thus resulting in escalations of undiagnosed infections. In the absence of these, there is a necessity for
the emergence of sophisticated heuristic and behavior-based analysis tools to identify these threats from
their behavior patterns rather than on the structure of their code. In addition, the building of recognizers
as capable of recognizing patterns in a Family of malware might be a more proactive way of detecting
and preventing the unyielding threats.

In addition, the unfolding developments related to the significance of the Internet of Things (loT)
devices that have found their way into society is another research gap. 10T devices are generally
described as less powerful devices with more restricted security measures and have become cyberattack
favorites. Because the loT security field is not well-defined especially in the aspect of security, with
more connected and different breeds of devices the process of defining strategies to contain malware in
10T becomes a tough nut to crack. Most of the present-day malware identification methods cease to be
effective in mitigating the threats of continually emerging IoT systems, where measures such as
antivirus cannot be applied. Hence, findings on smaller and more easily deployable forms of security
that can be adopted across various 10T contexts are important to fill this gap of research.

Addressing these knowledge gaps is crucial for developing more robust cybersecurity defenses and
staying ahead of the rapidly evolving threat landscape. As attackers continue to refine their methods,
the cybersecurity community must prioritize research and innovation to overcome these challenges,
ensuring that organizations are equipped to protect their critical assets against the most advanced and
elusive threats.
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3. Methodology

This chapter presents the methodical approach in this study to review malware’s persistence
mechanisms. The methodology falls under four main sections: Research Design, Data Collection,
Analysis Methods, and Ethical Considerations. Every part shows how the study is all-inclusive,
replicateable, and done ethically.

3.1. Research Design

Centered around a structured and methodical approach to collecting, categorizing, and analyzing
malware samples with a specific focus on persistence techniques, the research design for this study is.
The purpose of the study is to know how malware of different kinds remains in infected systems over a
certain period.

Owing to the vast and constantly changing nature of the malware landscape, the research adopts a
mixed-method approach. It combines quantitative analysis from examining large datasets of malware
samples with qualitative insights resulting from in-depth behavioral analysis of selected samples.
Therefore, its outcomes are both statistically significant and contextually meaningful due to the two-
fold approach.

This study is divided into several stages which start with gathering reputable sources of malware
samples, followed by holding this data within a secure database. The consecutive step of analysis
involves categorization based on persistence techniques through automated means to extract detailed
metadata and behavioral patterns. Lastly, this study also includes an elaborate consideration of the
ethical issues related to handling and analyzing malicious software.

3.2. Data Collection

The data collection phase is a critical component of this research, as the quality and relevance of the
data directly impact the validity of the findings. This section outlines the strategies employed to gather
malware samples, ensuring that the data set is both comprehensive and relevant to the research
objectives.

3.2.1.Sources of Malware Samples

The malware samples were collected from several well-established repositories and databases,
including:

o MalwareBazaar [37]: a place with lots of different malware samples that can be easily reached
through its API. For that purpose, numerous automated scripts were designed.

e VirusShare [38]: another significant site that has a large collection of malware. To ensure
consistency and make it automated, the necessary hashes from these files were downloaded and
extracted using scripts.
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e TheZoo [39]: it is a GitHub repository that contains a wide range of malware samples. We
cloned the entire repository and developed scripts that could identify SHA-256 hashes from the
provided documents.

Initially, more than 5.5 million malware hashes were gathered. This amount was trimmed down to
22,366 after extensive sieving for duplicates and unrelated examples. VirusTotal’s API call restrictions
were the main reasons why the dataset was further refined to 18,296 samples from July 2023 up-to-date
having known signatures only to reduce the scope of our analysis. This step was necessary as it would
make our analysis process easier, and we could get accurate information based on statistics.

3.2.2.Script Development for Automation

To handle the large scale of data collection, Python scripts have been developed for automating the
process of collecting and analyzing malware samples. These scripts have been performing the following
duties:

¢ Downloads and Hash Extraction: Designed to take malware samples from the cited sources
above, these scripts can download malware samples from the previously mentioned sources and
then get only those hashes that are essential for further analysis.

e Error Handling and Retries: Scripts were equipped with strategies to handle errors nicely. This
included retrying failed downloads or API calls to avoid overloading servers and making sure
data collection is reliable.

e Progress Logaging: Detailed logging was used to keep track of how far data had been collected,
which made monitoring and troubleshooting easy.

Through automation, not only was human time saved but humanly erroneous occurrences were also
minimized, hence consistency for reliable data.

3.3. Data Storage and Management

With the malware samples collected, the next step was to store and manage the data effectively. Given
the sensitivity and volume of the data, a robust database system was required.
3.3.1. Database Setup

A MySQL database was chosen for this research due to its scalability and ability to handle large datasets
efficiently. The database schema was carefully designed to accommodate the various types of data
collected, including:

e all_hashes: This table stores all the collected hashes.

e vt _hashes: A subset of hashes for which detailed metadata from VirusTotal is available.

o other_hashes: Contains hashes obtained from other sources not covered by the first two
categories.

e malware_info: This table stores metadata related to each hash, such as the date of first
appearance and the associated persistence techniques.
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These tables are interlinked to allow for efficient querying and analysis, facilitating the extraction of
meaningful insights from the data.

3.3.2.Data Insertion and De-duplication

After the database had been established, the team created scripts to input data automatically. These
scrips checked existing entries against hashes of inbound entries so they can be disposed in case they
contain duplicates. The purpose of this activity was to prevent distorting analysis results using
superfluous information while still preserving its coherence and completeness.

3.4. Analysis Methods

The analysis phase focused on categorizing the malware samples based on their persistence techniques
and extracting meaningful insights from the data. Automated tools played a significant role in this
process, ensuring that the analysis was both thorough and efficient.

3.4.1. Integration with VirusTotal

One of the central tools utilized in this research was VirusTotal [40], a widely recognized online
platform that aggregates data from over 70 antivirus engines and various other security tools. VirusTotal
plays a pivotal role in enhancing the understanding of malware by providing a comprehensive overview
of how different security vendors classify and respond to particular malware samples. The integration
of VirusTotal into this research was instrumental in collecting detailed and reliable metadata for each
malware sample, contributing significantly to the overall analysis.

The integration with VirusTotal provided a substantial foundation for the research, allowing for a more
detailed and comprehensive analysis of malware persistence techniques. The wealth of metadata and
behavioral insights obtained from VirusTotal enriched the research database, making it possible to draw
more accurate and meaningful conclusions. Moreover, the ability to validate and cross-reference data
from multiple sources added a layer of reliability to the findings, ensuring that the research outcomes
are both credible and robust.
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> ] VIRUSTOTAL
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OFFERING.
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Sample submission with the security community. Please do not submit any personal information; we are not
responsible for the contents of your submission. Learn more

@ Want to automate submissions? Check our AP, or access your AP key.

Figure 2 - Virus Total tool

A Python script was developed to send requests to VirusTotal for each hash, retrieving detailed
metadata, including SHA-256 hashes, file signatures, and behavioral reports. This metadata was then
cross-referenced with the data stored in the database to ensure accuracy and completeness.

To effectively leverage VirusTotal's capabilities, a Python script was meticulously developed to
automate the process of interacting with the VirusTotal API. This script systematically sent requests for
each malware hash stored in the database, querying VirusTotal for a wealth of information. The data
retrieved for each hash included:

SHA-256 Hashes: These serve as unique identifiers for the malware files, ensuring that the correct
sample is being analyzed and reducing the chances of duplication in the dataset. The script checked the
retrieved SHA-256 hashes against those in the database to confirm that the correct data was associated
with each malware sample.

File Signatures: VirusTotal aggregates signature data from numerous antivirus vendors, offering
insights into how different engines identify the malware. This includes the specific malware family or
type as identified by various vendors, which is crucial for understanding how widespread and
recognized a particular threat is. The script compared the file signatures from VirusTotal with any
previously collected signature data, highlighting any discrepancies that might indicate a
misclassification or an update in the malware's identification by antivirus vendors.

Behavioral Reports: These reports provide in-depth details about how the malware behaves when
executed in a controlled environment. They include information on file system changes, network
activity, registry modifications, and any persistence mechanisms that the malware may employ. This
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behavioral data is essential for identifying the specific techniques malware uses to remain active on
infected systems. The behavioral reports from VirusTotal were cross-referenced with other data sources
to ensure consistency. For example, if a particular persistence technique was identified in VirusTotal's
behavioral analysis, the script checked for similar findings in other sandbox environments or analysis
tools. This step was crucial for validating the accuracy of the persistence techniques documented in the
research.

3.4.2. Analysis Using MalwareBazaar API

In addition to VirusTotal, the MalwareBazaar API was utilized to retrieve detailed information about
each hash. This included the date of first appearance, the malware family it belongs to, and its
classification. The data from MalwareBazaar was instrumental in identifying trends and commonalities
among the samples, particularly in terms of persistence techniques.

C© % bazaarabuse.ch/api/

MALWARE b#ﬁ?{sz Q Browse & Upload W Hunting <fAPI EBsExport @ Statistics @FAQ I About & Login

MalwareBazaar API

MalwareBazaar offers the following APIs to not only submit (upload) or dawnlaad malware samples but also ta do automated bulk queries obtaining intel form
MalwareBazaar

Submission Policy

ad) a malware sample
Query a malware sample (hash)

Query tag

Query signature

Query filetype

Query ClamAV signature

Query imphash

Query TLSH

Query telfhast

Figure 3 - MalwareBazaar API

3.4.3.De-duplication and Filtering

To enhance the relevance of the analysis, a de-duplication process was conducted, merging hashes from
different sources and removing any redundancies. The dataset was then filtered based on the date of
first appearance, focusing on recent malware samples (post-July 2023). This filtering ensured that the
analysis was up-to-date and reflective of the current threat landscape.

3.4.4.Detailed Behavioral Analysis

Selected samples were subjected to more in-depth behavioral analysis using online sandboxes such as
VirusTotal. These sandboxes provided detailed reports on how each sample behaves in a controlled
environment, with a particular emphasis on persistence techniques. The results were then added to the
database, linking each hash with its corresponding behavioral data.
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One of the crucial roles played by the data obtained from VirusTotal was to validate the collected
malware samples and act as a foundational element for further in-depth analysis of the entire malware
dataset. By categorizing malware samples, analysts were capable of having an idea of what some
specific ones could be used for amongst others. The classification information available at VirusTotal
helped in organizing it by its originators into different groups or families. This particular kind of
organization had to do with observing some similarities between different types of worms over time
thereby uncovering how they were related as well as their behavioral traits respectively. However, it
provided a basic guide for exploring various persistence techniques later on because certain malware
groups are known to apply exact strategies in order not to leave infected machines. Hence, this
investigation would pay much attention to how each family maintains itself on a computer or network
across a cybercrime campaign history.

Furthermore, it is worth noting that trend analysis could not be done without the help of VirusTotal
data. By grouping and reviewing metadata and behavioral reports from VirusTotal, researchers could
uncover newly emerging tendencies in malware behavior notably those concerning persistence
mechanisms. The trend analysis performed under this section enables us to understand what their
evolution has been like over time in response to security improvements happening across the globe
including developing bypassing techniques by tracking how each variant strategizes around new
security walls or utilizes fresh security exploitation points. By doing so, not only academic field
comprehend better the long-standing character of malware activity, especially regarding its resilience
against potential detection mechanisms at hand but also implemented security solutions could be useful
up-to-date (pointing out that) such things as patterns of growth/decay between arms manufacturers
developing arms malware developers malware. Such insights would also be crucial in real-world
security scenarios since they illustrate how malware is continually changing security measures and the
never-ending war between cybercriminals and their adversaries within the cybersecurity sector.

Finally, this enriched dataset together with the exhaustively gathered VirusTotal data enabled a more
differentiated and comprehensive examination of malware persistence ideologies; thus making all
conclusions based on them firmer.

3.5. Ethical Considerations

Malware research involves handling malicious software, which poses significant ethical and legal
challenges. This section outlines the steps taken to address these issues, ensuring that the research was
conducted responsibly and in compliance with legal standards.

3.5.1. Compliance with Legal Frameworks

All malware samples were obtained from sources that provide them for research purposes, and all
activities were conducted in compliance with the relevant legal frameworks. The use of VirusTotal,
MalwareBazaar, and other repositories was done by their terms of service, ensuring that the research
adhered to legal standards.
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3.5.2.Responsible Handling of Malware

To mitigate the risks associated with handling malware, all samples were analyzed in isolated
environments, such as virtual machines and sandboxes. This containment strategy ensured that the
malware could not spread or cause harm beyond the controlled environment. Additionally, the research
did not involve the dissemination or distribution of malware samples, further minimizing potential risks.

3.5.3.Privacy and Data Protection

The research did not involve any personal data, focusing solely on the technical aspects of malware.
However, care was taken to ensure that all data, including metadata and behavioral reports, was stored
securely and accessed only by authorized personnel. This approach safeguarded the integrity and
confidentiality of the research data.
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4. Analysis of Persistence Techniques in the MITRE ATT&CK
Framework

The extensive information system of the MITRE ATT&CK [41] framework describes adversarial
tactics and techniques that have been derived from actual observation. It is used by cybersecurity
personnel in analyzing the actions of cyber threats and in the formulation of measures that can be put
in place to detect and prevent these threats. Lots of efforts are paid to persistence tactics in the ATT&CK
framework as those tactics would enable adversaries to hold a long-term position in the target system,
meaning that the attackers would be able to continue their activities notwithstanding the reboots and
other attempts from the defending side to eliminate them.

4.1. Overview of Persistence Techniques

The persistence techniques are the procedures that the attackers employ to maintain access to a given
system in case there is a disruption such as rebooting or loss of terminal access. The MITRE ATT&CK
framework lists the techniques and sub-techniques to offer the analysts the details of how threats persist
and how to prevent them.

Some of the most notable persistence techniques in the MITRE ATT&CK framework include:
4.2. Registry Run Keys / Startup Folder (T1547.001)

Description:

Attackers alike, the Windows registry and Startup folder as a way to stay resident in a compromised
computer. For instance, they may change or add subkeys to system registry keys, including HKLM
Software Microsoft Windows Current Version Run, or HKCU Software Microsoft Windows Current
Version Run, which runs constantly when a user signs in. Furthermore, the attackers might copy viruses,
Trojans, or scripts in the startup folder, which will run at start time every time.

The method works well because the registry and the startup folder are legitimate parts of the Windows
OS dedicated to the auto-launch of applications. However, when in the hands of adversaries the same
mechanisms can be utilized to guarantee that commands such as executing more code is run repeatedly
to maintain reinfection on the affected machine. The ability to change, as well as combining these entries
and the fact that many security programs are not designed to track registry changes or modifications to
the startup folder in real-time makes this technique a favorite for attackers.

Impact:
For the bots and other malware, the use of Reg Run Keys and the Startup folder to install themselves

and to remain persistent is common as can be seen in all types of malware including the simpler adware
to the more advanced Advanced Persistent Threats.
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The main effect of this technique is that malware can be set to load with the operating system, and
therefore the malicious code can go on operating each time the system restarts or a user logs in. This
capability is essential for attackers who wish to have their malware persisting in the system for a very
long time even after restarts or log-outs.

Furthermore, the use of this technique fully incorporates Windows system functions that make it very
hard for a user to detect and remove it without assistance from a security program. The persistence
provided by modifying registry keys or the startup folder enables the further execution of other heinous
acts such as data theft.

4.3. DLL Side-Loading (T1574.002)

Description:

DLL side-loading is an advanced process of the adversary’s attack wherein the dumb Windows
application-exploitation method is utilized to launch a malicious program by controlling the way apps
load DLLs. This technique is the alteration of the DLL search order or the substitution of the genuine
DLL files with the forged ones. As a rule, at the start of an application, the required DLLs are loaded
from certain directories in a certain sequence. This process can be exploited by an attacker by placing
an attacker's DLL in the directory that an application is most likely to look for them or by renaming an
attacker's DLL to a legitimate DLL name that the application is expecting to find. When it is opened, it
loads the ill-intent DLL in place of the real DLL causing the attacker’s code to be run using the trusted
application.

Impact:

Another powerful method used by DLLSs is to stay undetected in a particular system and this is known
as side-loading. This technique enables the attacker to run his/her unauthorized code through a trusted
system process hence not arousing the alarm at first instance. The malicious DLL works under the
context of a system or application process hence making it hard to be detected by most security
solutions. This technique is quite nasty due to the fact it can be used to acquire higher-level access,
launch other malicious scripts, or set up a persistent presence on the suffered system in the wake of
reboots and system upgrades. However, DLL side-loading can be combined with such methods as code
injection as well as intensification of privileges to increase the efficiency of the attack as well as its
duration. This persistence achieved through DLL side-loading is especially hard to combat, for the
malicious DLL is nearly as looks identical to clean files, and, in many a case, the existence of the
malicious DLL goes unnoticed by antivirus software that chiefly uses file signatures in detection.

4.4. Scheduled Task/Job (T1053.005)

Description:

Scheduled tasks or jobs are a common feature in operating systems like Windows, allowing users and
administrators to automate the execution of scripts, programs, or commands at specific times or
intervals. Adversaries exploit this feature by creating new scheduled tasks or modifying existing ones
to ensure the regular execution of their malicious payloads. By leveraging the system's built-in task
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scheduler, attackers can specify when and how often their malware should run, whether it be at startup,
at a certain time of day, or after a specific system event (e.g., user login).

This technique is particularly insidious because the scheduled tasks can be configured to run with
elevated privileges, enabling the malware to execute with the same permissions as a trusted system
process or user. Furthermore, the scheduling process is typically transparent to the user, running in the
background without any visible indication that something is amiss.

Adversaries can also set up tasks to run only when the system is idle, further reducing the likelihood of
detection. The versatility and flexibility of scheduled tasks make them an attractive persistence
mechanism for attackers, who can ensure their malicious code continues to execute long after the initial
infection.

Impact:

The use of scheduled tasks or jobs for persistence is a powerful technique that significantly enhances
the survivability of malware within a system. By setting their malicious code to run at regular intervals,
attackers can ensure that their payload is executed consistently, even after system reboots or other
interruptions. This regular execution makes the malware much harder to remove, as it will continue to
reappear until the scheduled task itself is identified and deleted.

The ability to run with elevated privileges further increases the risk, as the malware can carry out a wide
range of actions, from altering system settings to exfiltrating sensitive data, without requiring additional
permissions each time it runs.

Additionally, because scheduled tasks are a standard feature of operating systems, their presence does
not typically raise immediate suspicion, allowing the malware to blend in with legitimate automated
tasks. This technique is especially useful in long-term campaigns, where persistence over weeks or
months is necessary to achieve the attacker's objectives.

4.5. Boot or Logon Autostart Execution (T1547.001)

Description:

Boot or Logon Autostart Execution is a persistence mechanism where an attacker ensures that the
system runs malicious code either at the time of booting up or during log-in. This method exploits the
autostart possibilities in most operating systems: the boot configuration files, the Windows registry,
logon scripts, or the startup folders. By placing the malware in these points of the system initialization,
the attackers guarantee that their code is run automatically every time the system is restarted or the user
signs in, without the user’s effort.

Another advantage of this technique is the flexibility of the implementation since it can be adapted to
the target environment in a variety of ways to name but a few where it can be applied, operating systems,
and configurations among others. Also, because most of these autostart mechanisms are intended to
start essential system services and user applications, these mechanisms are allowed by the system,
especially getting past the typical antiviral and firewall detectors.
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Impact:

The repercussion of Boot or Logon Autostart Execution on system security is considerable since the
malware is initiated the moment the system is launched, and this is most of the time before security
measures such as antivirus or firewalls are activated fully. It enables the malware to set foot in the
system and may even harm or neutralize protective mechanisms in anticipation of the moment when it
will be noticed and dealt with. If executed at that stage of the system's life cycle it can also escalate
privileges of the system, which may be used to alter the settings of the target system, add more malware,
or steal data.

4.6. Hijack Execution Flow (T1574)

Description:

Hijack Execution Flow is one of the most advanced methodologies employed by adversaries where
instead of allowing the legitimate process to execute its normal flow, the adversaries control the process
and alter the flow to have the process execute malicious code. This technique exploits legit processes
for they are trusted and hold certain privileges for execution and hence hides the execution of malware.
The hijacking can be accomplished in different ways, for instance through the use of a software defect,
or memory structures or through alteration of the path of execution of the target process.

Some of these techniques include the use of a technique where code is injected into the operating system
process memory space, such as the DLL injection, where the attacker injects code that will be loaded
by an executing process that is already running in the memory. One more type of attack is to substitute
or amend a genuine executable or a library with one containing extra unauthorized functionality.

These techniques enter the execution flow of the adversary’s code, which allows the code to run within
the context of a trusted process, which in the case of APIs makes it very difficult for security tools to
differentiate between normal and threatening behavior. This technique has a wide application scope
because it can be used at any stage of the cyber attack: getting initial access, acquiring user privileges,
maintaining presence, and hiding it from the system’s owner.

Impact:

Several consequences can be derived from Hijack Execution Flow, but to be more precise, it allows the
malware to run as a normal process, which makes it much more difficult to detect and analyze.

Through such redirection of the execution flow, the attacker can disrupt typical system functioning, take
control over crucial operations, and possibly obtain critical information or even raise the level of their
permissions. It is very useful in the way of maintaining persistence as the virus embedded itself in
trusted and normal processes that should run, this goes unnoticed by antivirus software.
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4.7. Service Registry Permissions Weakness (T1574.007)

Description:

Service Registry Permissions Weakness is a technique where adversaries exploit weak or improperly
configured permissions on service registry keys to redirect the execution of legitimate services to run
malicious code. In Windows operating systems, services are managed through registry keys that define
how and when they start, the executables they run, and the privileges they use. If the permissions on
these registry keys are not properly secured, an attacker can modify them to point to a malicious
executable instead of the intended legitimate service.

This manipulation allows the adversary to hijack the execution of the service, causing the system to run
the malicious code with the service's privileges whenever the service is started. This technique is
particularly dangerous because it exploits the inherent trust in system services, which are expected to
run as part of normal operating system functions. By targeting services that are automatically started by
the operating system, the attacker ensures that their malware is executed reliably and often with elevated
privileges, increasing the potential impact of the attack.

Impact:

The impact of exploiting Service Registry Permissions Weakness can be significant, as it allows
attackers to maintain persistence within a system by leveraging existing, trusted services that the
operating system routinely executes. Once the service registry key is modified, the malware can be
executed automatically each time the service is triggered, whether at system startup, upon user login,
or when the service is manually started.

This method is particularly effective because it does not require the creation of new services or
processes, which might raise suspicion; instead, it hijacks an already existing, legitimate service. This
approach makes the malicious activity harder to detect and increases the likelihood that the malware
will go unnoticed for extended periods. Furthermore, because services often run with elevated
privileges, the malware can perform a wide range of actions, from modifying critical system settings to
accessing sensitive data.

The use of this technique also complicates the process of removing the malware, as simply deleting the
malicious executable may not be sufficient if the service registry key is not also restored to its correct
configuration. The persistence gained through this method can be particularly resilient, allowing the
malware to survive system reboots and attempts to disable or remove it.

Overall, exploiting service registry permissions weaknesses is a powerful strategy for adversaries
seeking to maintain a covert and durable presence within a compromised system.
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5. Case Studies / Analysis

5.1. Analysis of Database Structure

The structure of the database comprises three main tables as follows:

n £ malware_collection all_hashes
@ id - int(11)
[ @ hash : varchar(64)

n & malware_collection malware_info \
, na nalware_collection hash_info
|

@ id - int(11) |
@ mal_hash - varchar(64) p | | @ id:int(11)

& detections : longtext b @ hash : varchar(64)

@ mitre_att_techniques : longtext @ signature : varchar(255)

Figure 4 - Database Structure for the Malware Techniques Analysis

Table all_hashes
id: Integer number used as a primary key
hash: Variable character field used to store hash values representing malware samples

Table hash_info
id: Integer number used as a primary key
hash: Variable character field linking to hashes in the all_hashes table
signature: Variable character field containing signature or name associated with the malware

hash

Table malware_info
id: Integer number used as a primary key
mal_hash: Variable character field linking to hashes in the all_hashes table
detections: Longtext field, where one may expect to find some information about detections

associated with the malware
mitre_att_techniques: Longtext field that is thought to contain the list of MITRE ATT&CK

techniques related to this malware.
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This structure supports the storage and retrieval of data on malware. All_hashes acts as a starting point
because hash_info and malware_info provide additional details that can be queried based on their values
in hashes.

5.2. CSV Files Analysis

CSV files which you mentioned earlier are purposed for conducting statistically meaningful analyses
as well as visualizing malware persistence techniques. Here is how one can use this data:

@ 1.most_common_persistence_techniques.csv
@ 2.persistence_distribution_across_families.csv
@ 3.persistence_defense_evasion_correlation.csv
@4.unique_persistence_techniques_per_signature.csv
@ 5.persistence_impact_on_detection.csv

@ B.multi_persistence_counts.csv

@ 7.persistence_by_signature.csv

@ 8.least_common_persistence_techniques.csv

@ 9.persistence_command_control_correlation.csv
@ 10.detection_rates_by_av.csv

@ 11.common_defense_evasion_technigues.csv
@ 12.credential_access_techniques.csv

@ 13.multi_tactic_detection_impact.csv
Figure 5 - CSV Files for categorization and correlation Analysis

Most Common Persistence Techniques

A file listing various persistence techniques and their frequencies. This file can help one to realize the
most common forms of persistence among malware, thus being able to predict their behaviors for
effective countermeasures.

Persistence Techniques by Signature

This document maps out a specific signature for each instance of malware, along with the techniques
used to make it persistent. For example, military-grade algorithms or hats control communications lines
during attacks through radio signals since they remain undetectable at first glance but have high power
levels, making them hard targets.

Trend and Correlation Analysis

These include files like persistence_defense_evasion_correlation.csv and,
persistence_command_control_correlation.csv which aim at correlating these types of operations. It’s
true that through understanding these patterns' law enforcement agencies and national security
organizations continue tracking suspects involved in terrorism-supporting activities online/offline
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across nations worldwide since the internet provides such people with anonymity therefore enabling
secure communication channels between them.

Statistical and Visualization Outputs

These files are typically in diverse CSV formats depicting various counts, distributions, and correlations
used to feed visualization scripts that create graphs and charts that reveal significant patterns within
data.

For example, a file named “persistence_impact_on_detection.csv”’ can be used to plot how various types
of persistence affect the detection rates of antivirus programs.

Python Scripts

Those Python scripts you have were created for specific purposes concerning extraction, processing,
and analyzing data; here is an outline of what would possibly entail.

5.3. Data Collection

Automating the process of downloading malware samples along with their corresponding hashes from
different malware sources are some of the major goals these python scripts aim to achieve, which
include collect_hashes_mal_bazaar.py, collect_hashes virus_share.py, and collect_hashes_zoo.py.

Collect_hashes_mal_bazaar.py python script is designed to interact with the MalwareBazaar API to
retrieve malware-related hashes based on different tags, store these hashes in a file, and ensure that there
are no duplicate entries

File “collect_hashes_virus_share.py* is designed to download hash files from the VirusShare website
and save them to a specific directory on your local machine. The script automates the process of
downloading different hash files from VirusShare. These files possibly have the MD5 hashes of samples
of malicious programs that can be helpful in the security field, for malware analysis or other
cybersecurity activities. The script makes sure that all given files are downloaded and saved in an
orderly manner, taking into consideration cases when some folders have disappeared or downloads have
failed.

The file “collect_hashes_zoo.py* is the script that automates the process of downloading a large
collection of malware samples from the "TheZoo" repository, extracting SHA-256 hashes from these
samples, and storing them in a single text file. This is useful for researchers, analysts, and anyone
working with malware data who needs a consolidated list of malware hashes for further analysis,
matching, or threat intelligence purposes.

File “collect_malware_info” is a script provided to process and clean malware-related data stored in a
database, focusing on extracting specific information such as persistence techniques and antivirus
detections. It connects to a database using credentials from a configuration file, loads relevant tables
into data frames, processes JSON data related to MITRE ATT&CK techniques and antivirus detections,
and merges this information with hash signatures. Finally, the cleaned and enriched data is saved into
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CSV files for further analysis or reporting. The script automates the extraction of critical insights from
raw malware data, streamlining the analysis process for cybersecurity professionals.

This ensures that unique hashes remain by merging datasets using combine_hashes.py or
combine_virusshare_hashes.py to combine these two files and remove duplicates present in either file
Data Processing. To get a specific malware signature from some outside sources like VirusTotal then
add this information into a database is carried out by get_hash_signature.py and insert_hashes_to_db.py
scripts. There is also a script named reduce_hashes_based_on_date.py which helps filter out specific
criteria from the dataset such as focusing more on recent samples among others Data Analysis and
Visualization.

These scripts include insight_generation.py and plot_creation.py which perform statistical analysis on
the processed data and generate visualizations out of it. The aim is to create documents that use clean
data ready for reporting or other kinds of analysis Next Steps. To explain in more details for each script,
a short description is provided:

insert_hashes_to_db.py: This script processes a list of hashes from a file and inserts them into a
MySQL database. It reads the hashes, connects to the database, and inserts each hash into the all_hashes
table, ensuring that duplicate entries are handled appropriately.

reduce_hashes_based_on_date.py: This script filters malware hashes based on the date they were first
seen, as reported by the MalwareBazaar API. It reads a list of hashes, queries the API to retrieve the
date for each hash, and saves only those hashes that meet the specified date criteria to a new file.

get_hash_signature.py: This script retrieves signatures for malware hashes by querying the
MalwareBazaar API. It reads hashes from a file, queries the API for each hash to obtain its signature,
and stores the hash-signature pairs in a MySQL database, aiding in the classification and analysis of
malware samples.

rescan_hashes_VT.py: This script interfaces with VirusTotal's API to rescan and retrieve detailed
reports for a range of malware hashes stored in a MySQL database. It extracts information such as
antivirus detections and MITRE ATT&CK techniques, and saves this data back into the database,
enriching the malware data with up-to-date threat intelligence.

insight_generation.py: This script processes malware data stored in a CSV file to generate various
insights related to persistence techniques, defense evasion, and other tactics. It performs analysis on
these techniques, calculates their frequency and impact on detection rates, and outputs these insights
into new CSV files, facilitating further analysis or reporting.

plot_creation.py: This script generates visualizations from the insights data produced by the
insight_generation.py script. It creates various plots such as bar charts and heatmaps that illustrate the
prevalence and correlation of different malware techniques, as well as the impact of these techniques
on detection rates. The plots are saved as image files for easy reference and presentation.

reform_zoo_hashes.py: This script is used to extract and clean hash values from text files within the
"TheZoo" repository. It processes these files to isolate unique hash values, which it then saves in a
sorted format to a new text file, ensuring a clean and organized dataset of malware hashes.
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6. Results

6.1. Most Common Persistence Techniques

The following chart illustrates the most common persistence techniques employed by malware, with
the techniques listed on the y-axis and their respective occurrence counts on the x-axis. Notably, "Hijack
Execution Flow" and "DLL Side-Loading" emerge as the most prevalent techniques, each exceeding
5000 occurrences.
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Figure 6 - Most Common Persistence Techniques

These methods involve altering the normal execution flow or loading malicious DLLS into processes to
maintain persistence. "Boot or Logon Autostart Execution” and "Registry Run Keys / Startup Folder"
also feature prominently, suggesting that malware often targets system startup processes or modifies
registry entries to ensure execution during system boot or user logon. Additionally, "Scheduled
Task/Job™ is a commonly used method that enables malware to persist by scheduling tasks to run
automatically at designated times or intervals. Although less frequent, techniques such as "DLL Search
Order Hijacking," "Pre-OS Boot," and "Systemd Service" still warrant attention.

The plot underscores that malware primarily relies on hijacking execution flows and manipulating DLL
loading processes to achieve persistence, likely due to their effectiveness and the challenges in
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detection. Understanding these techniques is critical for crafting effective detection and mitigation
strategies to thwart malware from establishing a long-term presence on compromised systems. The
diversity of techniques also highlights the importance of comprehensive security measures that address
multiple persistence vectors.

6.2. Top Persistence Techniques Across Selected Signatures

The heatmap in the following figure visualizes the distribution of top persistence techniques across
various malware signatures, with the y-axis listing different malware types such as AgentTesla and
QuasarRAT, and the x-axis representing distinct persistence techniques. The color intensity indicates
the frequency of each technique within each malware signature, with darker shades representing higher
counts.
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Figure 7 - Top Persistence Techniques Across Selected Signatures

AgentTesla emerges as one of the most versatile malware families, extensively using techniques like
"DLL Side-Loading," "Hijack Execution Flow," "Registry Run Keys / Startup Folder," and "Scheduled
Task." These methods are central to its persistence strategy, with some techniques appearing over 400
times.

Similarly, RedLineStealer and Formbook show a strong reliance on "Hijack Execution Flow™" and "DLL
Side-Loading," suggesting a shared approach to achieving persistence. QuasarRAT, on the other hand,
focuses heavily on "Registry Run Keys / Startup Folder" and "Scheduled Task," indicating a preference
for methods related to system startup and task scheduling. Malware such as AZORult and XWorm make
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significant use of the "Windows Service" technique, which ensures the malware runs continuously by
configuring system services.

In contrast, less sophisticated or less widespread families like OrcusRAT and Metasploit show minimal
use of multiple persistence techniques, possibly reflecting a more targeted or specialized application.

In conclusion, the heatmap highlights that certain malware families, particularly AgentTesla,
RedLineStealer, and Formbook, employ a diverse array of persistence techniques, making them more
resilient and difficult to eradicate. This flexibility in using various techniques likely contributes to their
success in remaining undetected in infected systems. The consistent application of methods like "Hijack
Execution Flow" and "DLL Side-Loading" across multiple malware families underscores their
effectiveness. Additionally, the dependence of specific families on techniques such as "Registry Run
Keys / Startup Folder" suggests that focusing on these areas in security strategies could be key to
mitigating the impact of certain malware types. Overall, the plot emphasizes the need for comprehensive
security measures capable of detecting and countering a broad spectrum of persistence techniques across
different malware signatures.

6.3. Correlation Between Selected Persistence and Defense Evasion Techniques

The following figure shows the correlation between chosen persistence methods intact by malware from
this website and some defense evasion methods giving them a tough time. On the y-axis, we have listed
several kinds of persistence techniques, while on the x-axis there are different categories in which
defense evasion tactics fall. Darker patches on this heat map signify a higher frequency of each
combination of techniques.
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Figure 8 - Correlation Between Selected Persistence and Defense Evasion Techniques
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If we look at the relationships between DLL Side-Loading and Hijack Execution Flow there is a good
match between them and several defense evasion techniques such as hiding artifacts, obfuscated
files/information as well as virtualization/sandbox evasion. Therefore, it can be argued that whenever
malware uses any of these methods to stay in a computer system without being removed or analyzed, it
employs other advanced mechanisms for preventing detection and analysis processes from finding it.

The other pairings include Boot or Logon Autostart Execution with Obfuscated Files or Information,
and Registry Run Keys / Startup Folder with Virtualization/Sandbox Evasion. This means that
whenever malware uses methods that will make it start up when the system boots or during user logon,
it will also employ advanced evasion techniques to ensure that it cannot be detected at these points.

Scheduled Task/Job significantly correlates with Hijack Execution Flow and Modify Registry in this
way, as these may be used together to maintain system access points by combining scheduled tasks for
persistence with registry modifications and execution hijacking by the malware.

Windows Service has a mild relationship to several obfuscation methods, particularly to “Obfuscated
Files or Information” and “Virtualization/Sandbox Evasion,” pointing out the commonality between
hiding measures and the virtual machine escape technology within its context.

Observing the diagram, seems that Malware usually makes sure it links persistent methods with robust
defense evasion plans in order not only to work but also to avoid detection. This is a clear demonstration
of high-level obfuscation mechanisms that make popular evasion scenarios such as DLL side-loading
or process hijacking notable examples of persistence strategies integrated with modern antivirus
immunity options like full-system scans for rootkits; besides, when we examine how Obfuscated Files
& Information and Virtualization/Sandbox Evasion appear next to Boot or Logon Startup Modules you
suddenly realize that security products must deal with both issues simultaneously if we are going fight
back against it. In general terms, this illustration stresses that elaborate malware programs deal with
two-dimensional issues concerning persistence and avoidance, thereby making cybersecurity as a whole
should be comprehensive enough to include these ideas.
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Figure 9 - Top Unique Persistence Techniques by Top Signatures
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This heatmap illustrates the unique persistence techniques employed by various top malware signatures.
The y-axis lists different malware signatures, while the x-axis represents specific persistence
techniques. The color scale indicates the presence (1) or absence (0) of each persistence technique
within a given malware signature, with darker shades corresponding to the presence of the technique.

The heatmap reveals that certain persistence techniques are widely shared across multiple malware
signatures. Techniques such as "Registry Run Keys / Startup Folder," "Scheduled Task/Job," "Hijack
Execution Flow," and "DLL Side-Loading" are commonly utilized, appearing in nearly all the listed

malware families.

AgentTesla, QuasarRAT, and RemcosRAT display a comprehensive use of various persistence
techniques, suggesting that these malware families are highly versatile in maintaining persistence within
a system. Their strategy appears to involve multiple redundant methods to ensure they remain

operational despite potential detection efforts.
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Conversely, some malware families, such as Adware, Generic, and Bazal oader, show a more limited
range of persistence techniques. This could imply a more focused or less sophisticated approach to
persistence, possibly making them easier to detect or remove.

The uniformity of technique usage across many malware families suggests a standardized approach to
persistence, where specific methods have proven highly effective and are thus adopted widely across
different malware types.

6.5. Top Persistence Techniques Impact on Detection Rates

This graph (Plotting Graph) shows how different persistence techniques affect detection rates. The x-
axis shows various techniques, while the y-axis displays average detection rates in percentage form.
Mostly, when a certain persistence technique is commonly recognized by security tools, it indicates
more detection instances as represented by higher bars.

Notably, in the case of the Path Interception through Search Order Hijacking technique it has the highest
average detection rate, implying that most security mechanisms are aware of it due to its widespread
knowledge in addition to the reliable means used in detecting it.

Taking the example of Active Setup, Applnit DLLs, and Winlogon HelperDLLs, all these methods have
high rates of detection showing that they are mostly listed as high-risk activities of system starting up
and manipulating of dynamic linked libraries by security solutions. Otherwise, refer to Account
Manipulation and System Firmware manipulation techniques which involve more sophisticated
modifications on user’s accounts or motherboards in general have medium rates of detection due to
ongoing improvements in the field of IT security tools that identify them.

However, methods like creating an Account or Changing Folder Associations were slightly lower than
most others for reasons that could be due to their complex nature or because they are not as well covered
by other programs available today. This figure suggests that while some of these tactics can be
efficiently detected; others might not always be caught. The conclusion here is that we still need better
detection capabilities covering more techniques, thereby leading to sturdy defense measures against
routine and rare persistence strategies.

42



Results

Top Persistence Techniques Impact on Detection Rates
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Figure 10 - Top persistence impact on detection

6.6. Frequency of Multiple Persistence Techniques in a Single Malware Sample

The following chart displays the frequency of the number of persistence techniques used in individual
malware samples. The x-axis represents the number of persistence techniques employed by a single
malware sample, while the y-axis indicates the count of malware samples utilizing that number of
techniques.

The majority of malware samples, totaling 9,331, do not use any persistence techniques, which could
imply that these samples rely on other methods for their effectiveness or do not require persistence due
to their operational nature. A significant number of malware samples, 3,806, utilize exactly two
persistence techniques, followed by smaller but notable counts for those employing three (1,311) and
four (1,471) techniques.
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Frequency of Multiple Persistence Techniques in a Single Malware Sample
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Figure 11 - Frequency of Multiple Persistence Techniques in a Single Malware Sample

This suggests that while some malware may rely on a single method of persistence, there is a substantial
portion that implements multiple techniques to ensure resilience and longevity within the infected
system. The usage of five or more persistence techniques in a single sample is considerably less
common, with the count gradually decreasing as the number of techniques increases. This trend
indicates that while malware can employ multiple persistence methods, such complexity is relatively
rare, likely due to the increased sophistication and effort required to implement and manage numerous
techniques effectively.

The chart highlights that most malware samples either do not use persistence techniques or rely on a
limited number of them, with a sharp drop-off in frequency as the number of employed techniques
increases. This suggests that while some malware may be highly sophisticated, with multiple methods
to maintain persistence, the majority tends to use simpler approaches, possibly balancing effectiveness
with the complexity of implementation. Security strategies should, therefore, focus on detecting and
mitigating the more common single or dual-technique approaches, while also being mindful of the
potential for more complex, multi-technique threats.

6.7. Comparison of Persistence Techniques Across Selected Signatures

A comparison of various malware signatures by the use of different persistence methods is presented in
this heatmap. The vertical axis presents several different known malware signatures ranging from top
to bottom, while the horizontal axis depicts each specific technique used to maintain itself in the system.
In each cell, shade represents how often a given technique was applied by the particular malware
signature, with dark colors indicating greater use.
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Comparison of Persistence Techniques Across Selected Signatures
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Figure 12 - Comparison of Persistence Techniques Across Selected Signatures

AgentTesla heavily depends on “DLL Side-Loading” and “Hijack Execution Flow,” which have the
highest counts among the signatures shown on them. This also means that it largely uses “Registry Run
Keys / Startup Folder” as well as “Windows Service” which enables it to be persistent in many ways.

Formbook, on the other hand, exhibits considerable affinity for the ‘Hijack Execution Flow” and ‘DLL
Side-Loading’ modes, suggesting that they may be sharing the same persistence mechanisms with
AgentTesla. Additionally, this malware relies mostly on “Registry Run Keys / Startup Folder” and
“Scheduled Task/Job” which makes it further entrenched.

Other malware like PureLogStealer, QuasarRAT, and XWorm do use “Hijack Execution Flow” heavily
but apply it differently from AgentTesla in terms of less use of other techniques such as ‘Registry Run
Keys / Startup Folder’ alongside ‘Scheduled Task/Job’. In particular, for PureLogStealer there are many
alternatives including Creative Installer and Keylog-FTW concerning its distribution.

AZORult, VenomRAT, and njrat apply a wide range less intensely of various persistence techniques
such as “Boot or Logon Autostart Execution” and “Windows Service”. Thus, these malware types are
somewhat persistent across the entire spectrum of methods used by it during the targeted system’s life
these days.

From the results, we can conclude that particular malware families, such as AgentTesla, and Formbook,
strictly depend on several unique forms of persistence methods for example “DLL Side-Loading” and
“Hijack Execution Flow” (these techniques are their key pillars for staying hidden and running). They
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indicate a rigorous layered approach along with other mechanisms like ‘Registry Run Keys/Startup
Folder’. On the other hand, AZORult or VenomRAT embrace a more varied but less efficient
persistence strategy. This implies that differentiating between various Malware Families in terms of
their flashing skills is crucial for successful detection and mitigation appropriate to each of such threats
hence typed.

6.8. The Least Common Persistence Techniques

In the bar chart, the least common persistence techniques used by malware are depicted; the x-axis
shows the occurrences of each technigue with the count, while the y-axis shows names of specific
techniques for persistence. All listed techniques in the chart are characterized by very low occurrences
of malicious software samples shown in the chart. Each of the Authentication Package, Network
Provider DLL, and Screensaver are rarely used in analyzed malware samples, once. They might be less
popular than other methods because they are specific or there are more effective substitutes.

Least Common Persistence Techniques
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Figure 13 - Least Common Persistence Techniques

Security Support Provider and Modify Authentication Process also have low instances showing that
they are not the most preferred when it comes to how persistence is maintained by malware for example
by making the system less secure, but they are unfriendly particularly to most coders as they may contain
complex codes.

On the other hand, Launch Daemon, Path Interception by Search Order Hijacking, and Local Accounts
are slightly more frequent though among the least popular ones; hence might be applied under special
circumstances or by certain types of malware.
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Change Default File Association, Launch Agent and Local Accounts are the most common among the
least common techniques, each appearing twice. This small rise means that such methods could
sometimes be prudent for given varieties under various conditions.

Thus, the table shows that some modes of persistence are rarely used in data invasion programs; the
implication is that concerning other known modes, these may be too specialized or may simply not
work well in general. Authentication Package and Network Provider DLL indicate rare cases where
they are adopted as primary methods for maintaining access rights on a computer, probably because
they require expertise or can be effective only in certain environments. However, Change Default File
Association and Launch Agent are the most recurrent way among uncommon ones, implying that albeit
not widely spread, on a few occasions they can be meaningful in certain contexts. Security professionals
need to be conscious of these rare strategies since their infrequency might result in lower concentration
on defense mechanisms, thereby allowing a greater number of sophisticated or targeted malware to
enter without being detected.

6.9. Relationship Between Selected Persistence Techniques and Command & Control

The heatmap was used to guide the exploration of the connection between chosen persistence technigues
and malware’s use of command and control (C2) techniques. On this heatmap, different C2 techniques
are illustrated horizontally, while a variety of persistence methods are represented on the vertical axis
of the chart. This means that the darker the color of a cell is, the more frequent the occurrence of a
certain pair of persistence and C2 techniques.

Hijack Execution Flow, DLL Side-Loading, and Boot or Logon Autostart Execution are the most
commonly encountered persistence techniques which are also associated with several C2 techniques. In
other words, this implies that these methods remain important for facilitating communication between
malware and its command center even as they guarantee the longevity of such infectious agents on
compromised devices through processes like hiding within the Windows' root files as well as
reinstallation in case their registry entries were removed.
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Relationship Between Selected Persistence Techniques and Command & Control
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Figure 14 - Relationship Between Selected Persistence Techniques and Command & Control

Registry Run Keys / Startup Folder and Scheduled Task/Job also have strong links with some types of
C2 methodologies, especially those involving ‘Non-Application Layer Protocol’ and ‘Encrypted
Channel’. Consequently, it is speculated herein that such methods are often utilized by malware
requesting stable communication with remote servers to take instructions or steal information from
them.

However, this is not the case when it comes to some less often observed persistence techniques. The
correlation between Office Application Startup, Services File Permissions Weaknesses, and C2 shows
that these might be used in certain specific or rare malware entities. For example, a moderate level of
relationship between Windows Service and Shortcut Modification can be seen across various C2
methods, particularly ‘Non-Application Layer Protocol’ and ‘Encrypted Channel’. This indicates that
although they are not dominant methods of persistence, they contribute to the continuous C2
communication in certain malware samples.

In summary, the heatmap vividly demonstrates that some specific persistence mechanisms, namely
Hijack Execution Flow, DLL Side-Loading, and Boot or Logon Autostart Execution, tend to go hand
in hand with numerous command and control techniques. Thus, such an approach secures
communication between the malware and its command center, at the same time keeping an unwanted
presence on the system of an affected user. In this context, therefore, it is imperative for cybersecurity
strategies to address both C2 and persistence as joint forces, since when combined they make malware
more resilient and stealthy. The findings concerning different correlations further show that there are
diverse strategies used by various families of malware, and thus comprehensive detection and mitigation
approaches should be developed that take into account persistence and command and control
relationships.
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6.10. Top 20 Detection Rates Across Different Antivirus Vendors

The following chart shows the detection rates of the top 20 antivirus vendors; on the x-axis, you have
the detection rate (ranging from 1) while the y-axis lists various antivirus solutions. The malware
vendors are ranked from highest to lowest in terms of ability to detect and flag malicious samples.
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Figure 15 - Top 20 Detection Rates Across Different Antivirus Vendors

The top three vendors in terms of detection rates are Lionic, MAX, and Ikarus, showing that they are
the most effective at detecting malicious programs and preventing their execution. These three always
have higher rates for identifying programs that are harmful than the rest of the 20.

In addition to the above, Emsisoft, Symantec, and FireEye also exhibit notable detection capacities,
placing them among the best-performing companies when it comes to this task.

Although appearing towards the bottom half of the list of 20; Microsoft still maintains reasonable rates,
which shows that the lower quarter still competes fairly well against the rest of the market.

Since these optimal virus detectors are rather closely clustered together, it means that their performance
is equivalent except under specialized circumstances or environments.

We can conclude that Lionic, MAX, and Ikarus are outstanding performers in dealing with malware as
depicted in the chart on the vendors. A slight variation across detection rates may not necessarily mean
much, since most top-end antivirus programs offer very high levels of security to your system. The
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competitive nature of the antivirus flagger business is more pronounced, where vendors must always
find ways to improve their system’s effectiveness if they are going to stay in competition at all times.
This means that users and organizations looking for these companies would rather look at other factors
like specific feature sets rather than just how well can it detect the virus, this is because these will come
with different performance costs.

6.11. Top 10 Common Defense Evasion Techniques
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Figure 16 - Top 10 Common Defense Evasion Techniques

The x-axis of this bar graph shows the top ten most used techniques by malware for avoiding detection,
while the y-axis reveals how many times each technique was seen in reports. On this chart, we see that
some of the methods most commonly employed by malware include such actions as

¢ hiding from antivirus software, firewalls, or other protective software applications

e changing its code so that it would not be recognized as harmful or suspicious software by these
same programs

e Dblocking any responses made against it while still operating normally, and otherwise trying
anything conceivable within their power not to let anyone know what is going wrong inside of
them.
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Credential Access Techniques
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Figure 17 - Top 10 Prevalence of Credential Access Techniques

The chart above highlights the top 10 credential access techniques used by malware to obtain sensitive
information. The x-axis represents the count of occurrences for each technique, while the y-axis lists
the specific credential access technigques. The chart demonstrates which methods are most commonly
employed by malware to gain access to user credentials.

Input Capture is the most prevalent technique, with a significantly higher count than the
others. This method involves intercepting user inputs, such as keystrokes, to gather sensitive
information like passwords or credit card numbers, making it a powerful tool for attackers.
OS Credential Dumping is the second most common technique, indicating that many malware
variants attempt to extract credentials directly from the operating system's memory or security
databases, such as the SAM (Security Accounts Manager) on Windows systems.

Unsecured Credentials and Steal Web Session cookies are also frequently used methods, with
the former exploiting poorly protected or stored credentials and the latter capturing session
cookies to hijack web sessions and impersonate users.

Techniques such as Credentials from Password Stores and Credentials in Registry are
employed to extract stored credentials, either from password managers or system registries,
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respectively. These methods underscore the risks associated with storing sensitive information
in easily accessible locations.

e Credentials from Web Browsers and Credentials In Files are similarly common, targeting
credentials stored in web browsers or plain text files on the system.

o Keylogging, a method that captures every keystroke made by the user, remains a notable but
less common technique, likely due to its intrusive nature and the risk of detection.

e Stored Application Data is the least prevalent technique among the top 10, indicating that
while some malware may target data stored within applications, this approach is less favored
compared to other methods.

The chart reveals that Input Capture and OS Credential Dumping are the leading techniques used by
malware to gain access to user credentials, highlighting the critical importance of securing input
methods and operating system credential storage. The prevalence of methods that exploit unsecured
credentials and stored data underscores the need for robust security practices, including the encryption
of sensitive information and the use of secure password management tools. Understanding these
common credential access techniques is vital for developing effective countermeasures to protect
against credential theft and unauthorized access.

6.13. Impact of Multi-Tactic Malware on Detection Rates

The plot in Figure 17 shows how the number of tactics used by malware affects their average detection
rate. The x-axis indicates the number of tactics used by a single malware sample, while the y-axis
represents the average detection rate. The plot was used to understand how malware complexity in terms
of the number of tactics used influences the chances of its detection by security tools.

At low figures there is generally low detection sensitivity; as noted earlier stricter algorithms will always
manage to detect any questionable activity regardless of its size (particle-wise) within an instance when
looking at these results specifically- close inspection reveals an inverse relationship between our two
variables meaning; if one goes up then other goes down this implies that the more action points
employed in malware the higher probability it will be caught by protection systems; this might be due
to multiple tactics having its ‘digital mark’ on the virus, so there is no way it can be missed. At the
lower end, the rate of detection decreases for those instances where there are fewer types of malicious
software actions.

Throughout this trend, there are instances of variations with a notable decrease of around 30 tactics
before going up again upon completion30. It can be interpreted as changes in terms of how well certain
combinations are detected using different specified techniques. The highest detection rates occur when
malware makes use of between thirty-five (35) and forty (40) tactics, which shows that while multi-
tactic malware may involve greater complexity as well as being more hazardous, it also becomes easier
to identify when it employs a broad spectrum.

From the chart, it can be seen if the complexity of malware increases by employing more tactics, then
its rate of detection also increases. So that reflected multi-tactic malware, although complex could mean
easy detection as it’s seen from far away by detection tools through various activities. Such fluctuations
suggest varied efficacies in detection mechanisms based on particular combinations of tactics.
Consequently, security measures should address the degree of malware sophistication and type
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multiplicity to allow for all-encompassing detection skills necessary for simple and complex threats
alike.
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Figure 18 - Impact of Multi-Tactic Malware on Detection Rates
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7. Discussion

Thus, the analysis is not without value as it will render some insight into the behaviors, indications, and
ways of persistence to show how much problem and difficulty lies before those defending against these
threats (cyber cadre).

The popularity graph of persistence methods illustrates that malware chiefly depends upon certain
techniques such as Hijack Execution Flow and DLL Side-Loading which are used extensively due to
their capability of maintaining presence within compromised systems. These methods have much
emphasis on making malware remain strong enough against any attempt to remove them by associating
them with ways that systems use like Registry Run Keys as well as Scheduled Task/Job so that they can
start each time the computer boots up; thus, ensuring their continuous existence irrespective of efforts
made to eliminate them from infected machines. This underscores the importance of elaborate security
systems capable of identifying and stopping these kinds of attacks, which are used frequently.

The existence of some malware families like AgentTesla and Formbook which have been found to use
a variety of persistence techniques across different malware signatures can be discussed further in light
of this distribution. Machines infected with such malware must always stay under their control and, for
this reason; they have been designed such that they evade being discovered by antivirus software to
avoid creating problems that may impair them...

Comparison is the occurrence of these methods in class A and B types of malware signatures, which
helps in understanding how particular strains have been able to evolve. Although certain families may
use only a few persistence mechanisms leading to easier identification and subsequent elimination by
security programs, there are still aspects of concern based on their specific characteristics.

Another common feature within malware includes combining multiple persistence methods with
defense evasion tactics so that the former is enhanced by the latter. Their pairing together makes it very
difficult for detection to be done, especially when they merge with others like Virtualization/Sandbox
Evasion along with Obfuscated Files. The fact that they use these approaches hints at a necessity, then
— we need an approach towards finding such dangerous software that involves looking at it from
different perspectives.

But then it was observed through an analysis made on its detection rates that detection of this kind of
malware remains difficult through some persistence techniques like Path Interception by Search Order
Hijacking while others like Create Account and Change Default File Association often go unnoticed.
This is an indication that there is a continuous need for improvement of detection technologies to
address mostly less commonly used techniques.

However, if one looks at the Multiple persistence techniques in a single malware sample frequency
chart, we see that although most samples do not have numerous persistence techniques, quite a number
use more than one such technique to enhance their resilience. This means that even though the majority
still relies on single-method persistence mechanisms; there seems to be an increasing trend towards
multiple approaches, perhaps for increased chances of remaining undetected. This calls for simple and
complex persistent strategies that should be observed by security players.

54



Discussion

A comparison of persistence techniques across different signatures suggests that some families have
advanced in the use of several persistence methods. In particular, one may argue that AgentTesla and
Formbook could be difficult to remove due to the extensive use of persistence techniques as shown
above. Such security should be developed and adopted to be able to eliminate multiple persistence
methods within a single malware sample.

However, exploring the rarest persistence techniques gives an insight into less frequently used
specialized approaches which can still threaten computer systems’ security. This might translate to less
concern about their detection, as there are hardly any cases where they are used. Consequently, specific
malware developers tend to explore some niche fields to avoid detection.

The relationship between persistence and command and control method in use helps to understand how
these aspects are interconnected in malware design. As a result, effective detection must not only be
based on knowledge about those methods that sustain the malicious software but also about their Control
channels.

According to the detection rates across different antivirus vendors, it can be pointed out that in the
antivirus market, there are such high performers as Lionic, MAX, and Ikarus. This implies that although
there is a minimal gap between them concerning how many numbers of viruses can be detected by either
one, continuous innovation and enhancement should keep them at current high levels.

However, the analysis of the prevalence of credential access techniques shows that malware tends to
prefer certain methods to others such as Input Capture and OS Credential Dumping for extracting
valuable information, hence it brings about numerous challenges in terms of security controls around
credentials also imposing data breach risk through unauthorized access to sensitive data.

Finally, examination of multi-tactic malware impact upon detection rates proves that more tactics
generally enhance detection frequency, though at times rates fluctuate indicating varying levels of
efficacy for different combinations of tactics. This makes it necessary to develop flexible techniques
capable of changing concerning the increased complexity of malware, especially when it comes to using
a greater number of deceptive modes to avoid being found required for detection purposes.

In conclusion, this discussion focuses on the intricate nature of modern-day malware which often uses
a combination of sophisticated persistence, evasion, and credential access methods as a way of
surviving.
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8. Conclusion and Recommendations

In this thesis, malware persistence techniques have been extensively studied with an emphasis on their
prevalence, effect on detection rates, and how they work with different command and control strategies.
An analysis found that certain persistence mechanisms for example Hijack Execution Flow and DLL
Side-Loading are mostly used by malware since they enable them to remain in a system even after being
infected. They help them survive system reboots and thus make detection and removal processes hard.
This makes them significant security challenges that must be addressed adequately. The research also
concluded that AgentTesla, Formbook, and other malware families use different kinds of chronic
methods, making it hard to entirely erase them. Furthermore, some of the malware samples used more
than one persistence technique which made them more complicated to detect, hence there is a need for
modernized security software capable of recognizing such threats and providing appropriate responses
when it comes to defense against software.

The study, however, showed that there exists a relationship between the persistence techniques used by
malware and command and control mechanisms that ought to be understood. Such persistence
techniques however largely depend on command and control strategies such as execution flow hijacking
or DLL manipulation, hence the importance of simultaneously addressing both these aspects through
an integrated approach in terms of detection. The research found that when it comes to defense evasion,
there are common techniques such as obfuscation or virtualization/sandbox evasion which are most
often used by the malware, indicating a clear shift by this group from traditional security tool detections.
This shows that there still exists a continuous arms race between malware developers and cybersecurity
professionals, with each side constantly evolving its tactics and technologies.

Enhance Detection Capabilities: Continuous improvement in detection technologies is a must, given
the sophisticated persistence and evasion techniques employed by modern malware. Security solutions
should focus on developing advanced algorithms that can detect and neutralize threats that use multiple
persistence methods or sophisticated evasion tactics like obfuscation Integrated Security Solutions: It
would be important for cybersecurity frameworks to integrate more detection mechanisms into their
systems that can address both persistence and command and control tactics thus making it possible for
intercepting any communication between a command center and a malware sample which has managed
to establish persistence.

Focus on Common and Rare Techniques Although it is important to defend against commonly used
persistence techniques like Hijack Execution Flow, security strategies should also take into account less
frequently used but potentially dangerous methods. This comprehensive approach will help in
mitigating both widespread and niche threats, thereby enhancing overall system security.

Continuous Monitoring and Adaptation To keep up with the dynamics of malware evolution,
organizations need not have static solutions, but adaptive ones. Companies should always have
continuous monitoring and regular updates on their security systems to remain relevant in the face of
new challenges. This involves being aware of new persistence techniques and incorporating them into
your defense strategies.
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Education and Awareness For instance add: As malware continues to evolve, cybersecurity experts and
users alike must teach them about the latest threats together with the best measures of protecting
themselves from such attacks. A regularly updated training program provides an excellent opportunity
for organizations to stay updated and well-prepared for potential security breaches

Collaboration and Information Sharing The cybersecurity community should foster
partnerships/relationships within organizations, researchers, and security vendors leading to a more
robust defense against the changing landscape of threats

In conclusion, the thesis has discussed malware persistence and defense evasion in detail, presenting
important information on their distribution and possible solutions. As such, companies will adopt the
given suggestions to fortify their systems against modern, complex, and enduring malware threats.
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9. Future Work

The research carried out to arrive at this result has shown various forms of malware persistence
mechanisms in detail with the use of different tools and approaches. Nonetheless, several directions for
further research might develop this study and apply the findings on cybersecurity more broadly.

As one of the future directions of research, it may make sense to expand the existing set of methods
based on the analyzing capabilities of the algorithm together with machine learning. With the
implication of machine learning in the problem domain, it is possible to achieve predictive modeling
for constructing models that warn against new persistence techniques evident in emerging trends and
patterns of the historical malware data collected. Such an approach could greatly improve the capability
for recognition and counteraction of unseen or emergent risks.

Additionally, machine learning could be leveraged to significantly enhance the classification and
characterization of malware based on its persistence mechanisms. By utilizing the extensive dataset
collected and analyzed in this study, machine learning algorithms can be trained to identify subtle
patterns and behaviors that may not be discernible through manual analysis. These models could offer
a more nuanced and precise categorization of malware, allowing for classification not only by the type
of persistence technique employed but also by the specific characteristics and traits of the malware
itself.

Moreover, machine learning can facilitate the identification of correlations between particular
persistence mechanisms and the industries or domains where they are most likely to be deployed. For
example, certain persistence techniques might be more prevalent in attacks targeting financial
institutions, healthcare organizations, or industrial control systems. By understanding these correlations,
machine learning models could predict which sectors are at higher risk of specific types of malware,
enabling more targeted and effective defensive strategies.

This capability could prove invaluable for cybersecurity teams, as it would allow them to prioritize
resources and tailor their defenses based on the predicted threat landscape. Furthermore, these insights
could inform the development of sector-specific training programs for personnel, ensuring that
organizations are better equipped to recognize and respond to the most relevant threats in their field.
The predictive power of machine learning could also guide investment in security technologies, helping
organizations to allocate their budgets more efficiently by focusing on the tools and strategies most
likely to counter the threats they face.

Furthermore, the further development of the research could be practiced by integrating the
contemporary analysis with threat intelligence platforms. Extending and including current threat
intelligence feeds that can be in the form of threat intelligence-sharing communities or idle threat
identification systems can improve the study’s ability to produce real-time analytics. This would make
it possible to quickly identify new persistence techniques as they are found in the wilds and address
them.

Another area for future work, which seems quite promising, is the future studies of cross-platform
persistence. Nevertheless, it will be interesting to expand this research focusing on the persistence
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mechanisms employed in connection with the malware operating on Linux, macOS, and mobile
operating systems. Such a broader view might help to create deeper and more effective detection tools
that would shield a greater variety of systems.

Finally, further research could investigate the effectiveness of various defensive tools and strategies
against the persistence techniques analyzed in this dissertation. By systematically evaluating the
performance of different security solutions, it would be possible to identify gaps in current defenses and
recommend specific improvements or new tools that could better address the challenges posed by
persistent malware.

In summary, while this dissertation has laid a strong foundation in the analysis of malware persistence
techniques, there remains significant potential for further research. By integrating advanced
technologies, expanding the scope of analysis, and evaluating defensive measures, future work can
continue to enhance the understanding and mitigation of persistent threats in cybersecurity.
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11. Appendices
Scripts:

1. collect_hashes_mal_bazaar.py

import requests
import os
import re

# Function to fetch all possible tags from MalwareBazaar
def fetch_all_tags_from_malwarebazaar():
url = ""https://mb-api.abuse.ch/api/v1/"
params = {"'query': ""get_tags''}
response = requests.post(url, data=params)
if response.status_code == 200:
return [tag['tag'] for tag in response.json().get(‘data’, [])]
else:
print(f"'Failed to retrieve tags from MalwareBazaar: {response.status_code}"")

return []

# Function to fetch hashes from MalwareBazaar based on a tag
def fetch_hashes_from_malwarebazaar(tag):
url = ""https://mb-api.abuse.ch/api/v1/"
params = {""query"’: 'get_taginfo™, *'tag"": tag}
response = requests.post(url, data=params)
if response.status_code == 200:
return [sample['sha256 hash'] for sample in response.json().get(‘data’, [])]
else:
print(f"Failed to retrieve hashes for tag ‘'{tag}’ from MalwareBazaar:
{response.status_code}'")

return []

# Directory to save the hash file
output_dir = "../hashes’
hash_file_path = os.path.join(output_dir, ‘all_hashes mal_baz.txt")

if not os.path.exists(output_dir):
os.makedirs(output_dir)

def save_hashes_to_file(hashes, file_path):

with open(file_path, ‘a") as f:
for hash in hashes:
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f.write(f""{hash}\n"")

def remove_duplicate_hashes(file_path):
with open(file_path, 'r") as f:
hashes = f.readlines()
unique_hashes = list(set(hashes))
with open(file_path, ‘'w") as f:
f.writelines(unique_hashes)

if _name__ ==" main__"":
# Fetch all possible tags
tags = fetch_all_tags_from_malwarebazaar()

for tag in tags:
print(f""Collecting hashes for tag: {tag}'")
hashes = fetch_hashes_from_malwarebazaar(tag)
save_hashes_to_file(hashes, hash_file_path)

# Remove duplicate hashes

remove_duplicate_hashes(hash_file_path)
print(f'*Hashes collected and duplicates removed. Final hashes saved in {hash_file_path}')
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2. collect_hashes_virus_share.py

import os
import requests

# Directory to save the downloaded hash files
download_dir ="../hashes/virusshare_hashes'

if not os.path.exists(download_dir):
os.makedirs(download_dir)

# Function to download a file from a URL
def download_file(url, dest_folder):
if not os.path.exists(dest_folder):
os.makedirs(dest_folder)

file_name = os.path.join(dest_folder, url.split(‘/")[-1])
print(f'Downloading {url} to {file_name}"")
response = requests.get(url, stream=True)
if response.status_code == 200:
with open(file_name, 'wb") as file:
for chunk in response.iter_content(chunk_size=8192):
file.write(chunk)
print(f""Downloaded {file_name}'")
else:
print(f*'Failed to download {url}: {response.status_code}")

# List of base URLSs for hash files
base_url = ""https://virusshare.com/hashfiles/VirusShare "

hash_files = [f*"{base_url}{str(i).zfill(5)}.md5" for i in range(403, 487)] # From 403 to 486 (latest
hashes 2022 - now)

# Download each hash file

for url in hash_files:
download_file(url, download_dir)
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3. collect_hashes_VT.py

import requests
import os
import time

def load_api_key():
with open('../config/api_keys.txt", 'r") as file:
for line in file:
if line.startswith("VT_API_KEY"):
return line.strip().split("=")[1]

API_KEY = load_api_key()
HEADERS = {""x-apikey": API_KEY}

REQUEST RATE_LIMIT =4 # Maximum requests per minute for free public API
DAILY_QUOTA =500 # Maximum requests per day for free public API
MONTHLY_QUOTA = 15000 # Maximum requests per month for free public API

def fetch_hashes_from_virustotal(query="malware’):
url = ""https://www.virustotal.com/api/v3/files"
params = {
"'query': query,
"limit"': 40 # Adjust the limit as needed
}
print(f*'Fetching hashes with URL.: {url}, Headers: {HEADERS}, Params: {params}"")
response = requests.get(url, headers=HEADERS, params=params)
if response.status_code == 200:
return [result['id"] for result in response.json().get(‘data’, [])]
else:
print(f"Failed to retrieve hashes from VirusTotal: {response.status code} -
{response.text}")
return []

def save_hashes_to_file(hashes, file_path):
with open(file_path, ‘a") as f:
for hash in hashes:
f.write(f"'{hash}\n"")

def remove_duplicate_hashes(file_path):
with open(file_path, 'r*) as f:
hashes = f.readlines()
unique_hashes = list(set(hashes))
with open(file_path, ‘w") as f:
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f.writelines(unique_hashes)

def rate_limit(requests_made, start_time):

# Check if we have reached the request rate limit

if requests_made >= REQUEST_RATE_LIMIT:
elapsed_time = time.time() - start_time
if elapsed_time < 60:

sleep_time = 60 - elapsed_time

print(f""Rate limit reached. Sleeping for {sleep_time} seconds.")
time.sleep(sleep_time)
return 0, time.time()

return requests_made, start_time

def log_requests(requests_made_today, requests_made_month):
with open('../request_log.txt", 'w") as log:
log.write(f'"Requests made today: {requests_made_today}\n'")
log.write(f""Requests made this month: {requests_made_month}\n"")
if _name  ==" main_":
# Directory to save the hash file
output_dir = "../hashes’
hash_file_path = os.path.join(output_dir, "all_hashes VT.txt")

if not os.path.exists(output_dir):
os.makedirs(output_dir)

requests_made_today =0
requests_made_month =0
start_time = time.time()

# Dummy queries for testing

gueries = ['malware’, ‘ransomware’]

for i in range(5): # Limit to 5 fetches
query = queries[i % len(queries)]
print(f'""Collecting hashes for query: {query}")
hashes = fetch_hashes_from_virustotal(query)
save_hashes_to_file(hashes, hash_file_path)

requests_made_today +=1
requests_made_month +=1

requests_made_today, start_time = rate_limit(requests_made_today, start_time)

if requests_made_today >= DAILY_QUOTA:
print(**Daily quota reached. Stopping for the day.")
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break

if requests_made_month >= MONTHLY_QUOTA:

print(**Monthly quota reached. Stopping for the month.")
break

# Remove duplicate hashes
remove_duplicate_hashes(hash_file_path)
print(f*Hashes collected and duplicates removed. Final hashes saved in {hash_file_path}")

# Log the requests made
log_requests(requests_made_today, requests_made_month)
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4. collect_hashes_zoo.py

import os
from git import Repo

# Directory to save the cloned repository and hash file
output_dir ="../thezoo’
hash_file_path = os.path.join(output_dir, "all_hashes.txt")

# TheZoo repository URL
repo_url = 'https://github.com/ytisf/theZoo.git"

# Function to extract SHA256 hashes from TheZoo's .sha256 files
def extract_hashes_from_thezoo(repo_dir, hash_file_path):
hashes =[]
sample_dir = os.path.join(repo_dir, 'malware’, ‘Binaries")
print(f'*Searching for SHA256 hashes in {sample_dir}"")

for root, _, files in os.walk(sample_dir):

for file in files:

file_path = os.path.join(root, file)

if file_path.endswith(*.sha256"):

print(f""Extracting SHA256 hash from file: {file_path}'")

with open(file_path, 'r") as f:
hash_value = f.read().strip()
hashes.append(hash_value)

with open(hash_file_path, 'w") as f:
for hash_value in hashes:
f.write(f''{hash_value}\n"")

print(f""Extracted {len(hashes)} SHA256 hashes from TheZoo samples.")

if _pame__=="__main__":

# Clone TheZoo repository

if not os.path.exists(output_dir):
os.makedirs(output_dir)

repo_dir = os.path.join(output_dir, 'theZoo")

if not os.path.exists(repo_dir):
print(**Cloning TheZoo repository..."")
Repo.clone_from(repo_url, repo_dir)

else:
print(**TheZoo repository already cloned.")
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# Extract hashes from TheZoo samples
extract_hashes_from_thezoo(repo_dir, hash_file_path)

5. collect_malware_info.py

import pandas as pd
import json

import sglalchemy
import pymysql

# Load database credentials from config file
def load_db_credentials(filepath):
with open(filepath, 'r") as file:
credentials = {}
for line in file:
key, value = line.strip().split('=")
credentials[key] = value
return credentials

config = load_db_credentials(‘../config/db_credentials.txt")

# Database connection

engine =
sqlalchemy.create_engine(f"'mysgl+pymysql://{config['DB_USER']}:{config['DB_PASS'|}@{co
nfig['DB_HOST"]}/{config['DB_NAME']}"")

# Load data from the database

all_hashes_df = pd.read_sql('SELECT * FROM all_hashes', engine)
malware_info_df = pd.read_sql('SELECT * FROM malware_info", engine)
hash_info_df = pd.read_sql('SELECT * FROM hash_info’, engine)

# Helper functions
def extract_detections(detections_json):
if detections_json is None:
return {}
detections = json.loads(detections_json)
return {av: info['category’] for av, info in detections.items()}

def clean_mitre_techniques(techniques_json):
if not techniques_json:
return {}
techniques = json.loads(techniques_json)
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if isinstance(techniques, list):
return {}
cleaned_techniques = {}
for source, source_data in techniques.items():
cleaned_techniques[source] = {
“tactics™: []
}
if ""tactics" in source_data:
for tactic in source_data["'tactics'"]:
cleaned_tactic = {
"id": tactic[""id"],
"name'": tactic[''name""],
"techniques™: []
}
for tech in tactic[""techniques']:
cleaned_tactic["techniques'].append({
"id": tech["id""],
"name'': tech[*'name""]
)
cleaned_techniques[source][*"tactics].append(cleaned_tactic)
return cleaned_techniques

def extract_mitre_techniques_names(cleaned_techniques):
mitre_techs = []
for source in cleaned_techniques:
for tactic in cleaned_techniques[source]['tactics’]:
for tech in tactic['techniques']:
mitre_techs.append(tech['name'])
return mitre_techs

# Focus on Persistence Techniques

def filter_persistence_techniques(techniques_json):
cleaned_techniques = clean_mitre_techniques(techniques_json)
techniques = extract_mitre_techniques_names(cleaned_techniques)
return [tech for tech in techniques if 'Persistence’ in tech]

# Handle None values in 'mitre_att_techniques'
malware_info_df['mitre_att techniques'] = malware_info_df['mitre_att techniques'].fillna(‘[]")

# Extract persistence techniques from the database
malware_info_df["persistence_techniques’] =

malware_info_df['mitre_att techniques'].apply(filter_persistence_techniques)

# Clean detections and mitre_att_techniques
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malware_info_df['detections'] = malware_info_df['detections'].apply(lambda X:
Json.dumps(extract_detections(x)))

malware_info_df['mitre_att techniques’] =
malware_info_df['mitre_att techniques'].apply(lambda X:
json.dumps(clean_mitre_techniques(x)))

# Merge malware_info_df with hash_info_df to include signatures
malware_info_df = malware_info_df.merge(hash_info_df[['hash’, 'signature']],
left_on="mal_hash", right_on="hash’, how="left")

# Save the prepared data to CSV files
malware_info_df.to_csv('../data/prepared_malware_info.csv', index=False)
detections_df = malware_info_df[['mal_hash’, ‘detections']].copy()
detections_df['detections'] = detections_df['detections'].apply(json.loads)
detections_df.to_csv("../data/prepared_detections.csv', index=False)

print("Data preparation complete. Data saved to ‘prepared_malware_info.csv' and
‘prepared_detections.csv'."")

6. combine_hashes.py
import os

# Paths to the input files

filel path ="../hashes/all_hashes mal_baz.txt"
file2_path = "../hashes/all_hashes_the zoo.txt'
output_file_path = "../hashes/combined_hashes.txt'

def combine_and_deduplicate(filel_path, file2_path, output_file_path):
unique_hashes = set()

# Read the first file and add hashes to the set
with open(filel path, 'r") as filel:

for line in filel:

hash_value = line.strip()

if hash_value:
unique_hashes.add(hash_value)

# Read the second file and add hashes to the set
with open(file2_path, 'r") as file2:

for line in file2:

hash_value = line.strip()

if hash_value:

unique_hashes.add(hash_value)
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# Write the unique hashes to the output file
with open(output_file_path, ‘'w") as output_file:
for hash_value in sorted(unique_hashes):
output_file.write(f""{hash_value}\n"")

print(f"Combined file created at {output file_path} with {len(unique_hashes)} unique
hashes.™)

if _name__ ==" main__"":
combine_and_deduplicate(filel_path, file2_path, output_file_path)
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7. combine_virusshare_hashes.py
import os

# Directory where hash files are downloaded
download_dir ="../hashes/virusshare_hashes'
combined_file_path = os.path.join(download_dir, "hashes_VirusShare.txt")

def combine_hash_files(download_dir, combined_file_path):
unique_hashes = set()
for root, _, files in os.walk(download_dir):
for file in files:
file_path = os.path.join(root, file)
if file_path.endswith(*.md5"):
with open(file_path, 'r") as hash_file:
lines = hash_file.readlines()
for line in lines:
if not line.startswith('#") and line.strip():
unique_hashes.add(line.strip())

with open(combined_file_path, 'w") as combined_file:
for hash_value in sorted(unique_hashes):

combined_file.write(f""{hash_value}\n"")

print(f""Combined hash file created at {combined_file_path} with {len(unique_hashes)}
unique hashes.™)

if _name  ==" main_ "
combine_hash_files(download_dir, combined_file_path)
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8. data_preparation.py

import pandas as pd
import json

import sglalchemy
import pymysql

# Load database credentials from config file
def load_db_credentials(filepath):
with open(filepath, 'r') as file:
credentials = {}
for line in file:
key, value = line.strip().split("=")
credentials[key] = value
return credentials

config = load_db_credentials(*../config/db_credentials.txt")

# Database connection

engine =
sglalchemy.create_engine(f"'mysql+pymysql://{config['DB_USER']}:{config['DB_PASS']}@{co
nfig['DB_HOST']}/{config['DB_NAME']}")

# Load data from the database

all_hashes_df = pd.read_sql('SELECT * FROM all_hashes', engine)
malware_info_df = pd.read_sql('SELECT * FROM malware_info", engine)
hash_info_df = pd.read_sql("SELECT * FROM hash_info", engine)

# Helper functions
def extract_detections(detections_json):
if detections_json is None:
return {}
detections = json.loads(detections_json)
return {av: info['category’] for av, info in detections.items()}

def clean_mitre_techniques(techniques_json):
if not techniques_json:
return {}
techniques = json.loads(techniques_json)
if isinstance(techniques, list):
return {}
cleaned_techniques = {}
for source, source_data in techniques.get(‘data’, {}).items():
cleaned_techniques[source] = {
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“tactics™: []
}
for tactic in source_data.get(*"tactics™, []):
cleaned_tactic = {
"id™: tactic["id™],
"name'': tactic[''name""],
""techniques™: []
}
for tech in tactic.get(*'techniques™, []):
cleaned_tactic[*'techniques'].append({
"id™: tech[id™],
"name"": tech[""'name""]
)
cleaned_techniques[source][*‘tactics'].append(cleaned_tactic)
return cleaned_techniques

def extract_mitre_techniques_names(cleaned_techniques):
mitre_techs = []
for source in cleaned_techniques:
for tactic in cleaned_techniques[source]['tactics’]:
for tech in tactic['techniques’]:
mitre_techs.append(tech['name'])
return mitre_techs

# Handle None values in 'mitre_att_techniques'
malware_info_df['mitre_att techniques'] = malware_info_df['mitre_att techniques'].fillna(‘'[]")

# Clean detections and mitre_att_techniques

malware_info_df["detections’] = malware_info_df["detections'].apply(lambda X:
Json.dumps(extract_detections(x)))

malware_info_df['mitre_att techniques’] =
malware_info_df['mitre_att techniques'].apply(lambda X:
json.dumps(clean_mitre_techniques(x)))

# Merge malware_info_df with hash_info_df to include signatures
malware_info_df = malware_info_df.merge(hash_info_df[['hash’, ‘signature’]],
left_on="mal_hash’, right_on="hash’, how="left")

# Remove specified columns if they exist
columns_to_remove = ["persistence_techniques', ""hash™]
existing_columns = [col for col in columns_to_remove if col in malware_info_df.columns]

malware_info_df = malware_info_df.drop(columns=existing_columns)

# Save the prepared data to CSV files
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malware_info_df.to_csv('../data/prepared_malware_info.csv', index=False)
detections_df = malware_info_df[['mal_hash’, ‘detections"]].copy()
detections_df['detections'] = detections_df['detections'].apply(json.loads)
detections_df.to_csv("../data/prepared_detections.csv', index=False)

print(*"Data preparation complete. Data saved to ‘prepared_malware_info.csv' and
‘prepared_detections.csv'."")
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9. get_hash_signature.py

import requests
import mysqgl.connector
import time

# Load configuration from files
def load_config():
config = {}
with open('../config/api_keys.txt", 'r") as file:
for line in file:
if line.startswith(‘(MALWARE_BAZAAR_API_KEY"):
config['malware_bazaar'] = line.strip().split("=")[1]
with open('../config/db_credentials.txt", 'r") as file:
for line in file:
key, value = line.strip().split('=")
config[key] = value
return config

CONFIG = load_config()
HEADERS_MB = {""API-KEY"': CONFIG['malware_bazaar']}
DB_CONFIG ={
‘user': CONFIG['DB_USER'],
‘password': CONFIG['DB_PASS'],
'host': CONFIG['DB_HOST],
‘database’: CONFIG['DB_NAME']
}

# Function to connect to the database
def connect_db():
return mysgl.connector.connect(**DB_CONFIG)

# Function to query Malware Bazaar for a given hash
def query_malwarebazaar(hash_value, retries=3):
url = ""https://mb-api.abuse.ch/api/v1/"
data = {
query™: ""get_info",
"hash'*: hash_value
}
for attempt in range(retries):
response = requests.post(url, headers=HEADERS MB, data=data)
if response.status_code == 200:
results = response.json()
if results['query_status'] == 'ok":
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signature = results['data‘][0].get('signature")
return signature
elif response.status_code == 502:
print(f''Server error for {hash_value}, retrying ({attempt + 1}/{retries})..."")
time.sleep(30)
else:
print(f"Failed to retrieve details for {hash value}: {response.status code} -
{response.text}")
break
return None

# Function to insert hash info into the hash_info table
def insert_hash_info(db_conn, hash_value, signature):
cursor = db_conn.cursor()
sql = "INSERT INTO hash_info (hash, signature) VALUES (%s, %s)"
values = (hash_value, signature)
try:
cursor.execute(sgl, values)
db_conn.commit()
except mysql.connector.IntegrityError as e:
print(f""Hash {hash_value} already exists in the database.")
except Exception as e:
print(f"'Failed to insert hash {hash_value}: {e}'")

# Function to process hashes
def process_hashes(hash_file_path):
db_conn = connect_db()
with open(hash_file_path, 'r") as file:
hashes = file.readlines()
total_hashes = len(hashes)
for i, hash_value in enumerate(hashes):
hash_value = hash_value.strip()
if hash_value:
print(fProcessing {i + 1}/{total_hashes}: {hash_value}")
signature = query_malwarebazaar(hash_value)
if signature is None:
signature = ""No signature found™
insert_hash_info(db_conn, hash_value, signature)
print(f*{hash_value} {signature} +)
if (i+1) % 100 == 0: # Take a break every 100 requests
print(**Taking a short break to avoid server overload..."")
time.sleep(60) # Adjust the sleep time as needed
db_conn.close()
print(**Processing complete)
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if _name__=="__main__":
process_hashes('../hashes/filtered_hashes.txt")
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import mysqgl.connector
import time

# Load database credentials from configuration files
def load_db_config():
config = {}
with open("../config/db_credentials.txt", 'r") as file:
for line in file:
key, value = line.strip().split('=")
config[key] = value
return config

DB_CONFIG = load_db_config()

# Function to connect to the database

def connect_db():
return mysqgl.connector.connect(
user=DB_CONFIG['DB_USER'],
password=DB_CONFIG['DB_PASS'],
host=DB_CONFIG['DB_HOST"],
database=DB_CONFIG['DB_NAME’]

)

# Function to insert hash into all_hashes table
def insert_hash(db_conn, hash_value):
cursor = db_conn.cursor ()
sgl = "INSERT INTO all_hashes (hash) VALUES (%s)""
values = (hash_value,)
try:
cursor.execute(sql, values)
db_conn.commit()
except mysql.connector.IntegrityError as e:

print(f""Hash {hash_value} already exists in the database.")

except Exception as e:
print(f"'Failed to insert hash {hash_value}: {e}'")

# Function to process hashes

def process_hashes(hash_file_path):
db_conn = connect_db()
with open(hash_file_path, 'r) as file:
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hashes = file.readlines()

total_hashes = len(hashes)

for i, hash_value in enumerate(hashes):

hash_value = hash_value.strip()

if hash_value:

print(f'Processing {i + 1}/{total_hashes}: {hash_value}")

insert_hash(db_conn, hash_value)

print(f""{hash_value} inserted.")

if (i+1)% 100 == 0: # Take a break every 100 requests
print(*"Taking a short break to avoid overloading the database...")
time.sleep(60) # Adjust the sleep time as needed

db_conn.close()

print(**Processing complete™)

if _name  ==" main_":
process_hashes('../hashes/filtered_hashes.txt")
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11. insight_generation.py

import pandas as pd
import json

# Load the data
data_path =""../data/prepared_malware_info.csv"
df = pd.read_csv(data_path)

# Helper function to extract and flatten techniques
def extract_techniques(row, tactic_name):
try:
techniques =[]
for engine, data in row.items():
tactics = data.get('tactics’, [])
for tactic in tactics:
if tactic['name’] == tactic_name:
techniques.extend([tech['name'] for tech in tactic['techniques]])

return list(set(techniques)) # Removing duplicates
except (KeyError, TypeError, AttributeError):
return []

# Parse the mitre_att_techniques column properly
df['mitre_att techniques'] = df['mitre_att techniques'].apply(lambda x: json.loads(x) if
isinstance(x, str) else {})

# Extracting techniques for various tactics
df['persistence_techniques'] = df['mitre_att_techniques'].apply(lambda x: extract_techniques(x,
‘Persistence"))

df['defense_evasion_techniques'] = df['mitre_att_techniques'].apply(lambda X:
extract_techniques(x, ‘Defense Evasion’))

df['‘command_and_control_techniques’] =  df['mitre_att_techniques'].apply(lambda  x:
extract_techniques(x, ‘Command and Control*))

df'credential_access_techniques'] = df['mitre_att techniques'].apply(lambda X:

extract_techniques(x, ‘Credential Access"))

# 1. Most Common Persistence Techniques
most_common_persistence = df['persistence_techniques'].explode().value_counts()
most_common_persistence.to_csv("../insights/1.most_common_persistence_techniques.csv')

# 2. Distribution of Persistence Techniques Across Malware Families

persistence_distribution = df.explode(‘persistence_techniques').groupby([‘signature’,
‘persistence_techniques']).size().reset_index(name="count")
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persistence_distribution.to_csv('../insights/2.persistence_distribution_across_families.csv’,
index=False)

# 3. Correlation Between Persistence and Defense Evasion Techniques
persistence_series = df|'persistence_techniques'].explode().reset_index(drop=True)
defense_evasion_series = df['defense_evasion_techniques’].explode().reset_index(drop=True)

# Ensure both Series have the same length

min_length = min(len(persistence_series), len(defense_evasion_series))
persistence_series = persistence_series.iloc[:min_length]
defense_evasion_series = defense_evasion_series.iloc[:min_length]

correlation_data = pd.DataFrame({
‘persistence’: persistence_series,
‘defense_evasion': defense_evasion_series
}).dropna().reset_index(drop=True)

correlation_counts = correlation_data.groupby(['persistence’,
‘defense_evasion']).size().reset_index(name="count")
correlation_counts.to_csv('../insights/3.persistence_defense_evasion_correlation.csv’,
index=False)

# 4. Unique Persistence Techniques by Malware Signature

unique_persistence =  df.groupby('signature’)[*persistence_techniques'].apply(lambda  x:
pd.Series(x.explode().unique())).reset_index(level=0)
unique_persistence.to_csv('../insights/4.unique_persistence_techniques_per_signature.csv’,
index=False)

# 5. Impact of Persistence Techniques on Detection Rates
def parse_detections(detections):

if isinstance(detections, dict):

return detections

try:

return json.loads(detections)

except (json.JSONDecodeError, TypeError):

return {}

df'detections'] = df['detections'].apply(parse_detections)

df['av_detection_rate'] = df['detections’].apply(lambda x: sum(1 for val in x.values() if val ==
‘malicious’) / len(x) if len(x) > 0 else 0)

persistence_impact_on_detection =
df.explode(‘persistence_techniques’).groupby([‘persistence_techniques']).agg({'av_detection_rat
e': 'mean'}).reset_index()
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persistence_impact_on_detection.to_csv('../insights/5.persistence_impact_on_detection.csv",
index=False)

# 6. Frequency of Multiple Persistence Techniques in a Single Malware Sample
df['num_persistence_techniques'] = df['persistence_techniques'].apply(len)
multi_persistence_counts = df['num_persistence_techniques'].value_counts().reset_index()
multi_persistence_counts.columns = ['num_persistence_techniques', ‘count’]
multi_persistence_counts.to_csv("../insights/6.multi_persistence_counts.csv', index=False)

# 7. Comparison of Persistence Techniques Across Different Signatures
persistence_by_signature = df.explode(‘persistence_techniques').groupby([‘signature’,
‘persistence_techniques']).size().reset_index(name="count")
persistence_by_signature.to_csv("../insights/7.persistence_by_signature.csv', index=False)

# 8. Least Common Persistence Techniques
least_common_persistence = df['persistence_technigques'].explode().value_counts().nsmallest(10)
least_common_persistence.to_csv('../insights/8.least_common_persistence_techniques.csv')

# 9. Relationship Between Persistence Technigues and Command and Control Tactics
persistence_command_control_correlation = pd.DataFrame({
‘persistence’: df['persistence_techniques'].explode().reset_index(drop=True),
‘command_control’:
df['command_and_control_techniques'].explode().reset_index(drop=True)
}).dropna().reset_index(drop=True)
persistence_command_control_counts =
persistence_command_control_correlation.groupby([‘persistence’,
‘command_control']).size().reset_index(name="count")
persistence_command_control_counts.to_csv("../insights/9.persistence_command_control_correl
ation.csv', index=False)

# Additional Insights

# 1. Detection Rates Across Different Antivirus Vendors

detection_rates_by av = df['detections'].apply(pd.Series).map(lambda x: 1 if x == 'malicious’ else
0).mean().reset_index()

detection_rates by av.columns = [‘av', 'detection_rate"]
detection_rates_by_av.to_csv("../insights/10.detection_rates_by_av.csv', index=False)

# 2. Common Defense Evasion Techniques
common_defense_evasion = df['defense_evasion_techniques'].explode().value_counts()
common_defense_evasion.to_csv('../insights/11.common_defense_evasion_techniques.csv')

# 3. Prevalence of Credential Access Techniques

credential_access_prevalence = df'credential_access_techniques'].explode().value_counts()
credential_access_prevalence.to_csv('../insights/12.credential_access_techniques.csv")
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# 4. Impact of Multi-Tactic Malware on Detection Rates
# Function to count the number of techniques
def count_tactics(mitre_att_techniques):
count =0
for framework, data in mitre_att_techniques.items():
if isinstance(data, dict):
tactics = data.get('tactics’, [])
count += len(tactics)
return count

# Apply the function to the dataframe

df['num_tactics'] = df['mitre_att_techniques'].apply(lambda x: count_tactics(eval(x)) if
isinstance(x, str) else count_tactics(x))

multi_tactic_detection_impact =
df.groupby(‘'num_tactics’)['av_detection_rate'].mean().reset_index()

multi_tactic_detection_impact.to_csv("../insights/13.multi_tactic_detection_impact.csv',
index=False)
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12. plot_creation.py

import pandas as pd

import seaborn as sns

import matplotlib.pyplot as plt
import os

# Set directory paths
insights_dir = "../insights/*
plots_dir = "../plots/*

# Create plots directory if it does not exist
os.makedirs(plots_dir, exist_ok=True)

# 1. Plot for Most Common Persistence Techniques

most_common_persistence = pd.read_csv(os.path.join(insights_dir,
'1.most_common_persistence_techniques.csv'))
most_common_persistence = most_common_persistence.sort_values(by="count’,

ascending=False).head(15) # Showing top 15 most common techniques
plt.figure(figsize=(12, 8))

sns.barplot(x=most_common_persistence['count'],
y=most_common_persistence['persistence_techniques'], palette="viridis")
plt.title("Most Common Persistence Techniques")

plt.xlabel(*Count")

plt.ylabel(*Persistence Techniques')

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, "1.most_common_persistence_techniques.png"))
plt.close()

# 2. Distribution of Persistence Techniques Across Signatures

# Load the data

persistence_distribution = pd.read_csv(os.path.join(insights_dir,
'2.persistence_distribution_across_families.csv'))

# Filter to top 10 most common persistence techniques

top_persistence_techniques =
persistence_distribution['persistence_techniques'].value_counts().head(10).index

filtered_data =
persistence_distribution[persistence_distribution[’persistence_techniques'].isin(top_persistence
_techniques)]

# Filter to top 20 signatures based on frequency

top_signatures = filtered_data['signature’].value_counts().head(20).index
filtered_data = filtered_data[filtered_data['signature"].isin(top_signatures)]
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# Create a pivot table for the heatmap
heatmap_data = filtered_data.pivot_table(index="signature’, columns="persistence_techniques’,
values="count", aggfunc="sum’, fill_value=0)

# Plot the heatmap

plt.figure(figsize=(14, 10))

sns.heatmap(heatmap_data, annot=True, fmt="d’, cmap="Blues’, cbar_kws={"label": 'Count'})
plt.title("Top Persistence Techniques Across Selected Signatures')

plt.xlabel(*Persistence Techniques')

plt.ylabel(‘Signatures")

plt.xticks(rotation=45, ha="right")

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, "2.filtered_persistence_distribution_across_families.png"))
plt.close()

# 3. Correlation Between Persistence and Defense Evasion Techniques

# Load the data

persistence_defense_evasion_correlation = pd.read_csv(os.path.join(insights_dir,
'3.persistence_defense_evasion_correlation.csv'))

# Filter to top 10 most common persistence and defense evasion techniques
top_persistence_techniques =
persistence_defense_evasion_correlation['persistence'].value_counts().head(10).index
top_defense_evasion_techniques =
persistence_defense_evasion_correlation['defense_evasion'].value_counts().head(10).index
filtered_data = persistence_defense_evasion_correlation[
persistence_defense_evasion_correlation['persistence’].isin(top_persistence_techniques) &

persistence_defense_evasion_correlation['defense_evasion'].isin(top_defense_evasion_technique
S)
]

# Create a pivot table for the heatmap
correlation_pivot = filtered_data.pivot _table(index="persistence’, columns="defense_evasion’,
values="count’, aggfunc="sum’, fill_value=0)

# Plot the heatmap

plt.figure(figsize=(12, 8))

sns.heatmap(correlation_pivot, annot=True, fmt="d", cmap="Blues’, cbar_kws={"label’: ‘Count'})
plt.title('Correlation Between Selected Persistence and Defense Evasion Techniques')
plt.xlabel(*Defense Evasion Techniques®)

plt.ylabel(*Persistence Techniques')

plt.xticks(rotation=45, ha="right")
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plt.yticks(rotation=0)

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, '3.filtered_persistence_defense_evasion_correlation.png"))
plt.close()

# 4. Unique Persistence Techniques by Signature

# Load the data

unique_persistence = pd.read_csv(os.path.join(insights_dir,
'4.unique_persistence_techniques_per_signature.csv'))

# Filter to top 20 signatures and top 20 techniques
top_signatures = unique_persistence['signature'].value_counts().head(20).index
top_techniques = unique_persistence[‘persistence_techniques'].value_counts().head(20).index
filtered_data = unique_persistence[
(unique_persistence['signature'].isin(top_signatures)) &
(unique_persistence|['persistence_techniques'].isin(top_techniques))

# Group and count the occurrences
filtered_data_grouped = filtered_data.groupby(['signature’,
‘persistence_techniques']).size().reset_index(name="count")

# Create a pivot table for the heatmap
pivot table = filtered_data_grouped.pivot_table(index="signature’,
columns="persistence_techniques', values="count’, aggfunc="sum’, fill_value=0)

# Plot the heatmap

plt.figure(figsize=(14, 12))

sns.heatmap(pivot_table, cmap="YIGnBuU', linewidths=.5, annot=True, fmt=".0f",
cbar_kws={"label': ‘Count'})

plt.title("Top Unique Persistence Techniques by Top Signatures")

plt.xlabel(‘Persistence Techniques')

plt.ylabel(*Signatures’)

plt.xticks(rotation=45, ha="right’, fontsize=10)

plt.yticks(fontsize=10)

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, "4.top_unique_persistence_techniques_per_signature.png'))
plt.close()

# 5. Impact of Persistence Techniques on Detection Rates

# Load the data

persistence_impact = pd.read_csv(os.path.join(insights_dir,
'5.persistence_impact_on_detection.csv'))
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# Sort by detection rate and filter top 10 techniques

persistence_impact_sorted = persistence_impact.sort_values(by="av_detection_rate’,
ascending=False)

top_techniques_impact = persistence_impact_sorted.head(10)

# Plot the top techniques’ impact on detection rates

plt.figure(figsize=(12, 8))

sns.barplot(data=top_techniques_impact, x="persistence_techniques’, y='av_detection_rate',
palette="viridis")

plt.title("Top Persistence Techniques Impact on Detection Rates")
plt.xticks(rotation=45, ha="right’, fontsize=10)

plt.ylabel('Average Detection Rate")

plt.xlabel(*Persistence Techniques')

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, '5.top_persistence_impact_on_detection.png"))
plt.close()

# 6. Plot for Frequency of Multiple Persistence Techniques in a Single Malware Sample
multi_persistence_counts = pd.read_csv(os.path.join(insights_dir,
'6.multi_persistence_counts.csv"))

plt.figure(figsize=(10, 6))

ax = sns.barplot(x=multi_persistence_counts[‘num_persistence_techniques'],
y=multi_persistence_counts|['count'])

ax.set_title("Frequency of Multiple Persistence Techniques in a Single Malware Sample")
ax.set_xlabel(*Number of Persistence Techniques")

ax.set_ylabel(*Count")

ax.bar_label(ax.containers[0]) # Adding labels on top of the bars

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, '6.multi_persistence_counts.png"))

plt.close()

# 7. Comparison of Persistence Techniques Across Different Signatures

# Load the data

persistence_by_signature = pd.read_csv(os.path.join(insights_dir,
"7.persistence_by_signature.csv'))

# Filter to top 10 most common persistence techniques

top_persistence_techniques =
persistence_by_signature['persistence_techniques'].value_counts().head(10).index

filtered_data =
persistence_by_signature[persistence_by signature[‘persistence techniques'].isin(top_persisten
ce_techniques)]

# Select a subset of representative signatures (e.g., top 10 by count)
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top_signatures = filtered_data['signature’].value_counts().head(10).index
filtered_data = filtered_data[filtered_data['signature"].isin(top_signatures)]

# Create a pivot table for the heatmap
pivot_table = filtered_data.pivot_table(index="signature’, columns="persistence_techniques’,
values="count’, aggfunc="sum’, fill_value=0)

# Plot the heatmap

plt.figure(figsize=(14, 10))

sns.heatmap(pivot_table, cmap="YIGnBuU', linewidths=.5, annot=True, fmt=".0f",
cbar_kws={"label": ‘Count'})

plt.title("Comparison of Persistence Techniques Across Selected Signatures")
plt.xlabel(*Persistence Techniques')

plt.ylabel(*Signatures’)

plt.xticks(rotation=45, ha="right’, fontsize=10)

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, '7.filtered_persistence_by_signature.png'))
plt.close()

# 8. Plot for Least Common Persistence Techniques

least_common_persistence = pd.read_csv(os.path.join(insights_dir,
'8.least_common_persistence_techniques.csv'))
least_common_persistence = least_ common_persistence.sort_values(by="count’,

ascending=True).head(10) # Focusing on the least common 10 techniques
plt.figure(figsize=(10, 6))

sns.barplot(x=least_common_persistence['count'],
y=least_common_persistence['persistence_techniques'], palette="viridis")
plt.title("Least Common Persistence Techniques')

plt.xlabel(*Count")

plt.ylabel(*Persistence Techniques')

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, '8.least common_persistence_techniques.png"))
plt.close()

# 9. Relationship Between Persistence Technigues and Command and Control Tactics

# Load the data

persistence_command_control_correlation = pd.read_csv(os.path.join(insights_dir,
'9.persistence_command_control_correlation.csv'))

# Filter to top 10 most common persistence and command_control techniques
top_persistence_techniques =
persistence_command_control_correlation['persistence'].value_counts().head(10).index
top_command_control_techniques =
persistence_command_control_correlation['‘command_control'].value_counts().head(10).index
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filtered_data = persistence_command_control_correlation|
persistence_command_control_correlation['persistence'].isin(top_persistence_techniques) &
persistence_command_control_correlation['‘command_control'].isin(top_command_cont
rol_techniques)

]

# Create a pivot table for the heatmap
correlation_pivot = filtered_data.pivot_table(index="persistence’, columns="command_control’,
values="count’, aggfunc="sum’, fill_value=0)

# Plot the heatmap

plt.figure(figsize=(12, 8))

sns.heatmap(correlation_pivot, annot=True, fmt="d", cmap="Blues’, cbar_kws={"label": ‘Count'})
plt.title(*Relationship Between Selected Persistence Techniques and Command & Control*)
plt.xlabel("Command & Control Techniques')

plt.ylabel(‘Persistence Techniques')

plt.xticks(rotation=45, ha="right")

plt.yticks(rotation=0)

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, "9.filtered persistence_command_control_correlation.png'))
plt.close()

# Additional Plots

# 1. Plot for Detection Rates Across Different Antivirus Vendors

detection_rates by av = pd.read_csv(os.path.join(insights_dir, "10.detection_rates_by av.csv"))
detection_rates by av = detection_rates_by av.sort_values(by="detection_rate’,
ascending=False).head(20) # Top 20 AVs for clarity

plt.figure(figsize=(12, 8))

sns.barplot(x=detection_rates_by_av['detection_rate'], y=detection_rates_by_av[‘'av'],
palette="viridis")

plt.title("Top 20 Detection Rates Across Different Antivirus Vendors")

plt.xlabel('Detection Rate")

plt.ylabel(*Antivirus Vendor")

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, "10.detection_rates by av.png'))

plt.close()

# 2. Plot for Common Defense Evasion Techniques

common_defense_evasion = pd.read_csv(os.path.join(insights_dir,
'11.common_defense_evasion_techniques.csv'))
common_defense_evasion = common_defense_evasion.sort_values(by="count’,

ascending=False).head(10) # Showmg only top 10 techniques for clarity
plt.figure(figsize=(10, 8))

92



Appendices

sns.barplot(x=common_defense_evasion[‘count'],
y=common_defense_evasion['defense_evasion_techniques'], palette="viridis")
plt.xticks(rotation=45, ha="right")

plt.title("Top 10 Common Defense Evasion Techniques')

plt.xlabel(*Count")

plt.ylabel(*Defense Evasion Techniques')

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, *11.common_defense_evasion_techniques.png"))
plt.close()

# 3. Plot for Prevalence of Credential Access Techniques

credential_access_prevalence = pd.read_csv(os.path.join(insights_dir,
'12.credential_access_techniques.csv'))
credential_access_prevalence = credential_access_prevalence.sort_values(by="count’,

ascending=False).head(10) # Showing only top 10 techniques for clarity
plt.figure(figsize=(10, 8))
sns.barplot(x=credential_access_prevalence['count'],
y=credential_access_prevalence['credential_access_techniques'], palette="viridis")
plt.xticks(rotation=45, ha="right")

plt.title("Top 10 Prevalence of Credential Access Techniques")
plt.xlabel(*Count")

plt.ylabel(*Credential Access Techniques')

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, "12.credential_access_techniques.png"))
plt.close()

# 4. Plot for Impact of Multi-Tactic Malware on Detection Rates
multi_tactic_detection_impact = pd.read_csv(os.path.join(insights_dir,
'13.multi_tactic_detection_impact.csv'))

# Drop any rows with NaN values if they exist
multi_tactic_detection_impact.dropna(inplace=True)

# Ensure that data is in the correct format

multi_tactic_detection_impact['num_tactics'] =
multi_tactic_detection_impact['num_tactics'].astype(int)
multi_tactic_detection_impact[‘av_detection_rate'] =
multi_tactic_detection_impact[‘av_detection_rate'].astype(float)

plt.figure(figsize=(10, 6))

sns.lineplot(data=multi_tactic_detection_impact, x="num_tactics', y="'av_detection_rate’",
marker="0")

plt.title("Impact of Multi-Tactic Malware on Detection Rates")

plt.xlabel(*Number of Tactics")
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plt.ylabel(*Average Detection Rate")

plt.grid(True)

plt.tight_layout()

plt.savefig(os.path.join(plots_dir, *13.multi_tactic_detection_impact.png"))
plt.close()

print(**Plots have been successfully generated and saved.")
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13. reduce_hashes_based_on_date.py

import requests

import os

import time

from datetime import datetime

# Load Malware Bazaar API key from configuration file
def load_api_key():
with open('../config/api_keys.txt", 'r") as file:
for line in file:
if line.startswith(MALWARE_BAZAAR_API_KEY'):
return line.strip().split("=")[1]

APIl_KEY = load_api_key()

HEADERS = {"API-KEY": API_KEY}
combined_file_path ="../hashes/combined_hashes.txt"
filtered_file_path = "../hashes/filtered_hashes.txt"
start_date = datetime(2023, 7, 1)

# Function to query Malware Bazaar for a given hash
def query_malwarebazaar(hash_value, retries=3):

url = "*https://mb-api.abuse.ch/api/vl/**

data = {

"query": "'get_info",

"hash'*: hash_value

}

for attempt in range(retries):

response = requests.post(url, headers=HEADERS, data=data)

if response.status_code == 200:

results = response.json()

if results['query_status'] == 'ok":

date_str = results['data'][0].get(‘first_seen")

if date_str:

date = datetime.strptime(date_str, '%Y-%m-%d %H:%M:%S")
return date

elif response.status_code == 502:

print(f''Server error for {hash_value}, retrying ({attempt + 1}/{retries})..."")

time.sleep(30)

else:

print(f"Failed to retrieve details for {hash value}: {response.status code} -
{response.text}")

break

return None
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# Function to filter hashes by date
def filter_hashes_by date(combined file path, filtered file path, start_date):
with open(combined_file_path, 'r") as file:
hashes = file.readlines()
total_hashes = len(hashes)
with open(filtered_file_path, 'w") as output_file:
for i, hash_value in enumerate(hashes):
hash_value = hash_value.strip()
if hash_value:
print(f""Processing {i + 1}/{total_hashes}: {hash_value}'")
date = query_malwarebazaar(hash_value)
if date and date >= start_date:
output_file.write(f""{hash_value}\n")
if (i +1) % 10000 == 0: # Take a break every 10000 requests
print(**Taking a short break to avoid server overload..."")
time.sleep(60) # Adjust the sleep time as needed

print(f"Filtered hashes saved to {filtered_file_path}')

if _name__=="__main__":
filter_hashes_by date(combined_file_path, filtered_file_path, start_date)
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14. reform_zoo_hashes.py
import os

# Directory to save the extracted hash files
zoo_dir = "../thezoo’
output_file_path = os.path.join(zoo_dir, ‘all_hashes sha256.txt")

if not os.path.exists(zoo_dir):
os.makedirs(zoo_dir)

# Function to extract hashes from TheZoo's formatted files
def extract_hashes_from_thezoo(zoo_dir, output_file_path):
hashes = set()
for root, _, files in os.walk(zoo_dir):
for file in files:
file_path = os.path.join(root, file)
if file_path.endswith(".txt"):
with open(file_path, 'r") as hash_file:
lines = hash_file.readlines()
for line in lines:
if " "in line:
hash_value = line.split(" )[0]
hashes.add(hash_value.strip())

with open(output_file_path, ‘w") as output_file:
for hash_value in sorted(hashes):
output_file.write(f""{hash_value}\n"")

print(f"Extracted {len(hashes)} hashes from TheZoo samples and saved to
{output_file_path}')

if _pame__=="__main__":
extract_hashes_from_thezoo(zoo_dir, output_file_path)
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15. rescan__hashes_VT.py

import requests

import mysqgl.connector
import time

import json

# Load configuration from files
def load_config():
config = {}
with open('../config/api_keys.txt", 'r") as file:
for line in file:
if line.startswith("VT_API_KEY"):
config['vt_api_key'] = line.strip().split('=")[1]
with open('../config/db_credentials.txt', 'r") as file:
for line in file:
key, value = line.strip().split("=")
config[key] = value
return config

CONFIG = load_config()
HEADERS_VT = {"'x-apikey"": CONFIG['vt_api_key']}
DB_CONFIG ={
‘user': CONFIG['DB_USER'],
‘password’: CONFIG['DB_PASS'],
'host': CONFIG['DB_HOST],
'database’: CONFIG['DB_NAME']
}

# Function to connect to the database
def connect_db():
return mysgl.connector.connect(**DB_CONFIG)

# Function to fetch hashes from the all_hashes table between specific limits
def fetch_hashes(db_conn, start_id, end_id):
cursor = db_conn.cursor()
query = ""'SELECT hash FROM all_hashes WHERE id >= %s AND id <= %s"’
cursor.execute(query, (start_id, end_id))
hashes = [row[0] for row in cursor.fetchall()]
cursor.close()
return hashes

# Function to query VirusTotal for a given hash report
def query_virustotal_report(hash_value, retries=3):
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url = f*https://www.virustotal.com/api/v3/files/{hash_value}""
for attempt in range(retries):
response = requests.get(url, headers=HEADERS VT)
if response.status_code == 200:
return response.json()
elif response.status_code == 502:
print(f''Server error for {hash_value}, retrying ({attempt + 1}/{retries})..."")
time.sleep(30)
else:
print(f'Failed to retrieve report for {hash_value}: {response.status_code} -
{response.text}")
break
return None

# Function to query VirusTotal for a given hash MITRE techniques summary
def query_virustotal_mitre(hash_value, retries=3):
url = f""https://www.virustotal.com/api/v3/files/{hash_value}/behaviour_mitre_trees"
for attempt in range(retries):
response = requests.get(url, headers=HEADERS VT)
if response.status_code == 200:
return response.json()
elif response.status_code == 502:
print(f''Server error for {hash_value}, retrying ({attempt + 1}/{retries})..."")
time.sleep(30)
else:
print(f"'Failed to retrieve MITRE techniques for {hash_value}: {response.status_code} -
{response.text}")
break
return None

# Function to insert malware info into the malware_info table
def insert_malware_info(db_conn, mal_hash, detections, mitre_att_techniques):
cursor = db_conn.cursor ()
sgl = "INSERT INTO malware_info (mal_hash, detections, mitre_att techniques)
VALUES (%s, %s, %0s)"
values = (mal_hash, detections, mitre_att_techniques)
try:
cursor.execute(sql, values)
db_conn.commit()
except mysql.connector.IntegrityError as e:
print(f""Hash {mal_hash} already exists in the database.")
except Exception as e:
print(f"Failed to insert hash {mal_hash}: {e}'")
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# Function to process hashes between specific limits

def process_hashes(db_conn, start_id, end_id):
hashes = fetch_hashes(db_conn, start_id, end_id)
total_hashes = len(hashes)
for i, hash_value in enumerate(hashes):
print(f"Processing {i + 1}/{total_hashes}: {hash_value}')

# Query VT for the report and MITRE techniques
report = query_virustotal_report(hash_value)
mitre = query_virustotal_mitre(hash_value)

# Extract relevant data
detections = report['data’][‘attributes’]['last_analysis_results'] if report else None
mitre_att_techniques = mitre if mitre else None

# Convert to JSON strings

detections_json = json.dumps(detections) if detections else None

mitre_att_techniques_json = json.dumps(mitre_att_techniques) if mitre_att_techniques
else None

# Insert into the database
insert_malware_info(db_conn, hash_value, detections_json, mitre_att_techniques_json)

# Print progress
print(f'{hash_value} detections and MITRE ATT&CK techniques added to the
database.")

# Take a short break every 100 requests

if (i+1) % 800 ==0:

print(**Taking a short break to avoid server overload..."")
time.sleep(30)

print(**Processing complete™)

if _name  ==" main_ "
db_conn = connect_db()

# Process hashes between specific limits
start_id=2
end_id = 9500

process_hashes(db_conn, start_id, end_id)

db_conn.close()
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