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Prolog

Electronic mail, since its inception, has transformed how we communicate, making it an essential
tool both personally and in professional environments. This generational invention shaped the mod-
ern world while retaining the same functionality. Over the years with the expansion of the internet,
more and more issues started to arise threatening users and the data that was exchanged. The plethora
of new challenges paved the way for developing more sophisticated Email Management Systems to
address them and bring new functionalities. This thesis explores the intricate landscape of electronic
mail management systems, focusing on the integration and evaluation of essential protocols and tech-
nologies that deal with those issues.

The journey began with an interest in understanding the challenges and solutions in managing email
security, authentication, and spam prevention issues that profoundly affect personal and professional
communication on the internet. The motivation to explore this topic derives from the curiosity to
acknowledge those issues and come up with their solutions by constructing and managing a mailserver.

This thesis explores the complexities of electronic mail management systems, focusing on the imple-
mentation and integration of key protocols and technologies to ensure secure, efficient, and reliable
email communications. By addressing the challenges of spam, security, and user authentication, this
work aims to enhance the functionality and robustness of mail servers. This study underscores the
importance of continuously evolving email systems to meet modern digital communication needs.
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Abstract

The subject of this thesis is Electronic mail Management Systems. The complexity of these systems as
well as the critical nature of the data exchanged poses several challenges inmaintaining their efficiency,
security, and management. To overcome these challenges, this thesis studies the essential protocols
and technologies involved in such systems, culminating in the creation and configuration of a functional
mail server. The thesis begins with the analysis of protocols such as SMTP, IMAP, and POP that
are essential for the transmission and retrieval of emails. It also examines security protocols such
as SSL/TLS and STARTTLS, and email authentication protocols like SPF, DKIM, and DMARC
while discussing the importance of related DNS records. The analysis then shifts to the mail server
technologies, with an evaluation of MTAs such as Postfix, Exim, and Sendmail, as well as MDAs like
Dovecot. Mechanisms for spam prevention such as SpamAssassin and ClamAV were also discussed.
Additionally, user authentication technologies like SASL and LDAP are addressed. The practical part
of this thesis included the construction of an email server by utilizing the necessary technologies and
methods to ensure its functionality, security, and reliability. Finally, several tests were conducted with
their results highlighting the effectiveness of these technologies in addressing security, authentication,
and spam prevention challenges contributing valuable insights regarding electronic mail management
systems.
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Περίληψη

Το αντικείμενο μελέτης της συγκεκριμένης πτυχιακής εργασίας αφορά τα Συστήματα διαχεί-
ρισης ηλεκτρονικού ταχυδρομείου. Η πολυπλοκότητα των συγκεκριμένων συστημάτων και η
κρισιμότητα των δεδομένων που διακινούνται μέσω αυτών ελοχεύει αρκετές προκλήσεις όσον
αφορά επίτευξη της ορθής και ασφαλούς λειτουργίας άλλα και διαχείρισης τους. Για να ξεπε-
ρασθούν αυτές οι προκλήσεις η πτυχιακή πραγματοποιεί μελέτη σε βασικά πρωτόκολλα και
τεχνολογίες που αφορά αυτά τα συστήματα καταλήγοντας στη δημιουργία και ρύθμιση ενός
λειτουργικού διακομιστή ηλεκτρονικής αλληλογραφίας. Η πτυχιακή εργασία ξεκινά με την
ανάλυση των πρωτοκόλλων αλληλογραφίας SMTP IMAP και POP που είναι απαραίτητα για
την επικοινωνία από και προς τον διακομιστή ηλεκτρονικής αλληλογραφίας. Επιπλέον ανα-
λύονται πρωτόκολλα ασφαλείας όπως το SSL/TLS και το STARTLS αλλά και πρωτόκολλα
αυθεντικοποίησης ηλεκτρονικής αλληλογραφίας όπως το SPF το DKIM και το DMARC. Γίνε-
ται επίσης λόγος και για την σημασία των εμπλεκομένων εγγραφών DNS. Η ανάλυση συνε-
χίζεται με τις τεχνολογίες του συστήματος αξιολογώντας αρχικά τα MTA όπως το Postfix το
Exim και το Sendmail άλλα και MDA όπως το Dovecot καθώς επίσης γίνεται η διερεύνηση των
μηχανισμών αποφυγής ανεπιθύμητης αλληλογραφίας όπως το SpamAssassin και το ClamAV.
Αναφορά γίνεται επίσης και τεχνολογίες αυθεντικοποίησης των χρηστών του διακομιστή αλ-
ληλογραφίας όπως το SASL και το LDAP. Η πτυχιακή επίσης περιλαμβάνει και πρακτικό κομ-
μάτι περιγράφοντας την κατασκευή ενός διακομιστή αλληλογραφίας καθώς και την προσθηκη
απαραίτητων τεχνολογιών και μεθόδων που διασφαλίζουν την ορθή, ασφαλή και αξιόπιστη
λειτουργία του. Τέλος, πραγματοποιήθηκαν δοκιμές, τα αποτελέσματα των οποίων αναδεικνύ-
ουν την αποτελεσματικότητα αυτών των τεχνολογιών όσον αφορά την λειτουργία του αλλά και
την αντιμετώπιση ζητημάτων ασφαλείας, αυθεντικοποίησης και πρόληψης ανεπιθύμητης αλ-
ληλογραφίας, συμβάλλοντας με πολύτιμες γνώσεις στη διαχείριση συστημάτων ηλεκτρονικού
ταχυδρομείου.
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Chapter 1

Introduction

Since the early days of the internet, the exchange of information and direct communication between
users has been a critical issue. Email management systems emerged to address this need, allowing
users to exchange emails via the Internet. As the Internet became more widespread, the development
of such email systems proved vital for the operations of organizations and companies. Because of the
internet expansion, email systems need to be more sophisticated to overcome numerous challenges,
including efficient spam filtering, robust securitymeasures to protect sensitive information, and reliable
authentication methods to ensure the legitimacy of email sources.
To address these challenges, a comprehensive approach involving multiple technologies and protocols
was implemented. First of all, the mailserver was developed using the Postfix MTA and Dovecot
MDA. To address the security issues, protocols like SSL/TLS and STARTTLS were integrated to
encrypt user communications. Utilities like SpamAssassin and ClamAV were added in to deal with
email Spam and malware issues. Additionally, authentication technologies like SASL and LDAP were
added to verify user credentials and maintain secure access. There is also an implementation of email
authentication protocols such as SPF, DKIM, and DMARC. It provides the background of what the
DNS records of a mailserver should be to ensure uninterrupted communication with the internet.
This thesis also discusses the functionality of mail protocols such as SMTP, IMAP and POP noting
their importance and role in email communications. There is also a comparison between different
MTA’s such as Postfix, Exim and Sendmail discussing their advantages and disadvantages over dif-
ferent mailserver environments.

1.1 Problem Statement
The core issue of this thesis is managing and securing an email server. Providing solutions to these
issues has become increasingly complex. Email systems must address several critical issues to ensure
efficient and reliable service.
One of the primary challenges is to determine the core architecture of the mailserver. Choosing
the appropriate MTA and MDA solution for every mailserver environment can be challenging. By
conducting a thorough analysis on the Different MTAs and writing down their advantages and disad-
vantages, Posfix was chosen as the core mailserver.
The second challenge was to ensure secure email transmission and the protection of sensitive in-
formation from interception and tampering. To address this issue the SSL/TLS and STARTTLS
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mechanisms of encryption were implemented.
Thirdly, mail authentication protocols were necessary integration in order to verify the legitimacy of
email sources. For this purpose, SPF, DKIM, and DMARC were deployed as solutions to this issue
creating the appropriate DNS records.
Among the challenges is combating the proliferation of spam and malicious emails, which can com-
promise user security and data integrity. To end this, several anti-spam and anti-malware mechanisms
were added to the mailserver like SpamAssassin and ClamAV.
Lastly, there was a need to find a feasible solution on user authentication and authorization issues.
Those issues were addressed by developing the appropriate directives in order to integrate user au-
thentication mechanisms in the likes of SASL authentication and LDAP for connecting to the mail
server.
Integrating these multifaceted requirements into a cohesive and efficient mail server infrastructure
presents a significant challenge, necessitating the use of advanced protocols and technologies to meet
the demands of modern email communication.

1.1.1 Contribution
This thesis makes several contributions to the subject of electronic mail management systems by ad-
dressing important issues and offering workable solutions by combining different technologies and
protocols:

1. Comparative Analysis of MTAs: Evaluated and compared Postfix, Exim, and Sendmail, high-
lighting their strengths, weaknesses, and best-use scenarios.

2. Implementation of Secure Communication Protocols: Integrated SSL/TLS and STARTTLS to
ensure encrypted email transmissions, protecting data from interception and tampering.

3. Advanced Spam and Malware Protection: Implemented SpamAssassin and ClamAV for robust
spam filtering and malware detection, enhancing email security.

4. Email Authentication Mechanisms: Deployed SPF, DKIM, and DMARC protocols to verify
email legitimacy and prevent spoofing, improving trustworthiness.

5. Efficient Email Storage and Retrieval: Utilized Dovecot as the Mail Delivery Agent (MDA) for
managing email storage and retrieval, ensuring efficient performance.

6. User Authentication and Directory Services: Integrated SASL and LDAP for secure user au-
thentication and directory services, maintaining secure access control.

7. Configuration and Management of DNS Records: Configured critical DNS entries, including
MX records, to effectively manage and route email traffic.

By addressing these critical areas, this thesis contributes to the development of a comprehensive,
secure, and efficient electronic mail management system, capable of meeting the demands of modern
digital communication
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1.2 Thesis structure
The structure of this thesis is designed to systematically address the key components and challenges
of electronic mail management systems. The following chapters provide a comprehensive overview
of the protocols and technologies involved, as well as a detailed analysis of their implementation in
the mailserver.

1. Chapter 1: Introduction The introductory chapter outlines the project’s issues this thesis is
trying to solve, innovative contributions, and thesis format.

2. Chapter 2: A Thorough Analysis of the Mailserver Protocols This chapter provides a thor-
ough analysis of the protocols involved in the mail server, including SMTP, IMAP, POP, SS-
L/TLS, STARTTLS, SPF, DKIM, and DMARC. Each protocol’s utility, functionality, and
integration into the email system are detailed, along with the significance of DNS entries like
MX records.

3. Chapter 3: A Comprehensive Study of Mailserver Technologies This chapter explores the
technologies used in the mail server. It covers Mail Transfer Agents (MTAs) such as Postfix,
Exim, and Sendmail, including a comparative analysis of their strengths and weaknesses. It
also details the role of Mail Delivery Agents (MDAs) like Dovecot, the implementation of SSL
certificates from Let’s Encrypt, spam protection mechanisms like SpamAssassin and ClamAV,
and authentication technologies such as SASL and LDAP

4. Chapter 4: Creating the Mailserver This chapter provides a detailed guide on setting up
the mail server, including the integration of protocols and technologies discussed in previous
chapters. It features step-by-step instructions, configuration files, and code snippets to illustrate
the implementation process.

5. Chapter 5: Experiments and Conclusion This chapter details various tests conducted to en-
sure the functionality and security of the mail server. It includes tests for email authentication
protocols (SPF, DKIM, DMARC), encryption (SSL/TLS, STARTTLS), and protocol func-
tionality (SMTP, IMAP). The effectiveness of spam prevention mechanisms (SpamAssassin)
and HELO access restrictions are also evaluated. The conclusion summarizes the study of the
previous chapters and suggests future work on developing an online user interface.
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Chapter 2

A thorough analysis of the Mailserver
protocols

This chapter delves into the essential protocols that form the backbone of email communication sys-
tems. Email protocols facilitate the sending, receiving, and securing of email messages. It discusses
the primary protocols for outgoing and incoming email traffic, the security protocols that safeguard
email transmissions, and the email authentication protocols that verify the legitimacy of email sources.

2.1 Outgoing connection protocols
Outgoing connection protocols play a crucial role in email communication as they help facilitate the
transfer of emails from the sender’s server to the recipient’s server. The SimpleMail Transfer Protocol
(SMTP), which guarantees the dependable delivery of emails over the Internet, is the main protocol
used for this purpose.

2.1.1 SMTP
SMTP[1] was introduced in 1982 by Jon Postel[2]. It was created to improve on previous protocols
like the Mail Transfer Protocol ”MTP” and enable the sending of email messages across networks.
Because of its ease of use and efficiency, SMTP became one of the top standards for email delivery.
In 2008 SMTP was upgraded and included security measures and refinements, including Extended
SMTP, or ESMTP[3].
The SMTP functions using a store-and-forward method to transport emails through a network of
intermediary servers before arriving at their final destination. Through a series of command/response
exchanges, SMTPmanages the initial connection, sender and recipient specification, message transfer,
and session termination. The SMTP utilizes port 25 for regular transmission without security. The
other two ports that SMTP is using are the 587 for the TLS connection and the 465 for the SSL
connection.
In order to begin an SMTP communication, the client must connect to the server by issuing an EHLO
command to initiate the mail session. With the MAIL FROM command, the sender’s email address
is specified, while the RCPT TO command the recipient’s email addresses are provided. Issuing
the DATA command transmits the email’s content, including headers, the subject of the email, and its

5



Chapter 2. A thorough analysis of the Mailserver protocols

Figure 2.1: SMTP communication

body. The and of the body of the email is marked with a single dot ”.”. Once themessage is transferred
the SMTP connection indicates its queue code. Finally, the session is terminated by issuing the QUIT
command, completing the email transmission process. In the figure 2.1 is an example of an SMTP
communication.
One issue that the SMTP faces is the fact that in its simplest version, it lacks built-in security protec-
tions, making it vulnerable to interception and eavesdropping. To improve its security, SMTP can be
used with Transport Layer Security (TLS), which encrypts communication between the email client
and the server. With the help of the STARTTLS extension, the security of email communication is
improved by converting an existing plaintext connection into a secure TLS connection.
To sum up, SMTP is a stable and adaptable protocol for sending emails, and it is supported by a lot
of add-ons and improvements that make email delivery secure, reliable, and efficient. Because of its
compatibility with TLS, SSL, and STARTTLS security protocols, it is a crucial part of today’s email
communication systems.
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2.2 Incoming connection protocols
Incoming mail protocols are essential for retrieving and managing emails from a mail server. They
allow users to access their email messages and their inboxes from different devices and locations. Two
primary protocols are used to serve the incoming mail traffic. The first one is IMAP (Internet Message
Access Protocol) and the second one is POP (Post Office Protocol). Both protocols enable users to
view and download emails from the server to their local devices, but they operate differently in terms
of how emails are stored and managed.

2.2.1 IMAP
The Internet Message Access Protocol (IMAP)[4] is an application layer Internet protocol and its
primary goal is to allow users to read and manage their emails directly on the server. IMAP was
developed in 1986 at Stanford University by Mark Crispin[5]. It’s the most common protocol used
by email clients like Thunderbird[6] or Bluemail[7] to retrieve messages from a mail server. One
key feature of IMAP is that it allows access to emails from multiple devices by synchronizing their
state. This means that actions such as reading, deleting, or organizing emails are reflected on the
server and all connected devices that are connected to it. This protocol is particularly useful for users
who need to access their email from various locations and devices, as it maintains the email structure
and organization on the server, ensuring consistency and accessibility. IMAP utilizes port 143 for
unencrypted communication and 993 for encrypted communication using SSL/TLS protocol.

2.2.2 POP
The Post Office Protocol(POP)[8] is an application-layer Internet standard protocol that was developed
in the early 1980s. POP has had several updated versions, with POP3[9] being the most widely used.
Unlike IMAP, which keeps emails on the server, POP downloads emails to the local device deleting
them from the server. This makes POP suitable for users who primarily access their email from a
single device and also helps manage the storage on the server. The new version of POP3, unlike its
predecessor which the only option was to download emails to the local devices, introduced features
that allowed users to leave copies on the server. This marked a significant improvement in email
accessibility and management. Over time, POP3 became widely adopted due to its simplicity and
ease of implementation. POP utilizes port 110 for unencrypted communication and port 995 for
secure, encrypted communication using SSL/TLS protocol.

2.3 Securty protols
Security protocols are essential in email services to protect communications from unauthorized access
and ensure data integrity. This section covers the primary security protocols used in mail services.

2.3.1 SSL
The first version of SSL[10] was designed by Netscape in the mid-1990s. It was developed to offer
encryption, which secures conversations over a network. Before any data is transmitted, the protocol
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establishes a secure connection through a handshake process that involves exchanging encryption keys,
encryption methods, and certificates. To protect the confidentiality and integrity of the communica-
tion, SSL uses symmetric encryption for data transfer and asymmetric encryption for key exchange.
Version 1.0 of the SSL protocol was never released to the general public due to serious security flaws.
Despite its problematic predecessor, version 2.0 of SSL was released publicly in 1995. Upon its re-
lease, it was found that it had a number of usability and security issues. It used the same cryptography
keys to authenticate and encrypt messages. Due to its weak MAC design, which used the MD5 hash
function with a secret prefix, it was vulnerable to length extension attacks. Moreover, it provided no
protection against the first handshake or explicit message closures, making man-in-the-middle attacks
undetected. These flaws led to the development of the Version 3.0 SSL. Despite its groundbreaking
role in internet security, the vulnerabilities lead to its deprecation in favor of TLS. SSL 3.0 was the
last version, now considered obsolete, but its legacy paved the way for more secure protocols like TLS,
which continue to protect online communications today.

2.3.2 TLS
The successor for SSL, Transport Layer Security (TLS)[11], improves network data security by utiliz-
ing stronger encryption and authentication mechanisms. Created by the IETF, TLS is an improvement
over SSL thanks to its secure hash functions and more powerful encryption algorithms. Additionally,
TLS utilizes digital certificates to authenticate the communicating parties, preventing man-in-the-
middle attacks and ensuring that emails are exchanged between verified entities. TLS encrypts email
transfers in mail servers to provide private, secure communication. TLS is the industry standard for
secure network communications because of its improved security and performance in versions 1.0
through the most recent 1.3.

2.3.3 STARTTLS
Building upon the secure foundation provided by SSL/TLS, STARTTLS[12] offers a method to up-
grade an existing plain text connection to a secure one. The STARTTLS command, issued within
the context of an established connection, allows email clients and servers to negotiate the transition
to encrypted communication dynamically. This is vital for email protocols such as SMTP, IMAP,
and POP3, enhancing the security of communications by protecting data against eavesdropping and
tampering during transmission.[13] STARTTLS thus serves as a versatile and adaptable security tool,
enabling legacy systems to implement robust encryption without extensive infrastructure modifica-
tions, seamlessly integrating into the existing communication protocols.

2.4 DNS records and Email authentication protocols
DNS (Domain Name System)[14] records serve as a directory that converts domain names into IP
addresses, among other purposes, making them vital parts of the internet’s infrastructure. The DNS
servers keep these records, which direct internet traffic routing. Domain names are mapped to IPv4
addresses via A records, while IPv6 addresses are mapped to AAAA records via DNS records. MX
(Mail Exchange) records, which identify the servers in charge of receiving email on behalf of a domain,
are essential for forwarding messages to mail servers. By linking to a different domain name rather

8



Chapter 2. A thorough analysis of the Mailserver protocols

than an IP address, CNAME (Canonical Name) records enable a domain to be recognized by more
than one name. Text data is stored in TXT records as well. Those records are mostly used on email
security protocols. Those protocols are DKIM (DomainKeys Identified Mail), DMARC (Domain-
based Message Authentication, Reporting, and Conformance), and SPF (Sender Policy Framework)
to confirm domain ownership. Every kind of DNS record has a specific function that contributes to a
safe and effective network connection.

2.4.1 MX
The Mail Exchange (MX)[15] record has a crucial role in the DNS by identifying the mail servers
that are assigned to receive emails for a specific domain. This record is critical in directing the path of
electronic messages across the vast expanse of the Internet. As an email is dispatched to an address
affiliated with a particular domain, the sendingmail server consults the DNS to retrieve theMX records
associated with that domain. These MX records contain essential details, including the priorities of
the mail servers, dictating the sequence in which they should be contacted. This prioritization ensures
the seamless routing and delivery of emails to the designated mail servers. In essence, MX records
serve as the architects of the email delivery path, ensuring that messages are delivered precisely and
efficiently to their intended destinations. They are critical components of theMail server infrastructure
that ensures the reliability and accuracy of electronic communication.
After a Dig command here is the MX record that is used in our mail server:
mtest1.iee.ihu.gr. 10800 IN MX 10 mail.mtest1.iee.ihu.gr.

2.4.2 SPF
The Sender Policy Framework (SPF)[16] record serves as a critical component in the realm of email
security, functioning as a beacon of authenticity for sender domains. Published in the Domain Name
System (DNS) settings, the SPF record meticulously outlines the authorized mail servers permitted
to send emails on behalf of a specific domain. Employing a syntax of mechanisms and qualifiers,
SPF empowers email recipients to validate the legitimacy of incoming messages by cross-referencing
the sending server against the designated list of approved sources. This authentication process acts as
a robust defense against email spoofing and phishing attempts, providing a clear distinction between
genuine communications and potentially malicious forgeries.

• The first mechanism, v=spf1 identifies this as an SPF record.

• The second mechanism +mx says messages originating from the given MX record should be
considered valid.

• The third mechanism provides options for handling failed checks. In our record a ”SoftFail”
( all) indicates a warning, allowing the email to be delivered but marking it as potentially sus-
picious.

2.4.3 DKIM
The DomainKeys IdentifiedMail (DKIM)[17] protocol emerges as a pivotal facet within the landscape
of email authentication, offering a cryptographic seal of legitimacy to digital communications. Imple-
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Figure 2.2: SPF Authentication

mented through cryptographic signatures appended to outgoing emails, DKIM provides a means for
the recipient’s mail server to verify the message’s origin and integrity. In essence, the sender domain
signs its outgoing emails with a private key, and the recipient’s server, equipped with the correspond-
ing public key fetched from the sender’s DNS records, can authenticate the signature. This process
ensures that the email has not been tampered with during transit and originates from an authorized
source. DKIM significantly enhances email security by mitigating risks associated with phishing,
spoofing, and unauthorized email modification. Its adoption within email infrastructures exemplifies
a commitment to fostering trust and reliability in digital communication channels.

2.4.4 DMARC
The Domain-basedMessage Authentication[18], Reporting, and Conformance (DMARC) protocol is
a robust framework that plays a crucial role in enhancing the security of email communications. Think
of DMARC as a set of rules that domain owners establish to ensure that emails sent on behalf of their
domain are legitimate. It collaborates with two other security protocols, Sender Policy Framework
(SPF) and DomainKeys Identified Mail (DKIM), to verify the authenticity of the sender’s identity.
By setting up DMARC policies in the Domain Name System (DNS), domain owners can specify how
receiving mail servers should handle emails that fail SPF or DKIM checks. This alignment mechanism
ensures that the sender’s address in the email matches what SPF and DKIM records say it should be,
significantly reducing the risk of email spoofing and phishing attacks.
In addition to its role in email authentication, DMARC provides valuable reporting features. It allows
domain owners to receive feedback reports from receiving mail servers about the outcome of their
email authentication checks. These reports provide insights into how emails from their domain are
being handled, enabling domain owners to monitor for suspicious activities and potential imperson-
ation attempts. DMARC, with its comprehensive approach to email security, empowers organizations
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to take proactive measures against unauthorized use of their domain and strengthens the overall trust-
worthiness of email communication.
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Chapter 3

A Comprehensive Study of Mailserver
Technologies

3.1 Introduction
In the continuously advancing realm of digital communication, ensuring the security and efficiency
of email systems is paramount. This chapter discusses the key technologies that strengthen electronic
mail management systems by providing solid security and reliable performance. We examine how
Postfix andDovecot, fundamental components of mail servers, work together. Additionally, we review
how SSL/TLS and Let’s Encrypt secure data transmissions. Tools like SpamAssassin and ClamAV are
explored for their roles in blocking spam and preventing virus infections, respectively. Lastly, we dis-
cuss LDAP and SASL authentication mechanisms that support user verification processes. Together,
these technologies create a comprehensive system that ensures the secure and efficient functioning of
email systems, meeting both current demands and future challenges.

3.2 MTA
Mail Transfer Agents[19] (MTAs) are a crucial component of the email infrastructure, responsible
for transferring email messages from one computer to another using the Simple Mail Transfer Proto-
col (SMTP). As the backbone of email delivery, MTAs accept outgoing emails from users and then
deliver these messages to the appropriate recipients. This routing process involves a complex series
of individual steps, including DNS lookups to find the recipient’s mail server and determining the
best path for the message across multiple intermediate servers. In addition to routing, MTAs play a
key role in enforcing policies related to email delivery, such as retrying delivery when a recipient’s
server is unavailable, handling bounced messages if the email cannot be delivered for some reason,
and implementing security measures to block spam or verify sender identities. In order to be effec-
tive, MTAs must be highly reliable and secure, ensuring the delivery of emails while simultaneously
protecting against potential threats like spamming and phishing attacks. Some popular examples of
MTA software are Postfix, Exim, and Sendmail, each offering different features and configurations
to meet the different infrastructure needs.
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3.2.1 Postfix
Postfix[20], is a widely-usedMail Transfer Agent (MTA) known for its high performance, simple con-
figuration, and strong security features. It offers a simpler, more secure, and more efficient mechanism
for routing and delivering emails. Postfix operates by receiving emails from mail clients, processing
them, and then deciding the next hop in the email delivery chain based on DNS lookup results. It
can handle local mail delivery within a system or relay mail to other MTAs over the network. No-
tably, Postfix’s architecture is modular, allowing it to work seamlessly with other software such as
spam filters and antivirus programs. This modularity also makes it highly adaptable, enabling it to
fit into various setups from small-scale systems to large enterprise environments. Postfix supports
numerous protocols including SMTP, SMTP AUTH an extension of SMTP that allows clients to log
into the mail server to send email, and TLS for secure communication, ensuring that all data transfers
maintain confidentiality and integrity.
Key features that made Postfix one of the most widely used MTA are explained below [21]:

1. Security-Centric Architecture: Postfix sets itself apart with a security-focused design, incor-
porating measures that strengthen email infrastructures’ resistance to possible attacks. Postfix
operates in a chroot environment, which limits the system’s vulnerability surface by limiting its
operations to a certain directory. This helps to minimize the impact of security breaches. The
main.cf file’s flexible access controls and limits give administrators the ability to precisely adjust
the permissions of different components, strengthening the system’s defenses. Because of its
unwavering dedication to security, Postfix is positioned to protect users’ email communications’
confidentiality and integrity by acting as a steadfast bulwark against malicious activity.

2. Efficient Queue Management: Postfix is excellent at handling the email queue, guaranteeing
that messages are delivered consistently and on time. By effectively prioritizing and organiz-
ing messages, the queue manager reduces the possibility of message loss and maximizes email
traffic flow. This feature is essential for managing fluctuating loads and network circumstances,
which enhances the email system’s overall responsiveness and stability. For organizations where
email responsiveness is critical, Postfix’s queue management features make it a dependable op-
tion, whether handling a large volume of outgoing messages or incoming mail from various
sources.

3. Modular and Extensible Architecture: Postfix relies on its extensible and modular architecture,
which allows for customization and adaptability to a wide range of use cases. Because of its
modularity, system administrators can add or remove parts to customize the mail server to
fit particular organizational needs. Given its built-in adaptability, Postfix can easily interface
with other programs, making it possible to use programs like Dovecot for email archiving and
retrieval. Postfix is a flexible solution that can grow and adapt to meet the changing needs of
various environments, ranging from small businesses to large corporations.

These combined features make Postfix a secure, adaptable, and efficient choice for organizations seek-
ing a reliable Mail Transfer Agent to underpin their email infrastructure.

3.2.2 Exim
Another widely used MTA is Exim[22][23]. Exim is mostly known for its high flexibility in con-
figuration. It is commonly used on Unix-like operating systems. It was originally designed at the
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University of Cambridge in 1995 and it was destined to replace Smail-3[24]. Exim was mainly de-
signed with a focus on flexibility and configurability, allowing it to adapt to many different network
environments without requiring significant modifications to its source code. This flexibility is largely
achieved through its configuration file, which allows for complex routing and delivery rules tailored to
specific needs.
Strong aspects and features of Exim that made it one of the most usedMTA in the world are explained
below:

1. Configurability: Exim’s extended configuration system allows administrators to define complex
routing rules and handling procedures through its single, yet every complex, configuration file.
The level of control that Exim’s configuration provides is very beneficial for constructing the
system to specific operational requirements without the need to modify its source code.

2. Security: Security is a great aspect of Exim’s design. It offers the capability to run each con-
nection in a separate unprivileged process. This leads to minimizing the risk of larger security
breaches. Furthermore, Exim uses TLS to secure email communications, ensuring that all data
sent is encrypted while it travels across the internet.

3. Performance: Although Exim is highly customizable, it remains fast and efficient. It also can
handle large amounts of email data, maintaining a good balance between adaptability and per-
formance.

Although Exim is maintaining its position by being one of the most flexible and good-performing
MTAs, the high learning curve and the complexity of its configuration can pose challenges, particu-
larly for those less familiar with mail server management. The extensive range of configurable options,
while powerful, requires a significant understanding of mail systems to avoid misconfigurations, po-
tentially leading to security vulnerabilities and difficulties in the deployment of the systems.
To sum up, Exim is a powerful tool in the hands of an experienced system administrator. It could
be exceptional in environments where detailed, specific configurations are necessary to meet unique
operational demands. While it demands a higher set of technical skills, the level of customization it
offers makes it a strongly demanded solution for complex email delivery scenarios.

3.2.3 Sendmail
Sendmail[25] is one of the oldest mail transfer agents (MTAs) available for Unix-based systems. It
was developed in the early 1980s by Eric Allman at UC Berkeley and has since become a fundamental
component in many email systems worldwide[26]. It was mostly widely used in the past while other
MTAs like Postfix and Exim haven’t yet developed although, despite their emergence, Sendmail’s
extensive functionality and powerful yet complex configuration capabilities still make it relevant in
many enterprise environments.
The core features of Sendmail that are praised are explained below:

1. Configurability: Sendmail is known for its highly configurable nature, allowing detailed control
over mail routing and processing. It uses a configuration file known as sendmail.mc, which is
famous for its complexity but offers major control over every aspect of mail handling.
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2. Alias creation and Forwarding Capabilities: One of the historical strengths of Sendmail is its
robust support for aliases and mail forwarding, a critical feature in managing email redirection
and handling user email routes within an organization. This allows for the easy creation of email
addresses that can redirect to one or more other addresses, an essential function for businesses
and educational institutions.

3. Performance: While Sendmail is capable of handling large volumes of email, its performance
can be affected by the complexity of its configuration. The fine-tuning of the configuration is
essential to optimize Sendmail’s performance, especially in high-load environments.

4. Flexibility in Routing: Sendmail stands out for its exceptional routing capabilities, which allow
administrators to define extremely precise mail handling rules. This level of flexibility is en-
abled by its Milter (mail filter) interface, which facilitates the customization of mail processing
through various filters. These canmodify or act uponmessages as they are being processed, pro-
viding unparalleled control that is particularly valuable in complex networking environments.

On the other hand, Sendmail[27] has fallen behind compared to other MTAs. The reasons behind its
downfall could be explained due to its significant configuration complexity, as its intricate macro lan-
guage can lead to daunting setup processes and potential misconfigurations, heightening security risks.
Historically plagued by notable security vulnerabilities, Sendmail has a history of significant security
vulnerabilities, demanding careful management and frequent updates to protect against threats, which
can be resource-intensive. Furthermore, its adaptability to modern IT environments is constrained
by these legacy issues and the need for extensive customization, making it less appealing for orga-
nizations seeking straightforward, agile email solutions. These factors combine to make Sendmail a
less favorable option for new installations, particularly when ease of use and quick deployment are
prioritized.
To summarize, Sendmail serves as a testament to the evolution of email infrastructure technology.
While it offers powerful capabilities for those who need intricate control over email handling, the
demands of modern email security and ease of use have led many to adopt newer, more user-friendly
MTAs. Despite this, Sendmail remains a critical piece of the internet’s email infrastructure, particu-
larly for legacy systems.

3.2.4 Comparison of the MTAs
When it comes to the choice among Postfix, Sendmail, and Exim[28], it should be guided by specific
organizational needs and the technical expertise of the administrative team. Postfix is recommended
for those valuing simplicity and security, making it ideal for most modern applications. Sendmail,
though powerful, suits niche cases where its complex capabilities are necessary and can be securely
managed. Exim serves well in scenarios where flexibility is needed, but not at the cost of excessive
complexity. According to this analysis, while each MTA has a specialty, evolving security concerns
and the need for easier management are leading many to prefer solutions like Postfix and Exim over
the more traditional Sendmail which tends to be favored where legacy systems exist.
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3.3 Dovecot
Dovecot [29, 30], a pivotal component in modern email infrastructures, is an open-source email server
software renowned for its prowess in providing robust and efficient access to electronic messages.
Dovecot specializes in offering both Internet Message Access Protocol (IMAP) and Post Office Pro-
tocol (POP3) services. IMAP enables users to access and manage their emails directly on the mail
server, maintaining synchronization across multiple devices. POP3, on the other hand, allows users
to download emails to their local devices. Dovecot seamlessly integrates with Mail Transfer Agents
(MTAs) like Postfix to handle the storage and retrieval aspects of email communication. Its modular
architecture allows for straightforward integration with various authentication mechanisms, including
Lightweight Directory Access Protocol (LDAP), enhancing security and simplifying user manage-
ment. With a commitment to high performance, scalability, and support for industry standards, Dove-
cot stands as an indispensable companion to MTAs, contributing to the efficient and secure delivery
of electronic messages in contemporary email systems. It is also designed to handle a high volume of
concurrent connections and efficiently manage large mailboxes. These features make Dovecot suitable
for both small-scale deployments and enterprise-level email systems with diverse user requirements.

3.4 Encryption and Certificates
Encryption and certificates play a fundamental role in securing communications across networks, es-
pecially in environments where sensitive information is transmitted, such as in email systems. By the
term ”Encryption” we are referring to the process of encoding messages or information in such a way
that only authorized parties can access it. Certificates, issued by trusted entities known as Certificate
Authorities (CAs), help establish the identity of parties and enable secure connections, effectively
proving that the public keys held by entities are authentic and have not been tampered with. These
technologies are crucial for maintaining the confidentiality and integrity of data as it traverses the
internet.[31]

3.4.1 Let’s Encrypt
Let’s Encrypt[32] is the authority of the certificate that I used in my Thesis. It provides free SSL/TLS
certificates, significantly simplifying the process of securing web communications. It is particularly in-
strumental in promoting the widespread adoption of encrypted connections on the internet. Operated
by the Internet Security Research Group (ISRG), Let’s Encrypt automates the process of certificate
issuance, renewal, and revocation, thereby removing manual complexities and reducing the cost bar-
riers associated with securing communication channels. By offering these services at no charge, Let’s
Encrypt not only encourages but also enables website administrators and email server operators to im-
plement encryption easily. This democratization of security services aligns closely with the broader
shift towards universal secure communication, further enhancing the trust and integrity of data trans-
mitted across the internet. Through its support for automatic renewals and its easy integration with
existing servers and software, Let’s Encrypt plays a critical role in ensuring that SSL/TLS protection
is more accessible and maintainable, thus contributing to a safer internet ecosystem.
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3.5 Email Filtering and Scanning
3.5.1 ClamAV
ClamAV, or Clam AntiVirus, [33, 34, 35] is an open-source antivirus tool specifically designed to
secure network gateways and email servers from a plethora of malware threats, including viruses,
worms, and Trojans. In the context of electronic mail management systems, the purpose of integrating
ClamAV is multifaceted, aiming not only to protect the integrity of the data within the emails but also
to safeguard the overall health of the network infrastructure.
Emails are a common vector for cyber threats, often used by attackers to distribute malicious soft-
ware that can compromise individual user systems and corporate networks. The consequences of
such breaches can range from simple nuisances to significant financial loss and severe damage to an
organization’s reputation. Hence, employing a robust antivirus solution like ClamAV is crucial for
preventing malware from entering and spreading through the internal systems via email attachments
or embedded links.
ClamAV’s implementation in mail servers acts as a proactive measure to intercept and neutralize
these threats before they reach the end user. By scanning incoming and outgoing messages for known
malware signatures and anomalous patterns, ClamAV helps maintain a secure communication envi-
ronment. This not only enhances the security posture of an organization but also builds trust among
users who rely on the safety and confidentiality of their electronic communications.
Additionally, ClamAV’s role extends to compliance with regulatory requirements that mandate the
protection of sensitive information against unauthorized access and data breaches. Organizations,
especially those in regulated industries such as finance, healthcare, and public services, are often re-
quired to implement stringent security measures, including effective malware detection and prevention
strategies. ClamAV, with its comprehensive scanning capabilities and regular updates, fulfills these
requirements, ensuring that organizations adhere to legal and regulatory standards concerning data
security.
In summary, the integration of ClamAV into email management systems is essential for preventing
the dissemination of malware, ensuring compliance with security regulations, and maintaining the
trustworthiness and reliability of electronic communications. As a result, ClamAV not only serves the
technical purpose of scanning and detecting malware but also plays a strategic role in an organization’s
overall cybersecurity defense strategy.
ClamAV operates by scanning attachments and links within emails for signatures and heuristics that
are known to be associated with malware. Here’s a detailed look at its functionality:

1. Signature-Based Detection: ClamAV utilizes a traditional signature-based approach to detect
known malware. This method relies on a database of unique identifiers for various malware
strains. The database is regularly updated to include new malware signatures discovered by
cybersecurity researchers worldwide. When an email comes in, ClamAV scans the contents
against this database to identify any known threats.

2. Heuristic Analysis: Beyond simple signature matching, ClamAV also employs heuristic anal-
ysis to detect new or unknown viruses. This technique involves examining the behavior of an
email attachment or a linked file to predict its potential for malicious activity based on irregular
patterns or suspicious characteristics. Heuristic analysis helps in catching malware that has not
yet been officially cataloged.
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3. File Format Support: One of the strengths of ClamAV is its broad support for various file
formats, which is critical in an email context where attachments can come inmany forms—from
PDFs andMicrosoft Office documents to executables and archived files. This versatility ensures
that the antivirus can scan a wide array of attachment types for potential threats. Integration
with Mail Servers: ClamAV is designed to integrate seamlessly with mail servers through its
command-line interface, which can be used with filtering tools like Amavis (A Mail Virus
Scanner). This integration allows ClamAV to scan incoming and outgoing emails automatically,
providing real-time protection against the transmission of viruses.

4. Open Source Advantage: As an open-source project, ClamAV benefits from the support of
a global community of developers who contribute to its codebase, ensuring that the antivirus
is not only free but also continually evolving. Open-source software typically offers greater
transparency in its operations, allowing users to verify the security and integrity of the software
they are relying on.

In conclusion, ClamAV’s role in an electronic mail management system is to serve as a first line of
defense against email-borne malware, leveraging both established and innovative virus detection tech-
niques to provide comprehensive protection. Its ability to integrate with existing mail server configu-
rations and support a wide range of file types makes it an indispensable component in the architecture
of modern email security solutions.[36]

3.5.2 SpamAssasin
SpamAssassin[37] is a widely used open-source email filtering tool that helps identify spam. It is
designed to assist email administrators in preventing unwanted and potentially harmful emails from
reaching user inboxes. As spam continues to evolve in complexity and volume, tools like SpamAssas-
sin are crucial for maintaining the cleanliness and integrity of email communications.
The primary purpose of SpamAssassin is to reduce the volume of unsolicited email (spam) by rigor-
ously analyzing incoming email messages for spam characteristics. Spam not only includes unsolicited
and unwanted advertisements but also phishing attempts and other malicious content. By filtering out
such emails, SpamAssassin helps protect users from potential scams, malware, and other security
threats posed by spam. Moreover, reducing spam improves email server efficiency and user produc-
tivity by ensuring that users spend less time managing and deleting irrelevant emails.
SpamAssassin employs a variety of mechanisms to detect spam, which include:

1. Header Analysis: SpamAssassin analyzes the headers of incoming emails, looking for discrep-
ancies or typical spam indicators such as misleading subject lines or addresses. Text Analysis: It
analyzes the text of the email to look for known spam indicators, which include certain phrases
commonly found in spam emails.

2. Bayesian Filtering[38]: This is one of the core features of SpamAssassin. It uses Bayesian
statistics to dynamically learn from both the contents of spam and non-spam emails to improve
its filtering accuracy over time. Users can train their SpamAssassin installation to recognize
what is considered spam and what is not, making the filtering process highly adaptive and per-
sonalized.
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3. Blacklists and Whitelists: SpamAssassin checks emails against various DNS-based blacklists
like Spamhouse, SORBS, and CBL and whitelist databases to assess the reputation of the
sender’s IP address. Emails from blacklisted IPs are more likely to be flagged as spam, whereas
those from whitelisted IPs are generally considered safe.

4. Third-Party Tests: SpamAssassin incorporates tests that use external services to evaluate if
content or links within messages are related to known spam.

5. Spam Score Threshold: After evaluating an email through various tests, SpamAssassin assigns a
spam score to each email based on the number of failed tests. Administrators can set a threshold
score that determines whether an email is flagged as spam or allowed through to the recipient.

SpamAssassin plays a critical role in the management of electronic mail by reducing the burden of
spam on both users and email infrastructure. Its continued development and widespread adoption
underscore its effectiveness and necessity in combating the evolving threats associated with spam in
the digital age.[39]

3.6 Authentication Technologies
Authentication mechanisms in mail servers are fundamental to ensuring that only authorized users
can access and send email securely. These systems utilize a variety of protocols and techniques to
verify the identity of users and maintain the integrity of communications. Commonly implemented
methods include password-based authentication, digital certificates, and more sophisticated protocols
such as LDAP (Lightweight Directory Access Protocol) and SASL (Simple Authentication and Secu-
rity Layer). Each method provides a layer of security that helps protect against unauthorized access
and potential threats, making the authentication process a critical component in the overall security
architecture of email systems. These mechanisms not only safeguard user data but also enhance trust
in email communication as a secure and reliable medium for personal and business exchanges.

3.6.1 SASL
SASL[40] is a protocol used to add authentication support to connection-based protocols through a
pluggable, decoupled method. It abstracts the process of authentication from application protocols,
allowing flexibility and versatility in its implementation. SASL is used in various Internet protocols
including LDAP, SMTP, and IMAP, serving as a critical component in secure data exchange across
network services, particularly in email systems.
SASL works by negotiating a choice of authentication mechanisms between clients and servers, de-
pending on what both support. This negotiation allows the protocol to accommodate a wide range of
authentication methods without requiring each application to implement these mechanisms indepen-
dently. SASL supports mechanisms ranging from plain username and password to more sophisticated
methods like Kerberos or client certificates, enhancing the flexibility and security of authentication
processes. The primary purpose of SASL is to ensure authentication integrity and confidentiality. It
can be used in conjunction with encryption protocols such as SSL/TLS to provide a layer of security
that authenticates users and encrypts the data in transit. This dual-layer security is crucial in environ-
ments that handle sensitive or personal data, ensuring that only authenticated users can access services
and that their data cannot be intercepted or tampered with during transmission.
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Within email systems, SASL enhances the capability of SMTP, IMAP, and POP3 protocols by pro-
viding a secure method for client-server authentication. This is particularly important to prevent
unauthorized access and to safeguard the confidentiality and integrity of email communications. By
integrating SASL, email servers can offer a more robust security framework that supports various
authentication methods, catering to diverse client capabilities and security requirements.
One of the challenges with SASL is the complexity of managing multiple authentication mechanisms,
especially in heterogeneous environments with diverse client capabilities and security needs. Ad-
ditionally, the security of SASL-dependent systems heavily relies on the correct configuration and
implementation of both SASL itself and its associated authentication mechanisms. Misconfigurations
can lead to vulnerabilities, potentially exposing systems to unauthorized access or data breaches.
In conclusion, SASL is an essential protocol for modern email servers, facilitating secure and flexi-
ble authentication. Its ability to support a wide array of authentication methods makes it adaptable
to various security policies and user environments. By decoupling authentication from application
protocols, SASL not only simplifies the integration of security features into existing systems but also
enhances the overall security posture by enabling comprehensive, multi-layered protection strategies.

3.6.2 LDAP
LDAP (Lightweight Directory Access Protocol)[41] is an application protocol used for accessing and
maintaining distributed directory information services over an IP network. It enables organizations to
centralize the management of user information, which LDAP directories can store in a structured and
hierarchical manner, akin to a phone directory. This protocol facilitates querying and modifying the
users’ directory effectively and securely, making it an indispensable tool for managing authentication
in complex systems, including mail servers.
LDAP operates on a client-server model, where the client makes a request, and the server responds
with the information or confirmation of an update. The protocol supports a variety of operations that
allow users to search for directory entries, create and delete entries, and modify entry attributes. It
is designed to work over TCP/IP, which ensures reliability in communications. LDAP uses a simple
string format for data interchange, known as Distinguished Names (DN), which uniquely identifies
each entry in the directory.
In terms of security, LDAP supports multiple authentication methods. The most basic is anonymous
authentication, which allows minimal access to the directory for public information. More secure is
simple authentication, which transmits a username and password in clear text (thus requiring a secure
connection such as via SSL/TLS). LDAP also supports SASL mechanisms that provide additional
security features, including encryption and multi-factor authentication, for protecting communication
between clients and the server.[42]
In mail server environments, LDAP is primarily used to store and retrieve user information, including
email addresses, mail preferences, and authentication credentials. This usage allows email systems to
scale efficiently by centralizing user management and authentication processes. LDAP can be inte-
grated with other security protocols, like SSL/TLS, to ensure secure access to directory data, crucial
for maintaining the confidentiality and integrity of user data in email transactions. While LDAP offers
numerous advantages in terms of flexibility and scalability, it also presents challenges, particularly in
the areas of security and management. LDAP directories can be targets for attacks if not properly
secured with strong encryption and authentication measures. Additionally, the management of LDAP
servers, especially in large organizations or those with high volumes of directory access transactions,
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can become complex and resource-intensive.[43]
As it stands up, LDAP is a strong protocol for handling remote directory data, and it works especially
well in settings like email servers that demand efficient user management and authentication. It is a
crucial part of contemporary IT architecture due to its scalability, versatility in handling complicated
data, and ability to connect with other security mechanisms.
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Chapter 4

Creating the Mail server

4.1 Introduction
This chapter will delve into the practical application of the technologies discussed in the previous
sections, focusing on how they have been implemented to enhance the security and efficiency of the
mail server setup. I will explain the configuration of the core technologies such as Postfix and Dovecot
and the setup of theDNS zonewith records such asMX, SPF,DKIM, andDMARCwhich are essential
for the functionality of the mail server. Also, I will present the way of implementing mail filtering
technologies such as SpamAssassin and I will demonstrate how I managed to issue the Let’s Encrypt
SSL certificate. Lastly, I will explain the implementation of LDAP and SASL authentication. Each of
the components plays a pivotal role in ensuring the robustness and reliability of the service, addressing
specific needs from secure email transit to effective spam filtering.
The implementation process is detailed through comprehensive code snippets and configurations that
illustrate the integration and customization of these technologies. The presentation will come gradu-
ally, starting with the presentation of the operating system on which the email server is based and then
adding its components. For each component, we discuss the rationale behind configuration choices,
challenges encountered during setup, and the solutions devised to overcome these hurdles. This prac-
tical exposition aims to provide insights into the technical nuances that are often the linchpins of suc-
cessful system architecture. Finally, I will detail my attempts to configure the designated mail server
to support multiple domains, rather than a single one. Despite the ultimate failure of this endeavor,
the process proved to be a valuable learning experience. It offered me significant insights into the
complexities involved in expanding the functionality of this specific mail server. This experience has
not only enhanced my understanding of mail server development but also prepared me for addressing
similar challenges in future projects.
Through this detailed presentation, the chapter seeks to bridge the gap between theoretical knowl-
edge and practical application, providing a clear view of how abstract concepts are transformed into
concrete, working solutions in real-world scenarios.

4.2 Tools and Technologies
In this section, I will provide an overview of the various tools, and technologies, employed to set
up and implement in my project. These components have been carefully chosen to ensure seamless
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integration, efficient development, and optimal Security of the Mail server.

4.2.1 Infrastructure
The infrastructure for this thesis project was established using a virtual machine environment to en-
sure both flexibility and control over the experimental setup. The chosen operating system for the
virtual machine was Debian 11 (Bullseye) GNU/Linux, selected for its stability, security, and robust
community support. Deployed within the secure confines of the university’s network, behind its robust
firewall, this setup provided an added layer of security and network control, crucial for safeguarding
the mail server from external threats. Debian 11, known for its conservative approach to updates and
proven reliability, provided a solid foundation for deploying the various email-related technologies ex-
plored in this thesis. The use of a virtual machine facilitated a contained and controlled environment,
allowing for precise configuration adjustments and straightforward replication of the setup, which
is crucial for testing and validation purposes. This setup not only ensured that the environment was
isolated from external inconsistencies but also enabled easier scaling and management, pivotal for han-
dling the complexities of a mail server configuration and ensuring accurate performance assessments
under controlled conditions.

4.2.2 Languages
The configuration of both the Mail Transfer Agent (MTA) and Mail Delivery Agent (MDA) within
our mail server infrastructure does not involve traditional programming languages. Instead, these sys-
tems are configured through directive-based instructions specific to each software application. These
directives, and parameters set in configuration files, dictate how the software should operate under
various conditions.

4.2.3 Debug and log files
In the development and maintenance of a mail server on Debian 11, effective debugging is crucial for
ensuring reliable operation and troubleshooting issues. Debian and its mail server applications, such as
Postfix and Dovecot, utilize a comprehensive logging system that records various events and errors into
separate log files. These files are invaluable for diagnosing problems, monitoring performance, and
ensuring security compliance. Postfix stores its logs to /var/log/mail.log for general mail activities,
/var/log/mail.err for recording error messages, and /var/log/mail.info for informational messages.
Dovecot, on the other hand, primarily logs to /var/log/dovecot.log, where details about the handling
of IMAP connections are stored. Additionally, system-wide messages, including those related to mail
services, can be found in /var/log/syslog.

4.3 Adding the frame of the mail server
4.3.1 Installing Postfix
First of all, the initial step in setting up our mail server involves installing the Postfix package, a crucial
component that acts as the Mail Transfer Agent (MTA).
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1 root@mailtest:~# sudo apt-get update
2 root@mailtest:~# sudo apt-get install postfix

Listing 4.1: Postfix installation

After that step, a Setup wizard appeared from which I chose the default option ”Internet Site”. This
will provide us with an initial configuration file for Postfix which I will later edit.

Figure 4.1: Postfix Wizard

After choosing this option another window appears to set the domain name the mail server will host.

Figure 4.2: Setting the domain
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4.3.2 Installing Dovecot
1 root@mailtest:~# sudo apt-get install dovecot-common dovecot-imapd

Listing 4.2: Dovecot installation

The Dovecot-common package includes common files and components needed by both the core Dove-
cot service and its various sub-packages. The Dovecot-imapd package specifically installs the IMAP
daemon part of Dovecot. This package allows Dovecot to act as an IMAP server allowing clients to
read messages without downloading them directly to their local device.

4.3.3 Maildir format
In the var/log/main.cf file I am adding the following lines of configuration.

1 home_mailbox = Maildir/
2 mailbox_command =

Listing 4.3: Enabling Maildir

The first line instructs Postfix to use the Maildir format to store emails. Unlike the traditional mbox
format, which stores all emails in a single file, Maildir creates a unique file for each email.
In the second line keeping no value to the command ensures that Postfix will not attempt to use any
external command or program to deliver mail to the mailbox. Instead, it will directly place the emails
into the specified Maildir directory. This configuration simplifies the delivery process and reduces the
potential for misconfigurations or security issues that could arise from using external mailbox delivery
commands.

1 root@mailtest:~# sudo maildirmake.dovecot /etc/skel/Maildir/
2 root@mailtest:~# sudo maildirmake.dovecot /etc/skel/Maildir/.Drafts/
3 root@mailtest:~# sudo maildirmake.dovecot /etc/skel/Maildir/.Sent/
4 root@mailtest:~# sudo maildirmake.dovecot /etc/skel/Maildir/.Spam/
5 root@mailtest:~# sudo maildirmake.dovecot /etc/skel/Maildir/.Template/
6 root@mailtest:~# sudo maildirmake.dovecot /etc/skel/Maildir/.Trash/

Listing 4.4: Creating the Maildir structure in skel

Executing those commands sets up the initial directory structure necessary for storing emails in the
Maildir format under /etc/skel/Maildir/. This structure will then be replicated in the home directory
of each new user created on the system, enabling Dovecot to handle their emails efficiently. This
preparation is crucial in multi-user environments where each user will receive and manage their own
email independently.
The last setting in theMaildir setup is to tell Dovecot about the location of the mailbox. I managed this
by adding the following rule and commenting out the previousmail_location in the /etc/dovecot/conf.d/10-
mail.conf file.

1 mail_location = maildir:~/Maildir

Listing 4.5: Setting Mail_location
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4.4 Securing the mail server
4.4.1 Hardening Rules
Another crucial aspect of the mail server configuration is adding hardening rules to prevent malicious
users from gaining access and sending Emails. In Listing 4.6 I will explain the hardening rules I used
in order to achieve this which were added in the /etc/postfix/main.cf file.

1 smtpd_recipient_restrictions =
2 permit_sasl_authenticated,
3 permit_mynetworks,
4 reject_unauth_destination,
5 check_policy_service unix:private/policyd-spf

Listing 4.6: The recipient_restrictions setting

The smtpd_recipient_restrictions parameter is used to define rules that the server follows to de-
cide whether to accept, reject, or defer an email based on the characteristics of the email’s recip-
ient. In the second line, rule permit_sasl_authenticated allows emails from clients that have suc-
cessfully authenticated themselves to the server using the SASL authentication mechanism. The
rule permit_mynetworks ensures that the mail server will permit emails from IP addresses that are
trusted and which are defined in the mynetworks parameter in the main.cf configuration. The re-
ject_unauth_destination rule is a very important directive that tells Postfix to reject emails if the
destination address does not match any domain hosted on the server. This protects the mail server
from acting as a relay Server thus sending unsolicited emails to external domains. Finally, the setting
check_policy_service unix:private/policyd-spf enables the SPF check on our mail server.

4.4.2 Enabling and configuring HELO
Another security aspect of the SMTP connections is enabling and configuring the HELO command.
When an email client connects to a mail server, the first step in the SMTP interaction is for the client
to introduce itself using either a HELO or an EHLO command followed by the client’s Hostname.
Enabling this enhances the server’s ability to manage the incoming connections effectively and also
prevents anonymous or malicious mail delivery attempts. In Listing 4.7 I will explain the configuration
I added in the /etc/postfix/main.cf.

1 smtpd_helo_required = yes
2 smtpd_helo_restrictions =
3 permit_mynetworks,
4 permit_sasl_authenticated,
5 reject_invalid_helo_hostname,
6 reject_non_fqdn_helo_hostname,
7 reject_unknown_helo_hostname,
8 check_helo_access hash:/etc/postfix/helo_access

Listing 4.7: Enabling and configuring HELO

Setting the smtpd_helo_required directive to yes Enables the HELO process. Therefore we are able
to add some restrictions into the HELO configuration by adding smtpd_helo_restrictions. Starting by
permit_mynetworks in order to allow any client within the predefined ”mynetworks” to proceed with-
out any further unnecessary HELO checks. The permit_sasl_authenticated allows clients that were
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authenticated via SASL to proceed without the need for additional verification at the HELO stage. The
directive reject_invalid_helo_hostname rejects the connections where the HELO hostname argument
is invalid, such as incorrectly formatted hostnames. This enhances the Security of the mail server from
poorly configured or potentially malicious SMTP clients. The reject_non_fqdn_helo_hostnamehelps
reject HELO commands that do not use a fully qualified domain name (FQDN). By adding the
reject_unknown_helo_hostname directive the mail server rejects the HELO commands where the
hostname cannot be resolved via DNS. This is important for verifying that the sender’s hostname is
valid and operational thus reflecting on a well-configured mail server. Finally, the check_helo_access
hash:/etc/postfix/helo_access tells Postfix to consult a specific access file called (helo_access) which
I created and I will explain later in order to allow or deny mail based on the HELO hostname provided
by the client.
Following, the previous set of rules I created a file called /etc/postfix/helo_access that matches the
path on the last line of Listing 4.8.

1 mtest1.iee.ihu.gr REJECT Sorry, den epitrepetai i prosvasi.
2 mail.mtest1.iee.ihu.gr REJECT Sorry, den epitrepetai i prosvasi.

Listing 4.8: Configuring helo_access

By adding the domain in the helo_access file I am making sure that no one can imitate the hostname
of the mail server and the domain in order to send Spam. This was part of a loophole that avoids
the server’s checks because our domain is being treated as a valid domain that the server could use.
Lastly, in order to make this file usable by postfix I used the command shown in Listing 4.9.

1 root@mailtest:~# postmap /etc/postfix/helo_access

Listing 4.9: Postmap command

The Postmap command maps the helo_access file compiling it into a hash database so Postfix knows
its existence.

4.4.3 Enabling SASL authentication
In order to enable SASL authentication using Dovecot as the authentication service involves specifying
a few directives in the /etc/postfix/main.cf file. In Listing 4.10 I will explain how these directives tell
Postfix to interact with Dovecot in order to authenticate users.

1 smtpd_sasl_type = dovecot
2 smtpd_sasl_path = private/auth
3 smtpd_sasl_auth = yes

Listing 4.10: Configuring main.cf for SASL

By setting smtpd_sasl_type to Dovecot, Postfix is instructed to use Dovecot’s SASL implementation
for authentication processes. The smtpd_sasl_path directive specifies private/auth as the location of
the Unix domain socket through which Postfix communicates with Dovecot’s authentication services,
ensuring secure, local transmission of authentication data. Lastly, the directive smtpd_sasl_auth_enable
= yes activates SASL authentication, requiring SMTP clients to authenticate successfully with Dovecot
before emails are accepted, thus enhancing the mail server’s security by preventing unauthorized email
sending and relay. These three directives work together in order to establish a secure, authenticated
communication channel between Postfix and Dovecot.
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Following the configuration of Postfix, in order to enable SASL authentication on dovecot I added a
new service auth block in /etc/dovecot/conf.d/10-master.conf file which I am showing in the List-
ing 4.11.

1 service auth {
2 unix_listener /var/spool/postfix/private/auth {
3 mode = 0660
4 user = postfix
5 group = postfix
6 }
7 }

Listing 4.11: Configuring 10-master.conf for SASL

The service auth block is used to define how authentication services should interact securely with
Postfix. Firstly the unix_listener is specified at /var/spool/postfix/private/auth, which is the path to
a Unix domain socket used by Postfix for secure communications with Dovecot. The permissions
of the socket are set with mode = 0660, allowing read and write access only to the user and group
defined as postfix. This setting ensures that only the Postfix and Dovecot processes have access to the
authentication socket, preventing unauthorized access and improving the security of the mail server.
The final step in enabling and setting up SASL authentication is to add the configuration in the
/etc/dovecot/conf.d/10-auth.conf which I will show you in the Listing 4.12.

1 auth_mechanisms = plain login
2 disable_plaintext_auth = yes

Listing 4.12: Configuring 10-auth.conf for SASL

The setting auth_mechanisms = plain login specifies the authentication mechanisms available for
users who try to connect to the mail server. The ”plain” mechanism transmits the username and pass-
word as plain text. The ”login” mechanism is similar but uses a slightly different protocol exchange.
By using both those options, Dovecot allows clients to choose the mechanism they support, enhancing
compatibility across different email clients. The The directive disable_plaintext_auth = yes ensures
that authentication with plain text (without encryption) is disabled. This directive makes sure that
Dovecot requires the clients’ connection to be encrypted before it accepts any authentication attempts
in plain text form. This is a critical security feature that protects user credentials from man-in-the-
middle attacks.

4.4.4 Issuing SSL certificate using Certbot
One key security feature is the issuing and installation of an SSL certificate in the mail server domain.
To achieve that I used the Certbot[44] tool. In Listing 4.13 I point to the command to install this tool.

1 root@mailtest:~# sudo apt install certbot

Listing 4.13: Certbot installation

In order to issue the SSL I used the command in Listing 4.14.
1 root@mailtest:~# sudo certbot certonly --standalone -d mail.mtest1.iee.ihu.gr

Listing 4.14: SSL issuing
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In this command, the certonly option helps to obtain the certificate but not install so it gives the oppor-
tunity to manually handle its configuration on the server. Using the –standalone plugin tells Certbot
to operate its own temporary web server for the purpose of completing the ACME challenge[45],
which verifies domain ownership. The challenge is completed by a correct response to a request made
in port 80. Finaly, -d mail.mtest1.iee.ihu.gr specifies the domain in which the SSL is going to be
issued.
After issuing the certificate, its files are stored in a specific path in the mail server. It is crucial to
configure Postfix and Dovecot on where those files are stored, so the SSL certificate can be used by
those services.
In order to configure Postfix accordingly I added the directives shown in Listing 4.15 in the /etc/post-
fix/main.cf.

1 smtpd_tls_cert_file=/etc/letsencrypt/live/mail.mtest1.iee.ihu.gr/fullchain.pem
2 smtpd_tls_key_file=/etc/letsencrypt/live/mail.mtest1.iee.ihu.gr/privkey.pem

Listing 4.15: Postfix SSL path

The directive smtpd_tls_cert_file the path where the SSL/TLS certificate is stored while the directive
smtpd_tls_key_file specifies where the private key is stored on the mail server.
In order to configure Dovecot I edited the file /etc/dovecot/conf.d/10-ssl.conf.

1 ssl_cert = </etc/letsencrypt/live/mail.mtest1.iee.ihu.gr/fullchain.pem
2 ssl_key = </etc/letsencrypt/live/mail.mtest1.iee.ihu.gr/privkey.pem

Listing 4.16: Dovecot SSL path

Those two directives show Dovecot the path for the SSL certificate as well as the private key.

4.4.5 Enabling STARTTLS
Another key aspect of the security of the mail server is to enable TLS encryption both on incoming
and outgoing mail traffic. The directives I used to enable TLS encryption are presented in Listing 4.17
and were added in the /etc/postfix/main.cf file.

1 smtp_use_tls = yes
2 smtpd_use_tls = yes
3 smtpd_tls_received_header = yes

Listing 4.17: Enabling STARTTLS

The directive smtp_use_tls = yes tells Postfix to start a TLS session for outgoing connections to other
mail servers, ensuring that the email contents are encrypted during transit. Similarly but for incoming
connections, this setting smtpd_use_tls = yes instructs Postfix to accept TLS connections from SMTP
clients. This means that when other servers or email clients connect to the Postfix server to send email,
they can use TLS to secure the connection. Finally, the directive smtpd_tls_received_header = yes
adds a ”Received” header in emails that details the TLS status of the connection over which the email
was received. This header provides information about the security level of the incoming connection,
including the version of TLS used and the cipher suite.
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4.5 Spam prevention
4.5.1 Installing SpamAssassin
SpamAssassin is an essential tool that helps to reduce unwanted email. It effectively decreases the vol-
ume of spam emails and helps maintain the cleanliness and usability of email inboxes. The following
command can be used for the installation of the SpamAssassin package.

1 root@mailtest:~# sudo apt-get install spamassassin

Listing 4.18: Installing SpamAssassin

4.5.2 Configuring SpamAssassin
In order to configure SpamAssassin the first thing to do is to add the directives I mention in Listing 4.19
into /etc/spamassassin/local.cf file.

1 rewrite_header Subject *****SPAM*****
2 report_safe 0
3 use_bayes 1
4 bayes_auto_learn 1

Listing 4.19: Configuring SpamAssassin

The directive rewrite_header Subject *****SPAM***** alters the subject part of any email that
has been identified as Spam adding the sign ”*****SPAM*****” at the start making it easier to
be recognized. The directive report_safe 0 is responsible for the way SpamAssassin delivers spam
emails. With the value 0, SpamAssassin delivers spam emails as they are, marking them as spam
but not altering the way the content is presented. This mechanic ensures that the email, including
any malicious content, is not hidden in attachments or altered in ways that might obscure its original
intention. The next two settings are referring to the Bayesian filtering. The first Setting use_bayes
1 enables the Bayesian filtering technique while the second setting bayes_auto_learn 1 enables the
automatic learning process for the Bayesian filter in order to train it from the feedback of the receiving
Mail traffic that filtered as Spam.

4.5.3 Enabling SpamAssassin Service
In order to ensure that SpamAssassin is always running, we have to enable it so it starts automatically
during the system’s boot process. This can happen by using the commands shown in the Listing 4.20.

1 root@mailtest:~# update-rc.d spamassassin enable
2 root@mailtest:~# service spamassassin start

Listing 4.20: Enabling SpamAssassin Service

4.5.4 Telling Postfix to use SpamAssassin
The last step to successfully set up the SpamAssassin tool in the mail server is to configure the Post-
fix service in order to integrate it as a content filter. To achieve this I added the settings shown in
Listings 4.21 and 4.22 in the /etc/postfix/master.cf file.
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1 smtp inet n - - - - smtpd
2 -o content_filter=spamassassin

Listing 4.21: Implementing SpamAssassin

This configuration line tells Postfix to run an SMTP server that listens for incoming mail and uses
SpamAssassin to filter all incoming emails for spam. The content_filter option hooks the SMTP
server directly to SpamAssassin, ensuring that every email is checked for spam characteristics based
on SpamAssassin’s rules and settings.

1 spamassassin unix - n n - - pipe user=debian
-spamd argv=/usr/bin/spamc -f -e /usr/sbin/sendmail -oi -f ${sender} ${
recipient}

Listing 4.22: Postfix SpamAssassin

This configuration directs Postfix to pass all emails through SpamAssassin for spam filtering using
spamc. After SpamAssassin processes the email, it is passed back to Postfix’s sendmail for delivery,
using the sendmail interface but with modified content as per SpamAssassin’s analysis. In order to
guarantee that all incoming and outgoing emails are checked for spam prior to final delivery, this
configuration is necessary to easily integrate spam filtering into the mail delivery process.

4.5.5 Installing Dovecot’s LMTP and sieve deamons
One of Dovecot’s daemons called LMTP stands for Local Mail Transfer Protocol is used for the
delivery of emails to the assigned mailbox. This daemon has a unique usage called sieve. In sieve, we
can write a set of rules in order to Sort and filter emails delivering them to the appropriate folder. To
install it I used the command on Listing 4.23.

1 root@mailtest:~# apt-get install dovecot-lmtpd, dovecot-sieve

Listing 4.23: Installing dovecot-lmtpd

4.5.6 Configuring Dovecot LMTP
In order to tell Dovecot to use the LMTP protocol, there are some configuration adjustments that need
to be done in the file /etc/dovecot/dovecot.conf which I show in the Listing 4.24.

1 protocols = imap lmtp

Listing 4.24: Configuring LMTP on dovecot.conf

This line specifies which protocols Dovecot should enable and support on the mail server. With this
configuration, Dovecot can handle both the retrieval of emails by clients via IMAP and the receipt of
incoming emails from Postfix via LMTP.
Another configuration needs to be done in the file /etc/dovecot/conf.d/20-lmtp.conf is explained in
Listing 4.25.

1 lmtp_save_to_detail_mailbox = yes
2 protocol lmtp {
3 mail_plugins = $mail_plugins sieve
4 postmaster_address = postmaster@mtest1.iee.ihu.gr
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5 }

Listing 4.25: Configuring 20-lmtp.conf

The directive lmtp_save_to_detail_mailbox = yes tells Dovecot’s LMTP service to save emails to the
recipient’s detailed mailbox instead of just the primary mailbox. This is particularly useful when the
server handles multiple domains and the service has to respect the full recipient address, not just the
username of the email address.
The protocol lmtp block, starts the configuration that is specific to the LMTP protocol, setting up
various rules and plugins that will only apply to the LMTP service. Inside the block, the directive
mail_plugins = $mail_plugins sieve specifies that the sieve plugin should be loaded along with any
other plugins already specified in the variable $mail_plugins.The Sieve plugin is used for filtering
and sorting emails according to the set of rules it is already configured. Finally, the postmaster This
setting specifies the email address for the postmaster of the server. The directive postmaster_address
= postmaster@mtest1.iee.ihu.gr is used to set the account postmaster@mtest1.iee.ihu.gr in order to
receive the automated email responses generated by the server, such as non-delivery receipts or other
system messages. It is crucial to add an address for administrative purposes in order to handle errors
and administrative alerts in a mail system.
Continuing with the configuration of the LMTP service in the /etc/dovecot/conf.d/10-master.conf
file.

1 service lmtp {
2 unix_listener /var/spool/postfix/private/dovecot-lmtp {
3 mode = 0666
4 }
5 }

Listing 4.26: Configuring LMTP on 10-master.conf

The service lmtp block is used to define the handling of the lmtp service in Dovecot and sets up a Unix
socket for communication betweenDovecot and Postfix. The unix_listener /var/spool/postfix/private/dovecot-
lmtp directive sets up a Unix domain socket listener at the path /var/spool/postfix/private/dovecot-lmtp
while the line mode = 0666 sets the permissions of the Unix socket so Postfix can communicate with
Dovecot through it.
Another file that needs to be configured accordingly in order to support the LMTP protocol is the
/etc/postfix/main.cf.

1 mailbox_transport = lmtp:unix:private/dovecot-lmtp

Listing 4.27: Configuring LMTP on main.cf

By setting this directive, Postfix is instructed to hand off emails to Dovecot via LMTP using a Unix
domain socket for the final delivery phase to users’ mailboxes.

4.5.7 Creating a Script for Sieve
In the configuration of mail servers, it is crucial to implement effective spam management to ensure
that unwanted emails are correctly filtered and organized. As part of this effort, adding the Sieve script
of Listing 4.28 to the /home/jimouroudelis/.dovecot.sieve file provides an automated mechanism to
handle spam emails.
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1 require ["fileinto"];
2 if header :contains "X-Spam_Flag" "YES" {
3 fileinto "Spam";
4 stop;
5 }

Listing 4.28: Making a .dovecot.sieve script

The primary goal of this script is to automatically move emails marked as spam into a designated
”Spam” folder, ensuring that the user’s inbox remains uncluttered and free of unsolicited messages.
In order to achieve this check the headers of incoming emails for the presence of X-Spam-Flag with
the value ”YES”. If the condition is met, the fileinto action moves the identified spam email into the
”Spam” folder. Finally, the stop command ensures that no further processing is done on the email once
it has been moved to the ”Spam” folder. Without this script, users would have to manually identify and
move spam emails, which is inefficient and could lead to missed legitimate emails or retained spam.

4.6 Implementation of Email Authentication and Security Pro-
tocols

4.6.1 Setting FQDN
FQDN stands for the fully qualified domain name. Setting it for the EHLO greeting is a crucial step
in configuring the mail server especially when it comes to outgoing email traffic. It ensures that the
mail server is uniquely identified, making it harder for malicious actors to spoof its identity. More-
over, spam filters analyze the EHLO greeting as part of their spam detection algorithms. An FQDN
that resolves correctly via DNS and matches the server’s IP address enhances the server’s reputation,
making it less likely that emails will be flagged as spam. In order to successfully set up FQDN I added
the directives shown in Listing 4.29 in the /etc/postfix/main.cffile.

1 myhostname = mail.mtest1.iee.ihu.gr
2 smtpd_banner = $myhostname

Listing 4.29: Setting up FQDN

The directive myhostname = mail.mtest1.iee.ihu.gr sets up the hostname mail.mtest1.iee.ihu.gr on
the mail server. The directive smtpd_banner = $myhostname uses $myhostname variable to dynam-
ically include the server’s FQDN in the greeting banner.

Figure 4.3: Smtpd banner

In the 4.3 the smtpd_banned is adding mail.mtest1.iee.ihu.gr in the EHLO greeting.
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4.6.2 Implementing SPF protocol
The Sender Policy Framework (SPF) is a widely adopted email authentication protocol designed to
prevent email spoofing by allowing domain owners to specify whichmail servers are authorized to send
emails on their behalf. In order to implement the SPF protocol involves configuring DNS records for
your domain. At first, the appropriate pack that needs to be installed is shown in Listing 4.30.

1 root@mailtest:~# apt install postfix-policyd-spf-python

Listing 4.30: Installing SPF packet

In order to enable the service it is required to add the following configuration in the /etc/postfix/mas-
ter.cf file.

1 policyd-spf unix - n n - 0 spawn
2 user=policyd-spf argv=/usr/bin/policyd-spf

Listing 4.31: Enabling SPF service

This configuration sets up a service in Postfix to handle SPF checks using policyd-spf. When an email
is received, Postfix uses policyd-spf to verify if the sending server is authorized to send emails on
behalf of the domain.

4.6.3 Implementing DKIM protocol
One key aspect of the Email authentication process of the mail server is the implementation of the
DKIM protocol. This email authentication protocol is designed to allow email receivers to verify that
an email message originated from the domain it claims to have come from and that the message was
not altered in transit. Implementing DKIM involves creating a public-private key pair, adding a DKIM
DNS record, and configuring the mail server to sign outgoing emails with the private key. In this case,
I used the OpenDKIM[46] tool which is an open-source implementation of the DKIM protocol. The
appropriate packets that need to be installed are shown in Listing 4.32 as well as adding the Postfix
user to the Opendkim group.

1 root@mailtest:~# apt install opendkim opendkim-tools -y
2 root@mailtest:~# gpasswd -a postfix opendkim

Listing 4.32: Installing DKIM packets

After installing the OpenDKIM tool I emptied the file /etc/opendkim.conf in order to add the follow-
ing configuration shown in Listing 4.33.

1 Syslog yes
2 UMask 002
3 Canonicalization simple
4 Mode sv
5 SubDomains no
6 AutoRestart yes
7 AutoRestartRate 10/1M
8 Background yes
9 DNSTimeout 5
10 SignatureAlgorithm rsa-sha256
11 Socket local:/var/spool/postfix/opendkim/opendkim.sock
12 PidFile /var/run/opendkim/opendkim.pid
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13 OversignHeaders From
14 TrustAnchorFile /usr/share/dns/root.key
15 UserID opendkim
16 KeyTable refile:/etc/opendkim/key.table
17 SigningTable refile:/etc/opendkim/signing.table
18 ExternalIgnoreList /etc/opendkim/trusted.hosts
19 InternalHosts /etc/opendkim/trusted.hosts

Listing 4.33: Configuring opendkim.conf
In configuring OpenDKIM for the mail server, I set several key parameters in the opendkim.conf file.
The configuration enables logging to syslog for monitoring purposes Syslog yes and sets file creation
permissionsUMask 002. The canonicalization method is specified as simple to balance simplicity and
compatibility, while the operational mode is set to sign and verifyMode sv. Subdomain signing is dis-
abled SubDomains no, and automatic restarts are configured to support the reliability of the mailerver
AutoRestart yes, AutoRestartRate 10/1M. The service runs in the background Background yes, with
a DNS timeout of 5 seconds DNSTimeout 5. For enhanced security, the rsa-sha256 signature algo-
rithm is integrated with the directive SignatureAlgorithm rsa-sha256. In order to establish the com-
munication with Postfix I set a local Unix socket using the directive Socket local:/var/spool/postfix/
opendkim/opendkim.sock, and the process ID is stored in /var/run/opendkim/opendkim.pid. The
service runs under the opendkim user UserID opendkim. Finally, the key and signing tables are de-
fined as KeyTable refile:/etc/opendkim/key.table, SigningTable refile:/etc/opendkim/ signing.table,
and both internal and external trusted hosts are listed in the file /etc/opendkim/trusted.hosts.
To integrate DKIM into the mail server setup, several directories, and permission configurations are
necessary. In Listing 4.34 I demonstrate the commands in order to create and secure directories
needed for OpenDKIM to function correctly:

1 root@mailtest:~# mkdir /etc/opendkim
2 root@mailtest:~# mkdir /etc/opendkim/keys
3 root@mailtest:~# chown -R opendkim:opendkim /etc/opendkim
4 root@mailtest:~# chmod go-rw /etc/opendkim/keys

Listing 4.34: Creating DKIM directories
In the DKIM setup process, configuring the signing.table, key.table, and trusted.hosts files is a criti-
cal step known as configuring DKIM policy and key management. This involves defining the specific
policies for how DKIM keys are used, mapping domains and selectors to their respective keys, and
specifying trusted hosts. In the following Listings, I demonstrate the setup process of each file respec-
tively.

1 *@mtest1.iee.ihu.gr default._domainkey.mtest1.iee.ihu.gr

Listing 4.35: Configuring the signing.table
The signing.table file maps the domain to the corresponding DKIM selector. This table is responsible
for telling the DKIM service which keys to use for signing outgoing emails from the specific domain.

1 default._domainkey.mtest1.iee.ihu.gr mtest1.iee.ihu.gr:default:/etc/opendkim/
keys/mtest1.iee.ihu.gr/default.private

Listing 4.36: Configuring the key.table
The key.table file defines the association between the DKIM selector and the actual private key files
used for signing. This table ensures that the correct private key is used for each selector. In this case,
the selector is set to default.
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1 127.0.0.1
2 localhost
3 *.mtest1.iee.ihu.gr

Listing 4.37: Configuring the trusted.hosts
The trusted.hosts file lists the IP address and the domain that are allowed to bypass DKIM checks,
such as internal mail servers or known relay hosts. This helps in managing which hosts are trusted to
send emails without requiring DKIM verification.
In the process of configuringDKIM for amail server, generating andmanagingDKIMkeys is essential.
In Listing 4.38 I explain the way the keys are generated.

1 root@mailtest:~# mkdir /etc/opendkim/keys/mtest1.iee.ihu.gr
2 root@mailtest:~# opendkim-genkey -b 2048 -d mtest1.iee.ihu.gr -D /etc/opendkim

/keys/mtest1.iee.ihu.gr -s default -v
3 root@mailtest:~# chown opendkim:opendkim /etc/opendkim/keys/mtest1.iee.ihu.gr

/default.private

Listing 4.38: Generating DKIM keys
The first command creates a directory specifically for storingDKIMkeys for the domainmtest1.iee.ihu.gr.
The second command generates a DKIM key pair for the domain. The output of this command is
two files containing the public and the private keys. The public key is stored in the file /etc/opend-
kim/keys/mtest1.iee.ihu.gr/default.txt and it contains the TXTDNS record which will be added in the
DNS zone of the domain. The private key is stored in the file /etc/opendkim/keys/mtest1.iee.ihu.gr/default.private
and it is used by the mail server to sign outgoing emails. The third command changes the ownership of
the default.private file to the opendkim user and group. This ensures that only the opendkim service
can access the private key preventing unauthorized access to the key.
Setting up the directory and permissions for the OpenDKIM socket is an essential step to ensure proper
communication between Postfix and OpenDKIM. In Listing 4.39 I showcase this process.

1 root@mailtest:~# sudo mkdir /var/spool/postfix/opendkim
2 root@mailtest:~# sudo chown opendkim:postfix /var/spool/postfix/opendkim/

Listing 4.39: Configuring OpenDKIM socket
The first command creates a directory in /var/spool/postfix specifically for the OpenDKIM socket.
The second command changes the ownership of the socket directory was setting it to the opendkim
for the user and the postfix for the group. This configuration ensures that both OpenDKIM and Postfix
can access the socket for inter-process communication.
Continuing with the configuration of the OpenDKIM socket I added the directive shown Listing 4.40
in the/etc/default/opendkim file.

1 SOCKET="local:/var/spool/postfix/opendkim/opendkim.sock"

Listing 4.40: Configuring OpenDKIM file
The last step to integrate OpenDKIM with Postfix involves configuring the /etc/postfix/main.cf file
to use the OpenDKIM milter (mail filter). The directives I added are shown in Listing 4.41.

1 milter_default_action = accept
2 milter_protocol = 6
3 smtpd_milters = local:/var/spool/postfix/opendkim/opendkim.sock
4 non_smtpd_milters = $smtpd_milters

Listing 4.41: Configuring OpenDKIM milter
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Configuring milter_default_action = accept instructs Postfix to accept and deliver emails even if the
OpenDKIM milter is facing an issue. The directive milter_protocol = 6 sets the protocol version
used for communication between Postfix and the milter. The use of version 6 of the milter protocol,
which supports advanced features and better compatibility with modern mail filters like OpenDKIM.
The directive smtpd_milters = local:/var/spool/postfix/opendkim /opendkim.sock sets the Unix do-
main socket for the Postfix SMTP daemon to communicate with the OpenDKIM milter thus enabling
DKIM verification and signing for incoming emails. Finally, by setting up non_smtpd_milters =
$smtpd_milters it ensures that both SMTP and non-SMTP email submissions use the same milter
socket configuration, which enables consistent DKIM handling for every email sent.

4.7 Implementation of LDAP authentication
Integrating Lightweight Directory Access Protocol (LDAP) authentication into a mail server is es-
sential for secure and efficient user management. LDAP provides a centralized way to authenticate
users, ensuring that only authorized individuals can access the mail server. This method enhances se-
curity and simplifies the process of managing user accounts. In this thesis, I will explain how LDAP
authentication was integrated into the mail server, starting with the installation of necessary packages
and followed by the configuration of the services.
The packets in the following Listing need to be installed in order to integrate LDAP on the mail server.

1 root@mailtest:~# apt install nslcd nslcd-utils
2 root@mailtest:~# apt install postfix-ldap
3 root@mailtest:~# apt install dovecot-ldap

Listing 4.42: Installing LDAP packets

The Name Service LDAP[47] (NSLCD) daemon provides essential LDAP integration for system-
wide authentication. Its purpose is to connect to an LDAP server and retrieve user and group infor-
mation for system authentication and authorization. In configuring LDAP authentication for the mail
server, the /etc/nslcd.conf file was set up to enable the NSLCD (Name Service LDAP) daemon to
connect to the LDAP server and retrieve user and group information.

1 uid nslcd
2 gid nslcd
3 uri ldap://192.168.6.81:389
4 base dc=it,dc=teithe,dc=gr
5 tls_reqcert try
6 tls_cacertfile /etc/ssl/certs/ca-certificates.crt
7 pam_password_prohibit_message Please visit https://apps.it.teithe.gr/user#

settings to change your password.
8 pagesize 500
9 filter passwd (info=users)
10 map passwd uid uid
11 map passwd homeDirectory homeDirectory
12 map passwd gecos title
13 map shadow uid uid
14 map shadow shadowLastChange pwdChangedTime
15 filter group (&(objectClass=posixGroup)(gidNumber=*))

Listing 4.43: Configuring nslcd.conf
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The daemon operates under the nslcd user and group by adding the directives uid nslcd and gid
nslcd. The LDAP server is specified with the URI ldap://192.168.6.81:389. The directive base DN
dc=it,dc=teithe,dc=gr specifies the base distinguished name DN for LDAP searches. This is the
starting point in the LDAP directory tree where searches for user and group information will begin.
Using the directive tls_reqcert try, TLS encryption is attempted to secure communications with the
LDAP server, while utilizing CA certificates located at /etc/ssl/certs/ca-certificates.crt. Additionally,
via the directive pam_password_prohibit _message a custom message is provided to users attempting
to change their password, directing them to the URL that it specifies. The configuration also includes
performance optimizations, such as setting the pagesize 500 for limiting the entries returned to 500
on a single LDAP query. Filters and attribute mappings are established to align LDAP attributes with
local system attributes, such as mapping the LDAP uid to the local uid and filtering group entries to
those with an objectClass of posixGroup. This configuration ensures efficient and secure retrieval of
user and group information from the LDAP server, supporting centralized authentication for the mail
server.
Another file that needs to be configured is the /etc/nsswitch.conf. This file configures the system’s
Name Service Switch (NSS), which determines the sources from which to retrieve various system
databases, including user and group information. In Listing 4.44 I show the configuration I used.

1 passwd: compat ldap systemd
2 group: compat ldap systemd
3 shadow: compat ldap

Listing 4.44: Configuring nsswitch.conf
To authenticate users, the passwd, group, and shadow databases were set to use compat, ldap, and
systemd, ensuring that the system first checks local files and then queries the LDAP server. The
passwd and group entries in particular include systemd to integrate with systemd-based user and group
management. This configuration ensures that LDAP authentication is integrated into the mail server
working along with the traditional methods.
Integrating LDAP authentication on Postfix requires the creation of a lookup configuration file. This
configuration defines how and where Postfix should retrieve user information from the LDAP Server
by specifying the parameters for connecting to the LDAP server, the search base, the search filters,
and the attributes to be returned. The user lookup configuration file I used is shown in Listing 4.45
and is stored in the path /etc/postfix/ldap-users.cf.

1 server_host = ldap://192.168.6.81:389
2 search_base = dc=it,dc=teithe,dc=gr
3 bind = no
4 query_filter = (&(objectClass=posixAccount)(uid=%s))
5 result_attribute = mailp

Listing 4.45: Configuring ldap-users.cf
To conclude the integration of LDAP authentication on Postfix, I added the appropriate directives
shown in Listing 4.46 in the /etc/postfix/main.cf.

1 local_recipient_maps = ldap:/etc/postfix/ldap-users.cf

Listing 4.46: Configuring LDAP on main.cf
The directive local_recipient_maps is used to verify local recipient addresses by querying an LDAP
directory. The LDAP configuration file /etc/postfix/ldap-users.cf contains the necessary details for
connecting to the LDAP server and performing queries.

38



Chapter 4. Creating the Mail server

Integrating LDAP on Dovecot requires the creation of the file /etc/dovecot/dovecot-ldap.conf.ext that
contains the settings for Dovecot to authenticate users against the LDAP server. The configuration is
shown in the Listing 4.47.

1 hosts = ldap://192.168.6.81:389
2 dn =
3 dnpass =
4 base = dc=it,dc=teithe,dc=gr
5 scope = subtree
6 tls_require_cert = try
7 tls_ca_cert_file = /etc/ssl/certs/ca-certificates.crt
8 user_attrs = uid=homeDirectory,mail=maildir:~/Maildir
9 user_filter = (&(objectClass=posixAccount)(uid=%u))
10 pass_attrs = uid=user,userPassword=password
11 pass_filter = (&(objectClass=posixAccount)(uid=%u))

Listing 4.47: Configuring dovecot-ldap.conf.ext

Another setting that needs to be added is the directive to include the LDAP authentication mechanism
in the mail server. To achieve that I added the following directive in the /etc/dovecot/conf.d/10-
auth.conf file.

1 !include auth-ldap.conf.ext

Listing 4.48: Adding LDAP authentication on Dovecot

This directive includes the file auth-ldap.conf.ext. This file contains details about how to connect to
the LDAP server, how to query it for user information, and how to authenticate users against it.
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Experiments and Conclusion

5.1 Testing the mail server
This Section presents the experiments conducted to evaluate the functionality and security of the im-
plemented mail server. To demonstrate the effectiveness of the system, an email was sent from the
Postfix mail server to a Gmail[48] account. Given Gmail’s stringent rules for verifying the originality
and authenticity of the sender, it serves as an ideal platform to test the mail server’s current config-
uration. The experiments cover validating email authentication protocols (SPF, DKIM, DMARC),
encryption mechanisms (SSL/TLS, STARTTLS), protocol functionality (SMTP, IMAP), spam pre-
vention, and access restrictions. Each experiment aims to ensure the reliability, security, and efficiency
of the mail server. By showcasing the server’s performance in these areas, this chapter provides a com-
prehensive evaluation of the implemented solutions, highlighting the system’s strengths and identifying
any areas for improvement.

5.1.1 Sending an email
An email was sent to a personal Gmail address by connecting via telnet to port 25 which is designated
to the SMTP server. The connection and composition processes are demonstrated in the figure 5.1.
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Figure 5.1: Composing the Email

The figure 5.2 showcases the inbox of the Gmail in which the email was delivered.

Figure 5.2: Email arrived in the Inbox

After pressing the ”Show Original” button in Gmail, the headers reveal that the SPF, DKIM, and
DMARC protocols are functional, and Google successfully reads these authentication results from
our mail server.
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Figure 5.3: Email Headers

For a more in-depth analysis of the headers, in figure 5.4, I showcase the raw information to illustrate
how Google’s email system has validated the SPF, DKIM, and DMARC protocols. The detailed
header examination will provide insights into further interpreting the Email’s headers.

Figure 5.4: Raw authentication protocol headers

The headers also import the public key of the DKIM protocol which is shown in the figure 5.5.

Figure 5.5: DKIM public key

To further enhance the header analysis, I will demonstrate the addition of STARTTLS, showcasing
how email transmission is encrypted to ensure data security and integrity. The figure 5.6 illustrates the
successful negotiation and application of the TLS 1.3 protocol during the email transmission process.
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Figure 5.6: TLS v1.3

To demonstrate SpamAssassin’s functionality, the figure 5.7 shows the ”X-Spam-Flag” and ”X-Spam-
Score” fields. These fields reveal how SpamAssassin evaluates the email content, assigns a spam score,
and determines whether the email is flagged as spam. The detailed header information will provide
insights into the spam filtering process and its effectiveness in identifying and handling unwanted
emails.

Figure 5.7: SpamAssassin Headers

5.1.2 Receiving an Email
In order to illustrate the email reception process on the mail server, the figure 5.8 showcases the
/var/log/mail.log file, mentioning the detailed steps an email takes as it travels through various dae-
mons. Initially, the connection is established when Gmail’s server connects to our mail server. The
SPF check is then performed by policyd-spf, which verifies the sender’s SPF record. Postfix receives
the email, logs the message ID and client information, and then opendkim processes and verifies the
DKIM signature of the sender. The email is subsequently queued for further processing.
SpamAssassin evaluates the email, assigning a spam score based on the body of the email. Postfix
then delivers the email via SpamAssassin, logging the delivery status. Finally, Postfix uses LMTP to
deliver the email to the user’s mailbox via Dovecot, ensuring that the email is securely and correctly
stored. This comprehensive sequence demonstrates how incoming emails are processed, verified, and
delivered within the mail server.

43



Chapter 5. Experiments and Conclusion

Figure 5.8: The mail.log report after receiving an email

5.1.3 EHLO restrictions
To ensure the security of the mail server, I conducted an EHLO spoofing attack to verify the effec-
tiveness of the HELO access restrictions. This involved attempting to connect to the mail server from
another mail server via Telnet and sending an email using the EHLO command. The test specifically
targeted the rules set in the /etc/postfix/helo_access file, which is configured to reject connections that
do not meet the criteria shown in the Listing 4.8.
During the test, the connection was initiated, and the EHLO command was issued with a hostname
that falls under the restricted entries in the /etc/postfix/helo_access file. As expected, the mail server
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correctly identified the unauthorized EHLO hostname and rejected the connection according to the
security rules I had configured. The figure 5.9 demonstrates the outcome of this test.

Figure 5.9: EHLO spoofing attack

5.1.4 Spam Filtering
To test the effectiveness of SpamAssassin, I sent a test email containing the GTUBE[49] (Generic
Test for Unsolicited Bulk Email) body, which is designed to trigger spam filters. Upon receiving the
email, the mail headers showed that SpamAssassin successfully identified and marked the email as
spam.
The email headers included specific indicators such as ”X-Spam-Flag: YES” and a high ”X-Spam-
Score” value, signifying that the message was classified as spam. Additional header entries, such as
”X-Spam-Report,” detailed the various rules triggered by the GTUBE body, confirming that the email
matched patterns commonly associated with unsolicited bulk email. This test validated SpamAssas-
sin’s ability to effectively detect and flag spam emails, thereby enhancing the security and reliability
of the mail server. The figure 5.10shows the corresponding headers inserted from SpamAssassin.
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Figure 5.10: SpamAssassin Headers

5.2 Conclusions
This thesis has set out on a thorough and comprehensive implementation of an electronic mail manage-
ment system, addressing the critical components and challenges involved in ensuring secure, efficient,
and reliable email communication. The study began with a detailed analysis of the protocols such
as SMTP for outgoing traffic, and IMAP and POP for incoming traffic. Security protocols such as
SSL/TLS and STARTTLS, along with email authentication protocols like SPF, DKIM, and DMARC
were also examined. The significance of DNS entries was also mentioned. From there, the investiga-
tion transitioned into mail server technologies evaluating and comparing Mail Transfer Agents such as
Postfix, Exim, and Sendmail. Moreover, the role of Dovecot as a Mail Delivery Agent (MDA) and the
implementation of SSL certificates from Let’s Encrypt were also discussed. Another field explored
was spam protection mechanisms using SpamAssassin and ClamAV, and authentication technologies
like SASL and LDAP. The practical contribution of this thesis was the setup of the mail server and the
integration of various protocols and technologies. This thesis also provided a step-by-step guide to the
mail server setup by including configuration files and code snippets to illustrate the process. Finally,
various tests were conducted to validate the functionality of the mail server. These include demon-
strating email authentication using SPF, DKIM, and DMARC, and ensuring STARTTLS encryption
with TLS 1.3 via sending and receiving emails. Additionally, spam prevention was also tested with
SpamAssassin, and the effectiveness of HELO access restrictions in enhancing security was displayed.
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5.3 Future Work
Future work on the mail server may implicate developing a user-friendly interface for email manage-
ment that could significantly improve the usability and accessibility of the mail server. This browser-
based interface would allow users to easily manage their emails, offering functionalities such as com-
posing, reading, and organizing emails, without needing a separate email client.
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