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Hepiinyn

2KOmOG NG MOPOVCOC HETOMTUYIOKNG OUWAMUATIKNG epyaciag €lvar m Onovpyio evog
mhaiciov dokiung dieicdvong (penetration testing framework) otov topéa g evépyetag. To
TAOUG10 0VTO Ba TPOGPEPEL GLYKEKPIUEVEG 00T YIS Ko frLOTAL Y100 TNV EQPOPUOYT EVIUTIKOV
KOl EKTETOUEVOV OOKIUADV O1el6dVOoTNG, TO OTTOI0 KOTNYOPLOTOOVVTOL KOl OPYOVAOVOVTOL LE
Baon T1g CLYKEKPIUEVEC PAGELS aVTAOV. Ta epguvnTikd epyaieio mov ypnoipomomOnkay eivor
amd TV HEYAAN yKapa epyaieimv mov Tpocpépel n dtavoun Linux “Kali Linux” pue oxomo
TNV GLAAOYN TANPOPOPIOV Kol TNV OVOAVLOTN gumabeimv. Apywd, mpoypotomombnke n
Kprtikny  a§loAOYNonN Kol OVOADGY]  EPELVNTIKAOV EPYOCIHV, TPMOTOKOAL®Y OIKTLOKNG
EMKOWVOVING KAODS KOl 1 0VAALGT YVOSTOV EVTOOELDV KO OTOLTHCEMV ACPIAELOS KPIGIU®OY
JtadtkTLaK®V VTodop®V. ‘Enetta, akodlovbnce n defaymyn e onpovpyiog tov mAoiciov
SMGRISEF mov doxiudotke oe 600 mpwtokoria (Modbus xar IEC-104) é&vmvev
evepyelokav oktvmv. H dokiun tov mhaiciov ota mpocopotwpéva tepiPailovta £d€1Ee val
umopel va aviyvevcel TpofAiuoto otnv acpdicio piog tétolog vrodouns. ‘Eva amd ta
ocoumepdopato wov eENyOncav pécm avtig g epyociog, eivar m onuavTikdTTo NG
ACPULELNG OE TETOLES KPIGIES VTTOJOUES,

AgEaig Kheona: << Aoxiun deiodvong, 'EEurvo diktvo, Kpioipeg vrodouég, >>




ii




Abstract

The aim of this master's thesis is to create a penetration testing framework regarding the
energy field. The framework will offer intensive and extensive penetration tests which will
be categorized and organized based on each test phase. The research tools that were used are
from the wide range of tools offered by the Linux distribution called "Kali Linux” that aim to
collect information and analyze vulnerabilities. Initially, the work that was held, was the
critical evaluation and analysis of research papers, network communication protocols along
with the analysis of well-known vulnerabilities and security requirements of critical
infrastructures. Following that, SMGRISEF was formed which was tested in two smart grid
protocols (Modbus and IEC-104). The testing of the framework in the virtualized
environments demonstrated that it is capable of detecting security flaws in such
infrastructures. One of the conclusions reached by this thesis was the significance of security
in critical infrastructures.

Keywords: <<Penetration testing, Smart Grid, Critical infrastructures>>
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Introduction

1.1 Security in the smart energy sector

The energy industry is a rapidly growing domain that will eventually replace the traditional
electrical infrastructure with a Smart Grid (SG). Because the SG interconnects its components,
(which is different from the conventional electrical grid that previously used isolation as one of
its primary security strategies) it creates important security and privacy challenges. This
happens due to the interconnection of heterogeneous co-existing technologies. As a result,
cybersecurity in the smart electric sector, which includes privacy, rules, measures, procedures,

and resilience is vital for the electrical ecosystem.

1.2 Thesis objective

This thesis proposes a framework (named SMGRISEF) enabling an SG infrastructure's security
administrator to gain security awareness of the entire ecosystem. For that to happen, the
framework includes guidelines, procedures and specific steps in order to perform proper
penetration tests in a Smart Grid infrastructure. Every phase of the penetration testing is covered
by the framework, which includes specific tools and examples. That is, real-life tools are
provided with particular instructions and examples for optimal tool usage in every phase of the
penetration testing that will be performed. SMGRISEF is an end-to-end framework that

includes all the steps of a penetration testing, beginning with the information gathering of the




infrastructure in order to determine which services and protocols are active. The vulnerability
analysis is then performed in order to identify vulnerable assets in such services/protocols.
Finally, the vulnerabilities are exploited, and all of the actions are detailed reported and returned
to the security administrator. This thesis will test the proposed SMGRISEF framework by

simulating smart grid environments and put the framework into action to see how well it works.
1.2.1 Thesis contribution

The thesis contribution can be summarized as follows:

1. Security of the Smart Grid infrastructure protocols was researched and studied

2. Security Frameworks for critical infrastructures was also researched and studied

3. Penetration testing of general networks and systems was studied and tested with real
tools in simulated environments

4. The knowledge acquired from the previous steps led to the creation of the proposed
SMGRISEF framework

5. Two simulated SG protocol environments were implemented

6. The framework was tested in the previous mentioned environments

1.3 Thesis Layout

The rest of the thesis is organized as follows. Chapter 2 discusses relevant studies on the
security of the SG protocols (Modbus and IEC-104) that were studied in this thesis, as well as
generic security frameworks created and developed by organizations and institutes. Chapter 3
provides the necessary understanding of penetration testing phases and strategies, as well as a
description of the penetration testing tools utilized in this thesis. Chapter 4 contains details on
the significance of security and penetration testing in the energy sector. The proposed
framework's comprehensive guidelines are included in Chapter 5. The performance evaluation
of the proposed framework is described in Chapter 6. The specifics and installation instructions
for the tools and environments created throughout this thesis are presented second to last.
Finally, Chapter 8 wraps up the study and addresses future work that will be done under the

suggested framework.




Related work

This chapter will showcase relevant work performed by other researchers in the domain of
security in the energy industry. The general topic of this dissertation is the security of the smart
energy industry. This may be divided into two categories: security in the smart energy industry
(which involves vulnerability evaluation and penetration testing) and security frameworks

(created to reduce cybersecurity risk).

2.1 Smart Grid Security

Critical Infrastructures, such as the electrical grid, make extensive use of Information and
Communications Technology (ICT) services, which results in the inheritance of such services'
vulnerabilities. Those include insecure communication protocols such as Modbus, Profinet,
Distributed Network Protocol 3 (DNP3), IEC-60870-5 and IEC-61850. Other scientists have
undertaken research and published papers on the security of such protocols, and the most

relevant ones are mentioned below.

2.1.1 Modbus Security

2.1.1.1 Vulnerabilities of Modbus

The Modbus communication protocol is the oldest and most widely used automation protocol
in the field of process automation and Supervisory control and data acquisition (SCADA)
systems. Modbus is a request-response protocol that uses a master-slave architecture to
communicate. That communication is always between two devices, and firstly a request must
be sent before waiting for a response. All interactions are initiated by the master device. The
slave is usually a sensor which measures various information while the master is usually a

SCADA system. The content of these requests and responses, as well as the network layers




across which these messages are transmitted, are determined by the protocol's multiple layers.
Modbus can use either TCP (most common) or UDP (less common) for the transport layer. The
vulnerabilities of Modbus that have been studied are presented in this sub-section

Modbus is not a new protocol; it has grown and evolved through time, adding additional
functionality to the initial implementation. P.Huitsing et al. described in their theoretical study
[1], that the poor security of Modbus-enabled systems and networks might have severe
consequences ranging from disruptions in the normal flow of field devices (sensors and
actuators) to catastrophic large-scale outages. The authors also divided the attacks on all
Modbus systems and networks that abuse the protocol's specifications into three categories. The
Modbus Serial protocol attacks are the first category, with 20 different attacks and 59 attack
instances. The second group includes attacks on both the Modbus Serial and TCP protocols,
while the third category includes solely the Modbus TCP protocol. They found 28 attacks and
113 attack instances in the last category due to its complexity.

In [2] a real-time cyber physical system test bed was used, as well as a study of Modbus/TCP
power system protocol vulnerabilities. Because of its capacity to represent many types of power
system protocols as well as the ability to assess system security in real time, the test bed
provided flexibility to the researchers. In the testbed, two types of Modbus/TCP assaults, the
MiTM and TCP SYN flood attacks, were executed and investigated. Improvements to attack
detection and mitigation tactics were proposed by the authors.

In order to detect cyberattacks, models must be trained with relevant datasets. For that purpose,
a number of attacks were carried out by the authors of [3] with the result of producing their own
dataset containing labelled data. That data was network packets of traffic from which an
overview of vulnerability assessment and penetration testing approach was constructed,
containing both normal traffic and four different forms of malicious produced attacks
(Reconnaissance attack, Command Injection attack, Denial of Service attack and Response

Injection attack).

A Modbus/TCP Fuzzer was proposed in [4]. Fuzz testing is a technique used to reveal bugs and
failures. The authors provide the Modbus/TCP Fuzzer that may be used to quickly and
efficiently test a system for security flaws that could lead to attacks. Their findings indicated
that the protocol had flaws and weaknesses that cause it to crash, resulting in a DoS attack with

only a few network packets.

As seen above, researchers propose and develop their own datasets, fuzzers and methods to
examine the vulnerabilities of the Modbus/TCP protocol. In this category there is also the
Modbus flooding attack tool that is presented in [5]. There, the observation was made, that the
generated flooding attacks could interfere with the normal operation of the system. To detect

the flooding attacks, the authors used two different techniques, anomaly-base and signature

4




base detection. The change detection technique, and more especially a variation of the moving
average technique known as "Exponentially Weighted Moving Average," was employed for
anomaly detection. On the other hand, for the signature-based detection an open-source
Intrusion Detection System (IDS) called Snort was used with the purpose of capturing network
traffic.

2.1.1.2 Modbus cyberattacks detection

The studies that focused on the detection of cyberattacks or anomalies against the Modbus

protocol are described in this sub-section.

A set of intrusion detection rules for the Modbus/TCP protocol and Modbus over serial line was
proposed in [6]. There, the authors implemented 50 signature-based rules that were derived
from a vulnerability analysis of the Modbus protocols. Those rules can be used by pre-existing
IDS signature-based tools like Snort[7] and Suricata. The authors intended for those rules to be
used on Snort, however the way the rules are written allows them to be used by any signature-
based IDS.

Like the work of [3], machine learning techniques are used in another paper [8], in order to
detect cyberattacks of the Modbus/TCP protocol. Four machine learning approaches were
employed, namely Support Vector Machines (SVM), Random Forrest, k-nearest neighbors and
k-means clustering. All of these strategies are utilized for outlier detection, which is the
discovery of data that is not considered normal in the case of anomaly detection (malicious).
The SVM and Random Forest detection algorithms had the best results in their data. Because
they are both supervised methods, labelled data either generated from a simulated environment

or maybe a test bed are required.

Another way of detecting cyberattacks against the Modbus protocols is with the help of
honeypots. Honeypots are decoys of the real system to deceive, trap and track the attackers.
The researchers of [9], used the concept of the honeypot to detect cyberattacks and propose an
IDS for the Modbus protocol based on the logs produced by the honeypots. They used an
unsupervised clustering method for the anomaly detection and the implementation was done in

the open-source honeypot called Conpot.

Finally, in 2020, an IDS is proposed by [10] that detects DoS cyberattacks related to
Modbus/TCP. Firstly, the authors study the Modbus protocol in the Smod penetration tool
which later they enhance by proposing five new cyberattacks. Secondly, they propose an IDS
that can detect DoS attacks after they test several models. The models with the higher results

(accuracy and F1) in the paper are the Random Forest and AdaBoost.




2.1.2 IEC 60870-5-104 Security

Smart Grid consists of SCADA systems because they provide the flexibility of remote
monitoring and control of network components, resulting in reliability. These systems allow
you to regulate the flow of electricity throughout the network, but they come with a number of
compromises and security risks. The protocol IEC 60870-5-104 which is used in SCADA
systems has several severe cybersecurity issues enabling various attacks, such as MiTM and
unauthorized access. There are various studies on the security of this protocol and the most
relevant are described below.

In [11], the authors took real substation data and simulated the communication between the
server and the substation slave. That data was labelled as “target” for the normal packets of the
communication and as “outlier” for the abnormal attack packets. They used ML to propose an
IDS to detect anomalies in the network against the IEC 104 (common name for IEC 60870-5-
104) protocol. Their approach is divided into four stages which are the traffic generation, data
exploration and preparation, classification model and lastly the evaluation stage. As a result,
data is first collected in order to be provided to the ML algorithm. Before that happens, the data
must be prepared and cleaned so that it can be used by the algorithm. The way to do that is data
pre-processing with techniques like feature extraction and filtering. Later, the data is split into
90%-10% for the training and testing respectively. The machine learning classifiers that were
used in this approach were the ones that are built in WEKA[12]. After those three steps, the
evaluation of the model is made. The classifiers that were used were the NaiveBayes, 1Bk, J48,
RandomForest, RandomTree, Decision Table and OneR. They compared the results with the
metrics of accuracy, F1 measure and ROC for the identification of the better approach. Their

results showed that Decision Table was the best solution and it had an accuracy of 91.69%.

A popular open-source tool that is used in networks as an IDS is Snort[7]. Based on that tool,
the authors of [13], proposed a rule-based method for SCADA systems that use the IEC-104
protocol. The proposed methodology has both signature and model base intrusion detection.
The signature detection cannot detect zero-day attacks and that is why the authors also propose

a model-base detection. The attacks that they considered are the following:

1. Unauthorized read commands

Unauthorized reset commands

Unauthorized interrogation commands

Unauthorized broadcast requests

Unauthorized remote control and adjustment commands
Spontaneous packets storm

IEC-104 port communication

© N o g & w DN

Buffer overflows




The output of those two detections was some Snort IDS rules which can be later used on another
IDS that uses rule-based detection. To evaluate those rules, they conducted an experiment with
captured IEC-104 traffic using Snort. The result of the experiment was a log file that displayed
alert messages. The authors also considered the delay that this detection can have on the overall
system and deduce that this process cannot affect the normal operation of the SCADA systems.

Another work done by [14], uses state machines to analyze the IEC 104 protocol and detect
state changes in the application layer. This is done to provide a stateful IDS for SCADA
networks and more specifically a specification-based IDS. The difficulty of the state machine
implementation in Snort, made the authors use a tool named Internet Traffic and Content
Analysis (ITACA). ITICA is an extendable software tool that offers flexibility. The proposed
IDS begins by capturing IEC-104 packets with the ITICA program, which then prepares them
for the stateful IDS plug-in. Second, after receiving the input, the detecting state machine
retrieves the current state from the state memory in order to compare the state transition. That
comparison can either be characterized as normal or abnormal. Those results are displayed and
saved in a log file. The experimental results gave the best possible outcome for those data,
meaning that it identified all the abnormal data with zero false positives but it can’t guarantee

that it will work just as well in different data.

A different perspective in the investigation on the IEC 104 security was conducted in [15].
Specifically, the authors focused on emulating four different cyber-attacks of the SCADA
architecture after transforming it into a Coloured Petri net (CPN). CPN is a graphical language
that allows the analysis of system’s properties. The CPN gave a representation of the flows that
can be present in the SCADA architecture which later was used to provide a threat model. That
model identified two categories of threats named Physical attacks and Cyber-attacks. The first
category is when the attacker has physical access to the environment of the system whereas the
second category is the exploitation of IEC 104 vulnerabilities. The cyber-attacks that have been
identified by the authors against the IEC 104 protocol are the Unauthorized access, MiTM
attacks, DoS attacks and Traffic Analysis attacks. The software tools that were used for the
testbed are the IEC TestServer software to emulate the PLC, the QTester104 to emulate an
MTU and the known Debian-derived Linux named Kali and its’ pre-installed tools for the
attacks. In order to assess the risk from the detected attacks, the AlienVault OSSIM was used
which is a Security Information and Event Management (SIEM) and it was configured to
monitor the communication between the Programmable logic controller (PLC) and Master
Terminal Unit (MTU).

A recent work regarding the security of IEC 104 and the implementation of an innovative IDS
was proposed in [16]. The authors, proposed an IDS that uses ML outlier detection and adopts

on access control mechanisms. That IDS is made up of two major components: the Sensor and




the Server. The Sensor component has three modules, the Network Traffic Monitoring Module,
the Network Packet Access Control Module and the IEC-14 Flows Extraction Module. The
Scapy library is used in the Sensor component for gathering and monitoring overall network
traffic, and it is later utilized for some preliminary security measures. If those security controls
detect anything malicious based on the configuration (e.g., whitelist of IPs), the IDS will create
a security event and store it in a server (the proposed IDS uses Elasticsearch). The Sensor
component also exports IEC-104 bi-directional flows (using the CICFlowMeter [17] software)
which will later be used for detection. On the other hand, the Server component has two
modules (Anomaly Detection Module and Response Module) and the Elasticsearch database.
Because it detects anomalies, this component is at the basis of the proposed intrusion detection
system. The procedure is that it communicates with the server (Elasticsearch) and performs
outlier detection with various models to detect anomalies. The models used for the evaluation
analysis of the proposed IDS are the OC-SVM, lIsolation Forest and LOF. If an anomaly is
detected the Response Module of the IDS will inform the network administrator via the
interface of Elasticsearch called Kibana. The analysis of the proposed IDS gave 87% F1 score
and 98% accuracy.

2.1.3 DNP3 Security

The DNP3 protocol is another protocol that is utilized in the smart energy arena. In addition,
several research on the security of this protocol have been undertaken. As we can observe from
the previous protocols, a common way of protecting a communication that uses a certain
protocol is by proposing an IDS. Although this protocol was not studied in this thesis, it is
important to examine and observe the work that has been made from others. The reason for that

is that we are focused and interested in the process that is followed and not in the protocol itself.

The proposed IDS of [18], uses signatures along with state analysis to perform the detection of
malicious activity. Their proposed IDS consists of five elements which are the SCADA
Protocol Sensor, the Single packet rules DB, the System Virtual Image, the State Validator &
Inspector and the Critical State Rules DB. The SCADA Protocol sensor receives all network
traffic as input, and after processing the packets, it checks the Single packet rules DB to see
whether there is an attack signature that matches that packet. Also, it keeps information about
the state of the system from the packets that it received. The element called System Virtual
Image keeps an image of the system’s state including representations of each element of the
system along with information about like their inputs and outputs. The next element of the
proposed IDS is a very important element. The State Validator & Inspector checks the virtual
image of the systems and compares it with the database that contains the critical states rules. If

there is a match, it signifies that the system is now migrating from its prior state to a critical




state. In that case, an alert is raised with information about the specific packets that caused that
change. Lastly, the authors proposed a rule language specifically for describing Modbus and
DNP3 signatures along with their corresponding systems state.

Another use of Colored Petri Nets is used in the study of [19] to secure the DNP3 protocol in a
broadcasting perspective. The authors proposed a security scheme for securing the
authentication in broadcast communications. In order to develop their security scheme, they
used colored Petri Nets and executed their model to see if it can withstand attacks like injection,
modification, replay and spoofing against the broadcasting of the DNP3 protocol. Before
proposing the security scheme, they studied the DNP3 protocol and found some security gaps.
The problem that they detected was in the key management of DNP3 for every broadcast
message and they are trying to solve this using hash chains. So, the protocol instead of creating
a key for every new broadcast message, it will use a hash chain meaning that the hash values
will be linked together forming a hash chan. That will remove the need of a key per message
that was previously used.

Lastly, a most recent work (August 2020) on the DNP3 protocol, an IDPS for SCADA systems
that utilizes the DNP3 protocol was proposed by [20]. Again, also in this work, the detection is
done using ML techniques but this time with a combination of supervised and unsupervised
models. The IDPS that the authors developed, namely DIDEROT, consists of three different
modules called a) Data Monitoring module, b) DIDEROT Analysis engine and c) Response
module. The Data monitoring is the module that interacts with the network and monitors the
traffic. There, with the help of two tools (CICFlowMeter and Tshark), network flows statistics
are created and passed onto the analysis engine. After receiving the network flows, the
DIDEROT analysis engine performs detection. The detection is separated into two levels, the
first of which is intrusion detection, which use multiclass supervised ML techniques to identify

several types of assaults on the DNP3 protocol, such as injection, flooding, replay, and others.

If this layer determines that the network traffic is normal, only then will the second layer, which

detects anomalies, be enabled.

2.2 Security frameworks

A security framework refers to a set of defined procedures, rules, methodologies, ideas,
processes, guidelines, practices and technologies which can be used in a system to protect it
from security threats, identify and manage cyber-attacks and general vulnerabilities. There are
many general and domain specific security frameworks developed by companies and

organizations.




For many years, the National Institute of Standards and Technology (NIST) has worked on
security frameworks. Their general cybersecurity framework [21] (Cybersecurity Framework
Version 1.1) includes a comprehensive set of guidelines to address cybersecurity in
organizations that use ICT technologies or even have an IoT infrastructure. NIST is currently
working on a project called “Cybersecurity for Smart Grid Systems” that will examine the
cybersecurity in the rapidly evolving smart grid architecture. They have released a three-volume
report [22] containing every detail on how to secure a smart grid infrastructure and what
security requirements are necessary to achieve high-level security. This report, also includes
the interfaces, connections and actors of a smart grid infrastructure along with any privacy

issues that can arise. Also, it solves those issues by proposing possible mitigation actions.

Another security framework was made by Center for Internet Security (CIS), containing
security controls targeted for organizations that want to improve their cyber defenses. That
framework is called CIS Controls in which a research [23] was conducted with real-world
application of such controls into an organization. That study followed the whole procedure of
implementing the security controls while monitoring any difficulties that occurred and
interviewed people from the target organization along the way to observe the status and the
effectiveness of the controls. Lastly, the study has the organization’s security infrastructure
before and after the implementation of the controls, showing the benefits of using CIS Controls.
The controls were developed by a group of volunteers (since CIS is a hon-profit organization
that is driven by its community) from various fields including IT professionals, security experts,

academics etc.

In the world of security frameworks there is also the ISO 27001 (also known as ISO/IEC
27001:2013) international standard, which assists organizations better manage the way that
their data are being processed. This framework was developed by the International Organization
for Standardization (ISO) and the International Electrotechnical Commission (IEC) back in
2013. In order to acquire this standard and get the certification, a multiple year procedure must
be followed, with both internal and external stakeholders participating. The benefits of having
such a certification are numerous, including the international recognition of the standard by
others and the recognition that the organization is secure and trustworthy. The 1ISO 27001:2013
is part of the ISO 27000 series family that also includes the 1SO 27002 which provides the
details of the controls (e.g., operational security controls, access controls, cryptography controls
etc.) mentioned in ISO 27001:2013.
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Background

This chapter discusses relevant known information on penetration testing methodologies,
strategies and phases. It outlines all of the processes that are followed during a penetration test,
as well as the different types of tests that can be performed. Finally, the chapter examines the
penetration testing tools utilized in this thesis, which are categorized according to the
penetration testing phases as outlined below.

3.1 Penetration Testing Overview

3.1.1 Penetration Testing Strategies

The differentiation of penetration testing strategies can be accomplished based on the
knowledge level that the tester has [23], [24]. The knowledge level refers to the known
information that is provided to the tester such as IP addresses, login credentials (usually
unprivileged) and other relevant information about the network. Thus, three different
penetration testing strategies are defined, named Black box, Grey box and White box. An

overview of each strategy is described in the following subsections.
3.1.1.1 Black box

In the Black box penetration testing strategy no information about the network is provided to
the tester. That means, that no credentials or any prior level of access to the network is given.
This strategy simulates an actual attacker from outside of the network, which makes it more
realistic (from an outside attacker’s perspective) compared to the other strategies. Because no
information is given about the target network, the tester needs to gather information and

perform tests blindly, which makes Black box strategy heavily time consuming. The exhaustive
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tests performed in this strategy may be time consuming but the results show exactly what

information and vulnerabilities can an external adversary exploit.
3.1.1.2 White box

The White box penetration testing strategy is the exact opposite of the Black box in regards to
the prior information given to the tester. All necessary information and access is provided to
the tester before any test is conducted. This gives the tester the ability to better prepare the
penetration testing strategy because of the given information. That information includes access
to all types of accounts (privileged, user with some elevated permissions etc.), access to source
code, IPs/ports of interest and any other relevant information about the network. This strategy
simulates an internal attack, in contrast to Black box which simulates an external attack. In a
real scenario the internal attack can be performed by a malicious employee which has specific
knowledge about the system and of course access to it. Compared to Black box it is less time
consuming and the scope of the testing can contain algorithm testing which is not suitable in
Black box.

3.1.1.3 Grey box

Somewhere in the middle of the White box and the Black box, the Grey box penetration testing
strategy can be located. It is a combination of the two previous strategies that brings balance on
the amount of effort and time consumption. In terms of information given, in the Grey box
strategy, partial information and access to the system is given. That information can include
credentials to a privileged user, and the penetration tests that will be performed can see the

potential harm of that user to the system.
3.1.2 Penetration Testing Phases

Based on [23], the penetration testing methodology has three general testing phases named Test
preparation phase, Test phase and Test analysis phase. The first phase is the test preparation
phase, in which the system owner and the tester decide the parameters of the test. Those
parameters include duration, scope, general aim of the penetration test, information about when
the network will be attacked and any other relevant information about the tests that both parties
need to know and agree. This phase also includes any documents like non-disclosure or

confidentiality related paperwork.

After all of the specifications have been agreed upon, the next phase, which is the Test phase
can start. In this phase, all the hard work is conducted in three steps named Information
Gathering, Vulnerability Analysis and Exploitation. Throughout the implementation of those

steps there is another step which is the Reporting step. Every result that is found must be
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reported in a very comprehensive way. This thesis focuses mostly on those four steps and their

description can be found in the section below.

The outcome of the previous phase is gathered and reported in a detailed form and is written in
a document. That document is the penetration testing report and it is used for the analysis of the
results that the tests gave in the Test analysis phase. In that analysis, based on the agreement
that was made in the Test preparation phase, some mitigation actions can be found in order to
reduce or eliminate long-term risks to the system. Implementing those mitigating measures will

assist the organization in meeting its security strategy and objectives.
3.1.2.1 Information Gathering

One of the most important steps in penetration testing is information gathering, where the tester
tries to identify and map the whole network/potential target and gather as much useful
information as possible. In order to perform this step, most of the times (depending on strategy),
exhaustive checks/tests are made to find entry points on the system. This step includes scanning,
which shows open and closed ports along with their running services. For example, after
scanning a network we can see if a web or SSH server is running, detect what operation system

the hosts are using or find other relevant information that will help with the next steps.
3.1.2.2 Vulnerability Analysis

In this step, the tester takes all the information gathered in the previous step and examines the
whole system. So, after gathering information on open ports, services, and specific versions of
services, vulnerability analysis is made in order to see exploitable entries. This analysis is
usually in the form of a sorted list (showing the critical vulnerabilities first) including the name

of the vulnerability, the target, the severity and impact.
3.1.2.3 Exploitation

Following vulnerability analysis, exploits are discovered/created and launched across those
vulnerabilities to see the system’s reaction (does it allow the vulnerability to be exploited and
thus the tester successfully exploited a vulnerability?). Either way, the results of this step shall

be documented in every detail.
3.1.2.4 Reporting

The latest step is the generation of a detailed report of all the previous steps. This report
document will give the system’s administrator an in-depth view of the penetration testing
finding. Thus, the whole security of the system is reported including vulnerability analysis,

exploitation tests results, public information gathered and any other useful information found
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throughout the penetration testing. This reporting document may include mitigation actions to
be performed in order to address the exploitable vulnerabilities on the administrator’s desired
degree.

3.2 Penetration testing tools

The penetration testing tools that were used throughout this master thesis are described below.
Specifically, how these tools work, what is their objective and which penetration phase they

belong to.
3.2.1 Information Gathering tools

When it comes to information gathering, scanning is a critical task. The most common tool that
is used for scanning is Nmap[25]. Nmap stands for Network Mapper and it is a command-line
tool that detects hosts, scans IP addresses, ports and services running. It is available for
Microsoft Windows, Linux distributions and macOS. With Nmap, any servers that are running
on the network can be detected. This means that any web, DNS, or other common server is
discovered with its (usually accurate) exact version. When the tester knows that a certain
server/application is active in the network, the next step, vulnerability analysis, becomes much
easier. A basic Nmap scan can be seen in Figure 1, where the scanning of a scanme.nmap.org
is performed. There we can observer the ports that are open, services behind those ports, IPv4
address of the URL we specified and the reverse DNS name. In the case of the “Not shown:
996 filtered ports”, the host didn’t reply to the requests made (most common reason is a firewall
that blocks the reply packets) so Nmap labelled them as filtered.

Nmap scan report for scanme.nmap.org (45

Host is up (8.21s la ).

Other addresses for scanme.nmap.org (not scanned): 2600:3c@1::f@3c:91ff:fel8:bb2f
rDNS record for 45 156: 156. 3.45.in-addr.arpa

Not shown: 996 filtered ports

STATE SERVICE
open ssh

open http

open nping-echo
open Elite

Figure 1. Nmap scan example

The Nmap command has a lot of arguments that someone can provide before running the tool.

Some important ones that were also used in this master thesis are:

e -sn: This is used in the early phase of the information gathering when we have a range

of IPs or when we need to scan a whole network just to discover hosts and not ports or
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services. This argument will instruct Nmap not to scan ports, and report the hosts that
are running.

e -sS: This argument will perform a stealth scan. That means that in the TCP three-way
handshake (SYN, SYN/ACK, ACK), when the host replies with the SYN/ACK that
reports a port is open and a connection can be established, the Nmap will reply with
RST that resets the connection instead of the ACK that successfully establishes the
connection. In order to use this argument root privileges are needed.

e -sT: In contrast with the previous argument this will complete the three-way TCP
handshake and then it will send the RST packet which resets the connection. No
specific privileges are needed for this type of scan.

e -p: This argument helps to define the range of ports that the Nmap tool will use. It is
useful when scanning for specific ports or a wide range of them.

e -A:In order to detect OS and version of specific services, this argument is used.
3.2.2  Vulnerability Analysis tools

After all the system’s related information is gathered, the vulnerability analysis step can be
implemented. For this step two tools will be used in this master thesis named Open
Vulnerability Assessment System (OpenVAS) [26] and Nessus [27].

Nessus is a powerful vulnerability scanner developed by the company named Tenable, Inc. This
tool offers a variety of features including advanced vulnerabilities scans with many
configurable parameters that the user can define according to the needs of each scan. The needs
for each scan can differ from test to test depending on the scope and depth that a tester wants
to use. Nessus also includes asset discovery which lies on the information gathering phase but
it can be used to double check for missing information. It is also used for web scanning (i.e.,
html or php) that searches the web application through crawling, with the purpose of finding
vulnerabilities. The Nessus scan can detect a lot of misconfigurations like default or common
passwords in services of the system, it can detect if the system is prone to Denials of Service
attacks and other types of vulnerabilities that could lead to unintended uses of the system like
unauthorized access to system data. The home landing page of the Nessus tool can be seen in

Figure 2.

Another great vulnerability analysis tool is OpenVAS, that comes with a web interface like
Nessus. In the free version of OpenVAS, the repository that is used for the vulnerability
detection is maintained by the community and it is called Greenbone Community Feed.
Greenbone Networks is the company that develops the Open-Source tool OpenVAS. The paid

version of the tool offers another repository with found vulnerabilities that is maintained by the
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company. An example of the interface (adding a new target to the tool) can be observed in

Figure 3.

“\nessus Scans Settings

{
'-—-/ Essentials

Scanner

Host Discovery

|

My Scans
All Scans

Trash

= 0

Policies

= ©

Plugin Rules

Community

e @

Plugin Release Notes

@ @ @

Basic Network Scan Advanced Scan Advanced Dynamic Scan

© @

Intel AMT Security Bypass Spectre and Meltdown WannaCry Ransomware

Figure 2. Nessus home landing page
3.2.3 Exploitation tools

For the exploitation step, the MSFconsole is used, which is the most popular interface of the
Metasploit Framework that is used widely in penetration testing. The tool itself contains a lot
of scripts and it can also be used as a scanner for the Information gathering step. MSFconsole
provides a console-based interface that users can interact with in order to exploit vulnerabilities,
scan targets or other functionalities that the tool offers to collect information or perform exploits
against the target. When the tool opens via a console the first prompt is useful information
regarding the tool, i.e., version and number of available exploits as observed in Figure 4. Some
of those scripts, that are included in the Metasploit Framework, have a main focus in critical
infrastructures like SCADA systems and consequently smart grids. The outcome of the
execution of those scripts regarding the SCADA systems can result, among others, in buffer

overflow, detection of protocols and DoS.
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Penetration testing in energy sector

This thesis focuses on the security aspect of the energy sector and particularly for the critical
infrastructure that is the Smart Grid. The security aspect that we are referring to, is the
maintenance of security and the security administrator's awareness of any potential flaws that
may be discovered. This section provides an overview of the security in the energy sector and
the penetration testing for critical infrastructures that this thesis studies.

4.1 Security in the energy sector

The highest level of security in critical infrastructures like smart grids is essential and crucial.
Any compromise in the CIA (Confidentiality, Integrity, Availability) of security is
unacceptable. Firstly, for the Availability of the CIA, smart grids must be available at all times
(depends on company policy) and should provide uninterrupted (by unwanted external actors)
power. Attacks that can affect the Availability of the system include Low-rate DoS, MiTM,
Buffer overflow, spoofing and others. Secondly, for the confidentiality of CIA, the data that are
transmitted through the network can contain information that should not be visible to not-
authorized actors (according to each individual company policy). That information can include
customer information (name, email, address), bills and payment receipts that should be privacy
protected. The majority of the attacks that can pose a threat of Confidentiality, belong in the
generic category of social engineering where the precautionary measure of properly educating
involved actors (employees, costumers etc.) can be taken. When all the actors know the risks,
dangers and are better-informed about how these attacks work, they can be more aware of their
actions in order to be better protected. Apart from social engineering there are other attacks that
can harm Confidentiality, including data injection, traffic analysis, eavesdropping, replay and
others. Finally, the Integrity of the communicated information should not be overlooked as it is

as important as the others in the CIA triangle. Due to the nature of each attack, which might
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affect one or more pillars, there is overlapping of attacks among the three pillars of the CIA.
An example is the MiTM attack which affects all three pillars of the CIA. Some other attacks
that can harm the Integrity are masquerading, data modification attacks, false injection of data,
replay, tampering etc.

When a successful attack disrupts the systems’ operation, it can result in disastrous
consequences that may lead to huge power outage and extreme blackouts. Depending on the
scale of the grid, the severity of the attack and the security of the system, the result can affect a
building, a small village or even a whole city. Back in 2015, a well-known cyber-attack
targeting Ukraine resulted in the shutdown of 30 substations.

4.2 Penetration testing in critical infrastructures

Penetration testing in the energy sector is different from regular IT systems because the
production environment is fragile and the actions performed by the testers could cause severe
interruption of the normal behaviour of the system. Attacking an infrastructure that is in
production can disrupt the whole network and that can cause massive blackouts or worse,
depending on the deployment. Therefore, a simulated or not test environment of the actual
deployment is needed to perform the penetration tests. That simulated environment could be a
similar one to the production or an identical replica. The closer the devices and connection are
to the production equivalents, the more accurate the penetration testing that will output the
assessment of the security. When a simulated environment is not available, penetration testing
should be done in a non-intrusive, low-risk manner that would not disrupt the production
system. The National Electric Sector Cybersecurity Organization Resource (NESCOR) in their
“NESCOR Guide to Penetration Testing for Electric Utilities” document [28] recommend that
system administrators should invest in a simulated testing environment to minimize unintended
implications in the actual system. In that same document, NESCOR provides a work flow that
the penetration testing should follow as seen in Figure 5. NESCOR Penetration testing process.
Firstly, they propose to start with proper planning by defining the scope of the tests. After, that
they break down the tasks in four categories that can be performed in parallel. The colour of
these tasks is based on the recommendation that NESCOR is proposing on the frequency that
they should be performed with green being frequently and red being less frequent. In an ideal
scenario all of those tasks should be performed but according to the colours tasks closer to red
require specialized skills that are not found regularly. Because such infrastructures are highly
complicated and the penetration testing tasks can cover several aspects, a group of different

testers is most likely needed.
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Figure 5. NESCOR Penetration testing process

As always, the creation of a detailed report that includes the vulnerabilities that could
be exploited, the risks associated with them and any additional recommendations that
could be implemented is one of the most important steps. A major note is that the
penetration testing tasks should not be non-integrated and that the reporting should be
done in every step and testers should check the other intermediate reporting that is made
by others. For example, the discovery of two vulnerabilities that were first classified as
low risk to the system may later be classed as high risk if something else is discovered.
Thus, when all penetration testing tasks are completed, a tester may find that an attacker
might use both low-level flaws to generate a new higher-risk vulnerability. Each
vulnerability should be completely documented and interpreted at the final phase of
penetration testing. NESCOR suggests that the final report should contain some
proposed mitigation actions if applicable.
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Proposed framework: SMGRISEF (SMart GRId

SEcurity Framework)

The main objective of this thesis is the proposed framework (named SMGRISEF) that will be

described in this section. The framework refers to SG security by proposing specific tools for

the penetration testing phases that were described in section 3.2.1 with example commands and

organized steps in order to secure the critical infrastructure that contains the SG. SMGRISEF,

embeds known penetration testing tools that are widely used, suggesting guidelines that result

in the security administrators’ awareness of the SG infrastructure security. An overview of the

SMGRISEF framework along with the tools that it uses can be observed in Table 1 below.

Table 1. SMGRISEF framework overview

Penetration testing phase

Proposed/Main Tool(s)

Proposed proof of concept/secondary
tool(s)

Information Gathering

Nmap

OpenVAS, Nessus

Vulnerability Analysis

OpenVAS, Nessus

Exploitation

Metasploit Framework

Nmap

5.1 SMGRISEF — Information Gathering phase

For the information gathering phase, the SMGRISEF framework uses the Nmap tool for the

identification of services and protocols running in the SG infrastructure. The functionality of
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the first command will be the discovery of up and running host(s). That can be achieved with a

simple ping scan. The Nmap command for that is:

nmap -sn <target address>

Depending on the prior given information and on the penetration testing strategy that will be
applied to the infrastructure, the “target address” can be a single IP address or a range of IP
addresses e.g., 192.168.1.22 or 192.168.1.0/24 respectively. Subnetting knowledge is required
for the proper interpretation of the results and usage of the command when dealing with subnets
of the network.

Following the discovery of the running host(s), the SMGRISEF framework searches the
discovered host(s) for services and open port(s). That will give us the information of running
protocols (like Modbus, IEC-104, DNP3 etc.) in the infrastructure, that will be used in the next
phases for the identification of exploitable vulnerabilities. The Nmap command that tries to find

the services and open ports is:

nmap -T4 -A -p- <target address>

The above command does OS detection, scans all the ports in an aggressive manner (hence the
-T4) to find possible SG protocols in the infrastructure. The result of the command can give
information about open ports but it may not recognize the service behind that port. So, the tester
should be familiar with known ports of SG protocols like port 502 for Modbus, port 2404 for
IEC-104, port 20000 for DNP3 etc.

If the above command doesn’t give useful information, the proposed framework suggests the
usage of the Nmap scripts for discovery of specific protocols. The specific protocols that were
studied in this thesis were Modbus and IEC-104. The scripts of Nmap to discover those
protocols are named “modbus-discover” and “iec-identify”. The execution commands of those

script are:

nmap -Pn -sT -p502 --script modbus-discover <target address>

sudo nmap -Pn -sT -p2404 --script iec-identify <target address>

As we can observe the above commands use the default ports of the protocols which are port
502 for Modbus and 2404 for IEC-104. If the information gathering of the open ports and
services didn’t give the specific information of those ports, a change can be made to scan all
the ports in the host(s) (e.g., from -p502 to -p-). More scripts developed by the community can

be discovered for various protocols.

In the information gathering phase, the SMGRISEF can also use the OpenVAS and Nessus
tools for proof of concept on the information found by Nmap. The scanning mechanisms of

those tools are similar but it is advised to use all of them in order not to miss any information.
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This is the most important step of the penetration testing because without proper information
collected all the following phases cannot be performed properly.

5.2 SMGRISEF — Vulnerability Analysis phase

For the vulnerability analysis phase of the penetration testing, the SMGRISEF uses two major
tools named OpenVAS and Nessus. Those tools are described in 3.2.2 and their purpose is to
combine the information gathered from the previous phase and try to analyze and find possible
vulnerabilities in the services or the host(s) that are part of the SG infrastructure. Both of those
tools offer a variety of scans available and SMGRISEF proposes using the advanced scan and
selecting all of the possible analyses. For OpenVAS, that can be achieved by choosing the scan

configuration to “Full and fast” when adjusting the scan parameters as seen in Figure 6.

R — - e |

-

Add results to
(i ™y

Assets o ves (INe

Apply Overrides @ Yes () Mo

Min QoD 70 L%

Alterable Task () Yes @ No

Auto Delete  ® Do not automatically delete reports

Reports () Automatically delete oldest reports but always keep newest reports
Scanner OpenVAS Default v
Scan Config Full and fast A
MNetwork ll I
Base
Orde Discovery ential A
Full and fast
Maximum concy yper Discavery | i

System Discovery

Maximum concurrently scanned 20 | i
hosts r

)

A
Figure 6. OpenVAS configuration parameters

For the Nessus tool, when creating a new scan, advanced scan can be chosen and the
configuration of the parameters in the “Assessment” section can be made to perform thorough
tests like detect malwares. Both OpenVVAS and Nessus have discovery scans that can be used

as a proof of concept for the previous phase.

5.3 SMGRISEF - Exploitation phase

For the exploitation phase, SMGRISEF uses the Metasploit framework to exploit and disrupt

the usage of the protocols used in a SG infrastructure. Using all the gathered information from
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the previous phases, SMGRISEF proposes using the msfconsole interface of the Metasploit
framework to breach the security and exploit specific assets by executing the modules that are
part of the framework.

As shown in Figure 15. Modbus environment — Metasploit modbus search, there are modules
for modbus that can be also used in the previous phases, like the “modbusdetect” or
“modbus_findunitid” for the Information Gathering phase. With the “modbusclient” module,
the msfconsole can read or write to coils/registers of the Modbus protocol as demonstrated in
Chapter 6, in the exploitation section of the Modbus environment. All is required is the
configuration of the parameters of the module, as observed in Figure 7, in order to execute the
exploitation properly. Those parameters include the RHOSTS which is the IP of the target(s),
the RPORT which is the number of the port that the Modbus is running and other relevant
information that is needed to run the module. The usage of this module is performed in the
Modbus environment in the next chapter.
msf5 auxiliary( ) > show actions
Auxiliary actions:

Name Description

READ_COILS Read bits from se 1 coils
READ_DISCRETE_INPUTS d bits from ral DISCRETE INPUTS
READ_HOLDING_ i d words from y £
READ_INPUT_REGI® 18 d words from
WRITE_COIL W one bit to
WRITE_COILS Write bits to sev

. ISTER W one word r
WRITE_REGISTERS Write words to several registers

msf5 auxiliary( ) > show options

Module options (auxiliary/scanner/scada/modbusclient):

Name Current Setting Required Description

DATA no Data to write (WRITE_COIL and WRITE_REGISTER modes only)
DATA_ADDRESS yes Modbus dat

DATA_C no Data in bi rit TE_COILS mode only)
DATA_REGISTERS no Words to w L parated with a comma
NUMBER no Number of

RHOSTS yes e [ CIDR identifier, or hosts file
RPORT 02 yes e g port

UNIT_NUMBER no Modbus unit number

Figure 7. Parameters options of modbusclient

For the IEC-104, similarly, a search is made in the msfconsole to detect possible modules to
exploit the protocol as shown in Figure 23. The tester can send commands and adjust the
parameters shown in Figure 8 before executing the “iec104” module. Those parameters include
the RHOSTS and RPORT as before and other IEC-104 related options.
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msf5 auxiliary( ) > show options
Module options (auxiliary/client/iecl®4/iecl@4):
Name Current Setting Required Description

ASDU_ADDRESS 1 ye Common Address of ASDU
a Command Address / IOA Address
COMMAND_TYPE Command Type
COMMAND_VALUE 20 Command Value
a r Address
s), range CIDR identifier, or hosts file
et port (TCP)

Auxiliary action:

Name Description

SEND_COMMAND Send command to device

Figure 8. Parameter options of iec104

So, the SMGRISEF proposes to search the Metasploit framework for modules that can affect
the services running in a SG infrastructure. After finding a module for protocols that were
previously discovered to be running in the network, the tester can use the related gathered
information like the IP address and port number to exploit the protocol. Despite the fact that
this master thesis studied the penetration testing of the Modbus and IEC-104 protocols, the
SMGRISEF framework is flexible and proposes to search for other protocols (like the
PROFINET protocol) in the Metasploit framework depending on the protocols running in the

infrastructure.
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Performance Evaluation

To evaluate the proposed framework, a series of simulated environments using smart grid
protocols will be used in order to observe the security levels of each protocol. Two protocols
will be simulated named Modbus and IEC-104. With the simulated environments up-and-
running, the whole framework will be used (all steps) to collect information, find vulnerabilities
and see exploitable points in the environments. The scenario in all the environments is that an
attacker tries to map the network without having any prior knowledge of the network. The only
information that the attacker has is an IP address. To satisfy that scenario the type of penetration
testing that will be performed will be black box as described in the 3.1.1.1 subsection.

6.1 Modbus environment

6.1.1 Information gathering

For the Modbus protocol that uses the master-slave architecture a simulator was used in order
to reproduce a Modbus/TCP communication. For that matter, modpoll and diagslave command-
line simulators were utilized to achieve the transmission and connectivity of a Modbus master
and slave node. The first step of the proposed framework is the information gathering step and
the tool that will be used is Nmap for the initial scan. Knowing just an IP address the availability

check of the host is made. The command for that is:

nmap -sn 192.168.116.138

The above command performs an IP ping to the target host to check if it’s up and can receive

packets.
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:~% nmap -sn 19
Nmap scan report for 192

Host is up (0.00827s latency).
Nmap done: 1 IP address (1 host up) scanned in ©.02 seconds

Figure 9. Modbus environment — Initial Host Ping

As we can observe in Figure 9, the host is up, so now we can scan for services and open ports

that the host might have. The command that has that functionality is:

nmap -T4 -A -p- 192.168.116.138

sion, please submit the following fingerprint at https://mmap.org/cgi-bin/submit.cgi?n

ion performed. Pl port any i results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up ed in 1.

Figure 10. Modbus environment — Port/Services scanning

As depicted in Figure 10, the tool doesn’t recognize the service itself but it observed that the
port 502 with TCP is open. For the service, it gives us a hint saying that it might be “mbap”
which is the Modbus Application Protocol that of course has default port number 502. With
that information we can use a script of the Nmap tool that can discover Modbus devices. The
usage and output of that script is:

nmap -Pn -sT -p502 --script modbus-discover 192.168.116.138

As we can observe from the Figure 11, the service is now clearly identified as Modbus (without

a question mark as it was before) and the script also returned the first slave ID.

Host disc
Nmap scan re
Host is up (@.

STATE SERVICE
02/tcp open modbus

| modbus-discover:

ID data: FieldTalk
identification: proconX Pty Ltd FT-MBSV 2.8.2.0

Nmap donme: 1 IP address (1 host up) scanned in ©.27 seconds
Figure 11. Modbus environment — Modbus devices discovery scan

There is a parameter in the same script that allows us to enumerate and list all slave IDs. The

argument is that we set the aggressive variable to true and the command becomes:

nmap -sT -Pn -p502 --script modbus-discover --script-args modbus-discover.aggressive=true
192.168.116.138
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The difference in the output compared with the previous script is that it tries to list all the slave
IDs (not just the first one) and in the output, as shown in Figure 12, the results that are listed
are from slave with 1D number 1 (0x1) to number 246 (0xf6).

rgs modbus-di g r =true 192.168.116.
scan times will

STATE SERVICE
open modbus

: proconX Pty Ltd FT-MBS

FieldTalk
e identification: proconX Pty Ltd FT-MBSV :

Figure 12. Modbus environment — Modbus devices discovery scan (aggressive)

Now that we have gathered information about the Modbus service that is running on the host,

we can continue with the next step which is the Vulnerability Analysis.
6.1.2 Vulnerability Analysis

For the Vulnerability Analysis of the Modbus environment, the Nessus tool didn’t provide any
useful output. Most of the information was related to the virtual machine that the Modbus nodes
were simulated. The scanner found out that the port 502 is open, as shown in Figure 13, which
we already knew from the information gathering step, but this information can act as a
verification of previous acquired knowledge.

BERR Nessus SYN scanner

Description

This plugin is a SYN 'half-open’ port scanner. It shall be reasonably quick even against a firewalled target.

Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and
also leave unclosed connections on the remote target, if the network is loaded.

Solution
Protect your target with an IP filter.

Output
Port 502/tcp was found to be open
Port Hosts
502 / tcp 192.168.116.138

Figure 13. Modbus environment — Nessus port scan

As it regards to the OpenVAS tool some information about vulnerabilities of the virtual
machine were reported but again the useful information about the Modbus environment is the
“Modbus Detection” as shown in Figure 14 below. Like the output of Nmap, information about

vendor name, product code and software version are shown.
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The vulnerability analysis step didn’t give us much information about exploitable items of the
target but some manual search for known exploits of the Modbus protocol will help in the next
step of the penetration testing.

@J Result: Modbus Detection

Information User Tags
(0)

Vulnerability

Mame  Modbus Detection

Severity
QoD 80 %

Host 192.168.116.138
Location 502/tcp

Summary

A Modbus Service is running at this host.

Modbus is a serial communications protocol for use with programmable logic controllers (PLCs).

Detection Result

A Modbus service is running at this port.

The following information was extracted:

Vendor MName: procon¥ Pty Ltd
Product Code: FT-MBSY
Software Version: 2.8.2.0

Detection Method

Details: Modbus Detection OID: 1.3.6.1.4.1.25623.1.0.106522
Version used: 2020-11-10T15:30:282

Figure 14. Modbus environment — OpenVVAS scan
6.1.3 Exploitation

Using the Metasploit framework we search for modules that are included in the tool regarding
the Modbus protocol. As we can observe from the Figure 15 below, there are five modules that

belong in the auxiliary category. A quick execution of “modbusdetect” confirms the
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information already gathered by the previous steps. Also, the “modbus_findunitid” outputs

similar information as the Nmap modbus-discover with the aggressive parameter set to true.

e Rank Check

normal No e r I'-\-::dic-:m Remote START/STOP Command
n:nmﬂ No = Upload/Download
C L No xtract 1p ham Mudhus communication
odbus_findunitid 2 3 L No Modbus U E ID Enumerator
edbusclient ormal No
/modbusdetect 2911-11-01 normal No

Interact with a medule by name or index, for example
Figure 15. Modbus environment — Metasploit modbus search

The important script is the “modbusclient” that may belong in the scanner category but it is a
great module for enumeration. Moreover, some of the auxiliary modules of the Metasploit
framework have exploitable-like capabilities, so we can use that module for exploitation. This
particular module enables reading and writing capabilities to the Modbus devices. In the
simulated environment, using the Modbus simulated master, we write the value 2502 to the first
register of the first slave. With the “modbusclient” module we were able to successfully read
the value of the register that we previously set (Figure 16). The number of values we desire to
read is adjustable in the options of the module along with other parameters like the option of
what slave should the values come from etc.

DATA_ADDRESS
rn_-.+'5_.3.u:-»'.i1_ia.r1.-'[_ ) > set NUMBER 1
NUMBER = 1
msf5 auxiliary( )} > exploit

Running module agai

192, .116.138:502 dlng READ HOLDING REGISTERS ...
[+] 19z. i H egister values from address @
[+] 192.

Au_.-_11_1.3.11_.-' module execution completed
msf5 auxiliary( ) >

Figure 16. Modbus environment — Metasploit modbusclient registers read

For the write function of the module, we just change the action to WRITE_REGISTER and set
the desired value. To demonstrate that, we are going to change the 2502 to 0. The steps to do
that is setting the DATA to 0 and then read again the register to see if it changed. As it can be

seen in the Figure 17 below the value of the register was successfully changed from 2502 to 0.
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m5{5 auxiliary( ERET: WRITE_REGISTER
ion = WRITE_REGISTER
.u-111419

module against 192.168.

68.116.1 ding WRITE REGISTER ..
8 38 : 5 lue @ successfully wxlTT n at registry address 0
'liary module ‘ ion completed

uxiliary( ) * set action READ_HOLDING_REGISTERS
ion = READ_HOLDING_REGISTERS
msf5 1uA11131y.
Running module against 192.

AD HOLDIMNG FEuISTEF
r values from addres

Figure 17. Modbus environment — Metasploit modbusclient registers write and read

It can be devastating for an organization if an attacker can successfully change or read the
values of registers or coils etc. It compromises the integrity of the organization and that exploit
can count as information leakage when reading the values or can cause severe malfunctions in

the whole infrastructure.
6.1.4 Penetration testing results

For the Modbus environment, we successfully performed a simulated attack. Firstly, we
identified that the infrastructure uses the Modbus protocol in the information gathering phase.
Also, we got the IP address and port number of the Modbus slave device. After that we exploited
the Modbus protocol using the Metasploit framework in order to read and write to registers

which can have disastrous effects on an organization.

6.2 IEC 60870-5-104 environment

6.2.1 Information Gathering

For the IEC-104 protocol that also uses the master-slave architecture, a simulated environment
was implemented in order to reproduce an IEC-104 infrastructure and communication. Two
protocol simulators were used for that purpose by Sirius Network Software called IEC 60870-
5-104 Master and IEC 60870-5-104 Slave. Similarly, to the previous protocol, for the first step
that the proposed framework suggests, we will gather information with the Nmap for the initial
scan. The first thing is to check if the host is up by knowing the IP address. Availability check

of the host is made with the command:
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nmap -sn 192.168.116.138

~% nmap -sn 192.168.116.138
Nmap scan report for 192.168.116.138

Host is up (0.00826s5 latency)
Nmap done: 1 IP address (1 hD:t up) scanned in @.12 seconds

Figure 18. IEC-104 environment — Initial Host Ping

Figure 18 above reports that the host is up, so now we can search/scan for open ports and
services that run on the host. For that matter, the command is the same as used in the previous

protocol environment:

nmap -T4 -A -p- 192.168.116.138

The output of the command (Figure 19) gave us the information that the port 2404 that is
running over TCP is open. That port is used by IEC 60870-5 -104, so Nmap is giving us a hint
that maybe IEC-104 is running on that port.

1~ nmqp -T4 -A -p- 192.168.116.138
Nmap scan r 1 L 2 -‘116.138

Host is up
Not shown:

PORT STATE VERSION

2404/tcp open iec-1047

/ice detection performed. Please report anmy incorrect results at https://nmap.org/submit/
e: 1 IP address (1 host up) scanned in 166.4@ seconds

Figure 19. IEC-104 environment — Port/Services scanning

With the information that the host might be running IEC-104 on port 2404, we will run the
Nmap script “iec-discover” to check if indeed there is an IEC service on the host. The command

for that discovery is:

sudo nmap -Pn -sT -p2404 --script iec-identify 192.168.116.138

The output of the command shown in Figure 20, confirms the information that Nmap gave us
before and indeed the service is IEC-104 and also, we have 10 information objects and the

ASDU common address (address of the particular station).
1% ,udn nm:p -Pn -sT -p2404 —script iec-identify 192.168.116.138

Host di ry abled ( e addresses will be marked 'up® and scan times will be slower
Nmap sca 3 ¢ T

In+31m4T1:n abj

Nmap done: 1 IP address (1 host up) scanned in 1.26 seconds

Figure 20. IEC-104 environment — IEC identifier scan

Now that we know that the IEC service is running on the host we move on to the next step

where we try to identify possible vulnerabilities.
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6.2.2 Vulnerability Analysis

The first step is to scan the host for vulnerabilities with Nessus. Similar to the Modbus,
environment the Nessus tool didn’t provide any useful information (the information was virtual
machine based and not IEC based) but rather confirmed what we already knew. As shown in
the Figure 21 below, Nessus confirms what Nmap discovered (port 2404 was open) with its

own scanner.

Nessus SYN scanner

Description
This plugin is a SYN ‘half-open’ port scanner. It shall be reasonably quick even against a firewalled target.

Note that SYN scans are less intrusive than TCP (full connect) scans against broken services, but they might cause problems for less robust firewalls and
also leave unclosed connections on the remote target, if the network is loaded

Solution
Protect your target with an IP filter.

Ouiput
Port 2404/tcp was found to be open

Port Hosts

2404 / tcp 192.1668.116.138

Figure 21. IEC-104 environment — Nessus port scan

With the OpenVAS tool, no vulnerabilities were found for the IEC-104 environment. The only
useful finding was the detection of the port 2404 that runs on TCP and that the service behind
it is probably IEC as seen in the Figure 22.

Host

Vulnerability M severity QoD Location
P Name
Unknown 0S and Service Banner Reporting 80%  192.168.116.138 2404/tcp
Summary

This NVT consolidates and reports the information collected by
the following NVTs:

- Collect banner of unknown services (OID: 1.3.6.1.4.1.25623.1.0.11154)

- Service Detection (unknown) with nmap (OID: 1.3.6.1.4.1.25623.1.0.66286)

- Service Detection (wrapped) with nmap (OID: 1.3.6.1.4.1.25623.1.0.108525)

- 05 Detection Consolidation and Reporting (OID: 1.3.6.1.4.1.25623.1.0.105937)

1f you know any of the information reported here. please send the full output to
the referenced community portal.

Detection Result
Nmap service detection (wrapped) result for this port: iec-104

This is a guess. A confident identification of the service was not possible.

Hint: If you're running a recent nmap version try to run nmap with the following command: ‘nmap -sV -Pn -p 2494 182.168.116.138' and submit a
possible collected fingerprint to the nmap database.

Detection Method

Details: Unknown OS and Service Banner Reporting OID: 1.3.6.1.4.1.25622.1.0.108441
Version used: 2019-01-03T20:41:17Z

References

Other

Figure 22. IEC-104 environment — OpenVAS scan
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Similar to the previous environment, the vulnerability analysis step didn’t give us information
about exploitable items of the target. So, manual search is required in order to proceed to the
next step of the penetration testing which is the exploitation.

6.2.3 Exploitation

When searching for IEC-104 in the Metasploit Framework we get the results shown in Figure
23. There we can observer that a module named IEC104 exists which allows us to send
commands to the target.

nsf5 > search iecl@4

Matching Modules

ETE] Disclosure Date Rank Check Description

auxiliary/client/1ecl@4/iecls normal No IECI@4 Client Utility

Figure 23. IEC-104 environment — MSFconsole IEC search

Using just the default settings of the module and by setting only the target and the ASDU
address (that we got from Nmap in the information gathering phase), we can send a general
interrogation command that will give us information about all the data points of the IEC-104
slave (Figure 24).

iary/client/iecl@4/iecl@4

) » set RHOST 192.168.116.138
1.116.138

) » set ASDU_ADDRES

) > run
192.168.116.138

192.168
192.
192.
192.

192, QDS: 013

192.
192.
192.
192.
192.
192.
192.

o e e e e e e e e e
L LY Ly L Ld L LI L L) G QI LJ L L L La L

Figure 24. IEC-104 environment — MSFconsole general interrogation command

Now that we know the Information Object Address and the value of the data points, we can
send other commands like the “Setpoint Command Normalized Value” where we can change

the value of a data point. This can happen by the master but also from the Metasploit connection
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we have made. With the change of the command value, command address (from the 10A
numbers we found), and command value (desired changed value) in the module we can send
the command to the IEC-104 slave. Figure 25 depicts the changes made to the module in order
for it to function.

t command_address

et command_type 48

et command_value @
command_ 4
msf5 v ) > run
odule against 192.168.116.138

[+] 192.168 @4 - Received STARTDT_ACT
Figure 25. IEC-104 environment — MSFconsole Setpoint command

The setpoint command was successful and the value of data point with IOA 4002 has changed

to zero. The IEC-104 slave graphical interface confirms this, as shown in Figure 26.

|IEC104 Outstation Data Points IEC104 Qutstation Data Points
104 | Tupe | Descr | Vale [ Quality I 104 | Tupe | Deser | Walue | Quality [
o0 1 Single Point O(0FF) I'v=1 HT=15B=1BL=1 o0 1 Single Point OI0FF) Iv=1 MT=15B=1 BL=1
1000 3 Double Paint TI0OFF) I'v=0 MT=0 5B=0BL=0 1000 3 Double Poirt TIO0FF) I'v=0 MT=0 5B=0BL=0
2005 5 Step Position 13, 7=0 I=0MT=05B=0BL=0... 2006 5 Step Position 13, T=0 I=0 MT=0 5B=0BL=0
Bit fHFEe 0. 300 7 Bitstring CltHFeeet L=0
Megsured VA SO0 (0244741 [i= N T =0 SE=[] Weasured A L=0...
4004 9 Measured My 2330 [-0.29%988) I=0MT=05B=0BL=0... 4004 9 Measured Mk 2830 [0.2999e8) =0...
BO02 11 Measured Siid 20 =0 MT=05B=0BL=0... 5002 11 Measured SWi 20 =0 MT=05B=0BL=0...
6004 13 Measured Float -1.000000 I'v=0 MT=0 5B=0BL=0 e004 13 Measured Float -1.000000 =0 MT=05B=0BL=0...
7000 15 Integrated Total 0150 Fooo 15 Integrated Total 0150
1oz 20 Packed Single Point 010000 1103 20 Packed Single Paint 010000
004 21 Measured Wal Noll 32764 [-0.999678) s004 21 Measured Wal Mol 32764 [-0.999878)
2000 30 Single Point w/time O[0FF) =0 MT=05B=0BL=0 9000 30 Single Point w./time O[0FF) I'¥=0 MT=0 SB=0BL=0

Figure 26. IEC-104 environment — IEC-104 slave before (left) and after (right) the Setpoint

command
6.2.4 Penetration testing results

For the IEC-104 environment, another successful attack was achieved. Firstly, with the
information gathered, we found out that the infrastructure is using the IEC-104 protocol and we
identified useful addresses (like the ASDU address) and information about the slave. By using
the module of the Metasploit framework we were able to send an interrogation command and
find out information about all the data points of the slave. After that, we were able to change
the value of specific data points. Again, that can affect the entire SG infrastructure and can lead
to unwanted results. Security of such infrastructures is crucial and of most importance which is

one of the reasons SG infrastructures are labelled as critical.
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Technical details - Simulated environments and

tools

The tools and environments that were used, as well as the installation instructions, will be
explained in this chapter. All the details about the operating systems, the simulated
environments and the penetration testing tools with their corresponding system requirements
are documented below. The first subsection, includes the installation instructions regarding the
operating systems used in this thesis. The following two subsections, detail the instructions of
the two protocol environments that were implemented for the protocols of Modbus and IEC-
104. Lastly, the instructions about the penetration testing tools that were used are documented

in the final subsection.

1.1 Operating systems Install instructions

The tools that were used for this master thesis will be described in this section. Both protocol
environments that was developed, were used inside a virtual machine using the VMware

Workstation 16 Player (https://www.vmware.com/products/workstation-player/workstation-

player-evaluation.html) that is a player for single virtual machine runs. For that player, the

recommend system requirements according to the company are:
e 1 GHz or faster 64-bit processor (2GHz recommended)
e 2GB RAM minimum (4GB RAM recommended)
e Enough memory to run the 64-bit host operating system, plus the memory required for
each guest operating system and for applications on the host and guest

e Approximately 150MB of disk space to install the application.

The virtual machine was running Ubuntu 20.04.2 LTS (https://ubuntu.com/download/desktop)

and the recommended system requirements are:
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e 2 GHz dual core processor or better
e 4 GB system memory
e 25 GB of free hard drive space
In order to install Ubuntu into the VMware player, the import of the .iso file in the player is

needed and the automated process will install the virtual machine.

For the simulated attacker, the Linux distribution name Kali Linux (https://www.kali.org/get-

kali/#kali-virtual-machines) was used with all the tools that it provides inside the VMware

player. For Kali the system requirements depend on the usage. When having low resources Kali
can be setup as a basic Secure Shell (SSH) server that requires:
e 128 MB of RAM (512 MB recommended)
o 2 GB of disk space.
When resources are not a big issue Kali can be installed as a fully functional OS and it requires:
o At least 2 GB of RAM (some applications inside Kali require a lot of RAM and

simultaneously running multiple applications won’t be possible with low RAM)
e 20 GB of disk space
The installation of Kali in the VMware player is easy and quick like with Ubuntu. Only the
import of the .iso file in the player is required and to follow the recommended install

instructions.

7.2 Modbus Environment Install instructions

For the Modbus protocol environment that was build inside the Ubuntu virtual machine the
modpoll and diagslave command line simulators were used. Those two simulators don’t require
a lot of resources to be able to function. Although they don’t have requirements as it regards to

RAM, CPU etc., they have system requirements as it regards to OS architecture which are:

o Windows (x86, x64)
e Linux (x86, x86_64, Arm64 Aarch64, Arm32 eabihf)

After the download of the files, there are several folders depending on the architecture of the
system. Depending on what system the simulator will run, the user must choose the right folder

and run the executable file from a command line to also give the correct arguments.
To download the zip files of the simulators, go to:

e Modpoll (https://www.modbusdriver.com/modpoll.html)

o Diagslave (https://www.modbusdriver.com/diagslave.html)
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For the setup of the Modbus environment both simulators are running in the same machine
(Ubunu virtual machine). To start the slave simulator after the installation we open a terminal
and execute the command which will start a Modbus/TCP slave:

diagslave -m tcp
To start the master slave simulator, we open another terminal and according to the task we want

to perform we can give different arguments. Since the slave is running the same machine, the

IP will be that of localhost. Some examples of master run commands are:
modpoll -c 5 -m tcp 127.0.0.1 (readHoldingRegisters, count:5 at a time, from slave 1)

modpoll -a 2 -¢ 5 -r 2 -m tcp 127.0.0.1 (readHoldingRegisters, count:5 at a time, start

reference:2, from slave 2)

modpoll -r 1 127.0.0.1 1054 (write the value 1054 to reference 1, to slave 1)

7.3 IEC-104 Environment Install instructions

For the IEC 60870-5-104 Environment two simulators were used named IEC 60870-5-104
Master Protocol Simulator and IEC 60870-5-104 Slave Protocol Simulator that are developed
by Sirius Network Software. Both simulators include a user interface that helps control the
communication between the master and the slave. In order to download the free version of the
simulators the website asks for email address, contact name and other information. After that
an email response is sent to the given email with a link for download. The installation is
straightforward and an executable file is created after. There are no requirements except for the
amount of ram based on the stations that someone can choose to simulate (included in the paid

version).

Both simulators can be downloaded at http://www.lab-scada.com/download.html.

After the installation, the only configuration that is needed when running the master and slave
agent is the IP addresses and ports that they will be running in order to communicate with each

other.

(.4 Penetration Testing Tools Install instructions

The installation instructions of the tools that were used in this master thesis for penetration
testing will be described in this section. The Linux distribution named Kali Linux offers a
variety of tools when installing the operating system. Tools like Nmap and the Metasploit

framework interface called MSFconsole are already included in the tools that Kali offers. These
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tools may differ in version depending on the version of Kali, although a regular update to the
system will maintain the most recent versions.

Another tool that was used is the Nessus vulnerability assessment tool developed by Tenable

company. The process that someone needs to follow in order to install Nessus is:

Register at Tenable website with an email

o Reply email will be sent by Tenable containing key and download link for Nessus

e Open terminal, execute install command (Figure 27)

o Start Nessus service by following the instructions provided after the install

e  Open browser to instructed address (e.g., kali:8834), put key that was in the reply email,
register with a username and password

e Wait a few minutes for the tool to initialize (Figure 28)

:~/Downloads$ sudo dpkg -i Nessus-8.14.@0-debian6_amd64.deb
[sudo] password f Tli:
Selecting previously unselected package nessus.
26 7 fil id directories currently installed.)

- You can start Nessu
- Then go to https:, L to configure your scanner

Figure 27. Nessus install command

For the OpenVAS tool, an updated system is recommended before installing the tool.
Using the Kali VM, the installation commands are:
¢ sudo apt update && sudo apt upgrade (optional, to keep the system updated)
e sudo apt install openvas
e sudo gvm-setup (The setup will generate a password; it is best to store it somewhere)
¢ sudo systemctl start gvmd ospd-openvas
e sudo gvm-start (It will open a browser with the web interface where the password for

the setup will be requested, the username is admin by default)

39




( Ynessus

Initializing
Please wait while Nessus prepares the files needed
to scan your assets.

Compiling plugins...

Figure 28. Nessus First run
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Conclusion & Future work

This thesis created a security penetration testing framework that can be used in smart grid
protocols. In this chapter the summary and the final remarks of all the work done is presented.

8.1 Summary and conclusions

As pointed before, security in critical infrastructures is crucial and potential breaches can have
catastrophic results. This thesis pointed out that changing the data and gaining control of energy
infrastructures can lead to huge financial and environmental disasters. Using the proposed
framework, a security administrator can detect open network points in order to better enhance

the overall security of the smart grid environment.

8.2 Future work

Security is a never-ending journey that tries to catch up with technologies that are rapidly
evolving. This framework should not stay outdated and should always grow to provide a clear
view of the security that comprise inside critical infrastructures. Thus, future work includes
constantly updating the framework and also include more protocol specific guidelines. The
process again will be to simulated an environment with those protocols and try to identify non

secure entry points that potential attackers can use to compromise the system.

Another expansion of this framework would be to train machine learning models with real
network data of such infrastructures, in order to be able to detect abnormal malicious data within
the network. With that data the framework would propose mitigation actions e.g., blocking all
incoming traffic from a malicious IP, informing administrators about the attack and other

related information.
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