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Abstract

This thesis describes the design and implementation of UniMentor, a university platform developed
to make academic information easier to access from one place. The main idea behind the system is to
connect a conversational Al assistant with the university’s own material, instead of depending only on
the general knowledge of a language model. For this reason, the platform uses Artificial Intelligence
together with Retrieval-Augmented Generation (RAG), so that student questions can be answered with
information taken from controlled academic sources. The system is also designed to support teachers
and secretariat staff, since they need a practical way to organize, update, and manage academic and
administrative content.

UniMentor is built around a RAG workflow. Documents are inserted into the system, parsed, split into
smaller parts, converted into embeddings, and stored so that relevant content can be retrieved when a
user asks a question. The retrieved content is then given to the language model as context before the
final answer is produced. In this way, the chatbot does not simply generate a generic response, but
tries to base its answer on the available university material. The platform supports course documents,
announcements, and secretary-managed information, while the administration area allows authorized
users to manage subjects, documents, language models, and the knowledge base used by the assistant.

Another important part of the work is the use of configurable bots for automated content ingestion.
These bots were added because university information can change frequently, especially in announce-
ments and course-related pages. If every update had to be inserted manually, the system would become
harder to maintain over time. With scheduled bots, selected institutional sources can be checked and
their content can be sent to the platform for processing and indexing. This combines manual con-
trol with a more automated update process and reduces the amount of repetitive work required from
teachers or administrative users.

The final system shows one possible way of using RAG in a real university environment. UniMentor
does not replace official university services, but it provides an additional access layer that helps students
search for information in a more direct way. At the same time, it gives staff tools for maintaining the
content that the assistant uses. Through this approach, the thesis presents a practical implementation
of an Al-supported academic platform that focuses on reliable information access, easier knowledge
management, and better organization of university-related content.
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Ilepiinyn

H mapoloo mruylakn) epyaolo TepLtypapeL Tov oyedlooud Kat TV vhomoinoy tov UniMentor,
WG TTAVETLOTULOKTG TAATPOPUAS TTOU ovatTiyONKe e 0TOYO VO KAVEL TV TPOORAT 0TV
AKOONUOTKT TANPOQOPLAL TTLO GUECT KoL OVYKEVTPWUEVY. H Baotkn 8o Touv ovoTNUOTOG
glvor 11 oUvdeon evog ouvouthtakol Bonbou Teyxvntng Nonuoolhving we to VALKO Tou L8Lov
TOU TTOVETLOTNUIOU, OLVTL 1] GTAVTNOT VO, BOOLEETOL KOVO 0TI YEVIKT YV(OOT EVOG YAMOOLKOU
wovtédlov. T avtdv Tov Aoyo, 1 mhatpopua agomotel Teyxvn) Nonuoovvny kau Retrieval-
Augmented Generation (RAG), ®h0Te OL EPWTNOELG TOV POLTNTOV VO OTTOVIMOVIOL UE PO
TANPOYOPLEG OTTO EAEYYOUEVEG OKAONUOIKEG TNYeS. [Topdhinia, To 0VOTNUO OYESLAOTIKE
MOTE VO VITOOTNPLLEL TOVG SIOAOKOVIEG KOl TO JTPOOWILKO TNG YPOUULATELNS, OL OTToloL
YPELALOVTOL EVAV TTPAKTIKO TPOTO OPYAVMOONG, EVIUEPMONG KOL SLOYELPLONG OKOONUOTKOD
KO SLOLKNTLKOV TTEPLEYOUEVOU.

To UniMentor Booiletar o pio pon Aertovpyiag RAG. Ta éyypogpa eloGyoviol 6To o0otnua,
yiveTou 1 ene€epyaolo Kol 0 SLaympPLopog TOUG 08 WKPOTEP TUNUOTO, UETOTPETOVIOL OF em-
beddings Kot amoOnKeDOVIOL, MOTE VO UTOPEL VO, OVOKTIOEL TO OYETIKO TEPLEXOUEVO OTOAV O
YPNOTNG VTTOPBAALEL (L. EPDTNON. 2TV CUVEYELX, TO TEPLEYOUEVO TTOV OLVOKTOTAL SLVETOL OTO
YAWOOLKO HOVTENO G TAGLOLO TTPLV TTaparyOEL 1) TEALKY 0TTavVTNOoY. Me autdv Tov Tpomo, to chat-
bot 8ev mapdyeEL ATANDG WOl YEVIKT OTTOVTNOY, OALG TPootadel va T Boologl 0to SLabEoLuo
TOVETLOTNUOKO VALKO. H mhatgpopue virootnpllel £yypoapo wobnudTmy, avoKomOoeLg Ko
TANPOPOPLEG TTOV SLOLYELPLEETOL 1] YPOUUOTELLL, EVED TO SLOELPLOTLKO TTEPLBAMNOV ETUTPETEL OE
£E0VOLOBOTNUEVOUG YPNOTEG VO SLOYELPLLOVTOL LOONUATO, EYYPOUPA, YADOOLKG LOVTELD KOL T1|
BAom yvhong ov YpNoLoTtoLel o fonbag.

"Evo. akOun ONUOVTLKO UEPOG TNG EPYOOLAG ELVOL 1] YPNOT] TAPOUETPOTONOLUMY bots Yo TV
CLUTOULOTOTTOLILEVT] ELOAYWYT] TTEPLEXOUEVOV. To. bots TPOOTEON KAV ETELON 1] TOVETLOTNULOKT)
TANPOQOPLO. UTTOPEL VO, OAMALEL OUY VA, ELOIKA OTLG AVOKOLVMOELG KOl OTLG OEAMOES LOONUATOV.
Av K00 EVNUEPWON] ETPETE VAL ELOAYETAL YELPOKLVNTOL, TO 0VOTHUO. O YIVOTAV TT10 SVGKOAO 0TN)
OLVTNPENON UE TV TAPOSO TOU YPOVOU. Me T Yp1N01) TPOYPOUUATIOUEVWV bOts, ETTAEYUEVEG
TNYES TOV LOPVUATOG UWTOPOVV VO EAEYYOVTIOL KOL TO TEPLEYOUEVO TOUG VO UTTOOTEMLETAL 0TIV
TAaTQOpUa. Yo emeEepyaoia kou gvpemplaon. 'Etol, ovveualetar o yepoKiviTog EAEYYOG
UE (oL TTLO CLUTOUOLTOTTOLUEVT] SLALSLKOOLO. EVIUEPWONG KOL UELMVETOL 1] ETTAVORAUBOVOUEVT)
£PYAOLO. YLOL TOUG SLOAOKOVTEG 1] TOUG SLOLKNTIKOUG YPNOTES.

To tehkd ovotnuo detyver evav mbavo tpomo agomotnong Tov RAG og €vo Tpoypuatiko
TOVETLOTNWOKO TteptBailov. To UniMentor dev aviikaOLoTd TLG ETLONUES VTNPECLEG TOU
TOVETLOTNUWOV, CAAG TOPEYEL £VA. EMUTALOV ETLITESO TPOGRAONG TOV BONOG TOUG POLTNTEG
v avolnTouV TIANPOYOpPLEG Ue o Gueco tpomo. TouTtdypova, TPOOPEPEL 0TO TPOCWILKO

v



EPYOLELOL YLOL TN OULVINPEYON TOU TEPLEYOUEVOL TTOV YPNOLUoTolel o Bonbog. Meoo atd
CQUTNV TNV TTPOCEYYLON, 1] EPYAOLOL TAPOVOLATEL L0 TTPOKTLKY VAOTTOLOT] OG OKOONUATKNG
TAaT@opuag ue vroomelEn Texvntg Nonuooivng, ue eugpaon oty aglomotn TpooBaon
OTHV TANPOQOPLE, OTNV EVKOAOTEPY SLOYELPLON YVAOONG KoL 0TIV KOATEPY OPYaV®OT)
TOVETLOTNULOKOV TTEPLEYOUEVOU.
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Chapter 1

Introduction

1.1 Artificial Intelligence for Academic Assistance

In recent years, universities have started to depend more and more on digital platforms for every-
day academic communication. Information about courses, regulations, administrative procedures,
announcements, exams, and learning material is now usually published online. This is clearly more
convenient than older paper-based communication, because students can access many resources with-
out being physically present at the university. However, this does not automatically mean that the
information is easy to find. As more services have become digital, the information has also become
distributed across different systems, instead of being available through one clear point of access.

This situation is common in many universities, including our own academic environment. A student
may need to use an e-learning platform for course material, the department website for announcements,
downloadable PDF files for regulations, and other university services or intranet pages for additional
information. Furthermore, each department, secretariat, laboratory, or academic unit may publish
and update information in its own way. This means that students often have to search through dif-
ferent websites, course pages, documents, and announcements before they can answer even a simple
academic question.

Each of these systems may be useful on its own, but the problem appears when the student has to
combine them. Information may be available, but it can be fragmented, repeated in different places,
outdated, or difficult to locate. A student may know that an answer exists somewhere in the univer-
sity’s digital environment, but still not know where to search, which version is correct, or whether the
information is still valid. This becomes more difficult when the answer depends on more than one
source. For example, a student may need to check a course requirement, an administrative deadline,
and a regulation document before making a decision.

For this reason, the difficulty is not only the lack of information, but also the way the information is
organized and accessed. Static websites, separate platforms, and document repositories can provide
the necessary material, but they do not always help the student understand which information is relevant
to a specific question. In many cases, the student has to locate, compare, filter, and interpret the
information alone. This can lead to delays, wrong assumptions, or unnecessary communication with
classmates and informal groups, especially when the official source is not easy to find.

Artificial intelligence can help with this problem by changing the way students interact with academic
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information. Instead of forcing the student to move between disconnected systems, an Al-based assis-
tant can provide a more direct way to ask questions and receive guidance. Through natural language,
students can describe what they need in their own words, without first knowing the exact platform,
document title, or administrative category where the answer may be located. In this role, Al does not
replace the official university sources. It works as an additional layer that helps the user reach and
understand them more easily.

This is important because students usually do not ask questions using the same formal language that
appears in university documents. A student may ask what is needed to graduate, how to submit a
request, which documents are required for a procedure, or where to find information about a course.
A traditional search system may depend on exact keywords and return many results that still need to be
checked manually. A conversational assistant can make this process simpler, because it can interpret
the question more naturally and guide the user toward the most relevant available information.

At the same time, academic assistance cannot be treated like a general conversation system. University-
related answers may affect important decisions, such as course selection, exam participation, adminis-
trative requests, internships, and graduation planning. For this reason, an Al assistant in this environ-
ment must not only produce fluent text. It must also be connected to verified institutional content, so
that the answer is based on sources that the university controls or approves. This requirement makes
the design more demanding than a normal chatbot, because the system needs to retrieve the correct
information before producing the final response.

Based on these needs, intelligent academic assistance becomes useful mainly when it improves access
to reliable institutional information. Conversational systems can make the interaction more natural,
but their value in a university environment depends on how well they connect the student’s question
with the correct academic sources. As universities continue to use more digital services, the need
for tools that organize access to this information becomes stronger. This is the direction followed in
this thesis, where Artificial Intelligence is used as a practical way to support students in navigating
university-related knowledge.

1.2 Chatbot Technology

Chatbot technology refers to systems that allow users to communicate with a digital service by writing
questions or messages in natural language. In an academic environment, this can be useful because the
chatbot can stand between the student and the university’s information systems. Instead of asking the
student to search through menus, pages, documents, or repositories, the system gives them a simpler
starting point: they can write what they need and receive an answer or direction based on that request.
This is especially helpful when the student does not already know where the information is located or
what exact terminology is used by the institution.

Modern chatbots are not limited only to answering simple questions. Depending on their design, they
can guide users through procedures, summarize existing material, explain requirements, assist with
forms, or help the user understand which university service is relevant to their case. For students, this
can reduce the effort needed to find academic guidance. A student should not always have to know
whether a question belongs to a course page, a department announcement, a regulation document, or
a secretariat service. A chatbot can provide one common point of communication from which the
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search for information can begin.

In a university setting, chatbot technology can support different types of student needs. One use case
is academic information retrieval, such as questions about courses, learning material, prerequisites,
examination procedures, or study program requirements. Another use case is administrative guidance,
for example, when a student needs to know where to find a form, which documents are needed for a
request, or which office is responsible for a specific procedure. It can also help with general orientation,
such as information about university services, announcements, events, and available resources. These
are not rare cases, but questions that can appear repeatedly during a student’s studies.

The main advantage of this type of system is that the interaction starts from the student’s question,
not from the internal structure of the university. Many university platforms are organized in a way
that makes sense administratively. Information may be separated by department, office, course, doc-
ument type, or announcement category. This structure is useful for the institution, but it is not always
how students think when they need help. A student usually starts with a practical problem, not with
knowledge of where the answer has been classified. A conversational interface can reduce this gap
because it allows the user to describe the problem directly.

Availability is another important benefit. A digital assistant can be accessed outside office hours and
can respond immediately to common questions. This can be useful when students are studying, prepar-
ing documents, checking requirements, or planning academic tasks. Of course, such a system cannot
replace the secretariat, teachers, or academic advisors, especially for cases that require official ap-
proval or personal judgment. However, it can handle part of the repetitive information search and
reduce the number of simple questions that would otherwise need to be answered manually.

The value of a chatbot, however, depends on the information it uses. A chatbot that only gives general
answers is not enough for academic support, because university information is usually local, specific,
and often updated. It may include internal regulations, course announcements, department procedures,
secretary-managed documents, or other material that is not part of public general knowledge. For this
reason, a university chatbot must be connected to the institution’s own knowledge sources, and this
connection must be controlled so that the system does not answer based only on assumptions.

This is important because students may use chatbot answers as real guidance. If the system gives
an incomplete or unsupported answer, it may create more confusion rather than offering assistance.
Therefore, a chatbot for academic use should not only provide a natural language interface. It also
needs grounding, maintainability, and a way to follow updates in the university’s documents. In prac-
tice, this means that the chatbot should work as an access layer over the university knowledge base. It
should retrieve information from approved sources, use the retrieved content when forming the answer,
and avoid presenting unsupported information as if it were official.

In this thesis, chatbot technology is treated as a practical tool for improving access to academic in-
formation. Its usefulness comes from the fact that it gives students a more direct and familiar way
to interact with university knowledge, especially when that knowledge is distributed across different
systems and files. A university chatbot should help the student ask questions naturally, locate relevant
information from official sources, and receive a clear answer without manually checking many dif-
ferent documents and platforms. For this reason, chatbot technology is a suitable foundation for the
development of UniMentor as an intelligent academic support platform.
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1.3 Motivation

Although universities now use many digital systems, students still often struggle to find accurate and
updated academic information. Having information online does not automatically make it easy to ac-
cess or understand. In practice, important university content may be split between the central website,
department pages, intranet systems, e-learning platforms, administrative repositories, PDF files, and
announcement sections. This creates a practical problem: the information may exist, but the student
still has to spend time locating it and deciding whether it is the correct version.

This problem can also be seen in our own academic environment. Course material may be uploaded
to an e-learning platform, while general information about the same course may be available on the
department website. Administrative instructions may come from the secretariat, announcements may
be published in a different area, and regulations may be stored as separate documents. Some infor-
mation exists as web content, some as files, and some inside internal university services. Because of
this, there is no single place that covers the full range of information a student may need during their
studies.

The lack of centralization makes the search process slower than it should be. In many cases, students
first need to know where to look before they can even start searching. If they choose the wrong
platform or use different wording from the one used in the official source, they may not find the
answer at all. Even when they find something relevant, they may still need to compare it with other
sources to check if it is complete or still valid. This adds unnecessary effort to simple academic tasks
and can make students depend less on official channels.

Another reason behind this work is that many students do not have unlimited time available for uni-
versity activities. Some students work while studying, either because they need the income or because
they want to gain professional experience. This can make it harder for them to attend every lecture,
follow every laboratory session, or keep up with all course updates at the correct time. When this hap-
pens, they may need extra help to understand specific parts of a course, clarify material they missed,
or connect the available study resources with what was discussed during teaching.

This becomes more important when course-related information is also spread across different sources.
A student who missed a lecture may not only need the lecture notes. They may also need the related an-
nouncement, an exercise file, a laboratory instruction, or an explanation that connects these resources
together. If all these pieces are stored in different places, the student loses time before the actual study-
ing even begins. For this reason, an academic support system should not only help with administrative
information, but should also help students navigate course-related knowledge more efficiently.

Another issue is that academic information changes over time. Course documents may be replaced,
announcements may expire, procedures may be updated, and new decisions may override older in-
structions. In a fragmented digital environment, older material can remain accessible even after newer
information has been published elsewhere. This makes it difficult for students to know which source is
the most recent or the most reliable. As a result, they may unintentionally use outdated or incomplete
information when planning their academic actions.

Simple chatbot systems are not enough to solve this problem on their own. A chatbot that depends only
on predefined answers or a manually maintained knowledge base can become difficult to manage when
the amount of information grows. Every change would require someone to update the answers man-
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ually, and this is not practical when courses, announcements, and administrative procedures change
often. Furthermore, these systems usually cannot combine information from different documents or
handle the many different ways students may phrase the same question.

General-purpose Al assistants also have limitations in this case. They can produce fluent and useful-
looking answers, but they do not automatically know the private or institution-specific information of
a particular university. They may not have access to current announcements, local regulations, internal
procedures, or course-specific material. This means that a language model by itself is insufficient for
academic assistance, because the answer must be connected to the actual sources of the institution and
not only to the model’s general knowledge.

These problems show the need for a system that combines natural language interaction with access
to verified university content. The student should be able to ask a question in a simple way, but the
system should still search the correct academic sources before producing an answer. This is the main
difference from a general chatbot. The goal is not only to make the interaction easier, but also to keep
the answer grounded in information that belongs to the university environment.

The motivation of this thesis therefore comes from a practical problem: university information is
available, but it is often scattered across different systems, formats, and services. Students need a
tool that reduces the time spent searching, while still keeping the answer reliable. This is important
because academic information is not just general guidance. It can affect course choices, examination
participation, administrative requests, internship procedures, and graduation planning.

Based on this need, this thesis focuses on the design and development of UniMentor, a platform based
on Retrieval-Augmented Generation (RAG). UniMentor allows students to interact with university-
related information through a conversational Al interface, while also using institution-specific knowl-
edge sources during answer generation. The purpose of the system is to make academic information
easier to access, reduce the search effort for students, and provide answers that are more closely con-
nected to the available university material.

1.4 Contribution

The main contribution of this thesis is the design and implementation of UniMentor, a university-
oriented Al platform that connects a conversational assistant with controlled academic and administra-
tive knowledge through Retrieval-Augmented Generation. The work does not focus only on building
a general chatbot. Its main purpose is to show how a chatbot can be connected to the internal data
of the information and electronics engineering department, so that the answers are based on material
that is available, managed, and updated within the platform.

A general language model cannot reliably answer questions about the internal information of the de-
partment on its own. For example, it cannot automatically know the latest Moodle material, depart-
ment announcements from Aboard, information from the department website, secretary-managed
documents, or internal academic procedures. In UniMentor, this information can be inserted into
the system, processed, indexed, and later used as context during answer generation. This allows the
assistant to produce answers that are based not only on the model’s general knowledge but also on
department-specific sources.

A central contribution of UniMentor is that it addresses the problem of scattered university informa-
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tion. In a real academic environment, students may need to search across Moodle, the department
website, Aboard announcements, PDF files, course documents, and secretariat-related information
before finding the answer they need. UniMentor was designed as an additional access layer on top of
these sources. Instead of forcing students to manually move between different systems, the platform
allows them to ask questions in natural language and receive answers based on the material that is
available to the system.

Another contribution is the development of a RAG-based workflow for turning university material
into searchable knowledge. The system includes document uploading, parsing, chunking, embedding
generation, vector storage, retrieval, and language model interaction. Through this flow, documents
and collected content are transformed into smaller, searchable parts that can be retrieved when a user
asks a related question. This makes the platform more suitable for university use, because new material
can be added or updated without redesigning the chatbot from the beginning.

The thesis also contributes through the use of automated knowledge gathering with bots. This was
added because university information is not always static, and not all content is practical to insert
manually. Some sources, such as Moodle pages, department announcements, and the department
website, may change during the semester. The bots can be configured to collect information from
selected trusted sources and send it to the backend, where it can be processed and indexed. This
reduces repeated manual work and helps the knowledge base remain easier to maintain over time.

Another important part of the contribution is the administrative environment of the platform. Since
the assistant uses academic and administrative knowledge, the content cannot be uncontrolled. For this
reason, UniMentor includes an Admin Panel where authorized users can manage subjects, documents,
language models, and bot configurations. This gives teachers and secretariat users a practical way to
supervise what information enters the system and what material can later be used by the assistant.

UniMentor also extends the same RAG logic beyond the main chatbot. The platform includes ad-
ditional Al-supported tools, such as the templates functionality, where users can generate structured
academic or informational content based on selected courses and available knowledge. This shows
that the architecture is not limited to simple question answering. The same retrieval and generation
flow can support more than one academic support function.

Overall, the contribution of this thesis is both practical and technical. On the technical side, it presents
a working RAG-based system that combines backend services, document processing, vector retrieval,
language model communication, automated ingestion, database management, and frontend interfaces.
On the practical side, it focuses on a real problem faced by students and staff: university information
exists, but it is often spread across different systems and is not always easy to find. UniMentor shows
how this information can be connected through a controlled Al-assisted platform, giving students a
more direct way to access academic knowledge while still keeping the official sources and authorized
users in control.

1.5 Thesis Structure

The thesis is divided into nine chapters. Chapter 1 introduced the topic of the thesis and explained
the problem that motivated the development of UniMentor. It presented the need for better access to
academic information, the role of chatbot technology in this context, the motivation behind the work,



Chapter 1. Introduction

and the main contribution of the proposed platform.

Chapter 2 gives the background needed for the rest of the work by presenting the main stages in
the evolution of chatbot systems, from earlier conversational approaches to more recent Al-based
methods. Chapter 3 focuses on Retrieval-Augmented Generation and explains the basic ideas behind
the technology, including how external knowledge is retrieved and used during answer generation.
Chapter 4 presents related work and discusses examples of chatbot and RAG-based systems that are
connected to academic support or similar use cases.

Chapter 5 describes the main technologies that were used during the development of UniMentor. This
includes the programming languages, frameworks, databases, Al-related tools, document processing
libraries, automation tools, and frontend technologies that supported the implementation. Chapter 6
then presents the design and implementation of the platform in more detail, including the system ar-
chitecture, relational database, vector database, backend API, bot mechanism, frontend development,
and deployment process.

Chapter 7 presents the final platform from the user’s perspective and explains the main functionality
available to the different types of users. Chapter 8 discusses the user experience of the system and
the way the interface supports interaction with the platform. Finally, Chapter 9 concludes the thesis
by summarizing the work that was completed and by presenting possible future extensions that could
improve UniMentor further.
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The Evolution of Chatbots

Chatbot technology did not appear in its current form immediately. It developed gradually, following
progress in artificial intelligence, natural language processing, machine learning, and information re-
trieval [1], [2]. Over time, conversational systems changed not only in the way they were implemented,
but also in the kind of problems they could support. Early chatbots were mostly based on simple rules
and predefined patterns, while newer systems can produce more flexible answers and use context in a
more advanced way [1].

This development can be understood through different chatbot paradigms. Each one handles the con-
versation in a different way. Rule-based systems depend on manually written logic, retrieval-based
systems choose responses from an existing set of answers, and generative systems create new text
with the help of language models [1]. More recent systems, such as RAG-based chatbots, combine
retrieval and generation so that the final answer can be connected with external knowledge sources
and not only with the model’s internal knowledge [3], [4].

This evolution is important for this thesis because university environments need more than a simple
question-answer system. Students may ask about courses, announcements, procedures, regulations,
study material, or university services. A chatbot in this context must be able to understand different
types of questions, give clear answers, and remain connected to reliable information. For this reason,
examining the main chatbot approaches helps explain why more recent architectures are more suitable
for academic support systems such as UniMentor.

2.1 Rule-Based Chatbots

Rule-based chatbots are one of the earliest types of conversational systems. Their operation is based
on predefined rules, patterns, and scripted responses that are created before the system is used [2],
[5]. The general idea is simple: the chatbot receives the user’s input, tries to match it with a known
pattern, and then returns the response that has been assigned to that pattern. A well-known early
example is ELIZA, which showed that even simple pattern matching could give users the impression
of a conversation [6].

In this type of chatbot, the behavior of the system is mostly controlled by the developer [1]. The
implementation may use decision trees, keyword matching, regular expressions, or predefined dialogue
flows [2]. For example, if the user’s message contains a specific word or phrase, the chatbot can return
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a prepared answer. If the system is menu-based, the next response may depend on the option selected
by the user. This makes rule-based chatbots easy to understand and relatively easy to control when
the use case is small and clearly defined.

The main benefit of rule-based systems is their simplicity. Since the answers are written in advance, the
system can provide stable and consistent responses for the questions it was designed to handle. This
makes them useful for limited scenarios where the possible interactions are predictable. A simple
rule-based chatbot, for example, could answer frequently asked questions, guide a user through a fixed
process, or provide basic information such as contact details, opening hours, or general instructions.

The same simplicity, however, also creates important limitations [2], [5]. A rule-based chatbot usually
fails when the user asks something that was not expected during development. Even a small change in
wording can be enough for the system to miss the user’s intention, unless that variation has also been
included in the rules. These systems also have difficulty with context. If the user asks a follow-up
question or refers to something from a previous message, a simple rule-based chatbot may not be able
to continue the conversation in a useful way.

Another issue is maintenance [2], [5]. As the number of possible questions increases, the number of
rules also grows. Developers or administrators have to write, update, and test these rules manually.
This may be manageable for a small set of questions, but it becomes harder in a larger domain. If the
information changes often, the rules and answers must also be updated often. Otherwise, the chatbot
may continue giving old or incomplete responses.

This limitation is especially clear in academic environments. Students do not always use the same
words that appear in official university documents. They may write informally, use abbreviations, ask
incomplete questions, or describe a problem without knowing the official name of the procedure. For
example, a student may not ask for the exact title of a regulation, but may ask what they need to do
to submit a request, pass a course, or complete a requirement. A rule-based system would need many
manually prepared variations in order to cover these cases.

University information is also broad and changes over time. Course details, announcements, examina-
tion information, and administrative procedures may change from one semester to another. Keeping
a rule-based chatbot accurate in such an environment would require continuous manual updates. If
these updates are not done on time, the system can easily provide outdated information. For this rea-
son, rule-based chatbots are not enough for complex and changing information environments, except
when they are used for very narrow and controlled tasks.

Even with these weaknesses, rule-based chatbots are still important in the history of conversational
systems [5], [6]. They showed that users can interact with software through language instead of only
through buttons, forms, or menus. They also showed that a conversational interface can make a digital
system feel more approachable. However, because they cannot easily generalize beyond the rules
written for them, they created the need for more flexible chatbot approaches.

2.2 Retrieval-Based Chatbots

Retrieval-based chatbots appeared as a more flexible approach compared to purely rule-based systems
[1], [7]. Instead of depending only on manually written rules or fixed dialogue paths, these systems
search inside an existing collection of possible answers and select the one that best matches the user’s
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message [2], [7]. To do this, they may use similarity calculations, statistical methods, or machine
learning techniques, depending on how the chatbot has been designed.

The basic idea is that the user’s input is compared with stored questions, dialogue examples, answers,
or documents [7]. After this comparison, the system retrieves the response that appears to be the most
relevant. This gives retrieval-based chatbots more flexibility than strict rule-based systems, because
the user does not always need to write the exact phrase that the developer expected. Two users may
ask the same thing with different wording, and the system may still be able to connect both questions
with the same stored answer.

This approach became useful because it reduced the need to manually design every possible conver-
sation path [7]. Instead of building a large decision tree with many branches, developers or adminis-
trators could prepare a collection of question-answer pairs, common dialogue examples, or frequently
asked questions. The chatbot would then search this collection and return the closest matching re-
sponse. In this way, retrieval-based chatbots became more practical than simple rule-based chatbots
for domains where the number of possible questions was larger.

Another benefit is that the responses of retrieval-based systems are usually more controlled [2]. Since
the chatbot selects from answers that already exist, it does not freely generate new text. This can
be useful in cases where the organization wants the answers to remain consistent and approved in
advance. For example, in customer service or institutional information systems, it is often better to
return a reviewed answer than to produce a new response that may be phrased incorrectly or include
unsupported information.

However, retrieval-based chatbots are still limited by the content that exists in their response collection
[7]. If the correct answer has not been included, the system cannot create it by itself. It may return
a weak match, give a generic fallback answer, or fail to help the user. This means that the quality of
the chatbot depends heavily on the size, structure, and completeness of the stored knowledge that it
searches.

This limitation becomes more serious in academic environments. Students may not always ask ques-
tions that correspond to one stored answer. Some questions may require information from more than
one place. For example, a student may ask whether a course requirement affects graduation, whether
a missed laboratory session can be replaced, or how a specific announcement relates to a course pro-
cedure. A retrieval-based chatbot may find a related answer or document, but it may not be able to
combine several pieces of information into one clear explanation.

Maintenance is also an important issue. When new announcements, regulations, course documents,
or administrative instructions are published, the knowledge base must be updated so that the chatbot
can retrieve the new information. If this update process is manual, the same problem appears again:
someone has to keep the stored answers and documents current. If this is not done regularly, the
chatbot may continue retrieving older information even though newer material exists elsewhere.

Even with these limitations, retrieval-based chatbots were an important step in the development of
conversational systems [5], [7]. They moved chatbot behavior closer to stored knowledge instead
of relying only on predefined rules. This made them more useful for larger domains and for cases
where different users may ask similar questions in different ways. However, because they mainly
select existing responses, they still have difficulty producing flexible explanations or handling questions
that require reasoning over multiple sources. This weakness created the need for more advanced
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approaches, such as generative and retrieval-augmented systems.

2.3 Generative AI Chatbots

Generative Al chatbots marked an important change in the way conversational systems are designed.
In contrast to rule-based and retrieval-based chatbots, they do not only follow predefined scripts or
select an existing answer from a stored collection. Instead, they can generate new responses based on
the user’s input and the context of the conversation [8], [9]. This became possible mainly because of
progress in natural language processing and large language models. These models are trained on large
amounts of text and learn language patterns that allow them to produce fluent and coherent answers
on many different subjects [9], [10].

The main advantage of generative chatbots is their flexibility [8], [9]. They can respond to many types
of questions, adjust the style of the answer, and provide explanations that feel more natural than the
responses of older chatbot approaches. The user does not need to follow a fixed menu or write the
question in a very specific form. They can ask in everyday language, and the chatbot can usually
produce an answer that fits the question and the surrounding context.

This flexibility makes generative chatbots useful for educational and academic scenarios. Students
often need more than a short factual answer. They may need an explanation, a summary, an example,
or a simpler version of a difficult concept. A generative chatbot can support this type of interaction by
rephrasing information, organizing an answer into steps, or explaining a topic in a way that is easier
to follow. Compared to earlier systems, this makes the interaction feel more supportive and closer to
the way a student would ask for help.

Another useful characteristic is that generative chatbots can handle multi-turn conversations more nat-
urally [10]. When the user asks a follow-up question, the system can often use the previous messages
to understand what the user is referring to. This makes the conversation less mechanical. In an aca-
demic setting, this matters because student questions are often connected. A student may first ask for
a definition, then ask for an example, and then ask how the same idea applies to an exercise, a course
topic, or a university procedure.

However, generative Al chatbots also have serious limitations when they are used alone [3], [4]. The
most important limitation is that their knowledge comes from the data used during training and from
the model’s internal parameters [3], [4]. This means that the model is not automatically connected
to current information, private documents, or institution-specific knowledge. For example, a gen-
eral language model may not know the latest university announcements, internal regulations, course
instructions, or administrative procedures of a specific department.

Another problem is that the answer can sound correct even when it is not [4], [11]. Generative models
are good at producing plausible language, but plausible wording is not the same as verified information
[11]. In some cases, the model may give an answer with confidence while the content is inaccurate
or not supported by a real source. This is especially risky in a university environment, because stu-
dents may use the answer when making decisions about courses, exams, administrative requests, or
graduation requirements.

Transparency is also a challenge for generative chatbots [3], [4]. When a model generates an answer,
it is not always clear where the information came from or whether it was based on an approved source.

11
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For general conversation this may not always be critical, but in an academic system it is a major issue.
University information should be traceable to official material, because students need to know that the
answer is based on current and valid institutional content, not only on the general knowledge of the
model.

For these reasons, generative Al chatbots are powerful, but they are not enough by themselves for
institutional academic support. They provide natural interaction, flexible explanations, and better
conversation flow, but they still need a way to access verified and updated knowledge. In a university
platform, the chatbot must be connected to the actual academic sources that it is expected to use.
This need led to approaches that combine language generation with information retrieval, so that the
response can be both natural and grounded in relevant external content.

2.4 RAG-Based Chatbots

RAG-based chatbots combine two main ideas: information retrieval and language generation [3], [4].
The goal is to make the answer of the chatbot more reliable by giving the language model relevant
external information before it generates the final response [3], [4]. This means that the system does
not depend only on what the model already knows from training. It first searches a knowledge base,
retrieves useful content, and then uses that content as part of the answer generation process.

This approach is useful in cases where the information must be accurate, updated, and connected
to a specific organization [3], [4]. In a university environment, this information may include course
descriptions, announcements, study material, administrative procedures, regulations, and other official
documents. A general-purpose language model may not have this information, or it may have old or
incomplete knowledge about it. A RAG-based chatbot can reduce this problem by retrieving content
from the institution’s own sources before answering.

The basic flow of a RAG-based chatbot can be described in a simple way [3]. First, the user submits
a question. Then, the system searches the available knowledge base and finds content that is related
to that question. This retrieved content is added to the prompt as context and is given to the language
model together with the user’s question. After that, the model generates the final answer using both
the question and the retrieved material. In this way, the answer is not produced only from the model’s
general knowledge, but is also influenced by the external sources that were found.

The main benefit of this approach is grounding [3], [4]. If the retrieved content comes from approved
sources, the generated answer has a better chance of following the actual information contained in
those sources. This does not remove every possible error, but it reduces the risk of answers that
are unsupported, outdated, or based only on general assumptions. This is especially important for
academic assistance, because students usually need reliable information and not only a fluent or general
suggestion.

RAG-based chatbots are also easier to maintain in changing information environments [3], [4]. When
institutional information changes, the knowledge base can be updated with new or modified docu-
ments, instead of retraining the language model. Then, when a user asks a related question, the
retrieval process can use the newer content. This is useful in universities, where course material, an-
nouncements, schedules, and procedures may change during the academic year. In this case, updating
the retrieval layer is more practical than depending on a static chatbot or on the fixed knowledge of a
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model.

Another important advantage is that RAG can work with private or institution-specific information
[4]. Many university documents are not part of public training data. They may exist in internal
repositories, e-learning platforms, department pages, or secretariat systems. By indexing this content
into a controlled knowledge base, the chatbot can answer questions that a general language model
would not answer accurately on its own. This is one of the main reasons why RAG is suitable for
systems that need to work with local academic knowledge.

At the same time, RAG-based chatbots are not automatically reliable just because they use retrieval
[4]. Their quality depends on the documents that are inserted, the way these documents are processed,
the chunking strategy, the embeddings, and the relevance of the retrieved results [4]. If the system
retrieves weak, incomplete, or unrelated content, the final answer may still be poor. This means that
the document processing pipeline and the retrieval mechanism are not secondary details, but central
parts of the chatbot’s quality.

In this thesis, RAG-based chatbots are important because they match the needs of a university-oriented
assistant. Students need answers that are understandable, but they also need those answers to be con-
nected to official or controlled information. RAG provides a way to combine the natural interaction of
generative Al with retrieval from institutional sources. For this reason, it forms the basic technological
direction followed in UniMentor.

2.5 Hybrid Chatbots

Hybrid chatbots combine more than one conversational approach inside the same system [1], [2].
Instead of depending only on a single method, they may use rule-based logic, retrieval, generative
models, and extra control mechanisms depending on what the user is asking [1], [2]. This kind of
design is useful because different requests do not always need the same type of processing. The goal
is to keep the system flexible, while still maintaining reliability and control where they are needed.

For example, a hybrid chatbot can use simple rule-based behavior for predictable actions, such as
greetings, menu options, or basic system commands. For questions that require information, it can
use retrieval to find relevant content from a knowledge base. If the answer needs to be written in a
more natural way, a generative model can then use the retrieved content to produce the final response.
This gives the system the ability to use the strengths of each approach, without depending completely
on one technique.

This is useful in academic environments because student requests can be very different from each other
[1], [5]. Some questions are simple and direct, such as asking where a document is located or when
a service is available. Other questions need more explanation, summarization, or connection between
multiple pieces of information. A single chatbot approach is not always suitable for all of these cases.
A hybrid design allows the system to respond differently depending on the type and complexity of the
request.

Another important benefit is that hybrid chatbots can include safeguards and administrative control
[4]. In an institutional system, it is not enough for the chatbot to only produce a fluent answer. The
system must also control what information is used and how the answer is formed. For example, it may
restrict answers to approved sources, guide users to official services when needed, or avoid giving an
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answer when no reliable information has been found. This makes the chatbot more appropriate for
environments where accuracy and responsibility are important.

Hybrid chatbots can also support different user roles and different platform functions. In a univer-
sity platform, students, teachers, secretariat staff, and administrators may not need the same type of
access or assistance. A hybrid system can combine conversational interaction with role-based func-
tionality, document management, administrative tools, and knowledge base control. In this way, the
chatbot becomes part of a wider academic support platform rather than functioning solely as an iso-
lated question-answering tool.

For these reasons, hybrid chatbot architectures are a practical direction for modern conversational
systems [1], [4]. They recognize that no single chatbot paradigm is sufficient for every situation.
Rule-based logic can provide control for simple actions, retrieval can connect the system with stored
knowledge, generative models can produce natural answers, and RAG-based mechanisms can ground
responses in external sources. When these elements are combined carefully, the result can be more
useful for complex domains such as higher education.

Table 2.1 summarizes the main chatbot paradigms discussed in this chapter and highlights their re-
spective characteristics.

Paradigm Response Type Adaptability | Knowledge Scope
Rule-based Scripted Low Static

Retrieval-based Selected Medium Dataset-bound
Generative Al Generated High Parametric

RAG-based Generated with retrieved context | High External and dynamic
Hybrid approaches | Combined High Controlled and extensible

Table 2.1: Comparison of chatbot paradigms and their core characteristics.

The evolution of chatbots shows a movement from fixed and predefined systems toward more flexible
systems that can use context and external knowledge [1], [3], [5], [6], [10]. Rule-based chatbots in-
troduced conversational interaction, but they were limited by manually written rules. Retrieval-based
chatbots improved this by searching existing data, but they still depended on the available response
collection. Generative Al chatbots made the interaction more natural and flexible, but they also intro-
duced problems related to factual reliability, source transparency, and access to private information.
RAG-based and hybrid approaches try to handle these issues by combining language generation with
retrieval and system-level control.

This development is directly connected to academic support platforms. A university chatbot should not
only communicate in a natural way. It also needs to answer based on reliable institutional knowledge
and behave safely when the information is missing or uncertain. For this reason, chatbot systems
for higher education benefit from architectures that combine conversational Al, retrieval mechanisms,
and controlled knowledge management. This is also the direction followed in UniMentor, where the
chatbot is designed as part of a broader platform for academic information access and support.
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Chapter 3

Retrieval-Augmented Generation (RAG)
Technology

Retrieval-Augmented Generation (RAG) is a modern approach for building language-model-based
systems that can produce answers using external knowledge sources. Instead of depending only on the
information stored inside the parameters of a large language model, a RAG system retrieves relevant
information from a separate knowledge base and uses it as context during response generation [3], [4].
This makes RAG particularly suitable for knowledge-intensive applications where answers must be
accurate, current, and connected to specific documents or institutional sources.

In the context of UniMentor, RAG is an essential technology because university information is not
static or fully contained in the general knowledge of a language model. Course material, administrative
announcements, regulations, schedules, and internal procedures may change frequently and may exist
only inside the university’s own digital environment. Therefore, a general-purpose chatbot cannot
reliably answer student questions unless it is connected to the university’s actual knowledge sources.
RAG provides this connection by combining document ingestion, semantic retrieval, and controlled
language generation into a single workflow.

This chapter presents the main concepts behind RAG technology. It first explains the limitations of
standalone large language models, then describes the architecture of a RAG system, including inges-
tion, indexing, retrieval, and generation. It also discusses embeddings, vector databases, document
chunking, and the advantages and challenges of using RAG in academic environments such as Uni-
Mentor.

3.1 Introduction to Retrieval-Augmented Generation

Large language models have demonstrated strong natural language generation abilities and can produce
fluent responses across many domains [10]. However, their internal knowledge is limited by the data
used during training and by the time at which the model was trained. This means that a model may
not know recently updated information, private institutional content, or local academic procedures. In
addition, even when a model generates a response that appears confident and well-written, the response
may still be unsupported or factually incorrect [11].

Retrieval-Augmented Generation addresses this limitation by introducing an external knowledge re-
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trieval step before generation. When a user submits a question, the system does not immediately ask
the language model to answer from memory. Instead, it searches a knowledge base for relevant doc-
uments or passages. These retrieved passages are then inserted into the model’s context, allowing the
model to generate an answer based on the provided information [3]. In this way, RAG combines the
flexibility of generative models with the reliability of information retrieval.

The main idea behind RAG is the separation between language ability and knowledge access. The
language model is responsible for understanding the question and producing a readable answer, while
the retrieval system is responsible for locating the information that should support the answer. This
separation is useful because the knowledge base can be updated independently from the language
model. For example, if a university regulation changes or a new announcement is published, the
updated document can be re-indexed without retraining the model.

For UniMentor, this separation is especially important. The platform must answer questions based on
university-specific information, such as course documents, announcements, secretary-managed con-
tent, and other academic material. These sources may change during the academic year, and some of
them may not be publicly available. A RAG-based architecture allows UniMentor to use these sources
directly, making the assistant more suitable for the needs of students than a standalone chatbot.

3.2 Large Language Models and Their Limitations

Large language models are trained on very large collections of text and learn patterns that allow them to
produce coherent natural language responses [ 10]. This is what makes them useful in dialogue systems,
summarization, explanation, and question answering. In an academic support platform, the language
model can help turn retrieved material into an answer that is easier for the student to understand. It
can also explain difficult concepts, organize information, and respond in a more conversational way.

However, a language model by itself has important weaknesses when the system requires factual ac-
curacy and domain-specific knowledge. One of the main problems is knowledge freshness. After
training, the model’s knowledge is mostly fixed, so it does not automatically know about new an-
nouncements, updated course material, changed deadlines, or revised university procedures [3], [4].
This is a serious limitation in a university environment, because academic information can change
often during the semester.

Another limitation is that the model does not automatically have access to private or local knowledge.
Many university resources are stored in internal systems, course platforms, intranet pages, PDF files,
or administrative repositories. This type of information is usually specific to the institution and may
not exist in the training data of a general model. Because of this, even a strong language model may
not be able to answer questions about a specific university correctly unless the relevant material is
provided during the user’s request.

A further limitation is hallucination. Hallucination refers to cases where the model generates infor-
mation that sounds possible, but is not supported by the available facts [11]. In a normal conversation
this may only be inconvenient, but in academic assistance it can create real problems. Students may
use the answer to decide about courses, examinations, applications, or graduation requirements. For
this reason, a university chatbot should avoid unsupported claims as much as possible and should not
present uncertain information as official guidance.
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RAG helps reduce these limitations by giving the language model relevant evidence before the final
response is produced. The model is not forced to answer only from its internal knowledge. Instead,
it can use selected passages from the university’s knowledge base and form the answer around that
material. This increases the chance that the response is connected to official or approved content.
Still, RAG is not a perfect solution by itself. The final answer also depends on the quality of the
inserted documents, the retrieval process, the chunking strategy, and the way the prompt tells the
model to use the retrieved context [4].

Classic Chatbot (LLM Only) RAG Chatbot
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o 8@ User Question ¥
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¢ o ‘ @@ LLM + Retrieved Context ‘
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Uses only the model’s internal knowledge. Combines retrieval with generation.

. ® Fetches relevant external information at runtime
® No access to external documents at runtime
’ : X B ® More accurate for domain-specific questions
¢ May hallucinate or miss domain-specific facts
> e ® Reduces hallucinations by grounding answers
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e Can use course, university, or organizational documents
o J L J

Main Difference
A classic chatbot answers from model memory, while a RAG chatbot first retrieves relevant
information and then generates the answer.

Figure 3.1: Comparison between a classic LLM-only chatbot and a RAG-based chatbot.

Figure 3.1 illustrates the main difference between a classic LLM-only chatbot and a RAG-based chat-
bot. In the first case, the model answers only based on its internal knowledge. In the second case,
the system first retrieves relevant information from an external knowledge source and then uses this
retrieved context during answer generation. This makes RAG more suitable for domain-specific en-
vironments, such as universities, where the quality of the answer depends on access to updated and
controlled information.
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3.3 RAG Architecture and Workflow

A RAG system can be understood through two main workflows: the ingestion workflow and the query
workflow. The ingestion workflow prepares the documents before users interact with the system, while
the query workflow starts when a user submits a question. This separation is useful because document
processing and user interaction do not happen in the same step. The system can first organize the
available knowledge, and later use that knowledge when a question needs to be answered.

The ingestion workflow starts with the collection of documents from one or more knowledge sources.
These sources can include PDF files, text files, web pages, structured records, announcements, and
course material. In UniMentor, this stage is important because university information does not exist
in one format or in one location. Some content is uploaded manually by authorized users, while other
content can be collected through automated bots. The purpose of this stage is to bring these different
sources into a form that the retrieval system can later search.

After a document is collected, the system must parse and clean its content. Parsing involves extracting
readable text from the original file or web page. Cleaning removes unnecessary formatting, repeated
spaces, irrelevant symbols, or other noise that may appear during extraction. This stage affects the
whole RAG pipeline. If the extracted text is incomplete, badly formatted, or corrupted, the retrieval
system may fail to locate the correct information later, even if the original document contained it.

The next step is document chunking. Many documents are too large to be given directly to a language
model as one complete text. For this reason, they are divided into smaller passages called chunks.
Each chunk needs to be large enough to keep useful meaning, but not so large that it brings too much
unrelated information into the answer. This makes chunking an important design decision in RAG
systems, because it can affect both retrieval precision and the quality of the generated response [4].

After chunking, every chunk is converted into an embedding. An embedding is a numerical repre-
sentation of text that tries to capture its meaning. Texts with similar meaning usually have similar
embedding representations, even when they are written with different words [12]. This is useful in
an academic system because students may not use the same wording as the official university docu-
ments. A student may describe a problem informally, while the document may use a more formal or
administrative expression.

The embeddings are then stored in a vector database together with metadata. This metadata can
include the document name, subject, document type, chunk index, version, or other useful information.
In practice, metadata helps the system keep retrieval results inside the correct academic context. For
example, UniMentor can use metadata to retrieve content from a specific subject, document category,
or active version. Vector databases are used for this purpose because they support efficient similarity
search across large collections of embeddings [13].

The online query workflow begins when the user asks a question. The question is converted into an
embedding using the same or a compatible embedding model. The system then compares this query
embedding with the stored chunk embeddings and returns the chunks that are closest in meaning.
Dense retrieval methods are useful in this step because they can select relevant passages based on
semantic similarity and not only on exact keyword matching [14].

After the relevant chunks are retrieved, they are added to the prompt that is sent to the language model.
The prompt normally contains the user’s question, the retrieved passages, and instructions about how
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the model should use that context. The model then produces a natural language answer based on the
provided information. Depending on the system design, the answer may also include references or
source details, so that the user can understand which material was used to support the response.

In UniMentor, this workflow is used to support the main goal of the platform. The student can ask a
question in a natural way, but the system still searches the university-controlled knowledge base before
producing the answer. This means that the student does not have to manually search through different
websites, documents, announcements, or course pages. The assistant retrieves the relevant academic
content and uses it to create a clearer response.

3.4 Embeddings and Vector Databases

Embeddings are an important part of modern RAG systems because they make semantic search pos-
sible. A traditional keyword search mainly looks for exact words or very close matches. This can be
limiting in a university environment, because a student may describe a question differently from the
way it is written in an official document. Embeddings help reduce this problem by converting text
into a numerical representation that captures meaning, not only the exact words used [12].

For example, a student may ask, “What do I need to pass this course?” while the official document
may use terms such as “assessment criteria”, “laboratory requirements”, or “minimum passing grade”.
The wording is different, but the meaning is related. A vector-based retrieval system can identify this
relationship better than a simple keyword search, because it compares the semantic similarity between
the student’s question and the stored document chunks.

A vector database stores these embeddings and allows the system to search them efficiently. Ina RAG
system, the vector database works as the searchable memory of the application. When new documents
are inserted or updated, their chunks are converted into embeddings and stored in the database. When
auser asks a question, the system creates an embedding for the question and compares it with the stored
vectors. The closest matches are then retrieved and used as context for the answer.

Metadata is also important because embeddings alone are not always enough. Without metadata,
the system may retrieve content that is semantically similar but belongs to the wrong context. For
example, two courses may use similar terminology, but the answer should come from the course that
the student is actually asking about. The same issue can appear with old document versions. By storing
metadata such as subject name, document name, document hash, content type, or version information,
the system can filter results and keep the retrieved content more accurate for the specific case.

In UniMentor, this combination is useful because the platform manages different types of institutional
content. Some content belongs to courses, some is managed by the secretariat, and some may be
collected automatically from announcements or web pages through bots. Embeddings allow the system
to search based on meaning, while metadata keeps the content organized and controlled. This means
that retrieval is not only based on semantic similarity, but also on the academic context in which the
information belongs.
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3.5 Document Chunking and Context Retrieval

Document chunking is the step where large texts are divided into smaller passages before they are
embedded and indexed. This is necessary because most documents are too large to be used as a whole
within the context of a language model. Also, retrieving an entire document would usually bring too
much unrelated information into the answer. A good chunk should therefore keep enough context to
be meaningful, but it should also remain focused on a specific part of the document.

Chunking has a direct effect on retrieval quality. If the chunks are too small, important context may
be lost. For example, one paragraph may refer to a requirement or regulation that was explained in the
previous paragraph. If these parts are separated too aggressively, the retrieved chunk may not contain
enough information for the model to answer correctly. On the other hand, if the chunks are too large,
they may include several different topics together. This can make retrieval less precise and can pass
unnecessary text to the language model.

Context retrieval is the process of choosing which chunks will be given to the language model for
a specific question. In most RAG systems, the system retrieves the top-ranked chunks based on the
similarity between the user’s query and the stored embeddings. However, similarity alone is not always
enough. The result must also belong to the correct subject, document type, version, or category. A
chunk may be semantically close to the question, but still be wrong for the specific academic context
if it comes from another course or from an outdated document.

For UniMentor, chunking and retrieval are especially important because university documents are not
all written in the same way. A course document may include theory, exercises, grading rules, labo-
ratory instructions, and bibliography in the same file. Administrative documents may include formal
explanations, deadlines, exceptions, and step-by-step procedures. Announcements, on the other hand,
may be shorter but more time-sensitive. Consequently, the system must process each type of content
carefully, so that the retrieved chunks still contain the information needed for a useful answer.

Versioning is another important part of this process. Academic information can change over time,
while older files may still exist in the system for technical, historical, or administrative reasons. A
RAG system should avoid using an older chunk when a newer version of the same information is
available. UniMentor supports this by connecting indexed chunks with document version metadata
and retrieving only the active version when needed. This helps the assistant answer from the current
knowledge base, instead of using material that may no longer be valid.

The quality of context retrieval also affects the risk of hallucination. When the system retrieves relevant
and complete information, the language model has a better basis for producing an accurate answer.
When retrieval fails or returns weak context, the model may try to fill the gaps using its internal
knowledge, which can lead to incomplete or unsupported responses. For this reason, a RAG system
should also include prompt instructions that tell the model not to answer confidently when the retrieved
context is not enough.

3.6 Usefulness of RAG for UniMentor

RAG is useful for UniMentor because the platform is not trying to answer general questions only. Its
purpose is to help with a practical university problem: students need information that is specific to
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their institution, department, course, or current academic period. A general language model cannot
provide this reliably by itself, because this type of information may not exist in its training data or may
have changed. By using RAG, UniMentor connects the conversational interface with the university’s
own knowledge base.

One benefit of this approach is that it makes academic information easier to access. Students do not
need to know the exact title of a document, the correct website section, or the formal administrative
wording before they can start searching. They can ask a question in natural language, and the system
can search the indexed knowledge base for semantically related content. This reduces the effort needed
to locate information and makes the platform easier to use, especially when the student is not sure
where the answer is stored.

Another important benefit is grounding. Since the answer is generated using retrieved university ma-
terial, it can stay closer to the official sources that the platform has indexed. This matters in academic
support because the answer may affect real student decisions. For example, a student may ask about
exam participation, course requirements, document submission, or an administrative procedure. In
these cases, the answer should not be based only on a general assumption from the model, but on
material that belongs to the university knowledge base.

RAG also makes the system easier to maintain. University information changes over time, and re-
training a language model every time a document is updated would not be realistic. In a RAG-based
system, the knowledge base can be updated by adding, replacing, or re-indexing documents. After
the new content is indexed, the retrieval process can use it in future answers. This makes the approach
suitable for a university environment, where announcements, course files, schedules, and procedures
may change during the academic year.

UniMentor also benefits from RAG because the same retrieval and generation process can be reused
in different parts of the platform. The chatbot can retrieve context to answer student questions, while
other Al-supported tools can use academic material to create structured text, summaries, or guidance.
This means that RAG is not only used as a chatbot feature. It works as a general knowledge access
layer that can support multiple functions of the platform.

Finally, RAG fits the controlled and role-based design of UniMentor. Since the indexed content is
managed through the platform, authorized users can decide which documents are available, which
subjects are included, and how updates enter the system. This is important because an academic
assistant should not depend on unknown or uncontrolled sources. It should use information that is
part of the institution’s managed knowledge base and can be supervised by the appropriate users.

3.7 Advantages and Challenges of RAG Systems

RAG systems offer important advantages compared to standalone language models. One of the main
advantages is grounding. Since the system retrieves relevant documents before generating the answer,
the final response can be connected more closely to external evidence [3], [4]. This is especially useful
in systems that answer knowledge-based questions, where the response should not depend only on the
model’s general knowledge.

Another advantage is that RAG can use updated or private information. The knowledge base may
include documents that were never part of the language model’s training data. In a university system,
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this can include internal files, recent announcements, course-specific material, and administrative pro-
cedures. As long as this content can be processed, chunked, embedded, and indexed, it can become
available to the retrieval system and used during answer generation.

RAG also helps with maintainability. In many cases, updating a knowledge base is more realistic than
retraining or fine-tuning a language model whenever information changes. Documents can be inserted,
replaced, or removed, and the retrieval system can then work with the updated content. This makes
RAG practical for institutions where information changes regularly and where the system must remain
aligned with current material.

At the same time, RAG introduces its own challenges. One of the most important is retrieval quality.
If the system retrieves chunks that are irrelevant, incomplete, or taken from the wrong context, the
generated answer may also be weak. For this reason, the quality of a RAG system depends strongly
on the whole document pipeline, including parsing, chunking, embeddings, indexing, filtering, and
ranking [4].

Another challenge is response time. A RAG system has to perform several steps before producing
the final answer. It must embed the user’s question, search the vector database, select the retrieved
chunks, prepare the prompt, and then generate the response. These extra steps can make the system
slower than a simple chatbot that answers directly. In a practical platform such as UniMentor, this
means that the architecture must balance answer quality with acceptable performance.

Source quality is also a major issue. RAG can only retrieve information that exists in the knowledge
base. If the inserted documents are outdated, incomplete, duplicated, or badly structured, the system
may still produce poor answers. This is why the ingestion and administrative parts of UniMentor are
important. They help keep the knowledge base organized, controlled, and updated, so that the retrieval
process has better material to work with.

Despite these challenges, RAG remains a suitable architecture for UniMentor because it matches the
main problem that the platform tries to solve. Students need to ask questions in natural language,
but the answer must still be connected to reliable university information. By combining document
ingestion, semantic retrieval, vector databases, metadata filtering, and language generation, RAG pro-
vides the technical foundation for an academic assistant that is flexible, maintainable, and grounded
in institutional knowledge.
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Retrieval-Augmented Generation (RAG) has become an important direction for educational chat-
bot systems because it allows language models to work with external and domain-specific knowledge
sources. This is useful in education because the information students need is often not general. It may
be connected to a specific course, department, regulation, academic period, or institutional procedure.
Recent surveys show that RAG-based educational systems are being used in different ways, such as
student support, course learning, question answering, content generation, and access to institutional
information [15], [16].

The basic idea behind these systems is similar, even when the implementation changes. The lan-
guage model is not left to answer only from its internal knowledge. Instead, the system first searches a
controlled knowledge base and retrieves information that is relevant to the user’s question. This knowl-
edge base can include university documents, course material, regulations, frequently asked questions,
announcements, website content, or other institutional data. The retrieved content is then given to
the language model, so the final answer can be more contextual and better connected to the available
sources.

This chapter presents related work on RAG-based chatbot systems in education and university envi-
ronments. The goal is not only to describe existing systems, but also to explain how their use cases
connect with UniMentor. The selected examples include university student support, administrative in-
formation retrieval, course-based learning assistance, feedback-supported educational assistants, and
admission-related academic counseling. These examples are relevant because UniMentor also focuses
on student support through a conversational interface, while also giving teachers and secretariat staff
a way to manage and transfer academic knowledge more effectively.

4.1 RAG Chatbots for General University Student Support

One relevant example of a RAG-based academic assistant is the Unimib Assistant, which was designed
for students of the University of Milano-Bicocca. The system was developed as a student-friendly
chatbot that could answer university-related questions through a conversational interface. Its purpose
was not simply to provide a generic chatbot experience, but to offer information and solutions based
on the actual needs of students in that university environment [17].

The Unimib Assistant used Retrieval-Augmented Generation by specializing ChatGPT with university-
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related documents and links. These sources were selected after a need-finding phase, where students
were interviewed in order to understand what kind of information they expected from the assistant
[17]. This detail is important because it shows that an academic chatbot should not be designed only
from the technical side. It also has to reflect the real information needs and habits of the students who
will use it.

The main use case of the system was general university question answering. A student could ask about
services, procedures, locations, or other information related to university life. Instead of searching
manually through different websites, documents, or pages, the student could write a question in natural
language and receive an answer from the assistant. This type of interaction is useful because students
do not always know where the information is stored, and they may also not know the official term they
should use when searching.

The study reported that students valued the assistant for its conversational tone, structured answers,
and ease of use [17]. This shows that the usefulness of an academic chatbot is not only measured by
technical accuracy. The way the answer is presented also matters. In a university environment, official
information is often written in formal language, and students may need it to be explained in a clearer
and more direct way. For this reason, the user experience of the chatbot becomes part of the overall
value of the system.

At the same time, the Unimib Assistant also showed some limitations. The study mentioned cases
where the chatbot did not always provide fully accurate information, missed relevant content that
existed in the uploaded material, or generated links that were not clickable or reliable [17]. These
issues are important because they show that a RAG chatbot does not become reliable automatically
just because documents are available. The quality of retrieval, the structure of the sources, and the
way the final answer is generated all affect the result.

This example is closely related to UniMentor. Both systems try to make university information eas-
ier to access through a conversational interface. However, UniMentor extends this idea by treating
the chatbot as part of a wider academic platform. In UniMentor, the knowledge base is not only
uploaded once and then used passively. It is managed through an administrative environment and
can be updated through manual document management as well as automated ingestion mechanisms.
This is important because student support depends not only on the chatbot interface, but also on the
continuous maintenance of the information behind it.

The Unimib Assistant is therefore a useful reference point for UniMentor. It shows that students can
benefit from conversational tools that reduce the effort needed to find university information. It also
shows that grounding, source handling, and answer reliability must be designed carefully. UniMentor
follows the same general direction, but gives more emphasis to controlled knowledge management,
role-based administration, and automated knowledge ingestion.

4.2 RAG Chatbots for Administrative and Institutional Infor-
mation

Another important category of related work includes RAG chatbots that focus on administrative and
institutional questions. Oreski and Vlahek presented the development of an Al chatbot for student
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support using Retrieval-Augmented Generation with large language models. Their work focused on
helping students find information about faculty rules, procedures, documents, and general institutional
services [18].

This type of system is relevant because administrative information is often spread across many official
sources. A student may need to understand exam rules, graduation requirements, financial aid proce-
dures, transfer rules, application documents, or student obligations. In many cases, this information
already exists on websites, in PDF regulations, or on official faculty pages. The problem is that avail-
ability alone does not make the information easy to use. Students may still struggle to find the correct
document or understand the exact procedure they need to follow.

The chatbot described by OreSki and Vlahek was designed with both functional and non-functional
requirements. The functional requirements included starting interaction with the user, offering pre-
defined inquiry options, answering open-ended questions using documents and website content, main-
taining conversation context, supporting multilingual interaction, and collecting user feedback [18].
The non-functional requirements included availability, acceptable response speed, clear answers, ease
of use, and integration with the official faculty website [18].

A clear usage example from this work is a student asking an open-ended administrative question, such
as how to transfer from another faculty. The chatbot searches the available knowledge base, including
documents and faculty website content, and returns an answer based on the retrieved information [18].
This is close to the type of support that UniMentor aims to provide for secretary-managed information.
The student should be able to ask a normal question and receive guidance based on official institutional
material, without first knowing which document contains the answer.

The work also includes examples of predefined questions, such as questions about graduation require-
ments or enrollment in the following year [18]. This shows that a university chatbot does not have
to support only one interaction style. Some students may prefer to choose from suggested questions,
especially when they are not sure how to phrase their request. Others may already know what they
need and may prefer to write an open-ended question directly. Supporting both cases can make the
system easier to use for different types of users.

The implementation described in this work used a RAG component based on a knowledge base that
included the faculty website and PDF regulations [18]. This shows a practical workflow for institutional
information retrieval. Documents and web content are collected, processed, indexed, and then used
by the chatbot during the conversation. This approach is useful because the chatbot is connected to
official content, instead of depending only on the general knowledge of the language model.

This related work is important for UniMentor because the platform also needs to support administra-
tive and institutional information. UniMentor includes secretary-managed content, announcements,
and documents that may be relevant to student procedures. However, UniMentor extends this idea
by adding an administrative environment where authorized users can manage the information used
by the system. This allows secretariat staff and other authorized roles to participate directly in the
process of maintaining and transferring academic knowledge.

The comparison also shows why automated ingestion is useful. In a university environment, admin-
istrative information may change often. New announcements may be published, older procedures
may be replaced, and new documents may become available. If the chatbot depends only on manual
updates, the knowledge base can become outdated over time. UniMentor addresses this issue by in-
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troducing configurable bots that collect information from predefined institutional sources and send it
for processing and indexing. In this way, the system supports both the student who needs the answer
and the staff who are responsible for keeping the information available and updated.

4.3 RAG Chatbots for Course-Based Learning Support

RAG chatbots are also used to support students inside specific courses. Lang and Giirpinar studied
the effectiveness of a RAG chatbot in a self-paced online R programming course. The chatbot was
designed to answer student questions using the course material and to provide explanations and code
examples that were connected to the course content [19].

This work is relevant because it shows that RAG can be used not only for general university informa-
tion, but also as part of the learning process. Inside a course, students often need help with concepts,
examples, exercises, and technical details. A general chatbot may still produce an answer, but the
answer may not follow the material, structure, or expectations of that specific course. A RAG-based
course assistant can reduce this issue by searching the actual course content before generating the
response.

The main usage example in this study is a student asking questions about R programming topics. The
chatbot can return conceptual explanations and code examples based on the course materials [19].
This is useful in self-paced or asynchronous learning, where the student may not have direct access
to an instructor at the moment they need help. Instead of waiting for a reply, the student can ask the
chatbot and receive support that is connected to the same material used in the course.

The study found that students mainly used the chatbot for help with more advanced topics and appre-
ciated its ability to provide useful explanations based on the course material [19]. This shows that
RAG chatbots can support more than simple factual questions. A student may ask for clarification, an
example, or a simpler explanation of a difficult topic. In this case, the chatbot is not only pointing to
where information exists, but helping the student understand the content more easily.

This is directly related to UniMentor because course material is one of the main knowledge categories
of the platform. Students may ask questions about lecture notes, exercises, laboratory instructions,
assignments, or course requirements. If UniMentor retrieves the relevant chunks from the selected
course and provides them to the language model, the final answer can follow the material that the
teacher has uploaded. This makes the assistant more useful than a generic chatbot that may explain
the topic correctly in general, but not in the same way as the course expects.

Course-based RAG support is also helpful for students who cannot always attend every lecture or who
need extra explanations while studying. In many cases, students do not only need to download a file.
They need help understanding what a part of that file means, how it connects with an exercise, or how
it applies to a question they have. A RAG chatbot can work as an access layer over the course material,
helping students move from simply searching for documents to asking questions about their content.

However, this type of system also has limitations. If the course material is incomplete, outdated, or
poorly structured, the chatbot may retrieve weak context. If chunks are too small, important explana-
tions may be missing. If chunks are too large, the model may receive too much unrelated information.
For this reason, the quality of the ingestion and indexing pipeline is important. UniMentor addresses
this through document parsing, chunking, embeddings, and vector-based retrieval as part of its RAG
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workflow.

The work of Lang and Giirpinar shows that RAG chatbots can support course learning when they
are connected to the correct educational material. UniMentor follows this idea but applies it within a
broader university platform. Instead of focusing on only one online course, UniMentor is designed to
support multiple subjects and different types of academic knowledge. This makes knowledge man-
agement more demanding, but it also makes the platform more useful as a central academic assistant.

4.4 RAG Chatbots with Feedback and Instructor Involvement

A further relevant example is MARK, which stands for Machine Assistant with Reliable Knowledge.
MARK is a RAG-based question-answering system designed to support student learning by producing
accurate and context-aware answers. The system uses a curated knowledge base and combines retrieval
with language generation, so that the answers remain more consistent with the available educational
material [20].

One important part of MARK is that the chatbot is not treated as a system that works completely on its
own. It includes feedback and improvement mechanisms. Students can rate the answers they receive,
while instructors can review and correct responses when needed. These instructor corrections can then
be added back into the retrieval corpus, allowing the system to improve over time [20]. This is useful
because educational chatbots need supervision, especially when they are used to support learning and
not only to provide general information.

A typical usage example is a student using the chatbot as a substitute or addition to office hours.
The student asks a question about the course material, the system retrieves relevant content, and the
language model produces an answer. If the answer is incomplete, unclear, or not fully correct, feedback
can be used to improve future responses [20]. This creates a useful cycle between student questions,
instructor review, and gradual improvement of the knowledge base.

MARK also uses a hybrid retrieval strategy that combines dense vector retrieval with sparse keyword-
based retrieval [20]. This is important because educational questions are not all the same. Some
questions are broad and depend mostly on meaning, while others depend on exact terms, formulas,
commands, or named concepts. Dense retrieval helps when the question is phrased differently from
the source material, while keyword-based retrieval is useful when precise terminology matters. This
makes the design relevant for academic systems, where both semantic understanding and exact course
language may be needed.

This example is connected to UniMentor because teachers are not only users who upload content. They
are also part of the knowledge transfer process. In UniMentor, teachers can manage course-related
material and keep the content that students use more organized. The idea of instructor involvement
in MARK supports the same general direction. Educational Al systems should not remove teachers
from the process. They should help teachers make their material easier to access, reuse, and maintain.

The feedback-based approach also shows an important limitation of RAG systems. Even when the
system retrieves information from trusted documents, the final answer may still need correction. The
retrieved context may not be enough, the model may misunderstand the student’s question, or the
response may not match the explanation that the teacher would prefer. Feedback mechanisms can
help identify these problems and improve the system step by step.
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For UniMentor, this suggests possible future extensions such as answer feedback, teacher review, or
correction workflows. The current focus of the platform is on document ingestion, retrieval, and an-
swer generation. However, feedback could later make the system more adaptive. Instead of only giving
access to a static knowledge base, UniMentor could gradually improve based on student interactions
and teacher corrections.

MARK is therefore relevant because it shows how RAG chatbots can become more reliable when
humans remain involved in the process. This is important in education, where accuracy, explanation
quality, and trust matter a lot. UniMentor follows a similar idea by giving authorized users control
over the knowledge base and by using automated ingestion to make academic knowledge easier to
maintain over time.

4.5 RAG Chatbots for Admissions and Academic Counseling

Another related example is URAG, a unified hybrid RAG framework developed for university ad-
mission chatbots. The work presents a case study at Ho Chi Minh City University of Technology and
focuses on answering admission-related and academic counseling questions with higher precision [21].
This use case is important because admission information is usually detailed, complex, and sensitive
to mistakes. A wrong answer in this context can affect how a prospective student understands their
options or prepares their application.

Admission chatbots need to answer questions about programs, entry requirements, deadlines, pro-
cedures, eligibility, and academic pathways. These answers must be reliable because prospective
students may use them when making real decisions about where and how to apply. The URAG work
shows that educational question-answering systems need strong answer reliability, especially for criti-
cal queries. It also highlights that standard LLM-based chatbots may not be precise enough when they
are not supported by suitable retrieval mechanisms [21].

A typical usage example is a prospective student asking a question about admission or academic coun-
seling. The system retrieves information from university-specific data and then generates an answer
based on that retrieved content. This is similar to the general goal of UniMentor, because both sys-
tems depend on institution-specific knowledge rather than only on the general knowledge of a language
model. The difference is that UniMentor focuses mainly on current students, teachers, and secretariat
staff, while URAG is centered on the admissions process.

URAG is also relevant because it uses a hybrid approach to improve answer precision. The system is
designed to improve responses for critical questions, while still remaining realistic for implementation
inside an educational institution [21]. This matters because university systems cannot be evaluated
only as theoretical Al experiments. They also need to be deployable, maintainable, and usable within
the practical limits of an institution.

This connects with UniMentor in several ways. First, both systems handle information that belongs
to a specific institution. Second, both use RAG to reduce the weaknesses of standalone language
models. Third, both are concerned with answer reliability, because students may use the information
when making academic decisions. Finally, both examples show that educational chatbots become
more useful when they are connected to controlled knowledge sources instead of depending only on
open-ended model knowledge.
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The main difference is the scope of the systems. URAG focuses on admission-related question an-
swering, while UniMentor is designed as a broader academic support platform. UniMentor includes
student support for academic information, course material, secretary-managed content, announce-
ments, and knowledge transfer from teachers and administrative staff. It also includes automated
ingestion through bots, which helps the platform keep the knowledge base updated from predefined
institutional sources.

The URAG example therefore supports the argument that RAG is useful in university environments
where accuracy and institutional specificity are important. It also shows that hybrid retrieval and
practical deployment should be considered when designing real educational systems. For UniMentor,
these points are useful because the platform has to support more than natural language interaction.
It also has to handle document management, vector retrieval, automated ingestion, and role-based
control over the knowledge used by the assistant.

4.6 Comparison with UniMentor

The related systems discussed in this chapter show that RAG chatbots are becoming more common in
educational and university environments. The examples cover different needs, such as general student
support, administrative information retrieval, course-based learning assistance, instructor-supported
feedback, and admission counseling. Even though each system focuses on a different case, they all
follow the same basic direction: language models become more useful for education when they are
connected to trusted, specific, and updated knowledge sources.

Compared with these systems, UniMentor brings several of these ideas together in one platform. Like
the Unimib Assistant, it helps students access university information through natural language. Like
the student support chatbot developed by Oreski and Vlahek, it supports administrative and institu-
tional information. Like the course chatbot studied by Lang and Giirpinar, it can work with course-
related knowledge and learning material. Like MARK, it recognizes that teachers and controlled
knowledge improvement are important. Like URAG, it treats accuracy and institution-specific re-
trieval as important requirements, especially when students may use the answers for academic deci-
sions.

The main difference is that UniMentor is not designed around only one chatbot use case. It functions
as a platform that connects students, teachers, and secretariat staff through a shared knowledge base.
Students can ask questions and receive answers grounded in the available university material. Teachers
and secretariat staff can manage information and transfer knowledge more efficiently. The platform
also includes automated ingestion bots, which support the continuous collection and indexing of con-
tent from predefined institutional sources. Because of this, UniMentor is not only a conversational
assistant. It also works as a knowledge management and academic support system.

The reviewed works also show the main challenges that UniMentor has to consider. These include re-
trieval quality, source reliability, outdated information, incomplete answers, feedback collection, and
clear response presentation. A RAG architecture can reduce hallucinations and improve grounding,
but it does not solve everything by itself. The final quality of the system still depends on the docu-
ments that are inserted, the indexing process, the retrieval mechanism, the prompt design, and the
way authorized users maintain the knowledge base.
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Overall, the related work supports the design direction followed in UniMentor. RAG-based chatbots
are suitable for educational environments because they combine natural language interaction with
access to controlled knowledge sources. UniMentor builds on this idea and applies it to a broader
university platform. The goal is not only to answer student questions, but also to support the continuous
transfer, maintenance, and accessibility of academic and institutional knowledge.
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Programming Languages and Technologies

The development of UniMentor required the use of several programming languages, frameworks,
libraries, databases, runtime environments, and deployment tools. This was necessary because the
platform does not cover only one technical area. It includes a frontend interface, backend API services,
artificial intelligence integration, semantic search, document processing, browser automation, database
management, and deployment configuration. Because of this, the technologies were selected based on
the role they had to serve in the system, rather than forcing every part of the project into one single
approach.

The technology choices were mainly based on practical needs such as compatibility, maintainability,
performance, deployment control, and cost. Compatibility was important because the different parts
of UniMentor had to communicate with each other without adding unnecessary complexity. Main-
tainability was also an integral criterion, as the platform includes different services and tools that need
to remain organized and easy to extend. Performance had to be considered in areas such as the fron-
tend, API execution, model inference, document retrieval, and vector search. Deployment control
was also a key factor, especially for technologies that needed to run locally or inside the target server
environment.

Some technologies were selected because they gave more control over execution and data handling.
Ollama, Qdrant, and Tesseract can run locally, which is especially useful when privacy, independence
from external services, and cost control are important. The trade-off is that local tools also require
more manual setup, configuration, and maintenance. Docker and Docker Compose helped reduce this
difficulty by making services easier to package, run, and reproduce across different environments.

5.1 Core Programming Languages and Runtime Environments

The basic technology stack of UniMentor starts with the programming languages and runtime envi-
ronments used in the different parts of the system. The platform includes backend services, frontend
development, document processing, Al-related communication, and browser automation. Because
these parts have different needs, using only one programming environment for everything would not
be practical. For this reason, Python, TypeScript, JavaScript, and Node.js were used where each one
fitted better.
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5.1.1 Python

Python is a high-level programming language that is widely used for backend development, automation,
data processing, and artificial intelligence-related systems. Its syntax is readable and its ecosystem is
large, which makes it helpful to projects that need to connect different operations without making the
implementation unnecessarily complicated [22].

A main reason for using Python in UniMentor was its library support. The same language environ-
ment could be used for API development, database communication, document parsing, OCR pro-
cessing, and communication with artificial intelligence services. Libraries such as FastAPI, Pydantic,
SQLAIchemy, pypdf, python-docx, pytesseract, and HTTP clients made it possible to cover many
server-side needs without moving each responsibility to a different stack.

This was essential for UniMentor as several backend processes had to work together. The API had
to communicate with the database, the document processing logic had to extract text from uploaded
files, and the Al-related parts had to send requests to model services. Python allowed these parts to
be connected in one backend environment, using mature libraries that are already common in similar
types of systems.

5.1.2 TypeScript and JavaScript

JavaScript is one of the main languages used for web development and is supported by all modern
browsers. It is used to build dynamic web applications and to control the behavior of interactive pages.
JavaScript is also used outside the browser through runtime environments such as Node.js, which
makes it useful for tooling, scripts, and automation tasks [23].

TypeScript extends JavaScript by adding static typing. This allows the developer to define the expected
structure of variables, function parameters, return values, and objects before the code runs. In Uni-
Mentor’s frontend, this helped keep the codebase more organized because API responses, component
props, application state, and reusable types could be described more clearly [24].

The two languages were used in connected but different ways. TypeScript gave more structure to the
frontend application and helped reduce mistakes during development. JavaScript remained relevant
considering that it is the base language of the web and is also used by many browser and automation
tools. Together, they supported the parts of UniMentor that needed browser interaction, frontend
logic, and development tooling.

5.1.3 Node.js

Node.js is a runtime environment that allows JavaScript to run outside the browser. It is commonly
used for command-line tools, backend utilities, build processes, and automation scripts. Its asyn-
chronous model is useful for tasks that involve network requests, file handling, and communication
with external processes [25].

The browser automation part of UniMentor relied on Node.js because tools such as Puppeteer are de-
signed to run in this environment. Modern websites depend heavily on JavaScript, so using a JavaScript
runtime to control browser behavior made sense for this part of the system. It allowed the automation
logic to interact with pages in a way that is close to how a real browser loads and executes them.
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Node.js also provides access to libraries for browser control, HTML handling, logging, stream pro-
cessing, and container interaction. For this reason, it was a better fit for the automation-related parts
of the project. Python remained more suitable for the backend API, document processing, and Al
service communication, while Node.js was used where browser-based automation was needed.

5.2 Infrastructure and Deployment Technologies

After the main programming environments, another important part of the stack is how the required ser-
vices are executed, organized, and deployed. UniMentor depends on different components with differ-
ent runtime needs, so the infrastructure had to provide a controlled way to run them. Docker, Docker
Compose, and scripting tools helped make the setup more reproducible and reduced the amount of
manual configuration needed during development and deployment.

5.2.1 Docker

Docker is a containerization platform that allows applications and services to run inside isolated en-
vironments called containers. Each container includes the dependencies and runtime configuration
needed by the service it runs. This makes the behavior of the service more predictable, because it
does not depend as much on the exact setup of the host machine.

One of the main reasons for using Docker is that it reduces differences between development and
deployment environments. Instead of installing every dependency directly on the server, the container
can describe what the service needs in order to run. This improves reproducibility and makes it easier
to move services between machines without recreating the whole environment manually [26].

Docker also helped with the browser automation part of UniMentor. Browser automation workers may
visit external pages and run browser-based processes, which can create stability or security concerns if
they run directly on the host environment. By running these workers inside containers, their execution
can be separated from the rest of the system. This also makes their dependencies easier to control and
limits the way they interact with the host machine.

Another reason for using Docker is that some parts of the platform can be more demanding in terms
of resources. Vector database services, local Al-related tools, and browser automation workers may
require more CPU, memory, or storage compared to simpler backend services. Running them in sep-
arate containers makes it easier to isolate their execution and control their resource usage. UniMentor
had to run in a server environment where resources should be managed carefully, therefore such a
functionality was necessary.

Compared to fully managed cloud services, Docker gives more control over the execution environment
and reduces dependence on external infrastructure. The trade-off is that configuration, monitoring,
storage, resource limits, and service maintenance remain the responsibility of the developer or admin-
istrator.

5.2.2 Docker Compose

Docker Compose is a tool that allows multiple Docker containers to be defined and started from
a single configuration file. While Docker can run individual containers, Docker Compose is more
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practical when several services need to work together as part of the same application [27].

Since UniMentor utilizes vector databases, Al-related services, and supporting components, the ca-
pability for all of them to run at the same time and communicate with the backend application is
vital. Docker Compose allowed services, networks, ports, volumes, and environment variables to be
described in one place. In practice, this made the setup easier because each container did not have to
be started and configured separately.

Docker Compose is simpler than larger orchestration systems such as Kubernetes, but this simplic-
ity was useful for the scope of the project. It provided a practical way to manage a multi-service
environment without adding the extra complexity of a full orchestration platform.

5.2.3 Bash, PowerShell and Makefile Tooling

Bash, PowerShell, and Makefile tooling were used to support repeated development and deployment
tasks. These tools are not part of the main application logic, but they make the project easier to operate.
They can be used for tasks such as starting services, preparing environments, running scripts, building
the frontend, or executing deployment commands.

Bash is commonly used in Linux environments and is suitable for server-side scripts. PowerShell
serves a similar purpose in Windows environments, which is useful during local development. Makefile
tooling adds another layer of convenience by grouping common commands under named targets. This
allows repeated tasks to be executed with shorter and more consistent commands.

At the operational level, these tools helped reduce manual repetition. They made common setup,
execution, and deployment steps easier to reproduce, which is important in a project that includes
several services and technologies.

5.3 Database Technologies

Different database technologies were needed since UniMentor stores different kinds of information.
Some data has a clear structure and relationships, while other data is used for semantic search. MySQL
was used for structured operational data, where tables, relationships, and consistency are important.
Qdrant was used for vector data, where the main requirement is to search document embeddings based
on similarity.

5.3.1 MySQL

MySQL is a relational database management system used to store structured data in tables. It organizes
data through schemas, rows, columns, primary keys, foreign keys, and relationships between tables.
This makes it suitable for information that has a clear structure and must remain consistent across the
application. It also helps reduce problems such as duplicated data, missing relationships, or invalid
records [28].

In UniMentor, MySQL made the structured part of the system easier to organize as the platform
grew. By defining tables and relationships clearly, the application could manage different categories
of information in a more controlled way. This was important because several backend services depend
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on the same operational data, such as users, roles, subjects, documents, conversations, models, bots,
and logs.

Using MySQL in a self-managed environment also gave more direct control over configuration, stor-
age, and deployment. The trade-off is that maintenance, backups, security settings, and monitoring
have to be handled by the administrator. In this project, MySQL was suitable because UniMentor
needed a reliable relational database that could run inside the existing server environment and inte-
grate with the backend stack without depending on an external managed database service.

5.3.2 Qdrant Vector Database

Qdrant is a vector database designed to store and search high-dimensional vector representations. It
is different from a relational database because its main purpose is not to store structured records in
tables, but to support similarity search. This makes it useful when the system needs to find text chunks
that are close in meaning to a user’s question [13], [29].

In a RAG system, text is converted into embeddings, which are numerical representations of meaning.
These embeddings must be stored in a way that allows fast comparison between the user’s question
and the indexed document chunks. Qdrant supports this by storing vectors together with metadata and
by allowing searches based on vector distance or similarity.

For this reason, Qdrant was appropriate for the semantic retrieval part of UniMentor. MySQL han-
dled the structured application data, while Qdrant handled embedded document chunks and similarity
search. Metadata filtering also made retrieval more controlled, because searches could be limited to
a specific subject, document type, or other relevant category instead of searching everything without
context [29].

Qdrant can also be self-hosted, which matched the need for deployment control in UniMentor. Com-
pared to managed vector database services, this reduces dependence on external providers and gives
more control over where the data is stored. The disadvantage is that configuration, storage manage-
ment, performance tuning, and monitoring become part of the deployment and maintenance work.

5.4 Artificial Intelligence Provider Technologies

The artificial intelligence provider technologies gave UniMentor access to language and embedding
models. These technologies do not store the main application data. Their role is to provide model
execution, so that text can be generated, processed, or converted into vector representations. The
stack included both local and cloud-based options, because the platform needed a balance between
deployment control, performance, flexibility, and cost.

5.4.1 Ollama

Ollama is a platform that allows large language models and embedding models to run locally. Instead
of using only cloud-based Al providers, Ollama makes it possible to execute supported models on the
machine or server where it is installed [30].

The main benefit of Ollama is local execution. This can reduce dependence on external Al providers
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and can also help control usage costs, because requests are handled by the local infrastructure instead
of a paid hosted service. It also gives more direct control over which models are installed, tested,
replaced, and used by the application.

The trade-off is that performance depends heavily on the available server hardware, especially CPU,
memory, and GPU resources. Compared to managed providers, local models may be slower, harder
to scale, and more sensitive to server configuration. In UniMentor, Ollama was useful in cases where
local execution and deployment control were important, although self-hosted model execution also
requires more setup and maintenance.

5.4.2 OpenAl API

The OpenAl API provides access to hosted artificial intelligence models through an external cloud
service. In this case, the application does not run the model locally. It sends a request to the provider
and receives the generated response or model output through the API [31].

This approach can provide stronger performance, faster responses, and access to more capable models
than those that can realistically run on a local server. When local execution through Ollama is limited
by hardware resources, model quality, or response speed, the OpenAl API can be used as an alternative
provider.

The disadvantage is that the OpenAl API depends on an external service, requires API credentials,
and introduces usage costs. Since requests leave the local environment, privacy and data handling also
need to be considered. Even with these limitations, it was useful as a faster and more capable option
when local execution was not the most efficient solution for a specific use case.

5.4.3 Embedding Models

Embedding models convert text into numerical vector representations. These vectors capture semantic
information, so pieces of text with similar meaning can be placed closer together in vector space [12].

Their role in UniMentor was to prepare text for similarity-based retrieval. After documents are parsed
and divided into smaller chunks, each chunk can be converted into an embedding. These embeddings
are then stored in Qdrant and later compared with the embedding of the user’s question [12], [13].

Embeddings connect the Al provider layer with the vector database layer. They are not a database by
themselves, but they define the format that makes semantic retrieval possible. This allowed UniMentor
to compare text based on meaning instead of relying only on exact keyword matching.

5.5 API Backend Technologies

The API backend is the part of the system that exposes the main application functionality through web
endpoints. It receives requests from the frontend and connects them with the internal services of the
platform. This includes database operations, authentication logic, file handling, conversation manage-
ment, administration features, and Al-related processes. For this layer, the selected technologies had
to support clear endpoint structure, request validation, database communication, and asynchronous
operations.
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5.5.1 FastAPI and Uvicorn

FastAPI is a Python web framework used for building APIs. It is based on modern Python features,
such as type hints, asynchronous functions, and automatic request validation. These characteristics
made it suitable for UniMentor, because the backend had to expose structured endpoints and commu-
nicate with several different services [32].

FastAPI allows routes, request parameters, request bodies, and response structures to be defined clearly
through Python types and schema models. This reduced the amount of manual validation code needed
in the endpoints. It also made the communication between frontend and backend easier to follow,
because the expected structure of each request and response could be described more directly.

The API layer had to support several responsibilities, such as authentication checks, document man-
agement, conversation handling, streaming responses, model selection, and administrative actions.
FastAPTI’s support for asynchronous execution was useful for operations that wait for external services,
such as Al providers, embedding services, or vector database calls.

Uvicorn is the Asynchronous Server Gateway Interface (ASGI) server used to run FastAPI applica-
tions. FastAPI defines the application logic and the API routes, while Uvicorn serves the application
and handles incoming HTTP requests. Together, they provided a lightweight and efficient foundation
for the backend API.

5.5.2 Pydantic

Pydantic is a Python library used for data validation and schema definition. It allows developers to
define models that describe the expected structure and types of data. When data is received by the
application, Pydantic can validate it and convert it into the correct Python objects when possible [33].

This was chosen as many UniMentor endpoints exchange structured data with the frontend. Request
bodies, response objects, form data, and configuration values need to follow specific formats. Pydantic
made the contract between frontend and backend clearer and reduced the need for repeated manual
checks inside the endpoint logic.

Pydantic was also useful for configuration management through typed settings loaded from environ-
ment variables. This was needed because the backend depends on several external services and con-
figuration values, such as database connections, Al provider settings, authentication parameters, and
vector database configuration.

5.5.3 SQLAIchemy and PyMySQL

SQLAIchemy is a Python library used for database interaction through object-relational mapping.
Instead of writing every SQL query manually, the developer can define Python classes that represent
database tables. These models can then be used to create, read, update, and delete records through a
consistent programming interface [34].

The UniMentor backend relied on SQLAlchemy because a large part of the application state is stored
in MySQL. Entities such as users, sessions, conversations, messages, subjects, documents, document
queue entries, bots, and logs are structured as relational data. SQLAIchemy made it possible to rep-
resent these tables as Python models and work with them from the API layer in a more organized
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way.

PyMySQL was the database driver that allowed the Python application to communicate with MySQL.
SQLAIchemy provided the higher-level ORM structure, while PyMySQL handled the actual connec-
tion between the backend and the MySQL database. This combination allowed the backend to use
MySQL while keeping the database interaction integrated with the Python codebase.

5.5.4 API Backend Supporting Libraries

Several smaller libraries were also used to support the backend with practical tasks around HTTP
communication, configuration, JSON handling, and file uploads. HTTPX was used as an HTTP client
library, allowing the backend to communicate with Al providers, embedding services, and other APIs.
Its support for asynchronous requests made it suitable for operations where the backend has to wait
for a response from another service.

Python-dotenv was used to load environment variables from configuration files, so sensitive or
environment-specific values did not have to be written directly inside the source code. Orjson was
used for fast JSON serialization and deserialization, which is useful because the API exchanges data
in JSON format. Python-multipart supported file upload handling, allowing FastAPI to receive and
process uploaded files correctly.

Together, these supporting libraries helped cover specific backend requirements without changing the
main architecture. They handled common operational needs, while the main API logic remained
focused on the behavior of the UniMentor platform.

5.6 Document Processing and OCR Technologies

Document processing technologies were needed because a large part of the information used by Uni-
Mentor comes from files, not only from manually written database entries. These files can have dif-
ferent formats, such as PDFs, Word documents, PowerPoint presentations, Excel files, CSV files, and
plain text. Because of this, the system needed libraries that could read these formats and extract usable
text before the content could be cleaned, chunked, embedded, and indexed.

5.6.1 PDF, Office, CSV, and Text Parsing

File parsing is the process of reading a document and extracting its textual content in a form that can be
processed by software. Most documents are created mainly for human reading and presentation, not
for direct use in an automated pipeline. A PDF may contain selectable text, images, tables, or scanned
pages, while Office files may contain paragraphs, slides, spreadsheet cells, or structured tables.

For PDF documents, pypdf was used to extract text from files that already include selectable text. For
Microsoft Office formats, python-docx supported Word documents, python-pptx supported Power-
Point presentations, and openpyxl supported Excel files. These libraries made it possible to access
the internal structure of each format and extract information from paragraphs, slides, cells, and tables
[35], [36], [37], [38].

CSV and plain text files required simpler handling because their content is already stored in a more
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direct textual form. Even in these cases, parsing was still needed so that the extracted content could
be normalized and prepared for the next stages of the pipeline.

Using multiple parsing libraries was necessary because no single tool handles every document format
correctly. Each format stores information in a different way, so specialized libraries were needed to
improve compatibility with the different file types supported by UniMentor.

5.6.2 OCR Technologies

Optical Character Recognition, commonly referred to as OCR, is the process of converting text that
appears inside images into machine-readable text. This is needed when a document does not contain
selectable digital text, such as scanned PDFs or photographed pages [39].

Tesseract OCR was used as the main OCR engine. It is an open-source OCR technology that can
recognize text in images and convert it into textual output. Pytesseract provided the Python interface
to Tesseract, while pdf2image was used to convert PDF pages into images when OCR processing was
required [39].

This combination allowed the system to support documents that would otherwise return little or no
extracted text. When normal PDF extraction was not enough, the pages could be converted into images
and then processed with OCR.

Tesseract also matched the need for deployment control and cost practicality. Compared to commer-
cial OCR services, it can run locally and does not require every document to be sent to an external
provider. The trade-off is that local OCR requires system configuration, language packs, and image
conversion tools, while the final accuracy also depends on the quality of the scanned document.

5.7 Automation and Browser Interaction Technologies

Automation and browser interaction technologies were used when information had to be collected
from web-based sources and simple file input or standard API access was not enough. Some pages
can be parsed directly from their HTML, while others need to be rendered in a browser first because
their content is loaded dynamically. For this reason, the automation stack had to support both full
browser interaction and lighter HTML parsing.

5.7.1 Puppeteer Core and Browser Management

Puppeteer Core is a Node.js library that allows Chromium-based browsers to be controlled through
code. With Puppeteer, a script can open pages, visit URLs, wait for content to load, interact with
page elements, and extract information from the rendered page [40].

This was necessary for web pages that depend on JavaScript execution, client-side rendering, or inter-
actions that are closer to normal browser use. In these cases, the required content may not exist in
the raw HTML returned by a simple request. The page first has to run inside a browser environment
before the information can be accessed correctly.

Puppeteer Core does not include a bundled browser installation by default. This provides flexibil-
ity because the browser version can be managed separately. Browser management was supported
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by @puppeteer/browsers, which helps install and manage the browser binaries used by Puppeteer.
Together, these tools made browser automation more predictable across different environments.

5.7.2 puppeteer-extra and Stealth Plugin

Puppeteer-extra is a wrapper around Puppeteer that allows plugins to be added to browser automation
scripts. It extends Puppeteer without changing the core automation library directly, which makes it
useful when extra browser behavior or configuration is needed.

The stealth plugin tries to reduce some of the visible differences between an automated browser and
a normal browser session. This can help in cases where a website behaves differently when it detects
automation. Its purpose is not to modify the content of the page, but to make the browser session
closer to a normal browsing environment.

This type of tooling needs to be used with care. In UniMentor, its role is to support reliable access
to web content as part of the automation process, while still respecting the rules, restrictions, and
intended access limits of the target website.

5.7.3 Cheerio

Cheerio is a lightweight HTML parsing library for Node.js. It allows HTML content to be loaded and
queried with a syntax similar to working with the Document Object Model, but without opening or
controlling a real browser [41].

It was used because not every page needs full browser automation. If a page is mostly static and the
required content is already available in the returned HTML, launching a Chromium browser would
add unnecessary overhead. In these cases, Cheerio provides a faster and simpler way to extract the
needed information.

The distinction between Cheerio and Puppeteer made the automation layer more efficient. Puppeteer
was suitable for pages that required rendering, navigation, waiting, or interaction. Cheerio was better
for pages where the content could be read directly from the HTML response. This allowed the system
to avoid using heavier browser automation when a simpler parsing method was enough.

5.7.4 Dockerode and Automation Supporting Libraries

Dockerode is a Node. s library used to interact with the Docker API. It allows scripts to communicate
with the Docker engine, manage containers, and perform container-related operations programmat-
ically. This helped with browser automation workers, enabling their execution inside containerized
environments instead of being treated only as local scripts.

Browser automation can create stability and security concerns because it involves opening browser
instances and interacting with external web pages. By connecting the automation logic with Docker,
workers can be managed in isolated environments. This reduces direct exposure of the host system
and makes the execution of automation tasks easier to control.

Other supporting libraries handled smaller but necessary tasks. Mysql2 provided MySQL connectivity
from the Node.js side of the stack, tar-fs supported tar archive handling, is-stream helped identify
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stream objects, and content-disposition supported file metadata handling from HTTP responses. Pino
and pino-pretty were used for structured and readable logging.

These libraries did not define the main automation logic by themselves. Their role was to support the
surrounding operations needed for browser automation to work as part of a larger system, including
database access, container handling, file processing, HTTP metadata handling, and logging.

5.8 Frontend Development Technologies

Frontend development technologies were used to build the part of UniMentor that users interact with
directly. This layer had to support interactive pages, reusable interface elements, client-side routing,
formatted content rendering, and communication with the backend API. For this reason, the fron-
tend stack was based on technologies that support component-based development, fast development
iterations, consistent styling, and organized communication with backend services.

5.8.1 React

React is a JavaScript library used for building user interfaces with reusable components. Instead
of writing each page as one large block of HTML and JavaScript, React allows the interface to be
separated into smaller parts. Each component can manage its own structure, properties, and state,
which makes the frontend easier to organize as the application grows [42].

This approach was suitable for UniMentor because the interface is not made of static pages only. The
frontend loads data from the API, reacts to user input, updates conversations, uploads files, displays
generated responses, and manages administrative information through interactive views. React pro-
vided a clear way to organize these behaviors inside reusable components instead of repeating the
same logic across different pages.

React DOM was also part of the frontend stack because it is responsible for rendering React compo-
nents in the browser. React defines how the components are structured, while React DOM connects
those components with the actual web page that the user sees.

5.8.2 Vite

Vite is a frontend build tool and development server for modern JavaScript and TypeScript applications.
It provides fast startup during development, quick updates while coding, and optimized builds for
production [43].

Vite was appropriate because UniMentor’s frontend was built with React and TypeScript, which are
directly supported by the tool. It also made the build configuration simpler by supporting development
and production settings, path aliases, environment variables, and production optimization from one
place.

This helped both development speed and maintainability. The frontend could be tested and updated
quickly during development, while the final version could be built into static files and deployed to the
server.
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5.8.3 Tailwind CSS

Tailwind CSS is a utility-first CSS framework used for styling web interfaces. Instead of creating many
separate custom CSS classes, Tailwind provides small utility classes for spacing, layout, typography,
colors, borders, and responsive behavior [44].

This worked well with a component-based frontend. Each component could include its structure and
most of its styling rules in the same place, which made interface changes faster during development.
This was practical for UniMentor because the frontend includes dashboards, forms, dialogs, tables,
cards, and responsive layouts.

Tailwind CSS also helped keep the interface visually consistent. By reusing the same utility classes
across components, the project avoided large separate style sheets and made layout changes more
controlled.

5.8.4 Radix UI and Local UI Components

Radix Ul is a collection of low-level interface primitives for React. It provides accessible building
blocks for common interface patterns such as dialogs, dropdown menus, tabs, scroll areas, select
menus, switches, checkboxes, labels, and tooltips [45].

The frontend used local reusable UI components based on Radix UI primitives. These components
were stored inside the project codebase instead of being used only as a separate prebuilt design system.
This way, common interface elements could be reused, while still keeping direct control over their
structure and styling.

Supporting libraries such as class-variance-authority, clsx, and tailwind-merge were used together
with these components. They helped define reusable styling variants, combine conditional classes, and
resolve conflicts between Tailwind CSS classes. This improved consistency across repeated interface
elements such as buttons, cards, dialogs, forms, and other UI patterns.

5.8.5 Frontend Supporting Libraries

Several additional frontend libraries supported routing, formatted text rendering, icons, date handling,
and export functionality. React Router was used for client-side routing, allowing the frontend to show
different pages without forcing a full page reload.

React Markdown and remark-gfm were used to render Markdown content in the interface, including
paragraphs, lists, tables, links, and code blocks. React-syntax-highlighter improved the display of
code blocks by adding syntax highlighting, which made generated or displayed code easier to read.

Lucide React provided the icon set used across the interface, helping navigation, buttons, and status
indicators remain visually consistent. The jsSPDF library supported PDF export functionality, allow-
ing displayed or generated content to be saved as a PDF document. Date-related functionality was
supported by react-day-picker and date-fns, which helped with calendar elements, date formatting,
and date manipulation.

Together, these supporting libraries covered specific frontend needs without changing the main archi-
tecture. React provided the component model, Vite handled development and builds, Tailwind CSS
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handled styling, Radix-based local components provided reusable interface elements, and the support-
ing libraries added routing, Markdown rendering, icons, export functionality, and date handling.
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Design and Implementation of UniMentor

6.1 Functional Requirements

The functional requirements of UniMentor were defined based on the main roles that use the platform
and the actions that each role needs to perform. UniMentor was not designed only as a chatbot. It was
designed as a university support platform that combines chat interaction, study tools, knowledge base
management, document ingestion, model configuration, and automated data collection.

The main human roles of the platform are students, teachers, and secretaries. Students use the learning
and assistance features of the system. Teachers and secretaries can also use these same features, but
they have extra access to the Admin Panel depending on their responsibilities. Automated bots are
also part of the system, but they are not normal users of the UniMentor interface. They work in the
background and collect information from external university systems, so that this information can later
be stored, processed, and indexed.

The requirements are presented through user stories. This format was useful because it connects
each requirement with the role that needs it and with the reason the feature exists. In this way, the
requirements are not shown only as technical functions, but also as actions that support the real use of
the platform.
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Role User Story

Student As a student, I want to use AthenaAl to ask questions, so that I can
receive support based on university and course-related information.

Student As a student, I want to manage my chat conversations, so that I

can continue previous discussions, pin important conversations, and
delete conversations that are no longer needed.

Student As a student, I want chatbot answers to support Markdown format-
ting and copyable code snippets, so that technical responses are eas-
ier to read and reuse.

Student As a student, I want to use Alnsights by selecting a course and a
template, so that I can generate structured study material based on
the course knowledge base.

Student As a student, I want to optionally provide a custom prompt in Aln-
sights, so that the generated material can be adjusted to my specific
needs.

Student As a student, I want to download generated insights as PDF files, so
that I can keep them for offline study.

Student As a student, I want to use Al-based filtering for job positions, so
that I can describe my skills and receive more relevant results.

Teacher As a teacher, I want to access the Admin Panel for my own courses,
so that I can manage the course material available in the platform.

Teacher As a teacher, I want to upload actual files for existing course doc-
uments, so that they can be added to the parsing and indexing
pipeline.

Teacher As a teacher, I want to view the processing status of course docu-

ments, so that I can know whether a document is missing, process-
ing, or processed.

Teacher As a teacher, I want to configure Moodle document collection bots
for my courses, so that course files can be collected automatically
when needed.

Teacher As a teacher, I want to manage LLM configuration records, so that
the platform can offer different active models for its Al features.

Secretary As a secretary, I want to manage secretary-related subjects and doc-
uments, so that institutional information can be available through
UniMentor.

Secretary As a secretary, [ want to manually upload files for secretary-related
documents, so that they can be inserted into the ingestion pipeline.

Secretary As a secretary, | want to view the available LLM configurations, so
that I can provide basic information about the system when needed.

System As the system, I want to collect course, teacher, document, uni-

versity, and announcement information automatically, so that the
knowledge base can stay updated with less manual work.

Table 6.1: Functional requirements expressed as user stories

45



Chapter 6. Design and Implementation of UniMentor

For students, the main requirement is access to the user-facing Al features of UniMentor. Through
AthenaAl, students can ask questions and receive answers that can be supported by retrieved univer-
sity or course-related material. The chat also keeps conversation history. This is important because
previous questions and answers can remain available, and the chatbot can use the earlier parts of a
discussion when the user continues the same conversation. Students can create new conversations,
open previous ones, pin important conversations, and delete conversations that are no longer needed.

AthenaAl also needs to present its answers in a readable way. Since students may ask technical ques-
tions, especially for programming or course-related topics, plain text is not always enough. For this
reason, the chatbot supports Markdown formatting. This allows answers to include structured text,
lists, explanations, and code blocks. Code snippets can also be copied more easily, which makes the
chat more practical for study and technical support.

Alnsights is another important student feature. It is designed to generate curated study material from
predefined templates. The student selects a course and then chooses a template, such as a theory
summary or another type of educational output. The system then retrieves relevant context from the
selected course before generating the final result. This is useful because the answer is not produced
only from the general knowledge of the language model. It is also connected with the indexed material
that exists for that course. The student can also provide an optional custom prompt, which gives more
control over the final output. After the material is generated, it can be downloaded as a PDF and used
later for offline study.

Career Mentor is the third main student-facing part of the platform. Its purpose is to help students
explore job opportunities. Students can view available positions, filter them with normal filtering op-
tions, open the details of a position, and navigate to the original page in order to apply. The platform
also includes Al-based filtering. In this case, the student can describe their skills, interests, or experi-
ence in a custom prompt, and the system filters the available positions based on that description. This
feature does not use RAG, because it is based on matching the user’s description with the existing
job position data. In the current implementation, the frontend and backend logic for Career Men-
tor are ready, but the connection with a third-party job positions API has not been completed. For
demonstration purposes, sample data are used.

Across AthenaAl, Alnsights, and Career Mentor, users can select which active LLLM will be used. The
available models are not written directly inside the frontend code. They are stored as configuration
records, and only the active models are shown to the user. This makes the system easier to maintain,
because different models or providers can be added without changing the main user interface each
time.

Teachers can use all student-facing features, but they also have access to the Admin Panel. Their
administrative access is focused on the courses assigned to them. In the Knowledge Base tab, teachers
can view their own courses and the documents connected with them. They can filter the documents,
check their processing status, and manually upload the actual file for an existing document. When a
file is uploaded, it is added to the queue so that it can be parsed and later indexed. Teachers cannot
create, delete, or rename courses and subject names. This information is not managed manually by
them, because it is generated by the default Moodle synchronization bot.

Teachers also have access to the Models tab. In this part of the Admin Panel, they can view, create,
update, delete, and activate or deactivate LLLM configuration records. This requirement exists because
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UniMentor must be able to control which models are available for chat, insight generation, and Al
filtering. Instead of changing the source code whenever a model changes, the platform stores the
model configuration in the relational database and exposes the active models to the frontend.

The Bots tab is also available to teachers. Through this tab, teachers can configure Moodle document
collection bots for their courses. These bots collect the actual course files from Moodle and send them
to the backend API. From there, the files are enqueued for parsing and indexing. This means that
teachers have two ways to populate course material in the platform. They can upload files manually,
or they can configure a bot to collect them automatically. To keep this controlled, each course can
have at most one one-time bot and one repeat-interval bot.

Secretaries can also use all student-facing features and have access to the Admin Panel, but their
permissions differ from those of the teachers. They can see the Knowledge Base and Models tabs, but
they do not have access to the Bots tab. In the Knowledge Base area, secretaries can view secretary-
related subjects and documents. They can add new secretary-related records when needed, delete
records that are outdated or incorrect, and manually upload files so that they can be inserted into
the ingestion pipeline. Updating names was not included as a separate requirement, because in most
cases these records are either created automatically by system bots or can be recreated manually when
needed.

In the Models tab, secretaries have read-only access. They can view the available model configuration
records, but they cannot create, update, delete, activate, or deactivate models. This was included
mainly for information purposes. For example, if students ask which models are available in the
system, secretaries can view the relevant information, but the actual management of model records
remains a teacher responsibility.

The final group of requirements concerns the automated bots. These bots are not users of the frontend.
They are background workers that help keep the knowledge base updated. One predefined bot syn-
chronizes information from Moodle by collecting course names, document names, and the teachers
assigned to each course. This information is sent to the backend and is used to populate the subjects,
documents, and teaches course records. Another predefined bot collects information from the univer-
sity website, such as section titles, document names, and document content. A third predefined bot
connects to the announcement system, retrieves recent announcements, and sends their information
and content to the platform. These bots reduce the amount of manual work needed and make the
knowledge base easier to maintain.

Overall, the functional requirements show that UniMentor is built around both direct user interaction
and background automation. Students need simple access to Al assistance, study material genera-
tion, and career support. Teachers need controlled access to course material management, model
configuration, and document collection bots. Secretaries need a more limited administrative area for
institutional information. At the same time, automated bots support the platform by collecting and
preparing information that can later be used by the ingestion and RAG pipeline.

6.2 Architecture

The architecture of UniMentor is based on separating the main parts of the system according to their
role. The platform has a frontend for user interaction, a backend API for the main logic, a relational
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database for structured data, a vector database for semantic search, an ingestion worker for document
processing, Al providers for response generation, and bots for collecting data from external university
systems. Figure 6.1 shows the main components and how they communicate with each other.
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Figure 6.1: General architecture of UniMentor

The frontend is the main entry point of the platform. It is served through the university server and is
used by students, teachers, and secretaries. Through the frontend, users can access AthenaAl, Aln-
sights, Career Mentor, and, depending on their role, the Admin Panel. The frontend does not connect
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directly to the databases, the vector database, or the Al providers. All requests go through the backend
API. This makes the system easier to control, because permissions, database operations, retrieval, and
Al calls are handled from one central point.

Authentication is connected with the university login system. After the user logs in, the backend can
identify the user and apply the correct permissions. This is needed because the same platform is used
by different types of users. Students can use the main Al tools, teachers can also manage course-
related data, and secretaries can manage secretary-related information. For this reason, access control
is not handled only by the interface. The backend also also verifies each user’s permissions.

The backend is implemented with FastAPI and works as the main coordinator of the platform. It
receives the requests from the frontend, checks the role of the user, communicates with the required
database or service, and returns the response. The Main API handles the normal operations of the sys-
tem, such as chat requests, Alnsights generation, Career Mentor filtering, conversation management,
model configuration, knowledge base actions, and bot configuration.

UniMentor uses two different databases because the platform needs to store two different types of
data. MySQL is used as the relational database. It stores structured data such as users, conversations,
messages, subjects, documents, document queue records, teacher-course relationships, LLM records,
bot configurations, and bot logs. This data has clear relationships, so it makes sense to store it in
relational tables with primary keys, foreign keys, and constraints.

Qdrant is used as the vector database. Its role is different from MySQL. It stores the vector represen-
tations of document chunks, which are used for semantic search. After a document is processed, its
text is split into smaller chunks and each chunk is converted into an embedding. These embeddings
are inserted into Qdrant. Later, when AthenaAl or Alnsights needs relevant context, the backend
searches Qdrant and retrieves the chunks that are closest to the user’s request.

This separation between MySQL and Qdrant was important for the design. MySQL keeps the struc-
tured state of the platform, while Qdrant supports the retrieval part of the RAG pipeline. For example,
MySQL can store that a document belongs to a specific subject and whether its status is missing, pro-
cessing, or processed. Qdrant stores the searchable vector chunks that were created from the content
of that document. In this way, each database is used for the task it fits better.

Document processing is handled by the ingestion worker. When a teacher or secretary uploads a file,
or when a bot sends a file to the backend, the file is not processed directly inside the same request.
Instead, it is added to the document queue. The ingestion worker then consumes queued documents,
extracts their text, uses Tesseract OCR when scanned content needs to be handled, splits the text into
chunks, creates embeddings, and stores them in Qdrant. During this process, the document status is
also updated in MySQL, so that users can see the current state of each document from the Admin
Panel.

The backend also communicates with Al providers. UniMentor can use local models through Ollama
or external models through OpenAl. When a response needs to be generated, the backend calls the
selected LLLM provider API. The available models are stored as configuration records in the relational
database, and only active models are shown in the frontend. This makes the system more flexible,
because new models can be added or disabled without changing the main frontend code.

For the RAG-based features, the backend does not send the user’s request directly to the language
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model. First, it retrieves useful context from Qdrant. In AthenaAl, this retrieval is based on the
user’s question and the available indexed information. In Alnsights, the retrieval is also filtered by
the selected course before similarity search is applied. This makes the generated result more focused,
because the context comes from the selected course and not from unrelated documents. After the
context is retrieved, the backend builds the prompt, calls the selected Al provider, and returns the
generated response to the frontend.

The bot system works separately from the normal user flow. Its purpose is to collect information
from external university systems and send it to UniMentor. The bot part of the architecture includes
an orchestrator, a worker, and several templates. The orchestrator handles scheduling information,
execution timing, and container locks. The worker handles the execution lifecycle and imports the
correct template. The templates contain the actual logic for each external source.

Some bot templates are predefined system automations. One template connects to Moodle and collects
course names, document names, and teacher-course relationships. This information is sent to the
backend and is used to populate the relational database. Another template collects information from
the university website, such as section titles, file information, and page content. A third template
connects to the announcement system and retrieves recent announcements. These automations reduce
manual work because the platform can collect important information from existing university systems.

There is also a teacher-configurable bot template. This template collects actual course files from
Moodle. A teacher can configure it for a course as a one-time or a repeated execution. When the
bot collects files, it sends them to the backend API, where they are added to the same queue used by
manual uploads. This means that manually uploaded files and files collected automatically follow the
same ingestion process.

The bots use Puppeteer and Cheerio depending on the type of source they need to read. Puppeteer
is used when browser automation is needed, for example when login or dynamic page interaction is
required. Cheerio is used when the information can be extracted from HTML content in a lighter way.
The external systems act only as data sources. UniMentor receives the collected metadata and files,
stores the needed information, and then processes the files through the same backend and ingestion
pipeline.

Overall, the architecture keeps each part of UniMentor responsible for a specific task. The frontend
handles user interaction. The FastAPI backend handles requests, permissions, retrieval, database
operations, and Al provider calls. MySQL stores structured data, while Qdrant stores vector chunks
for semantic retrieval. The ingestion worker prepares documents for the RAG pipeline, and the bot
system collects information from external university systems. This structure makes the platform easier
to develop and extend because new models, new document sources, or new features can be added
without changing the whole system.
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6.3 Relational Database Design and Development
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Figure 6.2: General architecture of UniMentor with emphasis on the relational database layer.
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Figure 6.3: Relational database structure of UniMentor.

The relational database of UniMentor was designed to store the structured data of the platform. As
shown in Figure 6.2, the relational database is one of the main supporting components of the system
architecture, while Figure 6.3 presents its internal structure. This includes users, conversations, sub-
jects, documents, document processing state, model configurations, bot schedules, and bot logs. This
type of information has clear relationships, so a relational database was suitable for it. For example,
a document belongs to a subject, a message belongs to a conversation, a bot belongs to a subject, and
a teacher can be connected with one or more courses.

MySQL was used for this part of the system. The goal was not only to store data, but also to protect
the consistency of the platform. For this reason, the schema uses primary keys, foreign keys, indexes,
enums, stored procedures, triggers, and scheduled events. Some rules are handled from the backend,
but important database-level rules are also enforced inside MySQL. This was especially useful for
bot scheduling, because bot execution needs to be controlled carefully and should not depend only on
application-side checks.

The database can be separated into a few main groups. The first group stores users and conversations.
The second group stores the knowledge base structure and the document ingestion queue. The third
group stores model configuration. The fourth group stores bot configuration, scheduling information,
and bot execution logs. These groups are connected to each other where needed, but each one has a
specific responsibility inside the platform.

The 1ogged_users table stores temporary login information for users that have been authenticated
by the platform. It includes the user’s unique identifier, display name, role, token, and expiration time.
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The supported roles are student, teacher, secretary, and bot. The human roles are used for normal
platform access, while the bot role is used internally for bot execution. The token is unique, so the
same authentication token cannot be reused by multiple logged users.

The table also includes an expiration timestamp. This means that user login records are not meant
to stay in the database permanently. They represent active or recently active sessions. To support
this, the database includes the purge_logged_users procedure. This procedure deletes records
whose expiration time has passed. It is executed automatically by the ev_purge_logged_users
event every thirty minutes. This keeps the table clean and avoids keeping expired login records longer
than needed.

The chat history of the platform is stored through the conversations and messages tables.
A conversation stores the general information of a chat, such as its identifier, user identifier, title,
optional summary, number of messages included in the summary, pinned state, and last update time.
The messages table stores the individual messages of each conversation. Each message has its own
identifier, the conversation it belongs to, its role, the message content, and the creation time.

The relationship between conversations and messages is handled with a foreign key from messages
to conversations. When a conversation is deleted, its messages are deleted as well through
cascade deletion. This matches the behavior of the platform, because messages should not remain in
the database without their parent conversation. This design also supports the conversation management
features of AthenaAl, where users can create, view, pin, and delete conversations.

The summary and summary_message_count fields in the conversations table were added to
support longer chat history. Instead of always sending the full conversation to the language model,
the system can keep a summary of previous discussions and track how many messages are already
included in it. This helps the chat keep awareness of previous questions and answers, while avoiding
very large prompts every time the user continues a conversation.

The knowledge base structure starts from the subjects table. A subject represents an area of
information that can contain documents. It can be a course, secretary-managed information, or bot-
managed information. The subject type is stored as an enum with values such as Course, Secre-
taryManaged, BotManaged, BotManaged-Info, and BotManaged-Announcements. This distinction
is important because not all subjects are managed in the same way. Course subjects are connected
with teachers, secretary-managed subjects are handled by secretaries, and bot-managed subjects are
populated by predefined system automations.

The document s table stores the document records that belong to subjects. A document is identified
by the combination of its subject name and document name. This composite primary key was used
because the same document name could theoretically appear under different subjects. Each document
also has a status and a hash. The status can be missing, processing, or processed. This is useful because
the platform often knows that a document exists before it has the actual file available for indexing.

For example, the Moodle synchronization bot can collect the names of documents that exist in a
course. At that point, the platform can create records in the document s table, but the actual file
may not have been uploaded or collected yet. In that case, the document remains in a missing state.
Later, a teacher can manually upload the file, or a configured bot can collect it automatically. Then
the document can move into processing and finally processed after the ingestion pipeline finishes.
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The document s_queue table supports this ingestion pipeline. It stores documents that have been
added for parsing or indexing. Each queue record is identified by subject name, document name, and
version. The version field allows the platform to distinguish different submitted versions of the same
document. The table also stores the file path, hash, status, and queue time. The queue status can
be waiting_to_be_parsed or waiting_to_be_indexed. This separates the ingestion process into stages,
instead of treating document processing as a single immediate action.

The queue table has a foreign key to the document s table. This means that a queued file must belong
to an existing document record. If the document record is deleted, its queue entries are also deleted
through cascade deletion. This keeps the database consistent and avoids queue records that refer to
documents that no longer exist. Indexes were also added on fields such as document name, version,
status, and queue time, because these fields are useful when the ingestion worker searches for pending
work.

The teaches_course table connects teachers with course subjects. It uses a composite primary
key with teacher and course. This allows a teacher to connect with multiple courses and a course
to connect with multiple teachers if needed. The course field references the subjects table. This
relationship is important for the role-based behavior of the Admin Panel. Teachers should only see and
manage the courses assigned to them, and this table provides the database structure for that restriction.

The 11m_models table stores the model configurations available in UniMentor. Each model record
includes an identifier, provider, model name, display name, and active flag. The provider can represent
where the model comes from, such as OpenAl or Ollama. The model name is the technical model
identifier used when the backend calls the provider API, while the name is the user-friendly label
shown in the frontend.

This table was added so that model options are not hardcoded in the frontend. Teachers can manage
model records through the Admin Panel, and users can select from the active models in AthenaAl,
Alnsights, and Career Mentor. This makes the platform easier to maintain. If a new model is added
or an old one should no longer be available, the change can be made through the database record
instead of changing the application code. The schema also inserts one initial model record, so the
platform has a default active model after setup.

The bot system uses the bot s and bot s_1ogs tables. The bot s table stores the configuration and
scheduling information of each bot. A bot belongs to a subject through the course field. Even though
the field is named course, it can also point to bot-managed subjects such as general information or
announcements. Each bot has a pattern, which can be one_time or repeat_interval. This allows the
system to support both bots that run once and bots that run repeatedly.

The scheduling fields include the execution interval, interval type, scheduled day, scheduled time, start
time, end time, next execution time, and executed time. These fields give the system enough flexibility
to support different execution patterns. For example, a bot can run daily at a specific time, monthly on
a specific day, or once at the next available time. The repeat_yearly field also allows a repeated
bot to operate within a yearly time frame when this behavior is needed.

The template field defines which bot template should be executed. This is important because
the platform uses template-based bots. A template can represent Moodle course synchronization,
Moodle document collection, university website information collection, or announcement collection.
The parameters field is stored as JSON, so each bot can have flexible configuration data without
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requiring a different table for every template. The container field is used to track whether a bot
is waiting for a worker or is already assigned to a running container.

The bots_1logs table stores execution logs for bots. Each log is connected with a bot and has a
creation timestamp. The log itself is stored as JSON, because bot logs may contain different types
of information depending on the template and the execution result. This makes the logging struc-
ture flexible. Since logs can grow over time, the database also includes a cleanup procedure and
event for them. The purge_bots_logs procedure deletes logs older than thirty days, and the
ev_purge_bots_logs event runs this cleanup once per day.

A large part of the relational design is connected with bot scheduling. This was implemented inside
the database through stored procedures and triggers. The reason for this design is that scheduling
rules should remain consistent regardless of whether a bot is inserted or updated from the backend or
from another internal process. By putting this logic close to the data, the database can reject invalid
schedules and automatically compute execution fields.

The compute_one_time_schedule procedure handles scheduling for one-time bots. It vali-
dates that one-time bots do not include fields that belong to repeated execution, such as execution
intervals, interval types other than the default, start and end times, or yearly repetition. It then cal-
culates the next execution time based on the provided scheduled day and scheduled time. If the bot
should run immediately, the procedure marks it as waiting for a worker by updating the container field.

The compute_repeat_interval_schedule procedure handles bots that run repeatedly. It
validates the interval configuration based on the selected interval type. For example, second-based
intervals should not define scheduled time, minute-based and hour-based intervals have specific re-
strictions, and weekly or monthly intervals require a scheduled day. It also checks that execution
intervals are greater than zero and that start and end times are valid. After validation, it calculates the
next execution time and decides whether the bot should be queued for execution.

The scheduling logic also uses helper procedures. The add_interval procedure adds the correct
amount of time to a timestamp based on the interval type. The calculate_next_execution_
t ime procedure calculates the next valid execution time using a reference timestamp, scheduled time,
scheduled day, and interval type. The adjust_scheduling_information procedure moves
the next execution time forward when needed and handles cases where a repeated bot reaches the end
of its allowed time frame. These procedures keep the scheduling logic organized instead of repeating
the same calculations in many places.

The run_bots_scheduler procedure is used by the orchestrator. It receives the number of
available containers and assigns waiting bots to available container names. It uses a database lock so
that two scheduler executions cannot run at the same time. This is important because without locking,
two scheduler processes could try to assign the same bot or the same container at the same moment.
The procedure also gives priority to bot-managed subjects, older execution times, and one-time bots
before repeated bots when selecting which bots should run.

When the orchestrator assigns a bot to a container, a temporary token is also created through the
database triggers. This token is inserted into the 1ogged_users table with the role bot. This
allows the bot worker to authenticate temporarily when it sends data back to the backend API. The
token has a short expiration time, so it is not a permanent user account. This design keeps bot access
limited to the period of execution.
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The cleanup_bots procedure is used after a bot finishes or when cleanup is needed. It removes
the container assignment from the bot and deletes the temporary bot user from 1ogged_users. It
also uses a database lock based on the bot identifier, so the same bot cannot be cleaned up by multiple
processes at the same time. This protects the execution state of the bot and avoids inconsistent cleanup
behavior.

Triggers are used to enforce several important rules. The trigger on 1ogged_users prevents normal
insertions of users with the bot role. Only the orchestrator is allowed to create temporary bot users.
This prevents a normal database operation from creating a fake bot session. The triggers on bot s are
more complex. Before inserting a bot, the database automatically generates the bot identifier, validates
required fields, prevents manual values for generated fields, and calls the correct scheduling procedure
based on the bot pattern.

Before updating a bot, the database prevents users from changing fields that should be controlled
automatically, such as next execution time, executed time, and container. It also prevents changing
the bot identifier, course, or pattern after creation. This is important because these fields define the
identity and scheduling type of the bot. If they were changed freely, the scheduler could become
inconsistent. The update trigger also calls the scheduling procedures again when scheduling-related
fields change, so the next execution time remains correct.

The after-update trigger on bot s is used mainly for orchestrator behavior. When a bot is assigned
to a real container, the trigger creates the temporary bot token and inserts the necessary execution
information into a temporary table used by the scheduler. This allows the scheduler to return the data
needed by the worker, such as the bot id, template, parameters, token, course, and container. The
trigger also removes the temporary bot login when cleanup sets the container back to null.

There is also a delete trigger for bots. It prevents deletion of a bot that is currently running in a
container. This avoids removing a bot configuration while its worker is still executing. If a bot is
deleted normally, the trigger also removes any related temporary bot login record. Another trigger
is used before deleting subjects, so that bot deletion during subject cascade deletion can be handled
differently from manual bot deletion. This is needed because subjects can cascade to bots, and the
database must know when a delete operation is part of a larger cascade.

The schema also includes initial data. One active LLM is inserted, so that the system has a default
model available after setup. Three bot-managed subjects are also inserted: course information, gen-
eral information, and announcements information. These subjects are used by the predefined system
bots. The initial bot records include a daily course information synchronization bot, a monthly general
information synchronization bot, and a daily announcements synchronization bot. This means that the
system is not empty after deployment. It already contains the basic automated tasks needed to start
populating the knowledge base.

Overall, the relational database was designed to support both normal application data and internal
system automation. It stores the data needed by users, conversations, knowledge base management,
document ingestion, model selection, and bot execution. The use of foreign keys keeps related records
connected, while cascade rules remove dependent data when the parent record is deleted. The stored
procedures, triggers, and events add another layer of control for scheduling, cleanup, and consistency.
This makes the database an active part of the UniMentor implementation, not just a passive storage
layer.
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6.4 Vector Database Design and Development
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Figure 6.4: General architecture of UniMentor with emphasis on the vector database layer.

The vector database is the part of UniMentor that supports semantic retrieval. While the relational
database stores structured information such as subjects, documents, users, conversations, and bot
records, the vector database stores the searchable representation of document content. This separa-
tion is important because normal relational queries are useful for structured data, but they are not
enough when the system needs to find text that is semantically related to a user’s question.
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For this part of the system, UniMentor uses Qdrant. Qdrant stores vectors that are produced from
document chunks. Each vector represents a part of a document, and it can later be compared with the
embedding of a user’s query. The collection is created automatically if it does not already exist, using
the collection name from the application settings. The collection uses cosine similarity as the distance
metric, because the goal is to compare the semantic direction of embeddings rather than exact text
equality. The vector size is also loaded from the settings, so the collection can match the embedding
model used by the platform.

In the deployment setup, Qdrant runs inside a Docker container. The container exposes the Qdrant ser-
vice only on the local machine, so it is used by the backend without being directly exposed as a public
service. Its storage is also connected with a Docker volume, named unimentor_gdrant_data.
This is important because the indexed vectors should not be lost when the container is restarted or
recreated. A memory limit is also defined for the container, so the vector database can run in a more
controlled way inside the server environment.

Embeddings are generated through the Ollama embeddings endpoint. The embedding model used in
the current implementation is bge-m3. When the system needs to embed text, the backend sends the
text list to the Ollama embeddings API and receives a vector for each input. The implementation also
checks that the response is valid, that the returned embeddings are not empty, and that all returned
vectors have the same dimension. These checks are useful because an invalid embedding response
would make the indexed data unreliable or could break later retrieval operations.

The indexing process starts after a document has entered the ingestion pipeline. A document may
come from a manual upload by a teacher or secretary, or it may be collected automatically by a bot.
In both cases, the file is first stored in the document queue. The ingestion worker then processes the
queued file and prepares the extracted text for indexing. The detailed parsing process is part of the
backend implementation, but in relation to the vector database, the important point is that the final
extracted text becomes the source for chunking, embedding, and vector storage.

Before a document is inserted into Qdrant, its text is split into smaller chunks. The chunking method
used in the implementation is simple and direct. By default, each chunk has a size of 1000 characters
and an overlap of 200 characters. The overlap is useful because it reduces the chance that important
information is cut between two separate chunks. The system also validates the chunking parameters,
so the chunk size cannot be too small, the overlap cannot be negative, and the overlap must be smaller
than the chunk size.

Each chunk is then converted into an embedding and inserted into Qdrant as a point. The point
identifier is generated with a UUID. Together with the vector, the system also stores a payload. This
payload includes the actual chunk text and metadata about the source document. The stored metadata
includes the document key, subject name, document name, file hash, chunk index, and total number
of chunks. The document key is created by combining the subject name and the document name. This
makes it easier to delete or manage all chunks that belong to the same document later.

The hash value is especially important because it helps the platform distinguish between different
versions of the same document. When a new version of a document is processed, the system can
activate the new hash in the relational database and remove the old embeddings that belonged to the
previous hash. This prevents old document versions from remaining active in the vector database after
a newer version has been indexed. In this way, the system avoids mixing outdated content with current
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content during retrieval.

Some types of content also receive extra context before indexing. For secretary-managed subjects,
bot-managed information, and announcement-related content, the title is added at the beginning of
each chunk. This was done because this type of information may be shorter or less connected to a
course structure than normal course documents. Adding the title gives the chunk more context and can
make retrieval more useful, especially when the user asks about an announcement or an institutional
information item.

Retrieval is handled by first embedding the user’s query and then searching Qdrant with that query
embedding. For AthenaAl, the retrieval searches through the active indexed documents. The system
does not simply search every vector that ever existed. It first reads the active document hashes from
the relational database and uses them as a filter in Qdrant. This means that missing documents or old
document versions are not used as context. The result is a list of matching chunks with their identifiers,
text, metadata, and similarity scores.

Alnsights uses a more restricted retrieval process. Since Alnsights generates material for a selected
course, the system should not retrieve context from unrelated subjects. For this reason, the query is
created from the selected template name and the optional custom prompt, and the vector search is
filtered by the selected subject. It is also filtered by the active hashes of that subject. This allows the
generated study material to stay connected to the course that the student selected, instead of being
influenced by documents from other courses.

The retrieved chunks do not constitute final answers. They are used as context for the language model.
After Qdrant returns the relevant chunks, the backend builds the final prompt and sends it to the
selected LLM provider. For RAG-based chat, the retrieved context is used to support answers about
university, course, or document information. For Alnsights, the context is combined with the selected
course, template type, and optional user instructions in order to generate the final structured output.

The vector database is therefore connected closely with both the relational database and the backend
services. MySQL keeps track of which documents exist, which document version is active, and what
status each document has. Qdrant stores the semantic chunks that can be searched during RAG.
The ingestion worker connects the two by preparing the extracted text, creating chunks, generating
embeddings, and updating the active document version after successful indexing. This design keeps
the retrieval system consistent with the document state shown in the Admin Panel.

Overall, the vector database design of UniMentor focuses on making the knowledge base searchable by
meaning rather than by exact keywords. Documents are chunked, embedded, and stored with enough
metadata to support filtering, retrieval, version control, and deletion. AthenaAl can use this structure
to answer questions with relevant context, while Alnsights can generate course-specific material by
retrieving only from the selected course. This makes Qdrant a central part of the RAG implementation,
while MySQL remains responsible for the structured state and management of the platform.
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Figure 6.5: General architecture of UniMentor with emphasis on the Al providers layer.

The Al providers layer is the part of UniMentor that connects the backend with the language models
used by the platform. This layer was added so that the system is not tied to one specific model or
one specific provider. Instead of calling a model directly from each feature, the backend resolves the
selected model configuration and then routes the request to the correct provider.

UniMentor currently supports two providers, Ollama and OpenAl. Ollama is used as a self-hosted
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provider, while OpenAl is used as an external third-party provider. This gives the platform more
flexibility. Local models can be used through Ollama when the server environment supports them,
while OpenAl can be used through its API when an external model is preferred.

Ollama runs locally inside a Docker container. In the deployment setup, the container is named
unimentor-ollama and the service is exposed only to the local machine. This means that the
backend can call Ollama, but the Ollama service is not directly exposed as a public endpoint. The
container also uses a Docker volume, named unimentor ollama_data, so that downloaded
models and related data remain available even if the container is restarted or recreated. Resource
limits are also defined for the container, so the local model service can run in a more controlled way
inside the server environment.

OpenAl is handled differently because it is not self-hosted. It is accessed as a third-party provider
through the OpenAl API. For this provider, the backend uses an API key that is loaded from the
application settings or from the server environment. This is important because sensitive credentials
should not be written directly inside the source code. The OpenAl base URL can also be resolved
from configuration, which keeps the provider connection flexible.

The available models are stored in the relational database as configuration records. Each record con-
tains the provider, the technical model name, a display name, and an active flag. This design makes
the model layer easier to manage, because the platform does not need to hardcode all model choices
inside the application logic. Only active models are considered available for use by the Al features of
the system.

When the backend needs to generate a response, it first resolves the model that should be used. If a
specific model identifier is provided, the backend loads that model from the database and checks that
it is active. If no specific model is provided, the backend falls back to the first active model. This
prevents requests from being sent to missing or inactive model records and keeps the model selection
logic centralized.

After the model is resolved, the backend routes the request based on the provider value. If the provider
is Ollama, the request is sent to the Ollama connection layer. If the provider is OpenAl, the request
is sent to the OpenAl connection layer. If an unsupported provider is configured, the backend returns
an error. This approach keeps the provider logic separate from the rest of the system and also makes
it easier to add another provider in the future.

The Ollama provider calls the local Ollama API and streams the generated response. The request
includes the selected model name and the prompt created by the backend. Some generation settings,
such as context size, number of threads, GPU layers, temperature, top-p, repeat penalty, and maxi-
mum prediction length, are read from the application configuration. This allows the behavior of local
models to be adjusted without changing the main application code.

The OpenAl provider calls the OpenAl chat completions API and also receives the response as a
stream. Since OpenAl and Ollama return streamed output in different formats, the provider layer
normalizes the response into a common structure. In both cases, the rest of the backend receives
generated text pieces and a completion flag. This is useful because AthenaAl, Alnsights, and Career
Mentor can consume model output in the same way, without needing separate logic for every provider.

This common streaming behavior also improves the user experience. The system can forward gener-

61



Chapter 6. Design and Implementation of UniMentor

ated text gradually instead of waiting for the full answer to finish first. This is especially useful for
longer answers or for local models that may need more time to generate a response. The provider layer
therefore supports both flexibility in model choice and a smoother response flow for the frontend.

The AI providers are used by multiple parts of UniMentor. AthenaAl uses them for normal chat
responses and RAG-based answers. The same generation layer is also used for supporting tasks, such
as conversation title generation and conversation summarization. Alnsights uses the selected provider
to generate structured study material after the relevant course context has been retrieved. Career
Mentor uses the provider for Al-based filtering of job positions.

Embeddings are also connected with this layer, but they are not the main focus of this section. In the
current implementation, Ollama is used with the bge-m3 embedding model for document chunks
and user queries. This was discussed in the vector database section because it is directly connected
with Qdrant and semantic retrieval. Here, the focus is mainly on how UniMentor routes generation
requests to local or external LLM providers.

Overall, the Al providers layer makes UniMentor more flexible and easier to maintain. Ollama allows
the platform to use self-hosted models inside the server environment, while OpenAl allows it to use
external models through a third-party API. The database model records connect these providers with
the rest of the platform, and the shared routing logic keeps the implementation consistent across the
different Al features.
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Figure 6.6: General architecture of UniMentor with emphasis on the FastAPI layer.

6.6.1 Backend Role in the System Architecture

The backend of UniMentor was developed with FastAPI and acts as the central coordination layer of
the platform. As shown in Figure 6.6, the FastAPI layer is placed between the frontend, the relational
database, the vector database, the Al providers, the ingestion worker, and the bot subsystem. This
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means that the backend is responsible not only for exposing HTTP endpoints but also for connecting
the different parts of the system in a controlled and consistent way.

The frontend does not communicate directly with MySQL, Qdrant, Ollama, OpenAl, or the bot work-
ers. All these operations go through the backend. This was important because the backend is the only
layer that can safely enforce authentication, role restrictions, validation rules, and the correct order of
operations. For example, when a teacher uploads a file, the frontend only sends the file and the se-
lected document information to the API. The backend then checks whether the teacher is allowed to
access that course, validates the document, sends the file to the queue, and later the ingestion worker
processes it.

The same idea is used for the Al features. AthenaAl, Alnsights, and Career Mentor do not call an
Al model directly from the frontend. Instead, they send their request to the backend. The backend
prepares the prompt, optionally retrieves context from Qdrant, resolves the selected model, calls the
correct Al provider, and streams the response back to the frontend. This design keeps the frontend
simpler and keeps sensitive logic, such as model routing and API keys, inside the server environment.

The backend also separates normal user operations from background processing. The Main API han-
dles user-facing and admin-facing requests, while the ingestion worker processes queued documents
outside the normal request-response flow. This distinction is important because parsing, OCR, chunk-
ing, embedding, and indexing files can take time. If these operations were executed directly during
the upload request, the user would have to wait longer and the API would be more likely to fail during
heavy processing.

In this architecture, FastAPI is also the controlled entry point for automated bots. Bots do not directly
modify the database or insert vectors into Qdrant. Instead, they send collected metadata or files to
specific bot-facing endpoints. The backend then validates the request, applies the correct database
changes, and uses the same document enqueueing pipeline used by manual uploads. This makes the
bot subsystem easier to control and keeps the rest of the platform consistent.

Overall, the backend is the part that turns the separate services into one working system. MySQL
stores the structured state, Qdrant stores the semantic search data, the Al providers generate responses,
and the frontend presents the platform to the users. FastAPI connects these parts together and applies
the rules that make them work as one platform.

6.6.2 Project Structure and API Organization

The backend project is organized around routers, services, database models, schemas, providers,
parsers, vectorstore helpers, and scripts. This separation is useful because the backend contains many
different responsibilities. If all the code was placed directly inside route functions, the API would
quickly become difficult to read and maintain.

The main application is initialized in main.py. This file creates the FastAPI application, configures
the API title, sets the documentation and OpenAPI paths, applies the deployment root path, registers
the database exception handler, enables CORS, and includes the main routers. The root path setting is
important for deployment because UniMentor is served under a specific path on the university server.
This allows the API to work correctly behind the server configuration instead of assuming that it always
runs from the domain root.
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The public API surface of the backend is summarized in Table 6.2. The table lists the main end-
points exposed by FastAPI, the router group to which each endpoint belongs, and the roles that are
allowed to access it. It is not meant to describe every internal service function, because most of the
implementation logic is placed behind these endpoints and is explained in the following subsections.

GET /administration/subjects/{subjectName}/documents
POST /administration/subjects/{subjectName}/documents
DELETE /administration/subjects/{subjectName}/documents/{documentName}

Endpoint / Operation Router / Group | Accepted Roles

GET /auth Authentication | Public / existing session
GET /users/courses Users student, teacher, secretary
GET /users/models/active Users student, teacher, secretary
Conversation management: Chat student, teacher, secretary
POST /chat/conversations

GET /chat/conversations

GET /chat/conversations/{conversation_id}

PATCH /chat/conversations/{conversation_id}/pinned

DELETE /chat/conversations/{conversation_id}

POST /chat Chat student, teacher, secretary
POST /tools/templates Tools student, teacher, secretary
POST /tools/filter Tools student, teacher, secretary
Subject management: Administration | teacher, secretary

GET /administration/subjects secretary-only for create
POST /administration/subjects and delete

DELETE /administration/subjects/{subjectName}

Document management: Administration | teacher, secretary

secretary-only for create
and delete

Model management:

GET /administration/models

POST /administration/models

PATCH /administration/models/{model_id}
DELETE /administration/models/{model_id}

Administration

teacher, secretary
teacher-only for create, up-
date, and delete

Bot configuration:

GET /administration/bots
POST /administration/bots
PATCH /administration/bots
DELETE /administration/bots
GET /administration/botLogs

Administration

teacher

POST /administration/callDocEnqueuer

Administration

teacher, secretary

POST /bots/updateSubjectInfo

Bots

bot

POST /bots/callDocEnqueuer

Bots

bot

Table 6.2: Main FastAPI endpoints of UniMentor grouped by router and accepted roles.

These endpoints are organized into router groups. The authentication router handles login and session
creation. The users router exposes shared user-facing data, such as available courses and active mod-
els. The chat router handles AthenaAl conversations and chat generation. The tools router handles
Alnsights and Career Mentor filtering. The administration router handles the Admin Panel opera-
tions. The bots router handles requests sent by bot workers. This structure makes the API easier to

understand because each group has a clear purpose.

The router files are kept relatively small. They mainly define the endpoint paths and call the ap-
propriate service function. The real logic is placed in service files, such as auth_service.py,
chat_service.py, tools_service.py, admin_service.py, bots_service.py,
doc_enqueuer_service.py, and the RAG-related services. This makes the code more main-
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tainable because the routing layer is separated from the business logic.

The backend also uses schema files for request and response validation. These schemas define the
structure of the data that enters or leaves the API. This is useful because FastAPI can validate incoming
data before it reaches the service logic. For example, chat requests, template requests, filter requests,
model records, bot configuration requests, subject information requests, and document enqueueing
requests all follow predefined structures. This reduces the chance of invalid or incomplete data being
handled later in the flow.

Database-related code is separated into the db folder. The SQLAlchemy models represent the re-
lational database tables, while the session file creates and provides database sessions. The provider
files are placed separately and are responsible for connecting to Ollama and OpenAl. The vectorstore
file is responsible for connecting with Qdrant and handling vector operations. The parser files are
responsible for extracting text from different document formats. Finally, the scripts folder contains
the ingestion worker, which runs separately from normal API requests.

This structure follows a practical separation of responsibilities. The routers expose the API, the ser-
vices decide what should happen, the database layer stores structured data, the vectorstore layer man-
ages embeddings, the provider layer communicates with Al models, and the parsers handle file text
extraction. This makes the backend easier to expand because new functionality can be added in the
correct layer instead of mixing everything together.

6.6.3 Database Session Handling

Database session handling is one of the important backend details because almost every feature needs
access to MySQL. UniMentor uses SQLAlchemy for database access, and the database connection is
configured centrally in db/session.py. The database URL is loaded from the application settings,
and the engine is created with connection options such as pool_pre_pingand pool_recycle.
These options help the backend avoid problems with stale database connections, especially in a server
environment where connections may stay open for a long time.

The backend uses a SessionLocal factory to create database sessions. The important part is the
get_db () dependency. This dependency creates one database session for the request and yields it
to the endpoint through FastAPI dependency injection. When the request finishes successfully, the
dependency commits the transaction. If an exception happens, it rolls back the transaction. Finally,
the session is closed. This means that normal database transaction handling is centralized instead of
being repeated manually in every endpoint.

This design is useful because many endpoints need to read and write database data. Without a central
session dependency, every endpoint would have to remember to commit, roll back, and close the
session. That would make the code more repetitive and more error-prone. By handling this in one
place, the backend has a more predictable transaction flow. A successful request can commit its
changes, while a failed request can roll them back.

However, some parts of the backend still need explicit commits. This happens when a flow is longer
than a normal request or when part of the work must be saved before the next step starts. For example,
the authentication flow commits when a session is created or extended. The chat streaming flow com-
mits the user message before generation starts, because the conversation state must already exist while
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the stream is running. After the assistant response is completed, the backend commits again to store
the generated answer and later the updated conversation summary. The ingestion worker also uses
explicit commits because it runs outside the normal request dependency and processes queue items
step by step.

This means that the backend uses a mixed but controlled approach. Normal request flows can rely on
the centralized get_db () behavior, while long-running or streaming flows can commit earlier when
needed. The trade-off is that the developer must be careful in these special cases. For example, if a
chat generation starts and the user message has already been committed, then the backend must still
handle errors cleanly if the Al provider fails. In the implementation, failed streaming flows perform a
rollback where possible and send an error event to the frontend.

The centralized session dependency additionally helps with consistency. If a service raises an
HTTPException or another error before the request completes, the transaction is rolled back.
This prevents partial changes from remaining in the database after a failed operation. For example, if
an admin operation fails during validation, the database should not keep half of the intended change.
This is especially important in UniMentor because many operations affect more than one table.

Another detail is that the backend uses a shared request context dependency. The RequestContext
class collects the login code, login error, session cookie, and database session. This context is then
passed to service functions using the same pattern across routers. This avoids repeating the same
dependency parameters in every endpoint and makes the service calls more consistent.

6.6.4 Authentication and Role-Based Authorization

Authentication in UniMentor is handled through the university login system. The main authentication
endpointis GET /auth. Thisendpointis used both for starting the login process and for validating an
existing session. The backend supports the login flow by using the university authorization URL, token
URL, profile URL, client id, client secret, scope, and redirect URI from the application configuration.
When a user is not already authenticated, the backend can return the authorization URL so the frontend
can redirect the user to the university login page.

After the user logs in, the university authentication system returns a code to the configured redirect
URI. The backend receives this code through the authentication flow and exchanges it for an access
token. Then it uses the access token to fetch the user profile. The profile information is used to
identify the user and map them to a UniMentor role. The main human roles are student, teacher, and
secretary. The backend maps staff users with the title Secretary to the secretary role, other staff users
to the teacher role, and student users to the student role.

There is also a special detail for teachers. The user profile may contain both a normal name and a
Greek-language name. Since course-teacher relations in the database may be based on the Greek
name, the backend checks whether the Greek teacher name exists in the teaches_course table.
If it exists, the backend uses that resolved teacher name for authorization checks. This is important
because the teacher name used by the external university data and the name returned by the authenti-
cation profile may not always match in the same format.

After authentication succeeds, the backend creates a session token. This token is generated as a se-
cure random value and stored in the 1ogged_users table together with the user id, user name,
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role, and expiration time. The token is then returned to the frontend as an HTTP-only cookie named
session_token. The cookie is configured with a maximum age of 30 minutes, SameSite pro-
tection, and the secure flag based on the deployment settings. This keeps the session token away from
normal frontend JavaScript access.

When a request already contains a valid session cookie, the backend does not need to repeat the full
university login flow. Instead, it looks up the token in 1ogged_users. If the session exists and has
not expired, the backend extends the session expiration time by another 30 minutes and allows the
request to continue. If the session is expired, it deletes the old row and continues with the login flow.
This gives the system temporary sessions without keeping users logged in forever.

Authorization i1s handled through a shared helper called authorize (). Each protected service
function calls this helper and provides the accepted roles for that operation. If the user is not authen-
ticated, the helper returns an unauthorized response. If the user is authenticated but their role is not
accepted, it returns a forbidden response. If the user is allowed, the helper returns the user id, user
name, role, and refreshed session token.

This design is important because permissions are enforced at the backend level. The frontend may
hide buttons or pages depending on the role, but that is not enough for security. A user could still
try to call an endpoint manually. For this reason, every sensitive service checks the role again. For
example, students can use chat and tools, but they cannot manage subjects. Teachers can manage
course-related documents and bots for their own courses. Secretaries can manage secretary-related
content, but they cannot configure course bots. Bot workers can call only bot-specific endpoints.

The bot role is handled separately from the human roles. It exists so that automated workers can
authenticate and send collected data back to the platform. A bot worker is not a normal frontend user.
This distinction matters because the bot-facing API has different responsibilities from the user-facing
API. Bot endpoints accept the bot role, while normal chat, tools, and administration endpoints accept
human roles depending on the feature.

6.6.5 LLM Usage in Backend Services

LLM usage is centralized in the backend so that the different Al features do not need to know the
details of each provider. The model records are stored in the relational database, and each record
includes the provider, the technical model name, a display name, and an active flag. This allows the
platform to manage available models from the database instead of hardcoding the model choices in
multiple places.

The active model list is exposed through the GET /users/models/active endpoint. This
endpoint returns only active model records and is available to students, teachers, and secretaries.

The complete model management API is placed under the administration router. The GET
/administration/models endpoint returns all model records to teachers and secretaries.
Teachers can also manage these records through the create, update, and delete endpoints of the same
router. More specifically, model creation is handled by POST /administration/models,
model updates are handled by PATCH /administration/models/{model_id}, and
model deletion is handled by DELETE /administration/models/{model_id}.
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When an Al feature needs to generate text, it passes the selected model identifier to the generation
service. If a model identifier is provided, the backend loads that model from the database and checks
that it exists and is active. If no model identifier is provided, the backend falls back to the first active
model it can find. This prevents requests from using missing or inactive models and keeps the model
selection behavior consistent across the platform.

After the model is resolved, the backend checks the provider value. If the provider is Ollama, the
request is routed to the Ollama provider connection. If the provider is OpenAl, the request is routed
to the OpenAl provider connection. If the provider is not supported, the backend returns an error. This
makes the backend easier to extend because adding another provider would mainly require adding a
new provider connection and one more routing case.

The features that use this generation service include AthenaAl chat, RAG-based answers, conversation
title generation, conversation summarization, Alnsights template generation, and Career Mentor Al
filtering. This shared usage is important because it avoids duplicated model-calling logic. Each feature
is responsible for building the correct prompt and handling the result, but it does not need to know
how Ollama or OpenAl streaming works internally.

The backend also contains prompt-building functions for different use cases. Normal chat uses a
general AthenaAl system prompt. RAG chat uses a stricter prompt that tells the model to use only
the provided context for factual university, course, or document answers. Alnsights uses a template-
focused prompt that asks the model to generate structured study material based on the selected course
and template type. Career Mentor uses a filtering prompt that asks the model to return only a JSON
array of matching job ids. Conversation summarization uses another prompt that keeps older conver-
sation context compact.

This prompt separation is useful because the same model can be used for different tasks, but each task
needs different instructions. For example, the chat feature may answer naturally using conversation
history, while the RAG prompt must be more strict and avoid unsupported information. The filtering
prompt is even more constrained because it expects valid JSON output instead of a normal natural
language answer.

Embeddings are also part of backend Al usage, but they are used differently from text generation. For
retrieval, the backend embeds the user query or template query and sends the vector to Qdrant. For
indexing, the ingestion worker embeds document chunks before storing them in the vector database.
This was already discussed in the vector database section, but from the FastAPI implementation side
the important point is that embeddings and generation are both accessed through backend services
instead of being called directly by the frontend.

6.6.6 Streaming Responses and Error Handling

Streaming is used in UniMentor because Al responses may take time to generate. If the back-
end waited for the full answer before returning anything, the user experience would feel slow,
especially for long responses or local models. For this reason, the POST /chat and POST
/tools/templates endpoints use St reamingResponse with Server-Sent Events.

The backend formats stream messages using SSE events. Each event contains a type and a data payload.
The main event types used in the platform are met a, token, heartbeat, sources, error, and
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done. The meta event is sent at the start of the stream and contains information about the request,
such as whether RAG is enabled, how many chunks were requested, the conversation id, or the selected
sources. The t oken event contains a generated text piece. The frontend appends these pieces to show
the answer gradually.

The heartbeat eventis used to keep the streaming connection alive during longer operations. If the
model takes some time before producing the next token, the backend can send a keep-alive event so the
connection is not treated as inactive. The sources event is used when RAG context is retrieved. It
sends source metadata such as the chunk id, subject name, document name, hash, and chunk position.
The done event marks the end of the stream, while the error event is used when something fails
during generation.

Streaming is also connected with transaction handling. In a normal JSON response, the request fin-
ishes after the service function returns. In a streaming response, the response object is returned first,
but the actual generation continues inside an asynchronous generator. Because of this, the chat ser-
vice performs explicit commits at important points. It saves and commits the user message before
generation starts. After the assistant’s answer is completed, it saves the message and commits it. If a
summary update is needed, that update is also committed after it is generated. If the stream fails, the
backend rolls back the current transaction and sends an error event.

The backend also checks whether the client has disconnected. This matters because the frontend may
close the page or cancel the request while the backend is still generating. If the client disconnects, the
backend stops streaming instead of continuing unnecessary work. This helps reduce wasted processing,
especially when local models or long prompts are used.

Error handling is also implemented at the database level. The FastAPI application registers a custom
exception handler for SQLAlchemy database errors. This handler extracts MySQL error codes and
converts them into cleaner HTTP responses. For example, custom database rule errors raised with
MySQL signal code 1644 are returned as bad requests with the database message. Duplicate key
errors are returned as conflict responses. Foreign key errors are returned as invalid related record
responses. Other database errors are treated as internal server errors.

This is useful because some important rules are enforced inside the relational database, especially
around bot scheduling and data consistency. If a trigger or stored procedure rejects a change, the
frontend should receive a meaningful message rather than a raw database error. This keeps database-
level validation and API-level error handling connected.

The backend also raises normal HTTP errors for application-level problems. Examples include missing
subjects, missing documents, inactive models, unsupported file types, forbidden role access, invalid
bot configuration access, missing conversation ids, and unsupported Al providers. This makes the API
behavior clearer because invalid states are rejected close to the point where they are detected.

6.6.7 RAG Flow inside the Backend

The RAG flow inside the backend is the mechanism that connects user questions or template requests
with the indexed knowledge base. The vector database section explained how document chunks and
embeddings are stored in Qdrant. In this subsection, the focus is on how FastAPI uses that data during
a real request.
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For normal AthenaAl RAG chat, the backend receives the user query through POST /chat and
checks whether RAG is enabled in the request. If RAG is enabled, the retrieval service embeds the
query and searches Qdrant for similar chunks. Before querying, the service also checks the active
document hashes from the relational database. This is important because a document may have older
indexed versions in Qdrant. The backend uses active hashes to make sure retrieval is based only on
currently active document versions.

After the relevant chunks are retrieved, the backend normalizes the result into a common structure.
Each retrieval hit contains a chunk id, the chunk text, and metadata. The metadata can include the
document key, subject name, document name, hash, chunk index, and total chunks. This information
is later used both for prompt construction and for source reporting to the frontend.

The retrieved chunk texts are inserted into the RAG prompt as provided context. The RAG system
prompt is stricter than the normal chat prompt. It tells AthenaAl to use only the provided context for
factual university, course, or document answers. It also tells the model not to invent sources, facts,
courses, documents, dates, or policies. This is important because the goal of RAG in UniMentor
is not only to produce fluent answers, but to reduce unsupported answers when the user asks about
university-specific information.

If no active hashes exist or no relevant chunks are found, the retrieval service can return an empty list.
In that case, the prompt still makes it clear that no context was retrieved. This gives the model a safer
behavior, because it should not pretend that information exists when the backend did not provide sup-
porting context. This is especially important for academic information, course rules, announcements,
and secretary-related information.

Alnsights uses a similar RAG flow through POST /tools/templates, butwith amore restricted
retrieval scope. Instead of searching across all active documents, the backend retrieves chunks only
for the selected course. It builds a query from the selected template type and the optional custom
prompt. Then it embeds that query and searches Qdrant with filters for the selected subject and active
hashes. This makes Alnsights more focused because a study plan or quiz for one course should not
use material from unrelated courses.

The backend keeps the RAG retrieval logic separate from the chat and tools services. The chat service
and tools service call retrieval functions, but they do not implement the low-level query logic them-
selves. This makes the code easier to reuse. AthenaAl and Alnsights both need retrieval, but they use
it in slightly different ways. The shared RAG service provides the common base, while each feature
decides how to build the final prompt.

The RAG flow also connects the relational database with Qdrant. MySQL stores the official state
of subjects, documents, and active document hashes. Qdrant stores the semantic chunks. During
retrieval, the backend uses both. This prevents the vector database from becoming an uncontrolled
source of truth. Qdrant is used for semantic search, but MySQL still decides which document versions
are active and valid.

6.6.8 Document Uploading and Queueing

Document uploading is handled through a separate enqueueing service. This was done because upload-
ing a document and fully processing a document are different operations. Uploading should validate
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the file and place it in the queue. Parsing, chunking, embedding, and indexing should happen later
through the ingestion worker.

A document can enter the queue from two main paths. The first path is manual upload through the
administration endpoint POST /administration/callDocEnqueuer. This can be done by
a teacher for an assigned course or by a secretary for secretary-managed content. The second path is
automated upload through the bot-facing endpoint POST /bots/callDocEnqueuer. In both
cases, the backend uses the same doc_enqueuer service. This is important because manual and
automated files should not follow two different ingestion pipelines.

The enqueueing service first normalizes the subject and document names by trimming whitespace.
Then it checks that both values are provided. It also checks that the uploaded file has a filename and
an extension. After that, it searches the document s table to confirm that the document exists for the
selected subject. If the document does not exist, the backend rejects the request instead of creating an
uncontrolled queue item.

The service then calculates a hash of the uploaded file. This hash is used to detect whether the same
content has already been processed or is already waiting in the queue. If the hash is the same as the
active document hash, the backend returns that the document is already ingested and up to date. If
the same hash already exists in the queue for that document, it returns that the document is already
waiting for processing. This avoids duplicate processing and prevents the same file from being indexed
multiple times.

If the file is new, the backend marks the document status as processing. It then calculates the
next queue version for that subject and document, creates a storage filename, and saves the uploaded
file under the waiting_to_be_parsed directory. The stored filename is based on a hash of the
subject, document, and version. This avoids using raw document names directly as file names and
reduces problems with special characters or very long names.

After storing the file, the backend inserts a row in documents_queue. The queue record includes
the subject name, document name, version, path, file hash, status, and queued timestamp. The initial
status is waiting_to_be_parsed. This means that the worker will first extract text from the file
before it can index it.

This queueing design is useful because the upload request remains relatively small. The backend does
not attempt to OCR a PDF or embed many chunks during the same request that uploads the file.
Instead, it records that work needs to happen and lets the ingestion worker process the queue. This
makes the API more stable and easier to recover if a document fails during parsing or indexing.

6.6.9 Administration API

The administration API is responsible for the backend side of the Admin Panel. It includes operations
for subjects, documents, LLMs, bot configurations, bot logs, and manual document enqueueing. This
part of the backend is strongly connected with role-based access because teachers and secretaries do
not have the same administrative permissions.

Subject management is handled through endpoints under the administration router. The GET
/administration/subjects endpoint lists the subjects available to the authenticated admin
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user. For teachers, the backend checks the teaches_course table and returns only the courses
assigned to that teacher. For secretaries, it returns secretary-managed subjects. This keeps the Admin
Panel focused on the data each role is allowed to manage.

The secretary role has the ability to create and delete secretary-managed subjects. Subject creation is
handled by the POST /administration/subjects endpoint, while subject deletion is han-
dled by DELETE /administration/subjects/{subjectName}. This is different from
course subjects, which are mainly synchronized by bots from external university systems. When a
secretary creates a subject, the backend stores it with the secretary-managed type. When a secretary
deletes a subject, the backend also checks its related documents and tries to remove the corresponding
vector data from Qdrant. This is important because deleting only the relational record would leave
old semantic chunks in the vector database.

Document operations follow a similar rule. The administration API includes endpoints for listing,
creating, and deleting documents, as shown in Table 6.2. The document listing endpoint is available to
both teachers and secretaries, but the returned data depends on the access rules. Secretaries can create
and delete documents only under secretary-managed subjects. Teachers cannot create or delete course
document records directly in the same way, because course document records are mainly synchronized
from Moodle by the relevant bot process. However, teachers can list the documents of their assigned
courses and upload actual files for existing document records.

When documents are deleted by an allowed admin operation, the backend also deletes related vectors
from Qdrant using the document key. This is another example of the API acting as the consistency
layer between MySQL and Qdrant. MySQL contains the structured record of the document, while
Qdrant contains the indexed chunks. If the document is removed from MySQL, the backend should
also remove the semantic representation that belongs to it.

The administration API also handles model configuration. The model listing endpoint is GET
/administration/models, and it returns model records to teachers and secretaries. Teach-
ers can create model records through POST /administration/models. They can update
them through PATCH /administration/models/{model_id}, and delete them through
DELETE /administration/models/{model_id}. Before creating a model, the backend
checks whether another model with the same provider and technical model name already exists. This
prevents duplicate model definitions. Secretaries can view model records, but they do not manage
them.

Bot configuration is also exposed through the administration API, but only for teachers. A teacher
can list bots for their assigned courses through GET /administration/bots. Bot con-
figurations are created through POST /administration/bots, updated through PATCH
/administration/bots, and deleted through DELETE /administration/bots. Bot
logs are viewed through GET /administration/botLogs. Every bot configuration operation
checks that the teacher is actually assigned to the course through teaches_course. This prevents
a teacher from configuring bots for courses that do not belong to them.

The backend builds bot identifiers based on the course and pattern. It also returns a simplified bot
status to the frontend. For example, if the container field contains the waiting marker, the bot is
shown as pending. If a container is set, it can be shown as running. The actual bot scheduling rules
are enforced mainly by the database procedures and triggers, but the API is responsible for receiving
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the configuration request, checking permissions, and returning the result to the frontend.

Manual document enqueueing is also part of the administration API. Teachers and secretaries can call
POST /administration/callDocEnqueuer, but the backend checks their role and access
before accepting the file. For teachers, access is checked through the teacher-course relation. For
secretaries, access is checked by confirming that the subject is secretary-managed. If the user is
allowed, the backend sends the file to the shared document enqueueing service.

This design keeps the Admin Panel flexible but controlled. Teachers can manage their course-related
data and bot collection settings. Secretaries can manage secretary-related information. Both roles can
use the same backend area, but the backend decides which records and operations are valid for each
role.

6.6.10 Bot-Facing API

The bot-facing API is separate from the administration API. This distinction is important because
teachers use the administration API to configure bots, while bot workers use the bot-facing API to
send collected data back to UniMentor. These are different operations and they require different
permissions.

The bot-facing API accepts requests only from the bot role. This means that a normal student, teacher,
or secretary cannot call these endpoints as if they were an automation worker. This keeps automated
data collection separated from human platform usage.

The bot-facing metadata update flow is handled through POST /bots/updateSubjectInfo.
This endpoint receives a subject type and a list of collected subject items. It supports course informa-
tion, bot-managed general information, and bot-managed announcements. The backend first validates
that the subject type is one of the supported automated types and that the subject list is not empty.
Then it compares the posted subjects with the existing subjects of the same type in the database.

If a posted subject does not already exist, the backend creates it. If an existing subject of that type is
no longer present in the posted data, the backend deletes it. Before deleting old subjects, the backend
collects their documents and deletes the related vector data from Qdrant. This prevents outdated bot-
managed subjects from remaining searchable after they have disappeared from the external source.

For each subject item, the backend also updates its documents. It compares the posted document
names with the existing document names for that subject. New documents are added, and documents
that are no longer present are deleted. When a document is deleted, the backend also deletes its Qdrant
vectors using the document key. This keeps the knowledge base aligned with the latest data collected
by the bots.

For course subjects, POST /bots/updateSubjectInfo alsoupdatesthe teaches_course
relation. It compares the posted teachers with the existing teachers for the course. New teacher-
course relations are added, and old ones are removed. This is important because teacher permissions
in the Admin Panel depend on this relation. If the external course data changes, teacher access should
also change accordingly.

The second bot-facing endpoint is used for document enqueueing. When a bot collects an actual
file, it sends the subject name, document name, and file to POST /bots/callDocEnqueuer.
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The backend authenticates the bot and then calls the same doc_enqueuer service used by manual
uploads. This means that bot-collected files and manually uploaded files enter the same parsing and
indexing pipeline.

This design keeps bots from directly writing to the database or vector database. Bots collect data, but
the backend decides how that data is inserted, updated, deleted, and queued. This improves reliability
because the same validation and consistency rules are used for automated and manual input.

6.6.11 Ingestion Worker Integration

The ingestion worker is part of the backend implementation, but it does not run as a normal API
endpoint. It is a separate script that processes the document queue. This is necessary because docu-
ment processing can be heavier than normal API operations. A document may need parsing, OCR,
chunking, embedding, Qdrant insertion, and old-version cleanup. These tasks should not block the
user upload request.

The ingestion worker uses the same SQLAIlchemy session factory as the rest of the backend, but it
creates and manages its own session because it runs outside the FastAPI dependency system. It also
uses a lock file to avoid multiple worker instances processing the queue at the same time. If a lock file
already exists and is still recent, the worker exits. If the lock file is stale, it removes it and continues.
This protects the queue from being processed twice by overlapping worker runs.

When the worker starts, it selects the next queue item. The selection logic prioritizes items with
the status waiting_to_be_indexed before items with the status waiting_ to_be_parsed.
This is useful because if a document has already been parsed, it can move directly to indexing without
waiting behind newly uploaded raw files. If no queue item exists, the worker logs that there is nothing
to process and exits.

If the selected queue item is waiting to be parsed, the worker calls the parsing job. The parsing job
reads the source file from the queue path and chooses the correct parser based on the file extension.
The backend supports modern document formats such as PDF, DOCX, PPTX, XLSX, CSV, and
several text-based formats. Legacy Office formats such as DOC, PPT, and XLS are rejected because
they are less reliable to parse in this setup. For PDFs, OCR can also be forced, which is useful when
files contain scanned content.

After parsing, the extracted text is saved as a text file in the waiting_to_be_indexed directory.
The queue item path is updated to point to this text file, and the queue item status is changed to
waiting_to_be_indexed. The original uploaded file is then removed. This creates a two-step
pipeline: first convert the document into text, then index the text.

If the selected queue item is waiting to be indexed, the worker reads the extracted text file and splits it
into chunks. The default chunking process uses a chunk size and overlap so that long documents are
divided into smaller pieces while keeping some continuity between neighboring chunks. If no chunks
are created, the worker raises an error because there would be nothing to index.

Before indexing, the worker may add title information to the chunks for some subject types. This is
done for secretary-managed content, bot-managed general information, and bot-managed announce-
ments. For announcements, the title is extracted from the subject name after the first dash, because
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announcement subjects include an id at the beginning. This title prefix gives the retrieved chunk more
context later, especially when the body text alone may not clearly show what the information refers to.

The worker then creates metadata for each chunk. This metadata includes the subject name, document
name, file hash, chunk index, total chunk count, and document key. It generates embeddings for the
chunks and stores them in Qdrant together with the metadata. After indexing succeeds, the worker
activates the new document hash in MySQL and deletes the previous vector version if there was one.
This is how the platform keeps only the current version of a document active for retrieval.

Finally, the worker deletes the queue item and removes the intermediate text file. If the processing
succeeds, it commits the transaction. If an exception occurs, it rolls back the transaction and logs the
failure. The lock file is removed in the final step so that a future worker run can process the queue
again.

This worker design connects the relational queue with the vector database. MySQL tracks what needs
to be processed and what document version is active. The worker performs the expensive process-
ing. Qdrant stores the final vector data. FastAPI connects these pieces together by providing the
enqueueing logic and the shared service layer used by the worker.

6.6.12 User Service and Shared User Data

The user service contains simpler backend operations that are needed by multiple frontend features.
These endpoints are available to authenticated students, teachers, and secretaries. They do not modify
sensitive data. Instead, they return shared information needed by the user-facing pages.

The GET /users/courses endpoint returns the available courses. It reads subjects with the type
Course from the relational database and returns their names ordered alphabetically. This data can
be used by features that need course selection, such as Alnsights. The frontend does not need to know
how courses are stored internally. It only receives the list of course names from the backend.

The GET /users/models/active endpoint returns the active LLMs. It queries the
11lm_models table and returns only records where the active flag is enabled. This supports
the Al features without exposing inactive model records to normal user selection. The detailed
management of model records is handled by the administration API, but the user service provides
the smaller read-only view needed by the rest of the application.

Although this service is smaller than the chat or administration services, it is still useful because it
avoids duplicating common queries in multiple parts of the backend. It also keeps the frontend depen-
dent on clear API responses instead of directly depending on the database structure.

6.6.13 Conversation Management and AthenaAl Chat

The chat API is responsible for AthenaAl and conversation history. The main generation endpoint is
POST /chat, which is used when a user sends a message to AthenaAl. Conversation management
is handled through a separate group of chat endpoints, as shown in Table 6.2. These endpoints allow
the user to create, list, open, pin, unpin, and delete conversations. This makes AthenaAl more than a
simple one-message chatbot because users can keep and continue previous conversations.
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When a conversation is created through POST /chat/conversations, the backend generates
a title using the selected model. It sends the initial query to the generation service with instructions to
return a concise title. If no useful title is generated, it falls back to New chat. The conversation is
then stored with a unique id, the user id, title, and update timestamp.

Conversation ownership is checked in the backend. When a user opens, modifies, or deletes a conver-
sation through the conversation endpoints, the backend checks that the conversation belongs to the
authenticated user. This is important because a conversation id alone should not be enough to access
someone else’s messages. The helper function that loads a conversation filters by both conversation id
and user id.

Messages are stored separately from the conversation record. User messages are stored with the
role user, and assistant responses are stored with the role agent. When a conversation is loaded
through GET /chat/conversations/{conversation_id}, the messages are sorted by
creation time so the frontend can display them in the correct order. The conversation record also
stores metadata such as title, pinned status, update time, and summary information.

The chat generation flow starts after the user sends a message to POST /chat. The backend first
authorizes the user and resolves the conversation. Then it saves the user message and commits it before
generation starts. This early commit is useful because the conversation state is saved even though the
response will be streamed over time.

After the user message is saved, the backend loads the conversation history. It removes the newest
user message from the history list because that message is passed separately as the latest question. It
also loads the stored conversation summary if one exists. This allows the prompt to include both a
compact summary of older messages and the recent conversation history.

If RAG is enabled, the chat service calls the RAG retrieval flow described earlier. It retrieves rele-
vant chunks, builds a RAG prompt, and includes the retrieved context together with the conversation
summary, recent history, and latest question. If RAG is not enabled, it builds a normal chat prompt
that includes the conversation summary, recent history, and latest question, but without retrieved doc-
ument context. In both cases, the final prompt is sent to the shared LLM generation service.

The response from POST /chat is streamed back to the frontend using SSE. At the start of the
stream, the backend sends a metadata event with information such as whether RAG is enabled, the
value of k, the source chunk ids, the conversation id, and the title. Then it streams token events as
generated text arrives. If RAG was used and sources exist, it sends a sources event after generation.
Finally, it sends a done event.

When generation completes normally, the backend saves the assistant response in the database and
commits it. Then it checks whether the conversation summary should be updated. The summary
update is not performed after every message. The backend keeps a fixed number of recent messages
directly and summarizes older messages only when enough unsummarized messages have accumu-
lated. This prevents the summary from being regenerated too often and keeps the prompt size more
manageable for long conversations.

This design gives AthenaAl memory within each conversation without sending the full conversation
forever. Recent messages are kept in detail, while older messages are compressed into a summary.
The result is a practical balance between context and prompt size. It is not perfect memory, but it is
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enough to keep longer conversations usable without making every request too large.

6.6.14 Alnsights and Career Mentor Tools

The tools API contains two different Al-based features: Alnsights and Career Mentor filtering. Both
use the shared generation service, but they are designed for different purposes. Alnsights is han-
dled through POST /tools/templates, while Career Mentor filtering is handled through POST
/tools/filter. Alnsightsis RAG-based and uses course material from the knowledge base. Ca-
reer Mentor filtering is not RAG-based and works on the job data provided in the request.

The POST /tools/templates endpoint receives a course name, a template name, an optional
custom prompt, and an optional model identifier. The backend first authorizes the user. Then it
retrieves relevant chunks for the selected course by using the template name and custom prompt as
the retrieval query. The retrieval is restricted to the selected course and active document hashes, so
the generated material is based only on the relevant course context.

After retrieval, the backend normalizes the retrieval hits and extracts the chunk texts. It then builds
a template prompt that includes the system instructions, the retrieved context, the course name, the
selected template type, and any additional user instructions. The prompt asks the model to use only the
provided context and to generate a clear, ready-to-use output appropriate for the requested template.

The Alnsights response is streamed using the same general SSE style as chat. The backend first sends
metadata with the selected course, template type, selected number of chunks, and source information.
Then it streams generated token events. If sources exist, it sends source metadata before the final
done event. This allows the frontend to show the generated result progressively while still keeping
information about the retrieved material.

Career Mentor filtering uses a different flow. The POST /tools/filter endpoint receives the
user’s filtering prompt and a list of jobs to filter. The backend builds a prompt that includes the
user’s preferences and the available jobs. Each job is represented with fields such as id, name, and
description. The model is instructed to return only a valid JSON array of job ids, ordered by relevance.

After generation, the backend collects the response text and tries to decode it as JSON. If the decoded
result is a list, it returns that list as the response. If the model returns invalid JSON or a non-list
value, the backend returns an empty list. This makes the feature safer because the frontend expects
structured data, not a normal natural language answer.

This distinction between the two tools is important. Alnsights uses RAG because it needs course-
specific knowledge from the vector database. Career Mentor filtering does not use Qdrant because
the relevant job data is already included in the request. Both features still share the same LL.M routing
layer, which keeps the backend implementation more consistent.

Overall, the tools API shows how the same backend foundation can support different Al workflows.
One workflow retrieves knowledge from the indexed course material and generates study-related out-
put. The other workflow uses the model as a reasoning/filtering component over structured job data.
In both cases, FastAPI handles authorization, prompt preparation, model usage, and response format-
ting.
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6.7 Bot Development
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Figure 6.7: General architecture of UniMentor with emphasis on the Bots layer.

The bot subsystem is the part of UniMentor that allows the platform to collect university information
automatically from external sources. In the rest of the system, most data is inserted either through
the admin panel or through backend ingestion processes. However, some university information is not
always available as a clean file that an administrator can upload manually. Course information may
exist inside Moodle, announcements may exist in Aboard, and general department information may
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exist on public web pages. Because of this, UniMentor needed a mechanism that could visit these
sources, read the available data, and send it to the backend for storage and indexing.

The bot architecture was designed as a separate automation layer around the main platform. The
bots are not part of the normal user-facing flow. A student does not interact directly with them,
and they do not answer chat questions by themselves. Their purpose is to keep the knowledge base
updated, minimizing the need for frequent manual monitoring. RAG-based systems depend heavily
on the quality and freshness of the indexed material. If the stored documents are outdated, missing, or
incomplete, the chatbot may retrieve weak context and produce less useful answers. This weak point
makes the bot layer almost as important as the retrieval and generation parts of the platform.

The architecture separates the bot subsystem from the main backend. The main FastAPI backend
remains responsible for database operations, document ingestion, parsing, chunking, embedding gen-
eration, and vector indexing. The bots only collect information from external sources and call specific
backend endpoints. This separation is important because it keeps all sensitive data operations inside
the backend. A bot does not directly write to the relational database or the vector database. Instead,
it sends data to the backend, and the backend decides how to validate, store, and process it.

The bot subsystem consists of three main parts. The first part is the orchestrator. The orchestrator is
responsible for deciding when bots should run and for managing their execution. The second part is
the worker. A worker is a temporary Docker container that runs one bot execution. The third part is
the template layer. Templates contain the source-specific scraping logic, such as Moodle course syn-
chronization, Moodle document extraction, Aboard announcements synchronization, and department
website information extraction.

This separation makes the implementation easier to understand and extend. The orchestrator does not
need to know how Moodle pages are structured. The worker does not need to know the scheduling
rules of the platform. The templates do not need to know how Docker containers are created or cleaned
up. Each part has a specific role. This is useful since browser automation can easily become complex
if scheduling, scraping, error handling, logging, and cleanup are mixed together in one script. It also
makes the system more flexible, because support for more websites can be added later by creating new
templates, without changing the whole bot execution mechanism.

6.7.1 Orchestrator

The orchestrator is the control component of the bot system. Its role is to manage bot execution, not to
scrape the external websites itself. It communicates with the relational database to find which bots are
ready to run, communicates with Docker to create worker containers, injects the required instructions
into each worker, starts the container, monitors its state, and cleans it up after the execution finishes.

When the orchestrator starts, it initializes the main process lifecycle. The entry point creates a logger
and then starts the process initialization component. During initialization, the orchestrator prepares
the database manager, the Docker manager, the container state manager, the orchestration component,
the cleanup component, the reconciliation component, the memory monitor, and the shutdown handler.
This structure is necessary since the orchestrator is designed as a long-running service and not as a
simple script that only starts one bot and exits.

The database manager initializes a MySQL connection pool. It reads its configuration from environ-
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ment variables, including the database socket, username, password, database name, pool size, idle
timeout, connection timeout, and query timeout. This approach makes deployment independent of
the underlying system, as it only depends on having the correct environment variables set. Using a con-
nection pool also improves stability, since existing connections can be reused rather than establishing
new ones for each scheduling check.

The Docker manager is responsible for communication with Docker. The orchestrator uses it to list,
create, start, and remove containers, but also to read logs, listen to Docker events, and create the
worker network if needed. This means that Docker is not controlled manually for every bot execu-
tion. Instead, the orchestrator treats Docker as an execution platform and manages worker containers
programmatically.

Before the orchestrator begins its normal scheduling loop, it performs health checks. These checks
confirm that the database and Docker connections are available. This is necessary because the or-
chestrator depends on both. If the database is unavailable, it cannot know which bots should run. If
Docker is unavailable, it cannot create workers. In these cases, continuing the process would not be
useful, so the orchestrator logs the error and triggers a graceful shutdown.

The main scheduling logic is handled by the orchestration component. The orchestrator periodically
calls the stored procedure run_bots_scheduler. This procedure receives the maximum number
of allowed workers as an argument and returns the bots that are ready to run. The returned data
includes the bot id, container name, session token, selected template, course, and parameters. This
means that the database remains the source of truth for bot scheduling. The orchestrator does not
calculate the full scheduling logic in JavaScript. Instead, it asks the database which bots should be
executed at that moment.

This design fits the rest of UniMentor because bot schedules are stored in the relational database.
The database already contains bot records with fields such as the course, template, schedule pattern,
execution interval, scheduled day, scheduled time, active flag, start and end time, next execution time,
execution time, and assigned container. The orchestrator uses this information indirectly through
the scheduler procedure. This keeps the scheduling state persistent. If the orchestrator restarts, the
information is still available in the database.

After the scheduler returns one or more bots, the orchestrator starts a worker container for each se-
lected execution. However, it does not start unlimited workers. The WORKER_N setting controls how
many workers can run at the same time. This is necessary since browser automation can consume sig-
nificant CPU and memory. A worker may launch Chromium, log in to a remote platform, scan pages,
read HTML, download documents, and upload files to the backend. If many workers start at once,
the server can become unstable. By limiting concurrent workers, UniMentor keeps the automation
process controlled.

Before creating a worker, the orchestrator checks if a safe container with the same name already exists.
It lists containers with the label role=orchestrator_worker_ container. This label acts
as a simple boundary between bot workers and unrelated Docker containers. It limits the orchestrator
to managing only the containers that belong to the bot system, ensuring that other containers running
on the server are not accidentally removed or restarted.

If the container does not already exist, the orchestrator makes sure that the worker network has been
created. The workers are attached to a Docker bridge network called orchestrator_worker_
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network. This gives the workers the network access they need for their task, while still keeping its
setup explicit. The orchestrator creates it automatically if it does not exist, helping the system recover
from a missing network without manual setup.

The worker container is created from the image unimentor/bots/orchestrator_worker:
latest. The orchestrator passes several environment variables to it. These include the selected
template, the course, the UniMentor token, Moodle credentials, Aboard credentials, and browser-
related paths such as HOME, XDG_CACHE_HOME, and XDG_CONFIG_HOME. These paths point to
writable directories under /tmp/ job, because the worker container uses a restricted filesystem and
Chromium still needs places to store temporary profile and cache data.

The orchestrator also injects a file called instructions. json into the worker container. This
file is placed under /tmp/job/parameters. It contains the bot parameters, restart instructions,
and previous logs if the worker is being restarted after a failure. This approach was better than passing
all the data only through environment variables. Environment variables are useful for simple values,
but the instructions can become larger and more structured, especially when they include previous logs
and restart steps. For this reason, passing them as a JSON file was more suitable while also simplifying
their handling inside the worker.

The worker container is created with resource limits. The orchestrator sets the memory limit, memory
swap limit, CPU limit, shared memory size, process limit, and file descriptor limit. It also sets a stop
timeout, so that Docker gives the worker a small grace period before forcefully stopping it. These
settings matter because the worker runs browser automation, which is less predictable than normal
API code. A page may hang, a download may become slow, or Chromium may use more memory
than expected. Resource limits reduce the chance that one failed worker affects the whole server.

The orchestrator also restricts the worker container through Docker security options. The worker root
filesystem is read-only. All Linux capabilities are dropped. The no—new-privileges option is
enabled. The container only receives writable volumes for specific paths, such as downloads, parame-
ters, browser profile, cache, crash dumps, and temporary files. This design does not rely on the worker
behaving perfectly. It assumes that a worker may fail or behave unexpectedly, so the container itself
is restricted.

Another part of the orchestrator design is the locking system. The container state manager allows
containers to be locked by orchestration, cleanup, or reconciliation. This prevents different parts of
the orchestrator from acting on the same container at the same time. For example, the orchestration
component may try to start a container, while the reconciliation component may detect that the same
container is missing or stuck. Without locks, these actions could conflict. The locking mechanism
makes the lifecycle safer and reduces race conditions.

The orchestrator also uses a simple backpressure mechanism during container creation. Container
creation is locked so that only one creation process happens at a time. If another container needs to
be started while creation is already in progress, the request is placed in a queue. When the current
creation finishes, the next request is processed. This avoids uncontrolled parallel creation of containers,
which could create unnecessary load on the Docker daemon and the server.

The orchestrator does not only start workers, but also includes a reconciliation mechanism. Recon-
ciliation compares the database state with the real Docker state. It reads bots that have an assigned
container from the database and also lists Docker containers with the worker label. Then it checks
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whether the expected containers actually exist and whether their Docker state is valid.

If a bot has a container assigned in the database but the container is missing from Docker, reconcilia-
tion can start it again. Containers stuck in the created state can be removed and recreated. Those
running longer than the configured maximum runtime are stopped and sent to cleanup with a timeout
reason. Exited containers trigger cleanup, while dead containers are removed and restarted. This was
necessary for a long-running automation service such as the orchestrator. Since it cannot be assumed
that every container will follow the ideal lifecycle, or that the orchestrator itself will always be running,
reconciliation exists as a fallback to prevent deadlocks and safely restore the last healthy state after a
system restart.

Cleanup is responsible for what happens after a worker finishes. The cleanup component listens to
Docker die events for containers with the worker label. When a worker exits, cleanup reads the
container logs, separates stdout and stderr, extracts timestamps, parses structured JSON log messages,
and builds a clean execution log. These logs are then stored in the database through the bots_logs
table. After that, the bot cleanup procedure is called, and the container is removed.

The cleanup logic distinguishes between successful, failed, partially successful, and restartable execu-
tions. If the worker exits with code 0, the execution is stored as successful. If it exits with code 1,
cleanup checks the last structured error. If the error is restartable, the orchestrator starts the container
again and passes the previous logs and restart instructions. If the error is not restartable, the execution
is stored as failed. If some steps were already completed before the failure, the status can become
partial success. If the worker was killed because of memory usage or another abrupt failure, cleanup
can also restart it with a suitable reason.

This restart behavior is useful for document extraction. A Moodle course may contain many files. If
the worker downloads and sends several files successfully but fails later, it would be wasteful to start
from the beginning. Instead, the worker logs the completed steps, and those steps can be passed back
as restart instructions. The next execution can skip files that were already processed. This makes the
automation more resilient and reduces duplicate work.

The orchestrator also includes a memory monitor and shutdown handling. The memory monitor
observes process memory usage and can trigger a shutdown if needed. The shutdown handler is re-
sponsible for graceful termination. This matters because the orchestrator is a long-running process.
It should not leave containers unmanaged when the process is stopped. The shutdown flow gives the
system a chance to stop scheduling, clean internal timers, and exit in a controlled way.

Overall, the orchestrator is the part that gives the bot subsystem reliability. It schedules bot executions,
limits concurrency, creates restricted worker containers, injects job instructions, monitors Docker
state, handles failed containers, reads logs, stores execution results, restarts workers when appropriate,
and cleans resources after execution. It is the subsystem that makes the bots a managed automation
system instead of a group of independent scripts.

6.7.2 Worker

The worker is the component that actually runs a bot execution. Each worker runs inside its own
Docker container. The container is temporary and is created for one bot job. It receives the selected
template, course, authentication token, credentials, parameters, and restart information from the or-
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chestrator. Then it executes the selected template, writes structured logs, and exits. After that, the
orchestrator reads the logs and removes the container.

The worker starts from its main file. First, it loads the job configuration from /tmp/job/
parameters/instructions. json. This file includes the template parameters, restart in-
structions, and old logs. Then it reads environment variables such as the template name, course, and
token, as well as the Moodle and Aboard usernames and passwords. These values are combined into
a single configuration object that is passed to the selected template.

After reading the job configuration, the worker reads the template manifest. The manifest maps
template names to JavaScript files. The current implementation includes four templates: course_
info_sync, announcements_info_sync, general_info_sync, and document_
extraction_bot_template. Each template has its own script file. For example, course
information synchronization maps to courseInfo. js, announcements synchronization maps to
announcementsInfo. js, general information synchronization maps to generalInfo. js,
and Moodle document extraction maps to documentExtraction. js.

The worker does not hardcode the logic of every bot. Instead, it imports the correct template dynam-
ically based on the manifest. It checks that the selected template exists and that the script exports
amain () function. Then it creates a template logger and runs the template’s main () function.
This makes the worker generic. A new bot template can be added later by creating a new script and
registering it in the manifest, without changing the main worker lifecycle.

The worker also manages the browser instance. It uses a WorkerBrowser class that initializes
Chromium through Puppeteer. The implementation uses puppeteer—extra together with the
stealth plugin. The browser runs in headless mode and uses the Chrome executable installed inside
the worker image. The launch arguments disable unnecessary browser features, such as default apps,
sync, extensions, translation features, GPU usage, and background networking. This keeps the browser
more suitable for automation inside a container.

The browser uses controlled writable directories. The user data directory is placed under /tmp/
job/profile. The disk cache is placed under /tmp/job/cache. Crash dumps are placed
under /tmp/job/crashes. This is necessary because the worker container has a read-only root
filesystem. Chromium still needs writable paths to function correctly, so these paths are explicitly
provided through Docker volumes, as mentioned in Section 6.7.1.

The worker does not always use the browser for every step. In some templates, the browser is needed
mainly for login and navigation. After authentication is completed, normal HTTP requests can be used
for API calls or file downloads. This is visible in the announcements template. The worker opens the
Aboard platform in the browser, performs the login flow, and captures the authentication token from
a network response. After that, it can use fetch requests with the token to retrieve announcement
data and attachments. This combination is practical because browser automation is useful for login
flows, while direct HTTP requests are faster and simpler for structured data retrieval.

The worker writes structured logs instead of plain text messages only. There are two main log cate-
gories. The first category is normal template logs, written as worker_1logs. These logs describe
what the bot is doing, such as logging in, scanning pages, finding documents, sending data, or skipping
a file. The second category is worker_logs_to_orchestrator. These logs are used by the
orchestrator to understand lifecycle events, errors, restart information, and completed steps.
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The worker writes a start message when a new execution begins. If the worker is restarted with old
logs, it prints the old logs again and then writes a restart message. At the end of a successful execution,
it writes an end message. These messages help the cleanup component understand whether the worker
started correctly, restarted, completed normally, or failed before reaching the end.

Errors are represented through the WorkerError class. A worker error contains a message, a
reason, a restart flag, and optional metadata. This is useful for error handling. A timeout may be
restartable. A missing template is not restartable. A failed file download may allow partial progress.
By attaching metadata and restart information to the error, the worker gives the orchestrator enough
information to decide the next step.

The worker also handles termination signals and unexpected exceptions. If it receives a termination
signal, it attempts to destroy the browser and writes a structured error. If an uncaught exception
happens, the worker wraps it in a WorkerError, logs it, and exits with a failure code. This does
not prevent every possible crash, but it makes many failure cases visible. Instead of a silent failure,
the orchestrator receives structured information that can be stored in the bot logs.

This design keeps the worker focused. It does not decide when bots should run. It does not decide
how to store logs in the database. It does not parse or index documents itself. Its responsibility is to
load one job, execute one template, use the browser or HT TP requests when needed, send data to the
backend, write logs, and exit with a meaningful status.

6.7.3 Templates

The template layer contains the actual source-specific bot logic. Each template is responsible for a
different kind of external information. This is where the system knows how to interact with Moodle,
Aboard, or the department website. The common worker lifecycle stays the same, but the template
determines what will be collected and how it will be sent to UniMentor.

The first template is course_info_sync. This template collects course structure and document
metadata from Moodle. It logs in to Moodle using the configured Moodle credentials and navigates
through the course categories. The goal of this template is not to download all course documents.
Its main purpose is to synchronize the platform with the available courses, teachers, and document
names.

The course information template scans the Moodle category structure and identifies semester sections.
For each semester, it reads the courses that belong to it. The subject name is constructed using the
semester and the course title, so the platform can distinguish courses more clearly. The template also
visits the course information area to collect teacher names. This information is then prepared in a
structure that the backend can use to update subjects, teachers, and documents.

The template also scans available document references. It checks Moodle resources, file manager areas,
and folder activities. It reads file names, filters them based on supported extensions, cleans invalid
filename characters, and handles duplicate names. Duplicate handling is important since different
Moodle areas may contain files with the same visible name. If those names are sent to the backend
without normalization, they can create conflicts or confusion.

After collecting the course information, the template sends the result to the backend endpoint /bot s/
updateSubjectInfo. This endpoint receives the subject structure, teachers, and document
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names. The backend can then update the relational database and create or update missing document
records. This means that the course information template prepares the platform for later ingestion,
but it does not perform the full document download and indexing process by itself.

The second template is document _extraction_bot_template. Thistemplate is responsible
for downloading actual Moodle files and sending them to the backend. It receives the selected course
from the worker environment. The course name includes information that allows the template to
identify the correct semester and course title. The template then logs in to Moodle, navigates to the
correct semester, finds the correct course, and enters the course page.

Some Moodle courses may require self-enrollment. The template includes logic for this case. If self-
enrollment is available without a password, the bot attempts to enroll automatically. If a password is
required, the bot does not try to bypass it. It logs the situation instead. This is important because the
bot should automate normal access, not force access to restricted material.

After entering the course, the document extraction template scans the available files. It collects files
from normal resources, file manager components, and folder activities. For each file URL, it may
perform a HEAD request to read the Content-Disposition header and determine the actual filename.
This is needed because the visible Moodle link is not always the final clean filename. The template
then checks whether the extension is supported and normalizes the name.

The document extraction template can also receive a document sToSkip parameter. This allows
the backend or bot configuration to exclude specific files from processing. The template also uses
restart information to avoid repeating completed work. When a file is processed, the template logs a
step. If the worker fails later and is restarted, these steps can be used to skip files that were already
handled. This is one of the most important practical parts of the implementation because course pages
may contain many documents, and failures can occur midway through the process.

When a file is ready to be sent to UniMentor, the template downloads it and creates a FormData
request. It sends the file to the backend endpoint /bots/callDocEnqueuer. The backend then
takes over the ingestion process. It stores the file, creates a queue entry, parses the content, chunks it,
creates embeddings, and indexes the chunks in the vector database. This keeps the bot simple, only
collecting and forwarding the document. The backend remains responsible for how documents are
processed.

The third template is announcements_info_sync. This template collects announcements from
Aboard. The template first opens the Aboard platform in the browser and performs login with the
configured credentials. During login, it waits for the authentication response and extracts the access
token. This token is then used to make direct API requests for announcements and attachments.

The announcements template requests announcements updated within a recent period. For each an-
nouncement, it constructs a subject using the announcement id and title. This is useful because an-
nouncements are not the same as normal courses. They are individual information items, and their
titles may not be unique on their own. Including the id in the subject name helps keep them distinct.

For announcement bodies, the template creates a text document. The body content may contain
HTML, so the template uses Cheerio to parse it and extract readable text. This matters for RAG
since raw HTML is not useful as indexed content. The chatbot needs clean text that represents the
actual announcement message. The generated body text is then sent as an info.txt document to
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the backend.

The announcements template also handles attachments. It checks each attachment URL, filters by
allowed file extensions, normalizes filenames, and handles duplicates. Attachments are downloaded
and sent to /bots/callDocEnqueuer, just like Moodle documents. Before sending documents,
the template also calls /bot s/updateSubject Info sothe backend knows which announcement
subjects and documents should exist.

The fourth template is general_info_sync. This template collects public information from the
department website. It differs from the Moodle and Aboard templates because it does not primarily
rely on a browser login flow. Instead, it uses HTTP requests and Cheerio to fetch and parse HTML
pages. It starts on the main department website and follows internal links that are useful for the
knowledge base.

The general information template avoids irrelevant or noisy links. For example, it excludes links
that belong to categories such as news or events when they are not useful for the intended general
information collection. It also avoids language switch links, bookmark links, and category links that
would create duplicate or low-value pages. This filtering is necessary for a public website, as it may
contain many links that do not need to be included in RAG material.

For each selected page, the template extracts the main content area. It removes elements that are not
useful for text retrieval, such as base64 profile images and some public profile sections. If a page
contains links to allowed file types, those files are treated as documents. The results are grouped by
page or subject, and the template sends the subject information and document list to the backend.
Then it sends the actual text or files to the document enqueuer endpoint.

Although the templates target different sources, they follow the same basic pattern. First, they access
an external source. Second, they collect and clean the information. Third, they normalize names
and filter unsupported files. Fourth, they update the backend with the available subject and document
structure. Finally, they send actual content to the backend for ingestion. This common pattern makes
the system consistent. It also makes it easier to add more templates later.

The templates use a shared idea of supported file types. These include common university document
formats such as PDF, DOC, DOCX, PPT, PPTX, XLS, XLSX, CSV, TXT, and Markdown. They
also include programming and structured text formats such as JSON, JavaScript, TypeScript, Python,
Java, C, C++, PHP, HTML, CSS, YAML, XML, and SQL. These file types complement UniMentor
by supporting course materials that include programming examples, datasets, configuration files, and
source code, as well as lecture notes.

The template implementation also shows why the bot subsystem was not implemented as a simple
crawler. Each source has different behavior. Moodle needs login, course navigation, document dis-
covery, and sometimes self-enrollment. Aboard needs browser-based authentication and then API
requests. The department website needs HTML crawling and filtering. A single generic crawler would
not be enough. The template-based design allowed each source to have its own logic while still using
the same worker and orchestrator infrastructure.
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6.7.4 Security Concerns and Design Choices

The bot subsystem introduces security concerns that differ from those of the normal backend API. A
normal API endpoint receives requests and responds to them. A bot worker actively visits external
websites, logs in with credentials, runs a browser, downloads files, and sends data back to the platform.
This creates risks related to resource usage, external content, credentials, file handling, and process
isolation.

The first security concern is isolation. Workers are not executed inside the main FastAPI backend
process. They are executed inside temporary Docker containers. This means that if a worker crashes,
hangs, or uses too many resources, the backend does not crash with it. The backend can continue
serving users and processing normal requests. The worker is treated as a disposable execution unit
that can be removed and recreated.

The second concern is filesystem access. Browser automation needs writable paths, but the worker
should not be able to write everywhere. For this reason, the worker container uses a read-only root
filesystem. Only specific paths are writable, such as downloads, parameters, browser profile, cache,
crash dumps, and temporary files. This limits the damage that a faulty template or browser process
can cause inside the container.

The third concern is container privileges. The worker is created with all Linux capabilities dropped
and no-new-privileges enabled. This reduces what the process can do inside the container.
Even if the browser or a template behaves unexpectedly, the container has fewer privileges than a
normal, unrestricted process. This matters because the workers interact with external web content,
which should not be trusted completely.

The fourth concern is resource control. Each worker has limits on memory, memory swap, CPU,
processes, shared memory, and file descriptors. These limits protect the server from heavy or broken
automation jobs. A Moodle page may load slowly, a browser may consume more memory, or a loop
may cause repeated requests. The worker limits reduce the likelihood that a single job affects the
entire UniMentor deployment.

The fifth concern is execution time. A worker should not run forever. The reconciliation component
checks running containers and compares their creation time with the maximum allowed runtime. If a
worker exceeds that runtime, it is stopped and cleaned up with a timeout reason. This prevents stuck
browser sessions from staying alive indefinitely.

Another important issue is Chromium sandboxing. The browser is launched with ——no-sandbox
and -—disable-setuid-sandbox. This is often used in containerized Puppeteer environments
because the browser sandbox can be difficult to use inside Docker. However, it also means that the
browser’s own sandbox is not the main protection mechanism. In this design, the protection is shifted
to the Docker layer. The worker container is temporary, restricted, read-only, capability-limited,
resource-limited, and isolated from the main backend process. This does not remove all risk, but it
reduces the impact of a browser-level problem.

Credentials are another security concern. Moodle and Aboard credentials are not written directly
inside the template code. They are passed through environment variables by the orchestrator. The
UniMentor token is also passed to the worker and used when calling backend bot endpoints. This
keeps secrets outside the source files and makes deployment configuration easier to control. It also
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means that templates can be reused without hardcoded credentials.

The backend is still the authority for internal data operations. Workers do not directly modify
the MySQL database or the vector database. They call backend endpoints such as /bots/
updateSubjectInfo and /bots/callDocEnqueuer. The backend can authenticate these
requests and apply its own validation before changing the platform state. This design reduces the risk
of giving scraping scripts direct access to internal storage.

The design also protects stability through cleanup and reconciliation. Worker containers are removed
after execution. Logs are read and stored, and then the container is cleaned. If a container is missing,
stuck, exited, dead, or running too long, reconciliation corrects the state. This prevents the server
from slowly filling with abandoned containers and temporary data. It also makes bot execution easier
to monitor because each run produces a stored log.

Structured logging is also part of the security and reliability design. The worker writes JSON logs, and
the orchestrator parses them. This makes failures easier to understand. For example, an administrator
can see whether the bot failed during login, page scanning, file download, backend upload, or cleanup.
This is better than storing only raw console text because the logs can include status, reason, metadata,
timestamps, and restart information.

Partial success handling is another important design choice. In a long document extraction process,
some files may be processed before a failure occurs. The system records completed steps and can
restart without repeating everything. This avoids unnecessary duplicate downloads and backend calls.
It also makes failures less harmful because progress is not always lost.

Overall, the security approach is based on separation and control. The orchestrator controls when
workers are created. Docker controls the worker environment. The worker controls one template
execution. The templates collect data but do not directly change internal databases. The backend
remains responsible for validation and ingestion. Cleanup and reconciliation keep the runtime state
clean. This makes the bot subsystem safer and more suitable for a university server, where stability,
controlled resource usage, and maintainability are important.

With this design, UniMentor can automatically collect information from Moodle, Aboard, and the
department website without turning the main backend into a web scraper. The bot subsystem works
as a managed automation layer. It extends the platform’s ability to stay up to date while keeping
scraping, browser execution, scheduling, and failure handling separate from the core RAG and user-
facing services.
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6.8 Frontend Development
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Figure 6.8: General architecture of UniMentor with emphasis on the FrontEnd layer.

6.8.1 Frontend Role in the System Architecture

The frontend is the part of UniMentor that the user interacts with directly. As shown in Figure 6.8,
it is placed on the web side of the system and is served through the UniMentor web path. Its role
is to provide the interface for the main platform features, while the backend remains responsible for
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authentication, database access, RAG retrieval, Al provider communication, document processing,
and bot-related operations.

The frontend does not communicate directly with MySQL, Qdrant, Ollama, OpenAl, Tesseract OCR,
or the bot subsystem. All these operations are accessed through the FastAPI backend. This separation
is important because the frontend should not contain sensitive logic or credentials, and it should not
decide whether a user is allowed to perform a protected action. Instead, it sends requests to the backend
and presents the result to the user.

The frontend was developed with React, TypeScript, and Vite. React was used for building the user
interface as reusable components, TypeScript was used to make the data structures and service calls
more predictable, and Vite was used as the frontend build tool. The project also uses Tailwind CSS
and shadcn/Radix-style UI components for styling and interface elements. This makes it easier to
build a consistent interface across the different pages of the platform.

The deployment configuration was also adapted to the university server path. The Vite configura-
tion uses base: "/unimentor/" and the React router uses basename="/unimentor".
This was necessary because the application is not served from the root of the domain, but from the
/unimentor path. Without this configuration, page routing and static assets could break after de-
ployment.

6.8.2 Project Structure and Routing

The frontend project is organized into pages, components, services, shared libraries, and assets. The
main page files are placed under src/pages. These include the Home page, the AthenaAl Chat
page, the Alnsights page, the Career Mentor page, and the Admin Panel page. Reusable UI elements
are placed under src/components, while API-related logic is placed under src/services
and src/1lib.

The main application routing is defined in App.tsx. The application uses React Router and de-
fines routes for the main pages of UniMentor. The root route opens the Home page, /chat opens
AthenaAl, /templates opens Alnsights, /career opens Career Mentor, and /admin opens the
Admin Panel. This keeps the navigation clear and separates the major platform features into their own
pages.

The /admin route is protected on the frontend side. It is wrapped with a ProtectedRoute
component that only allows users with the teacher or secretary role to access the Admin Panel. If
another role tries to open this route, the user is redirected back to the Home page. This does not
replace backend authorization, but it improves the user flow and prevents users from seeing pages that
are not intended for their role.

6.8.3 Authentication Context and Protected Routes

Authentication is handled globally through the AuthProvider. When the application starts, the
provider calls the authentication service and checks whether the user has a valid session or whether
the login callback contains an authentication code. If the backend returns a valid role, the role is stored
in the authentication context. If the backend returns a redirect marker, the frontend redirects the user
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to the university login page.

The authentication context stores the current role, the loading state, and possible authentication errors.
This information is used by the rest of the frontend. For example, while the authentication check is
still running, the application shows a loading screen. If authentication fails, it shows an error screen
with a refresh button. If authentication succeeds, the normal application routes are shown.

A small but useful detail is that the frontend removes query parameters from the URL after authen-
tication is handled. This keeps the visible URL cleaner after the login callback. Without this, the
browser could continue showing the authentication code or error parameters in the address bar even
after the user has entered the application.

The stored role is also used for conditional interface behavior. The Home page shows the Admin Panel
button only for teachers and secretaries. The Admin route also checks the role through the protected
route component. Inside the Admin Panel, the role affects which parts of the interface are available.
For example, the Bots tab is available to teachers, while secretary users focus on secretary-managed
knowledge base content.

6.8.4 API Communication Layer

The frontend communicates with the backend through a shared API layer. The base API URL is read
from VITE_API_URL, and the helper function apiUzr1l () is used to build complete backend paths.
This makes the API base configurable between local development and deployment without changing
every request in the code.

The shared API helper provides functions for normal JSON requests, such as getJSON (),
pPostJSON (), patchJSON (), and delJSON (). These helpers attach credentials:
"include" to the requests. This is important because the backend authentication uses an HTTP-
only session cookie. The frontend does not manually store or attach the session token. Instead, the
browser sends the cookie with each request.

Error handling is also centralized in the API helper. If the backend returns an error response, the
helper tries to read the error message from the JSON body. If the backend returns an authentication
redirect marker, the frontend redirects the browser to the login page. This avoids repeating the same
error-handling logic in every page.

The service files then build on top of this shared API layer. For example, auth . t s handles authenti-
cation checks, user . t s loads courses and active models, chat . t s handles chat and conversations,
tools.ts handles Alnsights and Career Mentor filtering, and admin . t s handles the Admin Panel
operations. This keeps most raw endpoint paths outside the page components and makes the frontend
easier to maintain.

File uploads are handled slightly differently because they require FormData. In the administration
service, document uploads are sent to the backend using a multipart request with the subject name,
document name, and selected file. This is used when a teacher or secretary manually uploads a file for
processing.
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6.8.5 Streaming Response Handling

Streaming is an important part of the frontend because both AthenaAl and Alnsights receive
generated text gradually from the backend. The frontend uses a shared streaming helper called
streamText (). This helper sends a POST request with Accept: text/event-stream
and then reads the response body as a stream.

The stream helper decodes the response using a TextDecoder, keeps an internal buffer, splits
the incoming content into Server-Sent Event frames, and reads the event type and data from each
frame. It handles token-like events such as t oken, delta, and message. It also handles metadata,
completion, error, and heartbeat events. This matches the streaming behavior implemented in the
FastAPI backend.

The main benefit of this helper is that the pages do not need to parse SSE manually. The Chat page
and the Templates page call the stream helper and provide callback functions for received text chunks,
metadata, and completion. This keeps streaming behavior consistent across different Al features and
avoids duplicate parsing logic.

In the Chat page, streaming is also combined with a small typewriter effect. Instead of showing
every received chunk instantly in a rough way, the page queues the received text and displays it more
smoothly. The user can also cancel an active stream. This is useful because local models or long
answers may take more time, so the interface should remain responsive while generation is happening.

6.8.6 Reusable Ul Components and Styling

The frontend uses Tailwind CSS for styling and a set of reusable Ul components based on
shadcn/Radix-style components. These include buttons, cards, inputs, labels, select boxes, di-
alogs, tables, badges, tabs, switches, checkboxes, avatars, scroll areas, tooltips, calendars, and
popovers. Using reusable components helps keep the interface consistent across pages.

The visual style is based on rounded panels, cards, shadows, badges, dialogs, and transparent or glass-
like sections. This style appears in the Home page cards, Chat layout, Alnsights panel, Career Mentor
cards, and Admin Panel. The goal is not only to make the interface look better, but also to make the
different tools feel like parts of the same platform.

A special reusable component is the chat message bubble. Assistant messages are rendered with Mark-
down support, including lists, tables, inline code, and code blocks. Code blocks are displayed with
syntax highlighting and a copy button. This is useful because AthenaAl and Alnsights may return
formatted explanations, programming examples, study material, or tables. User messages and Al
messages also use different layouts and avatars, which makes the chat easier to read.

6.8.7 Home Page and Navigation

The Home page is the entry point of UniMentor. It presents the main platform tools as large visual
cards. These cards represent AthenaAl Chat, Alnsights, and Career Mentor. Each card uses a local
image asset and leads to the corresponding route when it is active. This gives the user a simple starting
point instead of showing all platform functionality at once.
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The Home page also uses the authentication role to show the Admin Panel button only to teachers and
secretaries. This keeps the student interface simpler, while still allowing administrative users to reach
the management area quickly. Career Mentor is also marked visually as inactive or coming soon on
the Home page, even though the Career page implementation exists. This reflects the current state of
the feature as a demonstration or partial feature rather than a fully connected job portal.

The navigation is handled with React Router. The user can move from the Home page to Chat, Aln-
sights, Career Mentor, or the Admin Panel. Since the router is configured with the /unimentor
base path, these routes work correctly inside the deployed university server path.

6.8.8 AthenaAl Chat Interface

The AthenaAl Chat page is one of the most complete frontend features. It supports conversation his-
tory, active conversation selection, new conversation creation, message sending, pinned conversations,
conversation deletion, RAG mode selection, model selection, streaming response display, and stream
cancellation.

When the page loads, it requests the active LLMs and the user’s existing conversations from the back-
end. The active models are used in the model selector, while the conversations are shown in the
sidebar. If the user opens an existing conversation, the frontend requests the full conversation and
displays its messages in order.

When the user sends a message without an active conversation, the frontend first creates a new con-
versation. After that, it sends the actual chat request to the backend. The request includes the user
query, the conversation id, the selected model id, and whether RAG is enabled. The backend then
streams the answer, and the frontend appends the received text to the current assistant message.

The chat interface also includes useful controls around conversation management. Users can start a
new chat, open a previous chat, pin or unpin conversations, and delete conversations. Pinned con-
versations are displayed separately from normal recent conversations, which makes important chats
easier to find later.

The message rendering is designed for Al output. The assistant can return normal text, Markdown,
tables, code snippets, and structured answers. The frontend renders these outputs in a readable way
using the message bubble component. This is important because UniMentor is not only a casual
chatbot. It may produce explanations, course summaries, programming answers, or study-related
material.

6.8.9 Alnsights Interface

The Alnsights page is the frontend interface for generating course-based study material. The user
selects a course, a template type, and an active model. The page also provides an optional custom
prompt field, which allows the user to add extra instructions to the generation request.

When the page loads, it requests the available courses and active LLMs from the backend. The course
list is used in the course selector, while the model list is used in the model selector. This means that
the page does not hardcode available courses or models. It depends on the backend and database state.
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When the user starts generation, the page sends the selected course, template type, optional custom
prompt, and selected model id to the backend. The backend performs course-restricted RAG retrieval
and streams the generated result. The frontend receives the stream and appends the generated chunks
to the response area.

The generated output is displayed with Markdown support, which makes it suitable for summaries,
quizzes, study plans, outlines, and other structured study material. The page also supports PDF export
using j sPDF. This allows the user to download the generated material instead of only reading it inside
the browser.

6.8.10 Career Mentor Interface

The Career Mentor page provides a proof-of-concept interface for job listing and Al-assisted filtering.
In the current implementation, the job data is stored locally in the frontend as mock data. This means
that the page demonstrates the intended user experience, but it is not yet connected to a real job
provider.

The page presents job cards with information such as title, company, type, location, salary, and de-
scription. The user can apply normal filters, such as job type, company, location, remote availability,
and search text. Since the current data is local, these filters are handled directly in the frontend.

In a real production scenario, the job data would need to be fetched from a secure third-party API.
This connection should be handled through the backend, not directly from the frontend, because API
keys, access tokens, and provider-specific logic should remain on the server side.

The Al filtering option works on top of the available job list. The user writes a prompt describing
their skills, experience, or preferences. The frontend sends this prompt, the available jobs, and the
selected model to the backend tools API. The backend returns the ids of the most relevant jobs, and
the frontend uses them to filter the displayed job cards.

This feature is not RAG-based because it does not retrieve knowledge from Qdrant. Instead, it asks
the selected model to reason over the job data provided in the request. In the current version this
data is mock data, while in a complete implementation it would come from a secure job listings API
through the backend.

The page also includes job detail dialogs and an application dialog. The application portal is still
presented as under construction, so the current Career Mentor implementation works mostly as a
demo job hub with filtering and Al-assisted matching.

6.8.11 Admin Panel Interface

The Admin Panel is the largest frontend page because it includes several management areas. It is
available only to teachers and secretaries through the protected route. The page is organized into
tabs for Knowledge Base, Models, and Bots. The Bots tab is shown only to teachers, because bot
configuration is not available to secretary users.

The Knowledge Base tab allows administrative users to view subjects, select a subject, view its docu-
ments, filter the lists, and upload files for document processing. Secretaries can also create and delete
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secretary-managed subjects and documents. Teachers mainly work with their assigned courses and
existing course documents. Document statuses such asmissing, processing,and processed
are shown with badges, so the user can understand the indexing state more easily.

When a file is uploaded from the Admin Panel, the frontend uses a dialog and sends the selected file
through the administration service using FormData. After the upload, the backend places the file
in the document queue. The frontend then refreshes the document list so that the updated processing
state can be shown to the user.

The Models tab handles the LLLM records. Teachers can create, edit, delete, activate, and deactivate
models. The model form includes the display name, technical model name, provider, and active flag.
The supported provider values are Ollama and OpenAl. Secretaries can view model information, but
the management actions are limited according to their role.

The Bots tab is teacher-only. It allows teachers to view bot configurations for their courses, create new
bot settings, update existing settings, delete bots, and view bot execution logs. The bot form includes
scheduling-related fields, such as one-time or repeat-interval pattern, interval type, scheduled time,
scheduled day, start time, end time, repeat yearly setting, active flag, and parameters. This connects
the frontend with the bot scheduling logic that is handled in the backend and database.

Bot logs are also presented through the Admin Panel. The frontend can load logs for a selected bot
and filter them by execution period and status. Log statuses are displayed with badges, and individual
log entries can be inspected. This makes the bot subsystem easier to monitor from the user interface
instead of requiring the user to inspect server logs manually.

Overall, the frontend implementation provides the user-facing layer of UniMentor and connects each
page to the corresponding backend services. It keeps routing, authentication state, API requests,
streaming behavior, reusable UI components, and page-specific logic separated as much as possible.
This makes the interface easier to extend while still supporting the main platform features: AthenaAl,
Alnsights, Career Mentor, and the Admin Panel.

6.9 Source Code Availability

The source code of UniMentor is available in a public GitHub repository. The repository was created
so that the implementation of the platform can be accessed, reviewed, installed, and extended outside
the thesis document. It contains the complete project structure, including the frontend application,
the backend API, the bot subsystem, the Docker configuration, the setup scripts, and the runtime
commands that are used for local development and remote deployment.

The public repository is available at:
https://github.com/it185206/Unimentor—-Project—-Public

The repository is not only used as a place where the source code is stored. It also works as the practical
setup guide for the platform. This is important because UniMentor is not a single standalone program.
It is made from multiple connected parts, such as the frontend, the backend API, the vector database,
the local AI model service, the document ingestion worker, and the bot orchestrator. For this reason,
the correct setup of the environment is as important as the source code itself.
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6.9.1 Repository Structure

The repository is organized based on the main components of UniMentor. The frontend/
directory contains the React and Vite application that provides the user interface of the platform.
This includes the pages for AthenaAl, Alnsights, Career Mentor, and the Admin Panel. The
backend/api/ directory contains the FastAPI backend, which handles authentication, role-based
access, chat requests, RAG retrieval, Al tools, administration operations, document queueing, and
communication with Al providers.

The backend/bots/ directory contains the bot subsystem. This includes the bot orchestrator and
the logic required to run browser automation workers in a controlled way. The scripts/ directory
contains helper scripts for deployment and runtime operations. The root docker-compose.yml
file is used for Docker services such as Qdrant and Ollama. The root package. json contains
local development commands, while the root Make f1i1e provides the main command entry point for
remote server operation.

This structure follows the architecture of the system. Each important layer of UniMentor is kept in
a separate part of the codebase, which makes the project easier to understand and maintain. The
frontend does not contain backend logic, the backend does not contain bot worker code, and the bot
subsystem is separated from the normal API service. This separation also makes it easier to update
one part of the platform without changing the whole project.

6.9.2 Required Environment Files

Before UniMentor can run locally or remotely, the required environment files must be created and
configured. These files are not committed as final ready-to-use configuration files, because their val-
ues depend on the machine, deployment domain, database settings, authentication settings, Docker
configuration, and available local tools.

The main required environment files are:

* backend/api/.env
e frontend/.env.production

* backend/bots/options.env
These files are usually created from their example versions:

cp backend/api/.env.example backend/api/.env
cp frontend/.env.production.example frontend/.env.production
cp backend/bots/options.env.example backend/bots/options.env
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6.9.3 Local Development Requirements

For local development, the developer must install the tools needed by the different parts of the plat-
form. The frontend requires Node.js and npm. The backend requires Python and a Python virtual
environment. Git is needed to clone and manage the repository. Docker is needed to run services such
as Qdrant and Ollama. Tesseract OCR and Poppler are also required because UniMentor supports
document ingestion from different file types, including scanned PDFs or PDF files that may need
conversion during processing.

The main local requirements are:

* Node.js and npm

e Python 3

* Git

* Docker Desktop or Docker Engine
* Tesseract OCR

* Poppler

The installation can be checked with commands such as:

node -v

npm -v

python —--version
docker —--version
tesseract —--version
pdfinfo -v

pdftoppm -v

6.9.4 Local Setup Steps

The local setup starts by cloning the repository from GitHub. After the repository has been down-
loaded, the developer must move into the project root. From there, the environment files must be
created from their example versions and edited with the correct local values.

A typical local setup begins with:

git clone https://github.com/it185206/Unimentor-Project-Public
cd Unimentor-Project-Public

Then the required environment files are prepared:

98



Chapter 6. Design and Implementation of UniMentor

cp backend/api/.env.example backend/api/.env
cp frontend/.env.production.example frontend/.env.production
cp backend/bots/options.env.example backend/bots/options.env

After the files are created, they must be edited. The backend file must point to the correct database,
Ollama service, models, CORS origins, and any document-processing paths. The frontend file must
point to the correct backend API URL. The bot options file must match the local Docker and database
environment if the bot subsystem is going to be used locally.

The next step is to install the project dependencies. The repository provides root npm commands that
help set up both the frontend and backend from the project root. The general setup command is:

npm install
npm run setup

The npm run setup command executes the setup steps for the frontend and backend. The fron-
tend setup installs the npm dependencies inside the frontend/ directory. The backend setup cre-
ates the Python virtual environment under backend/api/ .venv and installs the backend require-
ments. This makes the setup easier because the developer does not need to manually enter each
subfolder and execute every command separately.

After the dependencies are installed, the required Docker services can be started. Qdrant is needed
for vector storage, and Ollama is needed for local Al-related models. The services can be started with:

docker compose up —-d gdrant ollama

After starting the containers, their status can be checked with:

docker ps

If the required Ollama model is missing, the model pull script can be used:
bash ./scripts/pull-ollama-models.sh

This step is important because the RAG flow depends on embeddings, and the platform expects the
required embedding model to be available. If the model is not available in Ollama, embedding gener-
ation will fail and retrieval will not work correctly.

When the services are ready, the frontend and backend can be started. The frontend can be started
with:

npm run dev:frontend

The Vite frontend usually runs on:
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http://localhost:5173

The backend can be started with:

npm run dev:backend

There is also a command for starting both frontend and backend together:

npm run dev

6.9.5 Remote Server Requirements

The remote server setup is used when UniMentor is deployed in a server environment. In this case,
the platform is not only started as a development application. The frontend is built into static files,
Apache serves the frontend, Apache proxies API requests to the backend, Docker runs the required
supporting services, and cron jobs are used for backend recovery and document ingestion.

The server must have the required system dependencies installed. These include:

* Linux server access

* Python 3

* Node.js and npm

* Docker and Docker Compose

* Tesseract OCR

» Poppler

* Apache configured for frontend serving and API proxying

¢ Correct environment files for backend, frontend, and bots

The server dependencies can be checked with:

python3 --version

node -v

npm -v

docker —--version
docker compose version
tesseract —--version
pdfinfo -v

pdftoppm -v
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6.9.6 Remote Deployment Steps

On the remote server, the project is managed mainly through the root Make fi1e. The Makefile was
added to avoid running many independent commands manually. It groups the main operations into
commands for deployment, startup, shutdown, status checking, and log inspection.

The first step is to move to the project root on the server:

cd /var/www/html/unimentor/Unimentor-Project
The available Makefile commands can be checked with:

make help

Before deployment, the required environment files must exist:

backend/api/.env
frontend/.env.production
backend/bots/options.env

If they do not exist, they should be created from their example versions and edited with the correct
server values:

cp backend/api/.env.example backend/api/.env
cp frontend/.env.production.example frontend/.env.production
cp backend/bots/options.env.example backend/bots/options.env

nano backend/api/.env
nano frontend/.env.production
nano backend/bots/options.env

After the environment is prepared, the deployment command can be executed:
make deploy

The deployment command prepares the platform for the server environment. It builds the bot images,
checks that the required environment files exist, checks important dependencies, creates or uses the
backend virtual environment, installs backend requirements, installs frontend dependencies, builds the
frontend, and then restarts the platform. This command is useful after a new version of the code has
been pulled from the repository.

After deployment, the platform can be started with:

make start
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The start command performs several actions. It starts the bot orchestrator, starts the Docker services
for Qdrant and Ollama, checks that the containers are running, checks or pulls the required Ollama
models, starts the FastAPI backend on port 9000, and registers the cron jobs for the backend watch-
dog and the ingestion worker. This means thatmake start starts the platform as a complete system,
not only as a backend process.

The platform can be stopped with:
make stop

The stop command stops the bot orchestrator, removes the UniMentor cron jobs, stops the FastAPI
backend, and stops the Qdrant and Ollama containers. The order is important. The cron jobs are
removed before the backend is stopped, because otherwise the backend watchdog could detect that
the backend is down and start it again, even though the platform was intentionally stopped.

For a clean restart, the recommended flow is:

make stop
make start

This is safer than restarting only one service, because UniMentor depends on several connected parts.
A clean restart ensures that the backend, Docker services, bot orchestrator, and cron jobs are started
again in the expected order.

6.9.7 Apache and Backend Runtime

In the remote setup, the frontend is built into static files and served by Apache. The backend runs
locally on the server at:

127.0.0.1:9000

Public API requests are handled through Apache, which proxies them to the local backend service.
This means that the FastAPI service does not need to be exposed directly to the public internet. The
user accesses the platform through the UniMentor web path, while Apache serves the frontend and
forwards API requests internally.

This setup also makes the frontend production configuration important. The frontend must call the
public Apache-proxied API path, not the internal backend address directly. The backend, on the other
hand, must allow the correct frontend origin through its CORS configuration. If either of these values
is wrong, the frontend may load correctly, but API requests may fail.

102



Chapter 6. Design and Implementation of UniMentor

6.9.8 Cron Jobs and Background Processing

The remote setup includes two important cron-based processes. The first one is the backend watch-
dog. This cron job calls the start_backend_if_down.sh script. Its purpose is to check
whether the FastAPI backend is running. If the backend is already running on port 9000, the script
does nothing. If the backend is down, it starts it again using the Python virtual environment inside
backend/api/.venv.

This mechanism is useful after a server restart or an unexpected backend failure. Without it, the
backend could remain down until someone manually connects to the server and starts it again. With
the watchdog, the backend has a simple recovery mechanism that keeps the API available when the
platform is intended to be running.

The second cron-based process is the ingestion worker loop. This cron job calls the run_ingestion_loop.sh
script. The ingestion worker is responsible for processing queued documents. When a document is

uploaded from the Admin Panel or sent by a bot, it is not fully processed inside the upload request.

Instead, it is placed in the queue. The ingestion worker later parses the file, extracts text, applies

OCR if needed, chunks the content, creates embeddings, stores vectors in Qdrant, and updates the

document status.

The loop script runs the ingestion worker multiple times per minute with short delays between ex-
ecutions. This makes document processing more responsive without making it part of the normal
request-response flow. This is important because parsing, OCR, embedding, and indexing can be
heavier operations. If they were executed directly during the upload request, the user interface could
become slow or unstable.

The current cron jobs can be inspected manually with:
crontab -1

The stop command removes the UniMentor-related cron entries so that the backend watchdog and
ingestion worker do not continue running while the platform is intentionally stopped.

6.9.9 Docker Services

UniMentor uses Docker for important supporting services. The main Docker services are Qdrant,
Ollama, and the bot-related containers. Qdrant stores the vector embeddings that are used during
retrieval. Ollama provides local Al-related model functionality, including the embedding model re-
quired by the RAG workflow. The bot orchestrator manages browser automation workers separately
from the main backend API.

The Docker containers can be checked manually with:

docker ps
docker compose ps

The repository also provides Makefile commands for checking Docker status:
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make docker—-status

It is important that Qdrant and Ollama are running before the parts of the platform that depend on
them are used. If Qdrant is down, retrieval from the vector database will fail. If Ollama is down or
the required model is missing, local embedding or model-related operations may fail.

6.9.10 Logs and Maintenance Commands

The repository includes commands for checking the state of the platform and reading logs. This is
necessary because UniMentor is made from several services, and a problem may appear in different
places depending on which part failed. The most useful commands include:

make status

make docker-status

make logs—-backend

make logs—ingestion-worker

make logs—-orchestrator FOLLOW=true

The make status command shows the backend port and important Docker containers. The make
docker-status command shows Docker Compose service status. The backend logs are useful
when the API does not start or when an endpoint fails. The ingestion worker logs are useful when
uploaded documents remain in processing or do not become indexed. The orchestrator logs are useful
when bot executions fail or when worker containers do not behave as expected.

If a specific Makefile target for the backend watchdog logs is not available, the log can still be inspected
directly with:

tail -f backend/api/backend_watchdog.log
Similarly, ingestion worker logs can also be inspected directly if needed:
tail -f backend/api/ingestion_worker.log

These commands make the platform easier to maintain on a server. Instead of guessing which part is
failing, the maintainer can inspect the relevant logs and check the status of each service separately.

6.9.11 Common Issues and Troubleshooting

Some common issues are related to missing dependencies. If Tesseract is not installed or not available
in the system path, OCR-related document processing will fail. If Poppler is missing, PDF-to-image
conversion and some PDF parsing flows may fail. These issues are especially important when the
uploaded document is a scanned PDF or when the parser needs to convert pages during extraction.
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Other issues are related to wrong environment values. If the backend does not start, the backend
log should be checked first. The backend . env file should also be checked, especially the database
connection, backend port, Ollama URL, model names, and authentication-related values. It is also
useful to check whether port 9000 is already in use.

If the frontend loads but cannot call the backend, the frontend API URL and the backend CORS
settings should be checked. In local development, the frontend usually calls the local backend address.
In production, it should call the Apache-proxied API URL. If the frontend points to the wrong URL,
requests will fail even if both the frontend and backend are running.

If the ingestion worker is not processing documents, the cron job should be checked with crontab
—1. The ingestion worker log should also be inspected. Possible causes include wrong file paths, miss-
ing environment values, parser errors, missing Tesseract or Poppler, unavailable Ollama embeddings,
or Qdrant connection problems.

If Ollama does not have the required model, the model pull script should be executed. If Qdrant or
Ollama is not running, Docker status should be checked with docker ps, docker compose
ps,ormake docker-status. These checks are important because the backend may be running,
but RAG functionality can still fail if the supporting services are not available.

The repository therefore provides both the source code and the operational instructions needed to run
the platform. It explains which files must be configured, which dependencies must be installed, how
the local setup works, how the server setup works, which commands are used for deployment and
runtime control, and how common issues can be checked. This makes the repository an important
part of the final thesis implementation, because it allows UniMentor to be reproduced and maintained
beyond the written description of the system.
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UniMentor Presentation

This chapter presents the final appearance of UniMentor through representative screenshots of the
platform. In the previous chapter, the focus was on the design and implementation of the main system
parts, such as the frontend, backend, databases, and Al-related components. Here, the focus moves
to the actual interface as it is presented to the user.

The presentation begins from the Home page, which acts as the entry point of the platform, and then
continues with the views available to the main user categories of UniMentor. More specifically, the
following sections present the functionality available to the basic user, the secretary admin user, and
the teacher admin user. In this way, the chapter shows not only the visual appearance of the platform,
but also how the available functionality changes depending on the role of the user.
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Figure 7.1: Home page of UniMentor.

The Home page is the main entry point of UniMentor and is designed to give the user direct access
to the main features of the platform. As shown in Figure 7.1, the interface presents the available

106



Chapter 7. UniMentor Presentation

tools through separate visual cards. These correspond to AthenaAl Chat, Alnsights, and Career Men-
tor. This makes the initial navigation simple, since the user can immediately understand the core
functionality of the platform and move directly to the desired feature.

This design was useful because UniMentor combines more than one type of functionality in the same
environment. AthenaAl is focused on conversational interaction with the university knowledge base,
Alnsights is focused on generating structured course-related study material, and Career Mentor repre-
sents a job-related feature with Al-assisted filtering. Presenting these as separate cards on the Home
page keeps the interface clear and avoids introducing unnecessary complexity at the start of the user
experience.

The Home page also reflects the role-aware behavior of the platform. All authenticated users can
access the main user-facing features, while administrative users are additionally given access to the
Admin Panel through the button shown in the upper part of the page. This means that the Home
page does not act only as a navigation screen, but also as a common starting point that adapts to the
permissions of the currently logged-in user.

Another visible detail is that the Career Mentor tile is marked as coming soon. This is consistent
with the current state of the feature, since its interface has been implemented as a proof of concept,
but a complete production version would require connection to a secure third-party job listings API
through the backend. In this way, the Home page also communicates which parts of the platform are
fully available and which are still presented as partial or future functionality.

After the Home page, the following sections present the platform in more detail based on user role,
starting from the basic user and then continuing with the secretary and teacher admin views.

7.1 Basic User

The basic user has access to the main user-facing features of UniMentor. These include AthenaAl
Chat, Alnsights, and Career Mentor. This role represents the normal platform user, such as a student,
who uses the system mainly to ask questions, generate study material, and explore the proof-of-concept
career feature. The basic user does not have access to the Admin Panel, since administrative actions
are limited to secretary and teacher users.
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Figure 7.2: Initial AthenaAl Chat interface for a basic user.

AthenaAl Chat is the main conversational feature of UniMentor. As shown in Figure 7.2, the interface
contains a model selector, a RAG status indicator, a message area, and an input field where the user
can type a question. The user can also return to the Home page from the button placed at the top-right
side of the chat container.

The model selector allows the user to choose one of the active LLMs that are available in the system.
The RAG option shows whether the answer should be generated with retrieval from the university
knowledge base or as a normal chat response. This gives the user more control over the way AthenaAl
answers, while keeping the interface simple.
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Figure 7.3: AthenaAl Chat with conversation history, options menu, and formatted answer.
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Figure 7.3 shows AthenaAl after previous conversations have been created. The sidebar contains the
user’s chat history, including pinned conversations and older conversations. This allows the user to
return to previous discussions instead of starting from zero every time. The options menu also gives
access to settings such as enabling or disabling RAG.

The answer area supports formatted responses. In the example shown, AthenaAl returns an expla-
nation that includes a code block, inline formatting, and structured text. This is important because
the chatbot is not only used for simple text answers. It can also explain programming concepts, show
examples, and present educational material in a readable way.

Alnsights Model: = OpenAl: GPT-4o mini

Enable custom input

P ORPORPPERPRROOORORRPRPOOROOORROERORO O

1
1
1
°
1
°
1
°
1
°
°
1
°
°
°
]
°
°
°
°
1
°
°
°
]
°
(]
1
°
1
°
1
°
1
1
[}

SRR OO ORROO OO ORRROOROOOOOROORRRRRERARS

Figure 7.4: Initial Alnsights interface for course-based material generation.

Alnsights is the second main feature available to the basic user. Its purpose is to generate structured
study material based on a selected course and template. As shown in Figure 7.4, the user can choose
the model, course, and template type. There is also an optional custom input field that can be enabled
when the user wants to provide extra instructions.

The page keeps the workflow simple. The user first selects a course, then selects the type of material
they want, and finally presses the generate button. The result is displayed in the large response area
below the form. The download button allows the generated result to be exported in PDF, which is
useful when the user wants to keep the produced material for studying later.
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Figure 7.5: Course selection list in Alnsights. Figure 7.6: Template selection list in Alnsights.

The course selector displays the available courses that the backend returns from the system database.
As shown in Figure 7.5, the list includes course names and semester indicators. This helps the user
find the correct course more easily, especially when the platform contains many subjects.

The template selector defines the type of output that Alnsights should generate. As shown in Figure 7.6,
the available templates include options such as typology, methodologies, exercise workbook, theory
summary, and exam preparation plan. This makes the tool more guided than a normal chatbot, because
the user does not need to manually describe the full structure of the requested material every time.
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Figure 7.7: Generated Alnsights response based on selected course and template.
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Figure 7.7 shows an example of generated material. In this case, the user has selected a course and
the theory summary template. The response is generated inside the same page and is presented in a
structured format with headings and bullet points. This makes Alnsights suitable for quick revision,
summary creation, and exam preparation support.
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Figure 7.8: Career Mentor proof-of-concept job listing interface.

Career Mentor is also available from the basic user interface, but in the current version it is imple-
mented as a proof of concept. As shown in Figure 7.8, the page presents job cards with information
such as job title, company, location, job type, and a short description. The user can sort the results
and open the filter panel to narrow down the displayed jobs.

The job data shown on this page is mock data stored locally in the frontend. This means that the
page demonstrates the intended interface and interaction flow, but it is not yet connected to a real
job provider. In a complete production scenario, the job data would need to be fetched through the
backend from a secure third-party job listings API.
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Figure 7.9: Career Mentor filter panel with normal and Al-assisted filtering options.
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The filter panel allows the user to filter the job list by fields such as type, company, location, remote
availability, and custom search criteria. It also includes a prompt field that can be enabled for Al-
assisted filtering. With this option, the user can describe their skills or preferences, and the backend
can return the most relevant job ids based on the available list.

Junior Frontend Engineer (React)
00 UniTech Labs

Thessaloniki, GR (Hybric) (T R

Build modern Uls with React, Tailwind, and shaden/ui. Work with
designers and backend teams.

You'll implement features for our university platforms, collaborate on
component libraries, write tests, and participate in code reviews.
Bonus points for familiarity with RAG/LLM Uls.

Figure 7.10: Career Mentor job details dialog.

When the user selects a job, a details dialog is displayed, as shown in Figure 7.10. The dialog presents
the job title, company, image, location, employment type, description, and an apply button. This gives
the feature a more complete user flow, even though the current implementation remains a proof of
concept.

Overall, the basic user interface covers the main user-facing functionality of UniMentor. AthenaAl
provides conversational support, Alnsights generates structured study material from course data, and
Career Mentor demonstrates how job-related Al filtering could be integrated in the future. These
tools are separated into different pages, but they follow the same visual style and rely on the same
backend for authentication, model selection, and Al-related requests.
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7.2 Admin User - Secretary

The secretary admin user has access to all the main features that are available to a basic user, such
as AthenaAl Chat, Alnsights, and Career Mentor. In addition to these features, the secretary also
has access to the Admin Panel. This role is mainly responsible for managing secretary-controlled
knowledge base content, such as secretary-managed subjects and their documents.

Admin Panel

TECHNICAL NAME PROVIDER ACTIVE

gpt-do-min opentl [hcie }

Figure 7.11: Secretary view of the Admin Panel models tab.

As shown in Figure 7.11, the secretary can access the Admin Panel and view the available LLMs
through the Models tab. The table presents information such as the model name, technical name,
provider, and active status. In this case, the secretary can view the model configuration, but model
management actions are not available to this role. This is because model creation, update, and deletion
are teacher-only operations in the current implementation.

The main administrative functionality for the secretary is found in the Knowledge Base tab. This part
of the interface allows the secretary to manage secretary-controlled subjects and documents. These
records are used by the backend as part of the knowledge base structure, while the actual uploaded
files are later processed and indexed by the ingestion worker.
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Figure 7.12: Secretary view of the Knowledge Base tab.

Figure 7.12 shows the Knowledge Base tab from the secretary view. The left panel contains the
available subjects, while the right panel contains the documents that belong to the selected subject.
This split layout makes it easier to first select a subject and then manage its related documents without
leaving the same page.

In the example, the selected subject contains one document with the status Missing. This means
that the document record exists in the system, but its actual file has not been uploaded and processed
yet. The interface also includes buttons for refreshing the lists, creating new subjects or documents,
uploading a file for a document, and deleting existing records.

r N
. X X
Create subject Create document
Create a new subject container for documents. Create a document entry before uploading its file.
Subject name * Document name *
Enter subject name... Enter document name...
Can(e‘ cance'
~ 4

Figure 7.13: Create subject dialog for secretary ~ Figure 7.14: Create document dialog for secre-
users. tary users.

The secretary can create new secretary-managed subjects through the dialog shown in Figure 7.13.
The subject works as a container for related documents. This is useful for information that is not part
of a normal course synchronization flow, but still needs to be available in the platform knowledge base.
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After creating or selecting a subject, the secretary can also create document records, as shown in
Figure 7.14. This step creates the document entry before the actual file is uploaded. Separating the
document record from the file upload makes the process clearer, because the system can first know
which document is expected and then track whether its file is missing, processing, or processed.

Delete subject %

Are you sure you want to delete "TEZT" and all its documents? This action

Delete document

Are you sure you want to delete "Teot"? This action cannot be undone.

cannot be undone.

Figure 7.15: Delete subject confirmation dialog. Figure 7.16: Delete document confirmation dialog.

Delete actions are protected with confirmation dialogs. Figure 7.15 shows the confirmation dialog for
deleting a subject, while Figure 7.16 shows the confirmation dialog for deleting a document. This is
important because these actions can also affect related data, such as document records and indexed
vector chunks. The confirmation step helps avoid accidental deletion from the Admin Panel.

When a secretary deletes a subject, the backend also handles the related document data and attempts
to remove the corresponding vectors from Qdrant. When a secretary deletes a document, the back-
end also removes the vector data that belongs to that document. In this way, the interface action is
connected with the consistency logic described in the implementation chapter.

Upload document

Upload a file for the selected document. The BE will enqueue it for
parsing/indexing.

Subject

Document name

File *

Choose File Mo file chosen

Figure 7.17: Upload document dialog for secretary users.
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Figure 7.17 shows the upload dialog for a selected document. The subject and document name are
already filled in, so the secretary only needs to choose the file that should be uploaded. After the
upload, the backend does not immediately index the file inside the same request. Instead, it enqueues
the document for parsing and indexing, and the ingestion worker handles the heavy processing later.

Overall, the secretary admin view focuses on managing secretary-controlled knowledge base content.
The secretary can still use the platform as a normal user, but the Admin Panel adds the ability to
create secretary-managed subjects, create document records, upload files, and delete content when
needed. This role is therefore connected mostly with maintaining institutional information that should
be available to UniMentor users through the RAG-based features.

7.3 Admin User - Teacher

The teacher admin user has access to all the main features that are available to a basic user, such
as AthenaAl Chat, Alnsights, and Career Mentor. In addition to these features, the teacher also has
access to the Admin Panel. Compared to the secretary role, the teacher view focuses more on course-
related knowledge base content, LLM management, and bot configuration.

The teacher can use the Knowledge Base tab to view the courses assigned to them and the documents
that belong to each course. These course subjects are not manually created by the teacher through
the interface, because they are mainly synchronized by the bot process from an external university
system (in our case, Moodle). However, the teacher can still inspect the available course documents
and upload files for documents that are missing or need to be processed.
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Figure 7.18: Teacher view of the Knowledge Base tab.

As shown in Figure 7.18, the Knowledge Base tab is split into two main panels. The left panel contains
the teacher’s assigned courses, while the right panel contains the documents of the selected course.
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Each course is shown with its semester indicator, and each document has a status that shows whether
it has already been processed or is still missing from the knowledge base.

The upload button allows the teacher to upload the actual file for an existing document record. This is
useful because the course structure and document names may already exist in the system, but the file
content still needs to be provided before it can be parsed, chunked, embedded, and indexed.

Upload document
Upload a file for the selected document. The BE will enqueue it for

parsing/indexing.

Subject

S uA

T T ——

Document name

File *

Choose File Mo file chosen

[ |

Figure 7.19: Upload document dialog in the teacher Knowledge Base view.

Figure 7.19 shows the upload dialog for a selected course document. The subject and document name
are already filled in, so the teacher only needs to choose the file. After the upload, the backend places
the document in the processing queue. This means that the file is not indexed directly from the frontend
request, but is later handled by the ingestion worker.

The teacher role also has access to the Models tab. This part of the Admin Panel is used to man-
age the LLMs that can be selected from the user-facing tools. These models are used by AthenaAl
Chat, Alnsights, and Career Mentor, so managing them from the Admin Panel makes the Al behavior
configurable without changing the code.
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Figure 7.20: Teacher view of the Models tab.

As shown in Figure 7.20, the Models tab lists the registered LLLMs with their display name, technical
model name, provider, and active status. The teacher can search the list, refresh it, add a new model,
edit an existing model, or delete one. This gives the teacher more control over which Al models are
available on the platform.

r | )
X . X
Add LLM model Edit LLM model
Register an LLM model that can be used in the app. Update the model properties or toggle its active status.
Name * Name
Enter display name for the model, e.g. GPT-4o Mini GPT-40 mini
Technical model name * Technical model name
Enter technical model name used in prompts, e.g. gpt-4o-min gpt-4o-mini
Provider Provider
OpenAl Opendl
Active Active
h 4 A >

Figure 7.21: Dialog for adding a new LLM. Figure 7.22: Dialog for editing an existing LLM.

The model creation and edit dialogs are shown in Figures 7.21 and 7.22. A model record contains
a display name, a technical model name, the provider, and an active flag. The display name is what
users see in the interface, while the technical model name is the value used by the backend when it
calls the selected provider.
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The active flag is also important because it controls whether the model is available in the user-facing
tools. In this way, a model can remain registered in the system but be temporarily hidden from normal
users. This is useful when testing a model or when a model should not be used anymore but the record
should remain available for administration.

Delete model

Are you sure you want to delete "GPT-4o mini®? This action cannot be

Figure 7.23: Delete confirmation dialog for an LLM.

undone

Figure 7.23 shows the delete confirmation dialog for an LLM. The confirmation step is used to prevent
accidental deletion, because removing a model affects the options available in the rest of the platform.
This is especially important when the same model may be used by multiple tools.

The teacher role also has access to the Bots tab. This tab is not available to secretary users. It is
used to configure automated bots that collect or update course-related information from an external
university system (in our case, Moodle). The bot configuration does not execute the bot directly from
the frontend. Instead, it stores the schedule and configuration that the backend and bot subsystem later
use.
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Figure 7.24: Teacher view of the Bots tab.

As shown in Figure 7.24, the Bots tab lists the configured bot schedules. Each row shows the course,
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scheduling pattern, next execution information, and active status. The teacher can also view logs, edit
a bot, or delete it. This makes the bot subsystem visible from the platform instead of leaving it only
as a background server process.

Create Bot

Configure a scheduler bot for automated ingestion,

Create Bot

Configure a scheduler bot for automated ingestion.

Pattern *

Repeat Interval

Scheduled day *
Course * v

Select weekday
Select course

Scheduled time *
Pattern *

time between 0000 and 0&:00

. Select i
One Time

Execution interval *
Scheduled day

1

Select weekday

Interval type *
Scheduled time typ

. o Week
Select time between 00:00 and 06:00
Parameters JSON
Parameters JSON
It
i
Start time
Active
B Select date

End time
B Select date

Repeat yearly [
Figure 7.25: Create bot dialog with one-time ex- Active
ecution pattern.

. >

Figure 7.26: Create bot dialog with repeat-
interval pattern.

The create bot dialog supports different scheduling patterns. Figure 7.25 shows the one-time pattern,
where the bot is configured to run once based on the selected scheduling values. Figure 7.26 shows
the repeat-interval pattern, where the teacher can define an execution interval, interval type, start time,
end time, and whether the schedule should repeat yearly.

The bot form also includes a parameters field in JSON format. This allows extra bot-specific configu-
ration to be passed without changing the form structure every time a bot needs different parameters.
The active flag controls whether the bot schedule is enabled or disabled.
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Select time between 00:00 and 06:00 Cancel
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Figure 7.28: Delete confirmation dialog for a bot
schedule.
Active L]
Cancel m

Figure 7.27: Edit bot dialog for an existing bot
schedule.

Existing bot schedules can also be edited or deleted. The edit dialog allows the teacher to update
the bot configuration, while the delete dialog confirms that the selected bot should be removed. These
confirmation steps are useful because bot schedules may affect automatic data collection and document
synchronization for course content.
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Bot logs
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¥ Message
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Figure 7.29: Bot logs dialog showing execution history and messages.

Figure 7.29 shows the bot logs dialog. The left side contains previous executions, while the right side
contains the log messages of the selected execution. The interface also includes filters for execution
period and status. This allows the teacher to inspect whether a bot ran successfully and to see messages
related to document updates, skipped documents, or queueing decisions.

Overall, the teacher admin view gives teachers control over the parts of UniMentor that are connected
to their courses and to the Al configuration of the platform. Teachers can use all normal user features,
upload course documents, manage available LL.Ms, configure scheduled bots, and inspect bot logs.
This makes the teacher role more technical than the basic user role, because it is responsible not
only for using the platform, but also for helping maintain the course-related knowledge base and the
automation layer.
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User Experience

8.1 Evaluation Methodology

After the implementation of UniMentor, a user experience evaluation was conducted in order to ex-
amine how users perceived the platform in terms of usability, ease of use, consistency, and overall
interaction. UniMentor is not only a technical system but also a platform that must be used by students,
teachers, and administrative users in a simple, understandable way. For that reason, the system’s suc-
cess does not depend only on the correctness of the backend, the retrieval pipeline, or the Al responses.
It also depends on whether users can interact with the platform without confusion or unnecessary ef-
fort.

The evaluation focused on the general usability of UniMentor. The users interacted with the platform
and then completed a questionnaire through Google Forms. The questionnaire was based on the Sys-
tem Usability Scale (SUS), which is a commonly used method for measuring the perceived usability
of a system. SUS was selected because it is short, simple to distribute, and suitable for evaluating
software systems without requiring a long or complex user study. This made it appropriate for Uni-
Mentor, as the purpose of the evaluation was to collect structured feedback from users after they had
tested the platform’s core features.

SUS was originally introduced by Brooke as a quick method for collecting a global usability score
for interactive systems [46]. It consists of ten statements, answered on a five-point Likert scale. The
questions alternate between positive and negative statements. This prevents the questionnaire from
being only one-directional and encourages the participant to think about each statement separately.
Later studies have also shown that SUS is widely used in practice and can provide reliable results for
comparing and interpreting the usability of different systems [47]. For these reasons, it was considered
a suitable method for evaluating UniMentor.

The questionnaire was answered by 16 participants. The answers were collected anonymously through
Google Forms. Each participant rated the ten SUS statements from 1 to 5, where 1 represented strong
disagreement and 5 represented strong agreement. The statements were adapted only in wording so
that the term “system” would refer specifically to UniMentor. The structure and scoring logic of SUS
remained the same.
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8.2 System Usability Scale

The System Usability Scale produces a final score from 0 to 100. However, this score should not be
interpreted as a percentage of correctness. Instead, it is a usability score that represents the user’s
subjective perception of the system. A higher score indicates that users found the system easier, more
consistent, and more comfortable to use.

The SUS score is calculated using a specific scoring method. For the positive statements, which are
questions 1, 3, 5, 7, and 9, the contribution of each answer is calculated by subtracting 1 from the
selected value. For the negative statements, which are questions 2, 4, 6, 8, and 10, the contribution
is calculated by subtracting the selected value from 5. The total of these ten adjusted values is then
multiplied by 2.5. This produces the final SUS score for each participant.

The formula used for the calculation was:

SUS = o@-D+ > (5-Qy)| x25

i€{1,3,5,7,9} i€{2,4,6,8,10}

This scoring approach was useful because it converted the answers into a single value that could be
compared across participants. At the same time, the individual answers were still examined in order
to understand which parts of the experience were evaluated more positively or negatively.

SUS was chosen for this evaluation mainly for three reasons. First, it is simple and quick for users
to complete. Since the evaluation was conducted after users interacted with the prototype, a longer
questionnaire could reduce the number or quality of responses. Second, SUS gives a numerical score
that can be easily interpreted and compared with existing usability benchmarks. Third, it has been
used and examined in different types of software systems, which makes it more suitable than creating
a completely custom questionnaire without a known scoring method [47], [48].

Although SUS is useful, it also has limitations. It gives a general view of perceived usability, but it does
not explain every specific reason behind a user’s opinion. For example, a user may give a lower score
because of navigation, response time, visual layout, or because they were not familiar with Al-based
systems. For this reason, the results were not treated as a complete usability study. Instead, they were
used as an indicative evaluation of the platform’s usability at this stage of development.

8.3 Questionnaire Structure

The questionnaire included the standard ten SUS statements, adapted to refer directly to UniMentor.
The questions were the following:

1. I think that I would like to use UniMentor frequently.
2. I found UniMentor unnecessarily complex.
3. I thought UniMentor was easy to use.

4. I think that I would need the support of a technical person to be able to use UniMentor.

124



Chapter 8. User Experience

I found the various functions in UniMentor were well integrated.
I thought there was too much inconsistency in UniMentor.
I would imagine that most people would learn to use UniMentor very quickly.

I found UniMentor very cumbersome to use.

A S A

I felt very confident using UniMentor.

10. Ineeded to learn a lot of things before I could get going with UniMentor.

The positive statements assessed whether users wanted to use the platform again, found it easy, felt
the functions were connected, could learn the system quickly, and felt confident while using it. The
negative statements measured the opposite side of the experience, such as unnecessary complexity,
need for technical support, inconsistency, difficulty of use, and the amount of learning needed before
using the platform.

This structure was suitable for UniMentor, a platform that includes multiple connected parts. A user
can interact with AthenaAl, use the Alnsights tools, navigate through different pages, and receive
Al-generated information based on university-related content. Because of this, the evaluation had
to measure not only whether one page was understandable, but whether the platform as a whole felt
usable and consistent.

The Google Forms graphs were used to visualize the distribution of responses for each question. These
graphs help show whether the answers were concentrated around positive values or whether there were
mixed opinions for specific statements. The final SUS score gives one overall value, but the graphs
make it easier to understand the behavior of each question separately.

8.4 Question-Level Results

9 (56,3%)

7 (43,8%)

Figure 8.1: Responses to SUS Question 1: I think that I would like to use UniMentor frequently.

The first question examined whether users would like to use UniMentor frequently. As shown in
Figure 8.1, most users gave positive answers to this statement. The average score for this question was
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4.56 out of 5. This indicates that most participants saw UniMentor as a platform that they would be
willing to use again. This is a positive result since the platform is designed to support students during
repeated academic information searches and not only during a single interaction.

Average: 2,00 /5 — Total responses: 16

10

10 (625%)

3(18,8%)

3(18,8%)

Figure 8.2: Responses to SUS Question 2: I found UniMentor unnecessarily complex.

Figure 8.2 shows that most participants disagreed with the statement that UniMentor was unnecessarily
complex. The average score was 2.00. This suggests that the platform was generally perceived as
straightforward, despite UniMentor’s multiple features, such as AthenaAl, Alnsights, and different
navigation pages.

Average: 4,56 / 5 — Total responses: 16

9 (56,3%)

7 (43.8%)

Figure 8.3: Responses to SUS Question 3: I thought UniMentor was easy to use.

As shown in Figure 8.3, the responses were strongly positive for UniMentor’s ease of use. The average
score was 4.56. This result supports the idea that the main interaction flow of UniMentor was under-
standable. Users could access the main features without needing to understand the technical details
behind the system, such as retrieval, embeddings, vector search, or the Al model connection.
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Average: 2,06 / 5 — Total responses: 16

13 (81,3%)

Figure 8.4: Responses to SUS Question 4: I think that I would need the support of a technical person
to be able to use UniMentor.

Figure 8.4 shows that most participants did not feel that technical support would be necessary. The
average score was 2.06. This is a useful result for UniMentor because the platform is intended for
regular university users, not only technical users. Students should be able to ask questions, use Al
tools, and navigate the platform without needing help from a developer or administrator.

Average: 4,50 / 5 — Total responses: 16

8

8 (50,0%) 8 (50,0%)

Figure 8.5: Responses to SUS Question 5: I found the various functions in UniMentor were well
integrated.

Figure 8.5 shows that the participants generally agreed that UniMentor functions were well integrated.
The average score was 4.50. This is important because UniMentor is not just a single-page chatbot. It
combines conversational Al, RAG-based educational tools, and a wider platform structure. The result

suggests that users perceived these parts as belonging to the same system rather than as disconnected
tools.
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14 (87,5%)

1(63%) 1(63%)

Figure 8.6: Responses to SUS Question 6: I thought there was too much inconsistency in UniMentor.

The sixth question examined whether users noticed too much inconsistency in the platform. As shown
in Figure 8.6, the average score was 2.00. This result supports the design decision to keep a common
visual style, similar page structure, and consistent interaction patterns across the main parts of the
system.

Average: 4,56 / 5 — Total responses: 16

10

9 (56,3%)

7 (438%)

0(0,0%) 0(0,0%) 0(0,0%)

Figure 8.7: Responses to SUS Question 7: I would imagine that most people would learn to use
UniMentor very quickly.

Figure 8.7 shows a positive response distribution for the seventh question, which examined whether
users believed that most people would learn to use UniMentor quickly, with an average score of 4.56.
This result indicates that UniMentor was considered easy to learn and is especially important for a
university-oriented platform, since users may not use it every day at first. A platform with good
learnability allows users to return after some time and still understand how to use its basic features.
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Average: 2,06 / 5 — Total responses: 16

15

15 (93.8%)

Figure 8.8: Responses to SUS Question 8: I found UniMentor very cumbersome to use.

The eighth question examined whether users found UniMentor cumbersome to use. As shown in
Figure 8.8, the average score was 2.06. This shows that users generally did not find the system tiring
or difficult to operate. This result is connected with the previous questions about ease of use and

technical support. Together, these answers suggest that the basic user experience was simple enough
for the participants.

Average: 4,50 / 5 — Total responses: 16

8

8 (50,0%) 8 (50,0%)

Figure 8.9: Responses to SUS Question 9: I felt very confident using UniMentor.

Figure 8.9 shows that users generally felt confident while using the platform. The average score was
4.50. This is a useful result because confidence affects whether users are willing to rely on a system,
especially when it is based on Al interaction. If the interface feels unclear, users may hesitate to ask
questions or use the generated results. In this case, the responses suggest that the platform gave users
enough confidence during interaction.
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13 (81,3%)

3(188%)

Figure 8.10: Responses to SUS Question 10: I needed to learn a lot of things before I could get going
with UniMentor.

As shown in Figure 8.10, the average score was 1.81. This was the lowest average among the negative
statements, indicating that users did not feel that UniMentor required a lengthy learning process before
they could start using it. This result is integral, as the platform is designed to provide quick access to
academic information without introducing another complicated system that users must study before
using.

8.5 Overall SUS Results

The final SUS results showed an average score of 81.88, a median of 82.50, and a standard devia-
tion of 8.04, with the lowest score being 67.50 and the highest 95.00. The median was close to the
average, which shows that the result was not strongly affected by extreme values. The standard devi-
ation, calculated using the sample standard deviation because the respondents represent a sample of
potential UniMentor users rather than the full user population, also indicates some variation among
participants, but the scores were still generally close enough to support a consistent positive usability
evaluation.

Metric Value
Number of participants | 16
Average SUS score 81.88
Median SUS score 82.50
Minimum SUS score 67.50
Maximum SUS score 95.00
Standard deviation 8.04

Table 8.1: Summary of SUS results for UniMentor

The average score of 81.88 can be considered a strong result for the current version of the platform.
Previous work on SUS interpretation suggests that scores above the average benchmark indicate good
perceived usability, while higher scores can be associated with more positive usability ratings [49]. In
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this case, the result shows that the participants generally found UniMentor easy to use and suitable for
its intended purpose.

82.5/100 — Deviation: 8.04 — Total responses: 16

7(438%)

0 (0,0%) 0 (0,0%) 0(0,0%) 0(0,0%) 0(0,0%) 0(0,0%)
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Figure 8.11: Distribution of final SUS scores for UniMentor participants.

Figure 8.11 shows the distribution of the final SUS scores. Most participants gave scores in the range
between 80 and 90. This indicates that the majority of users had a clearly positive experience. A
smaller number of responses were lower, with the minimum score being 67.50. This is still close to
the commonly used average SUS reference point, but it also shows that not every user experienced the
platform in the same way. This is expected because users may have different levels of familiarity with
Al chatbots, educational platforms, or web-based tools.

Overall, the SUS evaluation shows that UniMentor was received positively by the participants. The
average SUS score of 81.88 indicates that the platform has good usability at this stage. The results also
show that the platform was easy to learn, not considered overly complex, and generally comfortable
to use. This supports the main goal of UniMentor, which is to make university information and
educational support easier to access through a simple Al-based platform.
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Future Extensions and Conclusions

9.1 Future Extensions

UniMentor was developed as a working platform, but there are still several directions that could im-
prove it further. Some of these extensions are related to the knowledge gathering process, while oth-
ers are connected to additional user-facing tools and wider Al provider support. These improvements
would make the platform more complete and more useful in a real university environment.

One possible future extension is the creation of more bot templates. In the current version, the bot
subsystem is already designed in a configurable way, with templates that can collect information from
selected university sources. However, this idea could be expanded further. More templates could be
added so that the platform can collect information from other external academic sources, not only from
the sources that are already supported. For example, some teachers may maintain personal websites,
laboratory pages, GitHub pages, or other course-related pages outside the main university systems. If
these pages contain useful information for students, then a bot template could be created to collect
this content and send it to the backend for processing and indexing.

This would make the knowledge base richer and more flexible. Instead of depending only on a small
number of predefined sources, UniMentor could gradually support many different types of academic
content. Of course, this should still be controlled. The goal is not to index random external in-
formation, but to allow authorized users to configure trusted sources that are useful for a course or
department. In this way, the bot subsystem could become a more general mechanism for keeping the
university knowledge base updated.

Another future extension is the completion of Career Mentor. In the current implementation, Career
Mentor works as a proof of concept. It presents job cards, normal filters, and Al-assisted filtering,
but the job data is stored locally as mock data. A complete version would need an additional commu-
nication layer with a real third-party job API. This layer should not be implemented directly in the
frontend, because API keys, access tokens, request limits, and provider-specific logic should remain
protected on the backend side.

In a complete implementation, the backend would act as middleware between UniMentor and the
external job provider. It would call the third-party API, receive job listings, normalize the data into
a format suitable for the frontend, and then return it to the user interface. This would also make it
easier to change job providers in the future, because the frontend would not need to know the details
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of each external API. After this integration, the Al filtering feature could work on real job data and
become more useful for students who want to search for internships, junior positions, or jobs related
to their studies.

A third possible extension is the addition of a new tile or application called Exams Simulator. This
feature could work in a similar way to Alnsights, because it would also use course selection, template-
like generation, and Al support. However, instead of generating summaries or study plans, it would
generate exam-style questions. These questions could be created in a specific JSON format, so that
the frontend can render them as interactive quiz elements.

The Exams Simulator could support different question types. For example, it could generate multiple-
choice questions, true-or-false questions, and short-answer questions. Multiple-choice and true-or-
false questions could be evaluated automatically based on the generated correct answer. Short-answer
questions could be evaluated by an Al model, which would compare the student’s response with the
expected answer and provide feedback. This would make the tool more interactive than a simple gen-
erated document, because the student would be able to practice and receive some form of evaluation.

This extension would be especially useful for exam preparation. A student could select a course, choose
the type and difficulty of questions, and generate a small exam simulation based on the available course
material. Since the questions would be generated using the course knowledge base, the tool could
remain connected to the material that has actually been inserted into UniMentor. This would also
make the feature more aligned with the rest of the platform, because it would reuse the existing RAG
and Al generation logic instead of being a completely separate system.

Another future improvement is the addition of support for more Al providers. In the current version,
the system supports local and external model usage through the provider layer, mainly with Ollama
and OpenAl. This design already makes the platform more flexible than a system that depends on only
one model or one provider. However, the same idea could be expanded further by adding support for
more providers, such as other commercial APIs or other local inference solutions.

This would give administrators more options when choosing which models should be available in
the platform. Some providers may be better for speed, others may be better for cost, and others may
perform better in specific tasks such as summarization, reasoning, or multilingual answers. Supporting
more providers would also reduce dependency on a single service. This is important because Al
services change over time, and a university platform should be able to adapt without requiring major
changes in the rest of the codebase.

Overall, these future extensions follow the same direction as the current system. They do not change
the main idea of UniMentor, but they expand it. More bot templates would improve knowledge
gathering. A complete Career Mentor integration would make the job-related feature more practical.
An Exam Simulator would add a new study-support tool. Additional Al providers would make the
platform more flexible and easier to adapt in the future.

9.2 Conclusions

This thesis presented the design and implementation of UniMentor, a university-oriented platform
based on Artificial Intelligence and Retrieval-Augmented Generation. The main goal of the work
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was to improve access to academic and administrative information by connecting a conversational
Al assistant with controlled university knowledge sources. Instead of depending only on the general
knowledge of a language model, UniMentor retrieves relevant content from the available knowledge
base and uses it as context before generating an answer.

The motivation behind the platform came from a practical problem. University information may exist
online, but it is often spread across different systems, course pages, announcements, documents, and
administrative sources. This makes it harder for students to quickly find the information they need,
especially when they do not know where to search or which source is the most updated. UniMentor
addresses this problem by offering a more direct way to interact with university-related knowledge.

The final system combines several important parts. The backend handles authentication, authoriza-
tion, RAG retrieval, AI model usage, streaming responses, document queueing, and administration
operations. The relational database stores structured data such as users, subjects, documents, conver-
sations, models, and bot configurations. The vector database stores embedded document chunks so
that relevant information can be retrieved during question answering. The frontend provides the user
interface for AthenaAl, Alnsights, Career Mentor, and the Admin Panel.

Another important part of the implementation is the ingestion and automation flow. Documents can
be uploaded manually or collected through bots, then parsed, split into chunks, embedded, and in-
dexed. The ingestion worker handles the heavier processing outside the normal request-response flow,
while the bot subsystem helps collect and update information from selected sources. This makes the
knowledge base easier to maintain over time and reduces the need for repeated manual updates.

The platform also supports different user roles. Basic users can use AthenaAl, Alnsights, and the proof-
of-concept Career Mentor. Secretary users can manage secretary-controlled subjects and documents.
Teacher users can upload course documents, manage LLM models, configure bots, and inspect bot
logs. This role-based design was important because different users need different levels of access and
control.

Overall, UniMentor shows that a RAG-based platform can be useful in a university environment. It
does not replace official university systems, teachers, or secretariat staff, but it provides an additional
access layer that helps users find and use information more easily. At the same time, it gives authorized
users tools to manage the content that the assistant depends on.

The system still has limitations. The quality of the answers depends on the inserted documents, the
retrieval results, the selected Al model, and the maintenance of the knowledge base. For this reason,
UniMentor should be seen as a support tool and not as an official decision-making authority. Important
academic or administrative actions should still be confirmed through official university channels.

In conclusion, UniMentor demonstrates a practical way of combining RAG, Al models, document
processing, vector search, role-based administration, and automated knowledge gathering in one aca-
demic platform. With further extensions, such as more bot templates, real job API integration, an
Exams Simulator, and more Al provider support, the platform could become an even more complete
tool for academic assistance.
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