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Hepitnyn

To OpenSCN, pia mhateoppa [oT avorytod kmodwka, enekteivel v évvowa tov E&unveov [1ohewv otov
OKOONUOIKO Topén, KAVOVTag duvatr TN OnLovpyio. EvELAOV, 001 YOVLEV®Y a0 dEdOUEVO TAVETIGTN-
pokav xopov. To ev Ady®m oMoTikd TANIGI0 G6ToYEDEL GTO VO GLVOVAGEL EEVTTVEG VTTOJOUES, dikTLa
oevoOpmV, dloyeiplon Kot avaivon dedopévav, fonddvtag otn AMMyn TANPoeopldVY Kot ormopdcemy. H
napovoa Aumhopotikn Epyoacio e&epevvd ta Ogpéhia tng evomoinong tov loT oTig moATIKEG VTOSOUEG KO
v enidpacn ¢ ot ProcipdTTo, amodotikotnTa Kot towdtnta (g H apyitextovikn tov OpenSCN,
n onoia divel Eppoon otny amobnkevon time series dedopévav, ot duvatdtnto diktdwong pécw MQTT,
GTOV GYESOUO YOPp® amd yeyovdta, Tn SuvatdTnTo aE10moinoeng LITOSOUMY VEPOVG KOl GTNV ACPAAELN
oLoKeVOV, Eexwpilel TNV TAATEOpHO MG pio TANPN ADCT QIAKY TPOG TOVS XPNOTES, KATAAANAN Yo O-
KadMpLaikovg opyavicpovs. H olykpion pe vroroneg Aaoelg tonobetel to OpenSCN g pio povadtkn
EVOALUKTIKT 0vOLYTOD KMOKA TOL E16G0poTEL TNV TposPaciotnta Le Ty Asttovpykdtnta. H Amhw-
patiky Epyacio eniong e€etdletl Ta e1dd BEHOTO TOL E0MTEPIKOL GYEOIOGLOV TNG TAATOOPLOG KAODS
KoL TG LEAAOVTIKEG PEATIDGELS TOL UTOPOVV VAL EMLTEVYOOVV.
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«OpenSCN: Bridging Smart Campus and Smart City Concepts through an loT
Platform for Enhanced Educational Environments»

«Georgios Apostolopoulos»

Abstract

OpenSCN, an open-source IoT platform, extends the concept of Smart Cities into academia, enabling
the creation of intelligent, data-driven Smart Campuses. This holistic framework aims to combine
Smart Infrastructure, IoT Sensor Networks, Data Management, and Analytics, facilitating informed
decision-making. The current Diploma Thesis explores the foundations of loT integration into civilian
infrastructure and its impact on sustainability, efficiency, and quality of life. OpenSCN’s architecture,
emphasizing time series data storage, MQTT networking, event-driven design, cloud deployability, and
robust device security, distinguishes it as a user-friendly, all-in-one solution tailored for educational
institutions. The performed comparative analysis positions OpenSCN as a unique, open-source
alternative, balancing accessibility with functionality. The current Diploma Thesis also delves into the
intricacies of the internal design of the platform as well as the future work that can be considered to
achieve further improvements.
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1 Introduction

Chapter 1: Introduction

1.1 Internet of Things

The Internet of Things (IoT) [2] refers to a paradigm where objects, devices, and sensors are seamlessly
connected through Internet, enabling them to collect, exchange, and process data autonomously. These
interconnected entities interact and cooperate to gather real-time information, facilitate data-driven

decisions, and enhance functionalities across various domains.

The term “Internet of Things” gained prominence in the late 1990s and early 2000s [3] since the
technological world recognized the transformative potential of connecting a vast array of objects and
devices to Internet. Over the past two decades, the IoT landscape has experienced exponential growth,
reshaping industries and domains across the globe. What was once a theoretical concept has matured
into a tangible reality, with billions of interconnected devices spanning from wearable fitness trackers to

industrial machinery.

This period of extraordinary growth and adoption of [oT can be attributed to several key technological
advancements. Namely, the miniaturization of devices and sensors, the evolution of energy efficient
wireless communication protocols and the rise of edge computing and energy harvesting solutions
are some of the achievements which have collectively driven the IoT boom by enabling seamless
connectivity, efficient data exchange, intelligent processing, and new opportunities for innovation across

various industries.

The Internet of Things has enabled transformative shifts across diverse sectors, revolutionizing industries
by harnessing the power of connectivity and data-driven insights. In smart cities, loT-enabled systems
optimize urban infrastructure, enhancing energy efficiency, waste management, and public services.
In healthcare, IoT devices monitor patients remotely, enabling timely interventions and personalized
treatment plans. Agriculture leverages loT to enhance crop management, precision agriculture, and
resource conservation. The automotive sector adopts IoT for smart navigation, vehicle diagnostics,
and safety enhancements. Likewise, logistics and supply chain management benefit from real-time
tracking, inventory optimization, and streamlined operations. As IoT permeates industries, its potential
to optimize resource utilization, enhance decision-making, and elevate user experiences is driving a

profound revolution across sectors.

Despite the fact that the traction gained these past years for the technology of IoT has been tremendous,
the future is looking even brighter. The consistent growth of the total number of interconnected smart
devices is not projected to come to a halt, but rather maintain a steady increasing pace [Figure 1.1], thanks
to the ever advancing technological landscape. In particular, the advent and widespread adoption of the
newer wireless network generations of 5G and 6G will usher in an era of massive loT deployment with
unprecedented capabilities [4]. Anticipated to deliver ultra-high data rates, exceptionally low latency,
and enhanced device density, 6G will enable seamless connectivity for a multitude of IoT devices.
Additionally, the recent history-defining breakthroughs in artificial intelligence will further drive the need
for data collection from smart device networks and will turn industries to leveraging the power of data-

driven decisions. The synergy between Artificial Intelligence (Al) and IoT will amplify the capabilities of
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Number of Internet of Things (IoT) connected devices worldwide from 2019 to 2023, with forecasts from 2022 to 2030 (in billions)
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Figure 1.1: Number of connected IoT devices worldwide from 2019 to 2023, with forecasts from 2022
to 2030 in billions (source: Statista)

connected systems, driving innovation across industries and transforming how data is utilized to enhance

efficiency and effectiveness.

1.2 Motivation

The motivation behind the current Thesis lies in the pursuit of creating an open-source alternative
to conventional smart campus solutions that is both performance-driven and scalable, while fostering
collaboration among student developers, educators, and administrators. Traditional proprietary solutions
often come with substantial financial barriers and limitations that hinder innovation and customization.
By developing an open-source [oT platform, we aim to break down these barriers and provide a platform
that encourages participation from students, teachers, and developers alike, enabling them to contribute,
customize, and iterate upon a shared framework. This collaborative ecosystem is envisioned to foster
creativity within our university, as we aspire to provide our co-students with the ability to seamlessly
create and integrate their own projects into our platform, building up our campus’ smart infrastructure
block by block.

Furthermore, our motivation extends to leveraging the advantages of IoT technology within the
educational domain. An open-source smart campus platform offers the potential to optimize resource
utilization, enhance security measures, and provide real-time insights for campus management. With
capabilities ranging from smart energy management and environmental monitoring to seamless campus
navigation, the IoT platform aims to empower educational institutions to harness the benefits of

connectivity, data analytics, and automation.
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Lastly, this endeavor is driven by a profound desire to explore and learn about emerging technologies
in the realm of IoT, cloud computing, data analytics, and beyond. By embarking on this project, we
embrace the opportunity to delve into the intricacies of platform architecture, data handling, and user
experience design. The pursuit of knowledge and the challenge of translating theoretical concepts into

practical solutions are at the core of this motivation.

In summary, this thesis embarks on the journey to develop an open-source loT platform for smart campus
solutions with the overarching motivation of democratizing IoT technology, enabling collaboration,
enhancing campus operations, and engaging with emerging technologies. Through this endeavor, we
aspire to contribute to the educational and technological landscape by providing a dynamic platform
that empowers students, educators, and institutions to explore the potential of IoT in an inclusive and

innovative manner.

1.3 Thesis Organization

This thesis is organized into several chapters and sections, each designed to comprehensively present the
development, architecture, and applications of OpenSCN, our IoT platform for smart campus solutions.
Chapter 1 already served as an introduction to the core concepts of IoT as well as an overview of our

motivation behind this endeavor.

Chapter 2 delves into the broader landscape of [oT within civilian infrastructure. We introduce the concept
of smart cities, outlining their key components, benefits, challenges, and real-world case studies. This
background establishes the context within which our development of a smart campus solution is situated,
showcasing the transferability of IoT principles from urban environments to educational settings.

Building upon the insights gained from the previous chapter, Chapter 3 specifically focuses on the
extension of smart city techniques to educational environments. We outline the rationale behind the
creation of OpenSCN, highlighting the motivation to foster collaboration among student developers and
educators while facilitating the utilization of IoT to enhance campus operations. This chapter further
examines the components, applications, benefits, integration with educational goals, challenges, and

exemplary solutions within the realm of smart campus initiatives.

The subsequent Chapter 4 offers an in-depth analysis of the technological infrastructure that underpins
OpenSCN. Each subsection within this chapter examines crucial aspects of the platform, including
time series data storage and analysis, MQTT networking, event-driven architecture, cloud deployability,
containerization, and device security. This comprehensive exploration sheds light on the intricacies of
building a robust, scalable, and secure IoT platform tailored to the unique needs of a smart campus.

In Chapter 5, we provide a detailed overview of the OpenSCN platform’s architecture and functionalities.
Subsections delve into various components of the platform, such as data modeling, web APIs, time series
databases, analytics, and communication mechanisms. Additionally, we explore the user-facing web
client, elucidating its role in empowering users to interact with the IoT platform and extract meaningful

insights from the collected data.

The concluding Chapter 6 synthesizes the findings and contributions made throughout the thesis. We
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reflect on the achievement of our objectives, the implications of our work for educational environments,
and the potential impact on the broader [oT landscape. Furthermore, we acknowledge the limitations of
the present study and propose avenues for future research and development, underscoring the ongoing
evolution of [oT platforms and their integration within educational contexts.



2 10T in the Context of Civilian Infrastructure

Chapter 2: 10T in the Context of Civilian Infrastructure

2.1 Introduction to Smart Cities

In an era characterized by rapid urbanization and technological advancement, the concept of smart
cities has emerged as a pivotal solution to address the complex challenges of modern urban living. A
smart city can be defined as an urban environment that harnesses innovative technologies and data-
driven strategies to enhance the quality of life for its residents, optimize resource utilization, and foster
sustainable economic development [5]. At its core, a smart city represents a transformative approach to

urban planning, where connectivity, information, and intelligence converge.

Smart city initiatives are driven by a set of primary objectives that collectively aim to redefine urban living
and elevate the quality of life for residents [6]. One fundamental objective is the pursuit of enhanced
operational efficiency across various urban systems. This encompasses optimizing the management
of transportation networks [7], waste disposal [8], energy distribution [9], and public services [10].
By harnessing technology and data-driven solutions, smart cities seek to streamline processes, reduce
resource wastage, and minimize inefficiencies, leading to a more sustainable and cost-effective urban
ecosystem. In an era of ambitious carbon reduction goals for the globe’s largest cities, a pivotal objective
revolves around sustainability. Smart cities prioritize the responsible use of resources, with a focus on
reducing carbon emissions, conserving energy, and minimizing the environmental footprint [11]. By
integrating sustainable practices into urban planning and infrastructure development, these initiatives
contribute to a greener, healthier, and more resilient urban environment with the aim of benefitting both

current and future generations.

Furthermore, the quest for an improved quality of life stands at the forefront of smart city endeavors.
Through innovative approaches, smart cities aim to create urban spaces that offer seamless access
to amenities, services, and opportunities [12]. This objective encompasses the use of convenient
transportation options, efficient healthcare services, advanced educational facilities, and vibrant cultural
and recreational spaces. By leveraging technology to enhance citizen well-being and satisfaction, smart
cities aspire to foster a sense of community, belonging, and engagement among residents. Moreover, the
pursuit of economic prosperity constitutes another vital dimension of smart city initiatives. By fostering
an environment that welcomes innovation, entrepreneurship, and sustainable economic growth, smart
cities aim to attract investments, create job opportunities, and nurture a vibrant economic ecosystem.
These objectives collectively reflect the transformative potential of smart city initiatives to reshape urban
living, empower residents, and promote holistic development across economic, social, and environmental

dimensions.

The integration of technology and data within urban environments has emerged as a cornerstone of
modern urban development, reshaping the way cities function and interact with their inhabitants. This
integration holds immense importance as it enables cities to harness the power of real-time information
and insights to enhance decision-making, resource management, and overall urban efficiency. By
embedding sensors, [oT devices, and data analytics platforms into various infrastructural elements, cities
gain the ability to monitor and collect data on diverse aspects such as traffic patterns, air quality, energy

consumption, and waste management. This data-driven approach empowers city administrators to make
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informed decisions, predict trends, and proactively address urban challenges.

The process of integrating technology and data within urban environments follows a strategic trajectory
involving several key steps. It begins with the deployment of a network of sensors and IoT devices
across the city’s physical infrastructure, ranging from roads and buildings to utilities and public spaces.
These devices collect real-time data on various parameters, generating vast streams of information.
Subsequently, data analytics and machine learning algorithms come into play, processing and interpreting
the collected data to extract meaningful insights. This analysis provides valuable information about urban
trends, patterns, and potential issues, allowing city administrators to respond proactively. The data is often
visualized through dashboards and user interfaces, enabling stakeholders to understand complex urban
dynamics at a glance. Importantly, the integration of technology and data isn’t limited to administrative
applications; it extends to citizen engagement as well. Through open data initiatives such as the case
study of Helsinki [13] and interactive platforms, residents are empowered to access and contribute data,
fostering a participatory approach to urban planning and governance. Ultimately, the integration of
technology and data drives innovation, efficiency, and sustainability in urban environments, enhancing

quality of life and promoting more connected, intelligent, and responsive cities.

2.2 Key Components of Smart Cities
2.2.1 Infrastructure

At the heart of every successful smart city lies a robust and well-connected infrastructure that forms
the backbone of its functionality. The importance of advanced infrastructure, spanning communication
networks, energy systems, transportation, and more, cannot be overstated in the context of smart cities
[14]. These components collectively facilitate the seamless flow of information, services, and resources,
laying the foundation for efficient urban operations and enhanced quality of life for residents.

Communication Networks for Real-Time Connectivity

Advanced communication networks constitute a fundamental component of modern smart cities. The
newest generations of mobile networking such as 5G and 6G enable real-time connectivity between
devices, sensors, and citizens. An illustrative example of a smart city network driven by the newest
communication architectures can be seen in Figure 2.1 [15]. This connectivity is crucial for the exchange
of data and information that drives smart city applications. Citizens can access services, monitor
resources, and engage with urban platforms in real time, enhancing convenience and accessibility.
Moreover, robust communication networks support the establishment of smart grids and efficient energy

distribution systems, facilitating real-time monitoring and control of energy consumption.

Energy Systems for Sustainability

Sustainable energy systems play a pivotal role in the development of smart cities. Efficient energy

generation, distribution, and consumption are essential for reducing carbon footprints and ensuring the
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Figure 2.1: Smart City Communication Infrastructure powered by 5G, Source: [15]

long-term viability of urban areas. Smart cities leverage renewable energy sources, microgrids, and
energy-efficient technologies to optimize energy consumption and minimize waste (Figure 2.2, [16]).

By integrating smart meters and sensors, cities can monitor energy usage patterns and implement demand-
response strategies to balance supply and demand. This not only reduces energy costs but also contributes

to environmental conservation and resilience against energy shortages.

Transportation Infrastructure for Mobility

Advanced transportation systems are integral to smart cities, as they enhance mobility, reduce congestion,
and lower pollution levels. Smart transportation solutions, such as intelligent traffic management, real-
time transit information, and shared mobility services, promote efficient urban mobility. By utilizing data
from sensors and GPS devices and interconnecting vehicles together along with the urban network (Figure
2.3 [17]), cities can analyze traffic patterns and optimize traffic flow, leading to reduced travel times and
improved air quality. Furthermore, the integration of electric vehicles, smart parking systems, and bike-
sharing initiatives aligns with sustainability objectives, contributing to a cleaner and more accessible

urban environment.
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2.2.2 Data Collection

In the dynamic landscape of smart cities, data collection emerges as a pivotal component that empowers
informed decision-making and drives the efficiency of urban systems. At the heart of this process are
sensors and [oT devices strategically embedded throughout the city’s infrastructure. These devices serve
as the eyes and ears of the city, continuously gathering real-time data from various sources to provide a

comprehensive understanding of urban dynamics.

Sensors

Sensors play a transformative role in the data collection ecosystem of smart cities. These small and
intelligent devices are deployed across urban environments, ranging from streetlights and waste bins to
buildings and public spaces. They capture a multitude of data types, including environmental variables
like temperature, humidity, air quality, and noise levels. Furthermore, sensors monitor pedestrian and
vehicular movement, traffic flow, and energy consumption. This wealth of real-time data enables city
officials to respond promptly to events, allocate resources efficiently, and enhance the overall urban

experience.

IoT Devices

IoT devices extend the capabilities of sensors by enabling interconnected intelligence and a higher
level of data processing. These devices are equipped with embedded processors and communication
modules that allow them to collect, transmit, and receive data. They create a network of interconnected
elements, enabling the seamless exchange of information across diverse applications. For instance,
in the context of transportation, IoT-enabled vehicles and infrastructure components can communicate
with traffic management systems to optimize traffic flow and mitigate congestion. Similarly, in waste
management, loT-equipped bins can signal when they are full, optimizing waste collection routes and

reducing operational costs.

Data Collection Mechanisms

Data collected from sensors and IoT devices are transmitted through a variety of mechanisms. Cloud
computing and edge computing play crucial roles in managing and processing this data. Cloud platforms
provide storage and computational capabilities, allowing city officials to aggregate and analyze large
datasets for strategic decision-making. Edge computing, on the other hand, involves processing data
closer to the source, reducing latency and enabling real-time responsiveness. This is particularly valuable
in scenarios where immediate action is required, such as traffic signal optimization or emergency response

systems.
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2.3 Benefits of Smart Cities
2.3.1 Sustainaibility

One of the primary benefits of smart cities is their ability to optimize resource consumption through
data-driven insights and real-time monitoring. By deploying sensors and IoT devices throughout the
urban landscape, cities gain unprecedented visibility into resource flows, such as energy usage, water
consumption, and waste generation. This data is then analyzed to identify inefficiencies and areas for
improvement. For instance, smart grids enable the efficient distribution of electricity by adjusting power
delivery based on real-time demand, reducing energy wastage. Similarly, smart water management

systems detect leaks and regulate water usage, minimizing water loss and conserving a precious resource.

The advantages of technology and sustainability in smart cities extends beyond resource management
to encompass broader environmental concerns. By optimizing transportation systems, including public
transit and shared mobility, smart cities promote reduced reliance on personal vehicles, mitigating air
pollution and greenhouse gas emissions. Additionally, data-driven waste management enables efficient
collection and disposal, minimizing landfill usage and promoting recycling. These collective efforts lead
to a reduced environmental footprint, paving the way for cleaner air, healthier ecosystems, and a more

resilient urban environment.

2.3.2 Efficiency

At the core of the smart city paradigm lies a profound commitment to efficiency. Efficiency in smart
cities extends beyond the realm of technology; it encompasses a strategic approach to resource allocation.
Through data-driven insights and predictive analytics, urban planners can allocate resources in a targeted
manner, responding to actual demand rather than relying on historical patterns. For instance, smart traffic
management systems dynamically adjust signal timings based on real-time traffic conditions, reducing
congestion and minimizing travel time. Similarly, energy consumption can be optimized by adjusting
lighting as well as Heating, Ventilation, and Air Conditioning (HVAC) systems based on occupancy
patterns detected by sensors, leading to significant energy savings.

The advent of intelligent systems enables urban services to operate with unprecedented precision and
responsiveness. Public transportation systems equipped with real-time tracking and predictive modeling
optimize routes, minimize waiting times, and enhance the overall commuting experience. Waste
collection is also revolutionized as sensors detect fill levels in bins, enabling optimized collection routes
and reducing unnecessary pickups. In healthcare, telemedicine and smart clinics facilitate remote patient

monitoring, early disease detection, and efficient allocation of medical resources.

2.3.3 Quality of life

The concept of quality of life takes center stage in smart city initiatives, with a holistic approach that aims

to enhance various aspects of urban life, from accessible services to improved urban planning.

One of the hallmarks of smart cities is their ability to deliver enhanced public services that cater to the

diverse needs of their residents. By leveraging technology, data, and connectivity, smart cities create
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a responsive ecosystem that fosters convenience and accessibility. For instance, smart transportation
systems offer real-time updates on bus and train schedules, reducing waiting times and making commutes
more efficient. Access to e-governance platforms simplifies administrative processes, allowing citizens
to access government services, pay bills, and submit applications online. Moreover, smart healthcare
systems offer telemedicine services, ensuring timely medical consultations and reducing the strain on

physical healthcare facilities.

Smart cities also prioritize urban planning strategies that cater to the well-being of their residents. By
leveraging data analytics and simulations, urban planners can make informed decisions that optimize
land use, green spaces, and public amenities. Real-time monitoring of air quality, noise levels, and
environmental factors enables prompt interventions to maintain a healthier urban environment. Inclusive
urban planning considers the needs of all citizens, ensuring that public spaces are accessible, safe, and

conducive to social interaction.

2.3.4 Economic Growth

Smart cities not only enhance the quality of life for their citizens but also hold significant potential
for fostering economic growth and development. The integration of technology, data-driven decision-
making, and sustainable practices creates an environment conducive to innovation, entrepreneurship,
and the attraction of investments. The economic benefits of smart cities extend beyond local markets,

positioning them as hubs for technology-driven economic growth on a global scale.

Startups and tech companies find smart cities attractive due to the availability of infrastructure, data
resources, and a skilled workforce. The collaboration between academia, research institutions, and

industries further accelerates technological advancements, resulting in a thriving innovation ecosystem.

Additionally, deployment of smart technologies and infrastructure in cities has a direct impact on
attracting investments from both domestic and international sources. Investors recognize the potential
for returns on investments in areas such as smart energy grids, intelligent transportation systems, and
digital infrastructure. The implementation of smart solutions not only enhances the efficiency of urban
operations but also opens up new avenues for revenue generation. Public-Private Partnerships (PPPs)
often play a crucial role in funding and executing smart city projects, creating a synergy between

government initiatives and private sector expertise.

Smart cities position themselves as globally competitive hubs that can attract talent, companies, and
investment. The creation of innovation districts, technology parks, and incubators fosters an ecosystem
where startups and established companies can thrive. As these cities embrace sustainable practices,
efficient resource management, and advanced technological solutions, they become models for urban
development that other cities aspire to replicate. The reputation of being a smart city can lead to economic

collaborations, partnerships, and exchanges with other cities, further fueling economic growth.
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2.4 Challenges and Considerations

The transition towards smarter urban environments presents opportunities to enhance efficiency,
sustainability, and quality of life for citizens. However, this transformation is not without its complexities,
requiring a comprehensive understanding of the potential hurdles that need to be navigated. This
section delves into the multifaceted challenges that smart cities encounter, ranging from data privacy
and security concerns to the intricacies of managing urban infrastructure. By exploring these challenges,
it becomes evident that building and sustaining smart cities necessitates a holistic approach that balances

technological advancements with ethical, legal, and societal dimensions.

2.4.1 Data Privacy and Security

As smart cities harness the power of data to enhance urban life, a critical challenge arises in ensuring the
privacy and security of the vast amount of data collected from citizens and various urban systems. The
seamless integration of technology and data in smart cities raises concerns about the potential misuse,
unauthorized access, and potential breaches of sensitive information [18]. The collection of data from
sensors, loT devices, and urban infrastructure has the potential to reveal intricate details of citizens’ daily

lives, leading to significant privacy implications.

One of the foremost challenges in smart cities is striking a balance between the utility of data for
improving urban services and safeguarding citizens’ privacy rights. The extensive collection of data,
including location information, personal habits, and preferences, can create profiles that might be
exploited for targeted advertising, surveillance, or other unauthorized purposes. Ensuring that data is
collected with consent, anonymized where possible, and used only for legitimate purposes is vital to
prevent the erosion of trust between citizens and the city administration.

The interconnected nature of smart city systems exposes them to cybersecurity risks that can have far-
reaching consequences [19]. A breach in a single component of the urban infrastructure can potentially
compromise the entire ecosystem. Smart city initiatives involve a wide array of data sources, from traffic
cameras and environmental sensors to health records and financial transactions. Ensuring the security
of this diverse data landscape requires robust encryption, intrusion detection systems, and continuous
monitoring to detect and mitigate potential cyber threats.

2.4.2 Interoperability

Smart cities encompass a diverse array of systems, ranging from transportation networks and energy grids
to public safety and healthcare services. These systems are often developed and maintained by different
vendors, public and private entities, and governmental bodies. The challenge arises when these systems
need to collaborate seamlessly to deliver holistic benefits to citizens [20]. Interoperability gaps can result

in inefficiencies, data silos, and missed opportunities to optimize urban operations.

To address the interoperability challenge, smart cities must strive for standardized communication
protocols, data formats, and Application Programming Interfaces (APIs). Achieving interoperability

requires collaborative efforts from various stakeholders, including technology providers, policymakers,
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and industry consortia. By adopting open standards, cities can ensure that different systems can
communicate effectively, enabling data sharing and integration. Thus, the creation of methodologies to
converge to this goal is of vital importance, and efforts such as the SEG 3.0 methodology proposition are
paramount to the success of interconnected urban undertakings [21]. Standardization not only enhances
the technical compatibility of systems but also fosters innovation by enabling developers to build upon

existing platforms and solutions.

Interoperability is also closely tied to data integration, where information from various sources is
aggregated for meaningful insights. For instance, integrating data from traffic sensors, weather forecasts,
and public transportation schedules can facilitate efficient urban mobility solutions. Data integration
paves the way for advanced analytics, predictive modeling, and real-time decision-making, ultimately

contributing to the effective management of urban resources and services.

2.4.3 Governance and Regulation

Smart city governance must encompass policies that prioritize ethical use and respect for individual
rights. This includes guidelines for data collection, storage, and sharing, as well as mechanisms for
transparency and informed consent. Additionally, a well-defined regulatory framework can empower
citizens to participate in decision-making processes and hold stakeholders accountable. When citizens
have a voice in the policies that shape their city, it fosters a sense of ownership and participation in the

smart city journey.

Given the complex nature of smart cities, governance and regulation require collaboration across various
domains and expertise, as well as new breakthroughs in urban policy management [22]. Policymakers,
urban planners, technologists, legal experts, and citizens must work together to formulate comprehensive
policies that address the multifaceted challenges posed by emerging technologies. A multidisciplinary
approach ensures that regulations are adaptable, forward-looking, and capable of keeping pace with the

rapid evolution of the smart city landscape.

2.4.4 Inclusivity

Smart city initiatives have the potential to amplify existing social and economic disparities if not
approached with a lens of inclusivity. The digital divide can manifest in multiple ways: limited access
to high-speed internet, lack of digital skills, and unequal distribution of technology resources across
neighborhoods. For a smart city to be truly smart, it must strive to bridge these gaps, ensuring that

technology benefits are not limited to certain segments of the population [23].

Inclusive smart cities prioritize equitable access to information, services, and opportunities. This
encompasses efforts to provide affordable and widespread internet connectivity, digital literacy programs,
and technology infrastructure that reaches underserved communities. By ensuring that citizens from all
walks of life can access essential services, engage in digital transactions, and participate in the smart city

ecosystem, cities can create a more cohesive and resilient urban environment.

Moreover,in order to address the challenge of inclusivity, smart cities require collaborative efforts

involving governments, technology providers, community organizations, and educational institutions.
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Initiatives that focus on digital education and skills training can empower citizens to navigate the digital
landscape, enabling them to make informed decisions and leverage the benefits of smart technologies.
Additionally, co-designing solutions with the input of diverse communities ensures that smart city

technologies reflect the needs and aspirations of the entire population.
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Chapter 3: Smart Campus: Extending Smart City Concepts to Educational Environments

3.1 Introduction

In the pursuit of harnessing technological advancements to optimize urban living, the concept of the
smart city has garnered significant attention. As cities transform into interconnected ecosystems powered
by data and technology, there arises a natural extension of this idea: the smart campus. A smart
campus embodies the principles of smart cities but tailors them to the unique environment of educational
institutions, bringing forth a new era of enhanced learning experiences, efficient resource management,

and streamlined campus operations.

A smart campus can be understood as an educational environment that embraces the core principles of
smart cities, adapting them to the specific needs and dynamics of academic institutions. Just as smart
cities integrate technology and data to improve the quality of urban life, a smart campus leverages the
power of connectivity, automation, and intelligent systems to elevate the educational experience for
students, faculty, and staff. This concept represents a harmonious convergence of innovative technologies
such as IoT and educational approaches, creating an environment that fosters learning, innovation, and

sustainability.

3.2 Components of a Smart Campus

3.2.1 Smart Infrastructure

The concept of a smart campus relies heavily on the establishment of a sophisticated and interconnected
infrastructure that encompasses advanced communication networks, energy systems, and modern
transportation solutions. This smart infrastructure lays the groundwork for seamless connectivity,
efficient resource utilization, and the integration of cutting-edge technologies. This section will

enumerate the key elements which comprise a successful smart infrastructure.

Advanced Communication Networks

One of the cornerstone components of a smart campus’s infrastructure is the establishment of advanced
communication networks. These networks connect various devices, systems, and stakeholders across
the campus, fostering seamless communication, data exchange, and collaboration. Unlike conventional
networks, which focused primarily on basic connectivity, advanced communication networks within
a smart campus are designed to handle the diverse and growing demands of the modern educational

landscape.

These communication networks play a pivotal role in facilitating the integration of IoT devices and
sensors across the campus. Smart devices, ranging from sensors that monitor environmental conditions
to wearables that track students’ well-being, rely on specific communication protocols designed for IoT

applications.
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The range of communication protocols which can be chosen is vast and heaviliy depends on the needs
of each deployment. For instance, Low Power Wide Area Network (LPWAN) [24] technologies like
LoRaWAN enable long-range communication with low power consumption [25], ideal for transmitting
data from remote sensors across a smart campus. These protocols ensure that even battery-operated

sensors can transmit data reliably over long distance, contributing to a comprehensive data collection.

Moreover, within the realm of loT communications, the publish-subscribe (pub/sub) architecture emerges
as particularly well-suited for the intricate web of interactions within a smart campus. This architecture
allows devices and sensors to communicate without direct, point-to-point connections, enabling one-
to-muany and many-to-one communication patterns. This flexibility is integral to the smart campus’s
dynamic environment, where various devices need to share data with multiple endpoints and respond to
real-time events. MQTT (Message Queuing Telemetry Transport), an exemplar of the pub/sub model,
exemplifies this efficiency by enabling devices to publish data to specific topics while other devices
subscribe to these topics, ensuring that information is relayed in a streamlined manner. This architectural
approach facilitates data sharing among devices, supports event-driven applications, and enhances the
responsiveness of the entire smart campus ecosystem. Figure 3.1 showcases an example of a proposed
smart campus networking architecture combining the MQTT and LoRa-WAN protocols [26].
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Furthermore, protocols like Zigbee [27] and Bluetooth Low Energy (BLE) [28] enable connectivity and
communication among loT devices in proximity, contributing to indoor navigation systems, interactive
displays, and even personal health monitoring applications. The integration of these specialized
communication protocols into the advanced networks of a smart campus extends beyond traditional
connectivity, enabling the seamless interaction of smart devices and enhancing the overall campus

experience.

Lastly, as the landscape of communication technologies continues to evolve, the advent of 5G and the
emerging promise of 6G bring new dimensions to the connectivity of smart campuses. 5G’s high data
rates, ultra-low latency, and massive device connectivity potential offer unprecedented opportunities for
real-time data exchange, enabling intricate applications such as augmented reality-enhanced learning
experiences and remote-controlled IoT devices. The anticipated advancements of 6G, building upon
5G’s foundation, have the potential to unlock even more possibilities, including enhanced network
resilience, higher energy efficiency, and ubiquitous connectivity. The seamless integration of 5G and
6G technologies with established communication protocols such as MQTT, Zigbee, and LoRaWAN can
create a robust communication framework that caters to the diverse and evolving needs of a smart campus,

ensuring an interconnected and responsive environment that empowers both learning and innovation.

Energy Systems for Sustainability and Efficiency

Similarly to smart cities, a smart campus incorporates intelligent energy systems that optimize resource
consumption and enhance sustainability. Energy-efficient technologies such as smart lighting and HVAC
systems, use sensors and automation to adjust usage based on occupancy and environmental conditions.
These systems not only reduce energy waste but also contribute to cost savings and a lower environmental

footprint.

Smart lighting solutions play a pivotal role in energy efficiency and environmental sustainability. By
integrating occupancy sensors and daylight harvesting technology, lighting systems can intelligently
adjust illumination levels according to the presence of people and available natural light. Furthermore,
these systems can be remotely managed and scheduled to minimize energy consumption during non-peak
hours. An example of such a system is the use of motion sensors to activate lighting only when required,

ensuring that energy is not wasted in unoccupied spaces.

Intelligent HVAC systems are another critical component of energy-efficient campuses [29]. Smart
HVAC systems utilize data from occupancy sensors, temperature sensors, and weather forecasts to
dynamically regulate indoor climate conditions. These systems can automatically adjust heating, cooling,
and ventilation based on real-time demand, leading to reduced energy consumption while maintaining a
comfortable environment for occupants. Predictive analytics also optimize energy usage by learning from
historical data and patterns. Renewable energy integration is embraced by smart campuses to supplement
their energy needs [30]. Renewable sources like solar panels and wind turbines contribute to sustainability
and potential energy cost savings. Advanced energy management systems monitor renewable energy
generation and consumption patterns, ensuring efficient utilization and optimal distribution of clean

energy across campus facilities. An illustration of this concept can be viewed in Figure 3.2.
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Energy monitoring and analytics offer data-driven insights essential for effective energy management.
Integration of energy monitoring devices and analytics platforms provides real-time visibility into energy
consumption patterns, identifying inefficiencies and implementing targeted strategies for improvement.
Dashboards and reports provide stakeholders valuable information to make informed decisions about

energy usage and conservation initiatives.

In conclusion, the integration of intelligent energy systems within a smart campus is instrumental in
achieving sustainability goals and optimizing resource utilization. The combination of smart lighting,
HVAC systems, renewable energy sources, and energy monitoring mechanisms collectively contributes
to reduced energy waste, cost savings, and an environment aligned with environmental stewardship
principles. Such systems underscore the commitment of educational institutions to address energy

challenges while providing an enhanced learning experience for students and staff.

Intelligent Building Management Systems

In the realm of smart campuses, the implementation of intelligent building management systems stands as
a pivotal component that not only streamlines operations but also contributes to significant enhancements
in overall efficiency. These systems empower campuses to monitor and regulate crucial factors like

lighting, temperature, and occupancy, thus revolutionizing the way campus environments are managed.

The essence of intelligent building management systems lies in their ability to respond to real-time data
inputs and orchestrate actions that align with the evolving needs of the campus. There is a plethora
of examples of this type of solutions in the smart campus corpus [31] [32], These include temperature
control systems which can intelligently regulate HVAC units, adapting to occupancy patterns and external
weather conditions. This dynamic responsiveness translates into tangible benefits — ranging from energy
conservation to cost reduction — while simultaneously fostering a conducive atmosphere for learning,

work, and collaboration.

Furthermore, the integration of occupancy sensors and other IoT devices into building management
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systems enables granular insights into space utilization. This data-driven approach not only aids in
optimizing room allocations but also assists in the design of future campus expansions and facility
improvements. By harnessing the power of data analytics, campuses can identify usage trends, peak
hours, and underutilized spaces, enabling informed decisions that lead to a more efficient allocation of

resources.

Intelligent building management systems hold the promise of enhancing occupant experiences as
well. Through continuous monitoring and proactive adjustments, these systems ensure that spaces are
maintained at optimal conditions, fostering a productive and comfortable environment for students,
faculty, and staff. The dynamic nature of these systems also facilitates predictive maintenance,
preemptively identifying issues before they escalate into disruptions, thereby minimizing downtime and

service interruptions.

In summary, the deployment of intelligent building management systems within smart campuses offers
multifaceted advantages. These systems epitomize the synergy between technological innovation and
operational efficiency, transforming conventional campuses into agile and responsive environments.
By integrating real-time data analytics, automation, and sensor-driven insights, campuses can achieve
sustainable resource utilization, energy savings, and a heightened quality of campus life, ultimately

enriching the educational experience for all stakeholders involved.

3.2.2 10T and Sensor Networks

At the heart of the smart campus lies the intricate web of IoT devices, each acting as a data point
contributing to a comprehensive understanding of the campus environment. These devices encompass a
diverse range of sensors, from motion and occupancy detectors to environmental monitors, enabling real-
time data collection across various facets of campus life. By interconnecting these devices, a sophisticated
network is established, facilitating seamless communication and enabling comprehensive insights into

campus operations.

Sensor networks stand as the backbone of a smart campus, propelling the collection and transmission of
valuable data streams. These networks encompass clusters of interconnected sensors strategically placed
throughout the campus landscape. For instance, environmental sensors track factors such as temperature,
humidity, and air quality, providing critical data for maintaining optimal learning and working conditions.
Occupancy sensors contribute insights into space utilization, enabling informed decisions for resource

allocation and optimization.

Complementing the role of sensors, actuators play a crucial part in the functionality of a smart campus.
Actuators are devices capable of performing physical actions based on the data received from sensors
and the decisions made by the system. For example, actuators can adjust lighting levels in response to
occupancy data, optimize heating or cooling systems for energy efficiency, and control access to different
areas of the campus. By translating data into tangible actions, actuators bring the concept of a responsive

and adaptable campus environment to life.
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3.2.3 Data Management and Analytics

In the realm of smart campuses, the incredible amount of data generated by sensors, devices, and
interconnected systems serves as a treasure trove of insights waiting to be unearthed. The section on
Data Management and Analytics explores how the strategic management, processing, and analysis of
this data drive the intelligence of a smart campus, facilitating informed decision-making and optimizing

various aspects of campus life.

Central to the data management strategy of a smart campus is a robust infrastructure for data storage
and organization. Data repositories, often in the form of databases or cloud-based solutions, house the
vast array of collected information. By structuring data in a coherent and accessible manner, campus
administrators and stakeholders can readily access historical and real-time data streams. This organized
repository serves as a home for analytics, fostering a data-driven culture within the campus environment.
The true value of data emerges when it is harnessed to uncover patterns, trends, and correlations that
would otherwise remain concealed. Advanced analytics tools, including machine learning algorithms
and data visualization platforms, sift through data to generate actionable insights. For instance, analytics
can identify energy consumption patterns to optimize usage and reduce waste, predict maintenance needs

for campus facilities, and highlight student engagement trends for tailored educational approaches.

Smart campuses leverage real-time data monitoring and analysis to empower stakeholders with up-to-the-
minute information. Facilities managers can oversee energy consumption and environmental conditions,
responding swiftly to anomalies or inefficiencies. Educators can track student engagement metrics,
adjusting teaching strategies as needed. Students themselves can access information about available

resources, class schedules, and campus events, enhancing their overall experience.

In summary, the Data Management and Analytics component forms the cognitive engine of a smart
campus, transforming raw data into actionable insights. By strategically collecting, organizing, and
analyzing data, campuses can make informed decisions, optimize resources, and enhance the overall
campus experience. Through a synergy of technology and intelligent decision-making, data management
and analytics pave the way for an agile and responsive campus environment that adapts to the evolving

needs of its community.

3.3 Applications and Benefits

This section delves into the diverse array of smart campus applications and their associated benefits.
Figure 3.3 illustrates an overview of the wide spectrum of intelligent campus solutions. From
energy management systems that promote sustainability to bolstered security measures ensuring a
safe environment, personalized learning experiences driven by data analytics, and streamlined facility
management processes optimizing resource utilization, we explore how these innovations are reshaping
the modern educational landscape, aligning institutions with the digital era’s demands, and ultimately

enriching the educational journey for students and educators alike.
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Figure 3.3: Smart Campus Applications (source: clovity.com)

3.3.1 Smart Energy Management

The implementation of smart energy management strategies within a smart campus represents a
significant leap towards achieving environmental sustainability and operational efficiency. Smart
campuses harness data-driven insights to intelligently monitor, control, and optimize energy consumption

across campus facilities, minimizing waste and reducing the institution’s carbon footprint.

Smart energy management systems leverage real-time data to implement demand response strategies.
During periods of peak energy demand or grid instability, the system can automatically adjust energy-
intensive processes, such as HVAC systems or lighting, to reduce consumption and support grid stability.
Load shifting further optimizes energy usage by redistributing consumption across time periods, taking

advantage of off-peak rates and minimizing strain on the grid.

Automation plays a pivotal role in reducing energy waste by ensuring that systems operate at optimal
efficiency levels. Smart lighting systems equipped with occupancy sensors adjust illumination based
on room occupancy, significantly reducing energy consumption in unoccupied areas. Likewise, HVAC
systems adapt heating and cooling based on occupancy and environmental conditions, maintaining

comfort while minimizing unnecessary energy use.
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Predictive analytics offer a proactive approach to maintenance, enabling the identification of equipment
anomalies and inefficiencies before they escalate. By continuously monitoring the performance of
energy-intensive equipment, such as boilers and chillers, predictive algorithms can forecast potential
malfunctions. This enables timely maintenance interventions, preventing costly breakdowns and

optimizing equipment lifespan.

Smart energy management extends beyond technology to encompass the engagement of the campus
community. Real-time energy usage data can be visualized and shared with occupants through user-
friendly interfaces and applications. By fostering awareness of individual energy consumption and its
impact, users are motivated to adopt energy-conscious behaviors, contributing to overall energy reduction
efforts.

The adoption of smart energy management systems offers multifaceted benefits to a smart campus. These
include significant reductions in energy consumption, leading to cost savings on utility bills. Additionally,
optimized energy usage contributes to a smaller environmental footprint, aligning with the institution’s

sustainability goals and demonstrating social responsibility.

Furthermore, the implementation of these systems enhances the reliability of campus energy infrastructure
by preventing equipment failures through predictive maintenance. This minimizes disruptions to

academic and administrative operations and extends the lifespan of critical assets.

3.3.2 Enhanced Security

In the dynamic environment of a smart campus, ensuring the safety and security of students, faculty,
and facilities is of paramount importance. The integrated platform plays a pivotal role in enhancing
campus security through advanced surveillance, access control mechanisms, and incident detection. By
harnessing the power of loT devices, data analytics, and real-time monitoring, the smart campus platform

provides a comprehensive security solution that goes beyond traditional methods.

Surveillance for Proactive Monitoring

The platform’s surveillance capabilities enable the deployment of a network of smart cameras and sensors
strategically placed across the campus [33]. These devices continuously monitor various areas, providing
real-time video feeds and data streams. Through intelligent algorithms and pattern recognition, the system
can automatically detect unusual activities, unauthorized access, and potential security threats. This
proactive monitoring approach not only aids in preventing security breaches but also allows security

personnel to respond swiftly to emerging situations.

Access Control
Access control is a fundamental aspect of campus security, and the smart platform takes it to a new level of
sophistication. With loT-enabled access points, such as smart card readers and biometric scanners, access

to different areas of the campus can be tightly regulated [34]. The platform’s centralized management
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system grants administrators the ability to define access permissions based on roles, time schedules, and
other factors. This granular control not only enhances security but also enables seamless integration with

other campus functions, such as attendance tracking and resource utilization.

Incident Detection and Response

In the event of an incident, whether it’s a security breach or an emergency situation, the platform’s real-
time data analytics and alerts system come into play. Anomalous patterns detected by sensors, combined
with data from other sources, can trigger instant alerts to security personnel and relevant authorities.
This timely information empowers rapid response, enabling the campus to mitigate risks and address
situations swiftly. Moreover, historical data collected by the platform allows for post-incident analysis
and refinement of security protocols.

3.3.3 Personalized Learning

In the realm of modern education, the concept of personalized learning has gained significant traction as
institutions seek to provide tailored educational experiences that cater to the unique needs and preferences
of each student. The smart campus platform serves as a catalyst for realizing this vision by harnessing
the power of data analytics, behavioral insights, and intelligent recommendations. Through the analysis
of student behaviors and preferences, the platform enables the creation of highly personalized learning
pathways that enhance engagement, retention, and overall educational outcomes.

Central to the platform’s ability to facilitate personalized learning is its capacity to collect and analyze data
related to student behaviors. IoT sensors deployed throughout campus facilities gather information on
factors such as student attendance patterns, activity participation, and resource utilization. By applying
data analytics and machine learning algorithms to this wealth of information, the platform generates
insights into individual learning styles, achievement predicition, study habits, and engagement levels [35].
This holistic understanding of student behavior forms the basis for tailoring educational approaches.

The platform leverages the behavioral insights obtained to create customized learning pathways for each
student. Through intelligent recommendation engines, students are guided towards resources, courses,
and learning materials that align with their learning preferences and strengths. For instance, a student
who demonstrates a preference for visual learning might be directed towards multimedia-rich content,
while a student inclined towards collaborative work could be suggested group projects and activities.
This individualized approach not only enhances learning efficacy but also fosters a sense of ownership

and empowerment in students’ educational journeys.

One of the platform’s unique strengths lies in its real-time feedback loop. As students engage with
educational content, their interaction is continuously monitored and analyzed. This allows educators
gaining instant insights into students’ progress, challenges, and areas of mastery. Instructors can then
adjust their teaching methods and interventions to cater to individual needs promptly. The platform’s
dynamic nature ensures that personalized learning experiences are adaptive and responsive to students’

changing requirements.
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3.3.4 Facility Management

Effective management of campus facilities is a cornerstone of maintaining a conducive and productive
learning environment. The smart campus platform, with its robust data collection and analysis
capabilities, revolutionizes facility management by providing actionable insights that optimize
maintenance operations, cleaning routines, and space utilization strategies. Through real-time monitoring
and informed decision-making, the platform enhances the overall quality of campus infrastructure while

fostering a seamless experience for both students and staff.

Traditional facility management often involves reactive maintenance practices that address issues only
after they become apparent. The smart campus platform shifts this paradigm by utilizing loT sensors
to continuously monitor the condition of various infrastructure components such as HVAC systems [29]
and lighting [31]. By analyzing sensor data, the platform can predict maintenance needs well in advance,
enabling maintenance teams to proactively address potential issues before they escalate. This approach

minimizes disruptions, extends the lifespan of equipment, and reduces overall maintenance costs.

Maintaining a clean and hygienic campus environment is essential for the well-being of the campus
community. The platform enhances cleaning operations by offering real-time insights into foot traffic
and occupancy patterns within different areas. This data-driven approach enables cleaning staff to focus
their efforts on high-traffic zones and adjust their schedules to align with peak activity times [36]. As a

result, campus spaces remain clean and welcoming without unnecessary resource allocation.

Effective utilization of campus spaces is vital for creating an environment that maximizes functionality
and accommodates various activities. The platform’s data analytics capabilities enable accurate tracking
of space utilization trends, including room occupancy, usage patterns, and peak demand periods. With
this information, administrators can optimize the allocation of rooms, labs, and study spaces, minimizing
conflicts and ensuring efficient use of available resources [37]. Additionally, data-driven insights can

guide decisions about facility expansions or redesigns to align with actual usage.

3.4 Integration with Educational Goals

In our pursuit of smart campus excellence, it’s essential to underscore how our platform, OpenSCN,
not only aligns with educational goals but also actively encourages student participation and innovation.
While we’ve already explored the significant impact of smart campus initiatives on personalized learning
experiences in a prior section, here we delve into the unique aspects that make OpenSCN an ideal platform

for students to contribute their IoT expertise.

A distinguishing feature of OpenSCN is its commitment to fostering a culture of student innovation
and collaboration. Our platform is not merely a closed system but a vibrant ecosystem open to student
developers. It actively encourages students to contribute their IoT hardware solutions, sensors, and

innovative projects.

First and foremost, OpenSCN’s open-source nature allows students to engage in real-world technology
development, welcoming code contributions and improvements. This allows both the platform itself to

grow according to the institution’s need and allows the students themselves to strengthen their practical
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skills and nurture a spirit of creativity and innovation.

Furthermore, OpenSCN’s primary goal is to provide an open gateway for students to seamlessly integrate
new loT devices, sensors, and projects into the smart campus environment. This integration empowers
students to explore and implement their IoT ideas within a real-world setting, contributing to the

continuous expansion and improvement of our smart campus ecosystem.

3.5 Smart Campus Deployment Process and Challenges

The journey towards building a smart campus is rife with complexities and challenges. It demands a
well-thought-out deployment process to navigate the intricate landscape of technology integration, data
management, and stakeholder engagement. We believe that a structured approach is indispensable to
harness the full potential of smart campus solutions while mitigating the challenges that can arise during

deployment.

3.5.1 Challenges and Considerations
Deploying a smart campus solution entails a multitude of challenges and considerations. These challenges
are not only technical but also encompass organizational, logistical, and societal aspects. Here, we

enumerate some of the prominent challenges that institutions may encounter on the path to realizing a
smart campus, much to the similarity of the aforementioned challenges of deploying a smart city solution.

Integration Complexity

Smart campus solutions often involve the integration of diverse technologies, including IoT devices, data
analytics platforms, and legacy systems. Ensuring seamless communication and interoperability among

these components is a formidable task.

Data Security and Privacy

With the proliferation of data collection and analysis, safeguarding sensitive information becomes

paramount. Balancing data accessibility with security and privacy concerns is a continuous challenge.

Resource Allocation

The financial and human resource requirements for smart campus deployment can be substantial.

Institutions must allocate resources judiciously to prevent budget overruns and ensure sustainable growth.
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Stakeholder Engagement

Engaging students, faculty, staff, and administration in the smart campus journey is vital. Resistance to

change and varying levels of tech-savviness among stakeholders can impede progress.

3.5.2 A Framework for Smart Campus Deployment

To navigate these challenges effectively, we endorse a structured deployment process illustrated in Figure
3.4 [1]. This methodological framework is aligned with the broader scope of our study and is deemed
suitable for our software platform and university facilities. The process consists of three distinct stages:

Stage 1: Sample Building Selection and Framework Establishment

In this initial phase, a representative building from the university campus is chosen, such as the one
housing the Information Technology facilities. A comprehensive framework is developed, focusing on
domains such as energy preservation, classroom administration, management and access control. The
required hardware and networking infrastructure is deployed and integrated into our platform and the
existing digital backbone of the premises, turning the academic grounds into an invaluable testbed for

establishing an initial [oT ecosystem.
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Figure 3.4: Smart Campus Deployment Framework [1]
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Stage 2: Framework Expansion Across the Campus

Building upon the domains established in Stage 1, the framework is extended to cover more areas, with
the ambition being to expand to the entire campus. Additional domains are identified and incorporated
into the framework.

Stage 3: Data Integration and Advanced Analytics

Data generated by the systems in Stages 1 and 2 are integrated with existing university data. At this stage,
predictive, prescriptive, diagnostic, and descriptive analytics can be performed using the consolidated
data. This is enabled by OpenSCN’s open data nature which makes all the information gathered available
via secure APIs for reserach and model creation. Furthermore, analytical models can be easily integrated
into the platform itself, with our ambition being to transform an OpenSCN powered campus into an ever

growing source of valuable information and insights.

This methodological framework provides a clear path for the deployment of our software platform within
the smart campus context. It allows us to systematically address challenges, maximize the utility of
smart campus solutions, and create an ecosystem that enhances the overall educational experience. It
is our hope that by following the roadmap and through an iterative embetterment process driven by our

fellow student developers, the goals of a truly self-sufficient and intelligent academic site can be met.

3.6 Literature Review of Smart Campus Software Solutions

In the ever-evolving landscape of smart campus solutions, a variety of approaches have emerged to
address the unique challenges and opportunities presented by educational institutions. In this section,
we embark on a comparative journey, exploring different types of smart campus solutions found in
existing literature. These solutions range from small-scale, task-specific scripts and basic web servers to
sophisticated cloud-based platforms and renowned open-source frameworks like FIWARE. Each of these
approaches serves its purpose, offering distinct advantages and trade-offs. At the heart of this exploration
is OpenSCN, an open-source, academia-focused platform designed with ease of use in mind. We aim to
unravel the strengths and weaknesses of various solutions, shedding light on their suitability for academic
institutions and highlighting what sets OpenSCN apart in the pursuit of smarter campuses.

3.6.1 Small-Scale Solutions

One class of smart campus solutions that has emerged includes small-scale scripts and rudimentary web
servers designed to address particular issues within the educational setting. These solutions are often
created to tackle specific problems, such as classroom air quality monitoring or occupancy tracking.
While these applications excel in their specialized tasks, they come with inherent limitations when

considering broader smart campus implementation.

One indicative example of this type of solution found in the smart campus corpus is the paper describing

an air monitoring solution in the university of Doha in Qatar [38], where platform specific firmware is
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developed and a basic Apache server along with a Python script handle the workload and business logic
of the solution. Another such example is a classroom attendance measurement and prediction platform
developed in the University of South Wales in Sydney, Australia [37]. In this case, a similar problem-
specific architecture has been developed, where a simple REST API handles the incoming measurements
and posts them in a proprietary relational database through a message broker. An overview of this
approach is illustrated in figure 3.5. Perhaps the most representative example of this categorization of
intelligent campus solutions is the case of the University of Lisbon [39], where a separate client side
application for each smart campus domain (e.g. HVAC control, lighting control) has been developed.
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Figure 3.5: Occupancy Measurement Application Architecture [37]

In contrast to such solutions, OpenSCN offers a more comprehensive and integrated approach to smart

campus management. The advantages and disadvantages of each approach warrant closer examination.

Pros of Small-Scale Solutions:

» Task-Specific Excellence: Small-scale scripts and web servers excel at their designated tasks.
They provide precise solutions for individual challenges, such as monitoring air quality or tracking

classroom occupancy.

» Simplicity: These solutions are typically straightforward to develop and deploy, making them

accessible to institutions with limited resources or technical expertise.
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Cons of Small-Scale Solutions:

» Lack of Scalability: The primary limitation of small-scale solutions lies in their scalability. While
effective for specific issues, they struggle to adapt to a broader range of smart campus needs,

hindering their usefulness in larger academic environments.

» Fragmentation: Deploying multiple small-scale solutions for various challenges can result in
a fragmented smart campus ecosystem. Each solution may operate independently, making it

challenging to achieve a cohesive, integrated infrastructure.

3.6.2 Utilizing Proprietary Cloud Platforms

Another category of smart campus solutions leverages cloud platforms, such as Amazon Web Services
(AWS), Grafana, Prometheus, and others, to fulfill their data storage, web server, analysis and
observability requirements. A plethora of these types of examples exist in the available literature. For
instance, the case of the Sacramento State University [40] which uses AWS instances to host and deploy a
predictive policing application on campus grounds. Another case of using existing cloud solutions is the
University of Malaga [41] which uses the Grafana platform to create dashboards which provide insights
into the campus’ green space sensor measurements. The example which better encompasses this category
however is the case study of the academic grounds in the University of Modena and Reggio Emilia in
Italy [42]. Here, an entire stack of AWS solutions, which include cloud functions, a database, hosting
and log monitoring are employed to create a smart campus environment which can be interacted with via
a conversational interface. All of the aforementioned cloud-based services are known for their scalability
and reliability. While they offer robust capabilities, they present distinct challenges and considerations
when compared to OpenSCN’s approach.

Pros of Proprietary Cloud Platforms
» Scalability and Reliability: Cloud platforms like AWS provide unparalleled scalability and
reliability, which are crucial for handling large datasets and maintaining consistent service uptime.

» Rich Ecosystem: Proprietary cloud ecosystems often offer a wealth of tools and services,
including data storage, analytics, and visualization, streamlining the development of smart campus

applications.

Cons of Proprietary Cloud Platforms:

» Technical Expertise Required: Implementing and fine-tuning solutions on proprietary cloud
platforms can be complex and typically requires a high level of technical expertise. This can pose

challenges for educational institutions with limited IT resources.

» Vendor Lock-In: Reliance on proprietary cloud services may result in vendor lock-in, making it

challenging to transition to alternative platforms or migrate data and services in the future.
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» Cost: While cloud platforms offer scalability, they can also incur significant costs, particularly as

smart campus deployments grow in scale and complexity.

3.6.3 FIWARE Based Solutions

Finally, there is FIWARE, which we would regard as one of the best alternatives to OpenSCN. FIWARE
is a comprehensive smart solution known for its versatility and extensive capabilities. It provides a large
number of software components which can address a broad spectrum of smart campus requirements,
making it suitable for a wide range of applications. Examples of FIWARE powered platforms include the
efforts of the Polytechnic Institute of Viana do Castelo to create an intelligent ecosystem combining
six academic facilities into a single managerial entity [43].The authors use a multitude of FIWARE
components to serve as an intermediary enabler of the data flow between the edge [oT devices and
the client applications. Another successful implementation of a FIWARE powered smart campus is the
example of Federal University of Rio Grande do Norte in Brazil [44]. In this case study, the authors
use a context broker and a data persistence component provide by FIWARE in order to create a resilient

architecture powering their academic ecosystem as seen in Figure 3.6.

However, there are critical distinctions between OpenSCN and FIWARE that stem from their target

audience, ease of use, and deployment requirements.

Pros of FIWARE:

» Holistic Smart Solution: FIWARE is a holistic smart solution designed to cater to various industry
needs. Its wide array of features can accommodate diverse smart campus applications, offering a
high degree of flexibility.

* Interoperability: FIWARE is designed to ensure compatibility and interoperability between various
smart technologies. This can be advantageous when integrating multiple systems or devices within

a smart campus environment.

 Scalability: FIWARE’s architecture allows for scalability, making it suitable for both small- and
large-scale smart campus implementations. This adaptability is beneficial for institutions with

varying sizes and resource capacities.

Cons of FIWARE:

» Complex Deployment and Maintenance: Deploying and maintaining FIWARE in a smart campus
environment can be a complex task. Its comprehensive nature and extensive capabilities may

require a dedicated team of engineers, contributing to high operational costs.

» Resource-Intensive: FIWARE’s holistic approach, while offering a wide range of features, can be
resource-intensive. This means that academic institutions, in particular, may find it challenging to
allocate the necessary resources, both in terms of manpower and finances, to effectively implement
and sustain FIWARE-based solutions
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Figure 3.6: Architecture of Smart Campus in Brazil using FIWARE components [44]

On the other hand, OpenSCN distinguishes itself by providing an open-source, all-inclusive solution.
While it may offer fewer features compared to FIWARE, OpenSCN prioritizes ease of use and

accessibility, making it a more user-friendly choice for educational institutions and academia.

3.6.4 Summary

In conclusion, among the diverse landscape of smart campus solutions, we believe OpenSCN emerges
as a promising and distinctive contender. While small-scale scripts serve specific needs efficiently,
their lack of scalability and generality limits their broader application. Proprietary cloud platforms offer
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robust capabilities but demand significant technical expertise and incur operational costs. FIWARE, the
holistic industry-focused solution, though versatile, requires substantial resources both in manpower and
operational costs. In contrast, OpenSCN presents a unique proposition — an open-source, user-friendly,
and low-resource oriented platform. Its straightforward deployment, self-hosted nature, scalability and
streamlined features make it an accessible choice for educational institutions. We hope to bridge the
gap between simplicity and functionality, offering a cost-effective and easy-to-implement smart campus

solution.
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Chapter 4: Foundations of Smart Campus Software

4.1 Introduction

Creating a robust and effective loT-driven smart campus platform involves addressing various challenges
associated with data management, network communication, security, and scalability. In this section,
we delve into the technological infrastructure that underpins our platform, OpenSCN, and discuss key
architectural decisions made to tackle these challenges. We explore five fundamental components that
we have identified as pivotal in shaping the platform’s capabilities along with the problems they attempt
to solve: Time Series Data Storage and Analysis, MQTT Networking, Event-Driven Architecture and
Background Workers, Cloud Deployability and Containerization, and Device Security. By understanding
the theoretical foundations and technologies behind our platform, readers will gain insight into how
we hope to harness IoT to enhance campus functionality while maintaining security, scalability, and

efficiency.

4.2 Time Series Data Storage and Analysis
4.2.1 Definition of Time Series Data

Time series data is a distinct form of data that comprises a sequential collection of observations, measurements,
or values recorded at equally spaced time intervals or timestamps. Unlike conventional datasets, which
typically consist of independent and unrelated data points, time series data introduces a temporal dimension.
Each data point in a time series is associated with a specific moment in time, making it a valuable resource

for understanding how phenomena evolve over time [45].

4.2.2 Treating Time Series Data Differently

Time series data demands specialized handling due to its inherent characteristics. Unlike conventional
data, which can often be treated as independent and identically distributed (i.i.d.) observations, time
series data exhibits temporal dependencies. The ordering of data points is crucial, as the sequence
of observations is meaningful. For instance, in financial markets, the historical prices of a stock are
interconnected, and the current price is influenced by past prices [46]. Similarly, in environmental
monitoring, which is directly applicable to IoT, temperature readings at different times are linked by
the laws of physics [47]. Therefore, analyzing time series data necessitates techniques that capture these

dependencies and patterns, which are typically not applicable to conventional datasets.

4.2.3 Time Series Databases: Purpose and Advantages

To accommodate the unique characteristics of time series data, dedicated Time Series Databases (TSDBs)
have emerged [48]. These databases are engineered to efficiently store, manage, and query time-ordered
data. TSDBs are designed with several key purposes and advantages:

+ Efficient Storage: TSDBs optimize data storage by employing compression techniques tailored for
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time series data. This reduces storage requirements and enables the retention of extensive historical
data.

» High Throughput: Time series data often streams in at high rates, such as sensor measurements or
financial market ticks. TSDBs are built to handle such high data ingestion rates without sacrificing

performance.

* Specialized Querying: TSDBs provide specialized querying capabilities for time-based data, allowing
users to retrieve data within specific time intervals or apply time-based aggregation functions

efficiently.

» Data Retention Policies: TSDBs enable organizations to define data retention policies, automatically

purging or archiving older data, ensuring that storage remains manageable.

» Scalability: TSDBs can scale horizontally to handle growing volumes of time series data, making

them suitable for large-scale applications.

In the realm of IoT, the importance of time series data and databases cannot be overstated. IoT ecosystems
consist of numerous interconnected devices, sensors, and actuators that continuously generate data. This
data is inherently temporal, as it captures the real-time behavior of devices and the physical world. Time
series data from IoT devices provide a dynamic view of changing environmental conditions, equipment

states, and user interactions.

TSDBs are the backbone of IoT data management because they are engineered to handle the high volume,
velocity, and variety of data generated by IoT devices. By efficiently storing and querying time series
data, IoT applications can make real-time decisions, detect anomalies, predict maintenance needs, and
optimize resource allocation. For instance, in a smart campus scenario, TSDBs can seamlessly manage
data from environmental sensors, occupancy detectors, and energy meters. This data can then be analyzed
to ensure efficient building operations, enhance security, and deliver personalized services to students and
staff. Without the specialized capabilities of TSDBs, IoT applications would struggle to extract valuable
insights from the continuous stream of time-sensitive data, limiting their potential to transform various

industries, including education.

4.2.4 Mining Insights from Time Series Data

The potential for time series analysis on such data is vast. Time series data allows us to uncover underlying
patterns [49], seasonality [50], and anomalies [51] that might be hidden within conventional datasets. This
information is invaluable in various domains, including finance, healthcare, environmental monitoring,

and industrial maintenance.

For instance, in the context of smart campuses, time series data collected from various sensors and IoT
devices can be leveraged to optimize energy consumption patterns [52], predict equipment failures [53],
enhance security through anomaly detection [54], and provide personalized learning experiences. By
delving into the temporal aspects of data, time series analysis empowers organizations to make data-

driven decisions that maximize efficiency, reduce costs, and improve overall operations.
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4.3 MQTT Networking
4.3.1 Introduction to MQTT

MQTT implements a publisher-subscriber paradigm, wherein devices, referred to as clients, communicate
with a central broker [Figure 4.2]. This broker serves as a mediator, effectively decoupling the sender
from the receiver. MQTT’s minimal overhead and simplicity make it a suitable choice for IoT deployments,
particularly in resource-constrained environments. Moreover, its asynchronous messaging model ensures
that messages are delivered efficiently and reliably, even when devices intermittently connect and disconnect
from the network. MQTT’s adaptability extends to various Quality-of-Service (QoS) levels, allowing
developers to fine-tune the balance between data reliability and network efficiency according to specific

application requirements.

4.3.2 MQTT Architecture

MQTT architecture lies in the concept of a publish-subscribe messaging pattern. This pattern diverges
from the traditional client-server model, offering greater flexibility and scalability in IoT ecosystems.
In this paradigm, MQTT clients act as both publishers and subscribers, collectively forming a network
of intercommunicating devices. Central to this architecture is the MQTT broker, an intermediary that
serves as a message hub. Clients, be they sensors, actuators, or other loT devices, publish messages to
specific topics hosted by the broker. Subscribing clients express their interest in specific topics, and
the broker ensures the delivery of relevant messages to these subscribers. This decoupled approach
allows for efficient, one-to-many communication, reducing the complexity associated with point-to-point

connections and enabling real-time data dissemination.
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4.3.3 Quality of Service (QoS)

MQTT supports three kinds of quality of service. 0, 1 and 2 [55]. At the lowest level, QoS 0 in
MQTT offers a best-effort delivery mechanism where the sender does not expect an acknowledgement
or guarantee of message delivery. In QoS 1 of MQTT, the focus is on ensuring message delivery at least
once to the receiver. When a message is published with QoS 1, the sender keeps a copy of the message
until it receives a PUBACK packet from the receiver, confirming the successful receipt. If the sender
doesn’t receive the PUBACK packet, it re-transmits the message to ensure its delivery. QoS 2 offers the
highest level of service in MQTT, ensuring that each message is delivered exactly once to the intended
recipients. To achieve this, QoS 2 involves a four-part handshake between the sender and receiver [Figure
4.3].
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Figure 4.3: Packet transmission in MQTT per QoS level

4.4 Event Driven Architecture and Background Workers
4.4.1 Introduction to Event-Driven Architecture

In the digital age of interconnected systems, Event-Driven Architecture (EDA) has emerged as a pivotal
paradigm for efficiently managing the flow of data and orchestrating actions across various components in
real-time. EDA is fundamentally centered around the concept of events, which are significant occurrences
or updates within a system. These events trigger the execution of predefined actions or workflows,
enabling systems to react swiftly to changing conditions as is illustrated in Figure 4.4. In the context of
IoT applications, where an abundance of data is continuously generated by sensors, devices, and users,
EDA becomes paramount for processing, analyzing, and responding to data in a timely and efficient

manner.

4.4.2 Background Workers: Processing Data Asynchronously

One of the key components of an event-driven architecture is the utilization of background workers.
Background workers are specialized processes or services designed to perform tasks asynchronously,
independent of the main application thread. In the context of IoT applications, background workers

play a pivotal role in handling data-intensive operations without causing delays or bottlenecks in the core
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Figure 4.4: Event Driven Architecture Overview (source: ScyllaDB)

application logic. They can perform resource-intensive computations, data transformations, and database
operations in the background, ensuring that the main application thread remains responsive to incoming

events.

4.4.3 Scalability and Handling Data Intensity in IoT Applications

Scalability is a critical consideration in IoT applications, particularly when dealing with large-scale
deployments in smart campus environments. Traditional monolithic architectures may struggle to cope
with the increasing data intensity and complexity. Event-driven architecture, combined with background
workers, offers an elegant solution to scalability challenges. By distributing tasks across multiple workers
that can run in parallel, loT applications can efficiently process and analyze vast amounts of data. This
approach not only ensures that the system remains responsive but also allows for easy scalability by

adding more workers as the data load grows.

In data-intensive IoT applications, the need for real-time responsiveness, scalability, and efficient data
processing is paramount. EDA, with its ability to trigger actions in response to events, aligns perfectly
with the dynamic nature of loT data. Background workers complement EDA by enabling asynchronous
data processing, preventing data bottlenecks, and ensuring that critical tasks are executed without hindering
the overall system performance. Together, EDA and background workers empower loT applications to
harness the full potential of the data they collect, allowing for intelligent decision-making, predictive
analytics, and timely responses to events. This architecture is especially relevant in the context of smart
campus solutions, where data-driven insights and automation enhance campus operations, security, and

the overall learning experience.
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4.5 Cloud Deployability and Containerization

4.5.1 Defining Cloud Deployability and Containerization

Cloud Deployability

The term in the context of software development and deployment, refers to the ability of an application
or system to be seamlessly hosted and operated within cloud computing environments. It involves the
adaptation of software components and infrastructure to leverage cloud resources effectively, including
computing power, storage, databases, and networking capabilities. Cloud Deployability provides numerous
advantages, such as scalability, flexibility, and cost-efficiency. It enables software applications to harness
the on-demand provisioning of resources offered by cloud service providers, thereby ensuring optimal
performance and resource utilization.

Containerization

Containerization is a foundational technology within the realm of cloud deployability and represents
a method of packaging, distributing, and managing software applications and their dependencies in a
lightweight, consistent, and efficient manner [56]. At its core, containerization involves encapsulating an
application and all its required libraries, runtime, and configurations into a single, standalone package
known as a container. Containers are designed to operate consistently across various environments,
from development and testing to production, irrespective of differences in underlying infrastructure.
This consistency is achieved through the utilization of container engines, such as Docker [57], which
provide an isolated runtime environment for containers on top of the host Operating System (OS) (Figure
4.5). Containerization abstracts the application from the underlying infrastructure while maintaining
compatibility and portability, allowing developers to focus on application logic rather than system-specific
configurations.
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Figure 4.5: Software Containerization Diagram (source: TIBCO Software)
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In essence, containers serve as a lightweight, portable unit that contains everything needed for an application
to run, including code, runtime, system tools, and libraries. These containers can be rapidly deployed
and executed on any cloud server or container orchestration platform, making them highly suitable for
modern, distributed architectures. Containerization ensures that applications and their dependencies are
consistently reproducible across different development, staging, and production environments, which
is crucial in IoT platforms like ours, where uniformity and predictability are paramount for robust and

scalable operations.

4.5.2 Importance of Cloud Deployability and Containerization in IoT Platforms

In the realm of IoT platforms, the importance of Cloud Deployability and Containerization cannot be
overstated. [oT systems inherently involve a multitude of devices and sensors, generating copious amounts
of data. Traditional monolithic architectures often struggle to efficiently manage this influx of data and
the dynamic nature of IoT workloads.

4.5.3 Containerization and Distributed Architectures

One of the key advantages of containerization is its seamless integration with distributed architectures,
such as the one embraced by our platform. In a distributed [oT environment, various components need to
scale independently to accommodate fluctuations in demand. Containerization allows these components
to be packaged individually, with their specific dependencies and configurations, while maintaining
compatibility and consistency across the entire system.

For example, in a Smart Campus scenario, different components, such as data ingestion, analytics engines,
or user interfaces, may experience varying levels of demand. Containerization enables these components
to be independently scaled up or down, responding to real-time requirements without affecting the stability
of other system elements. This granularity in scaling ensures efficient resource utilization and optimal

performance.

4.5.4 Container Orchestration Potential

Containerization also opens the door to container orchestration, a critical aspect of managing containerized
applications in dynamic environments. Container orchestration platforms like Kubernetes [58] and Docker
Swarm provide tools for automating the deployment, scaling, and management of containers. This
automation not only simplifies the operational aspects of [oT platforms but also enhances their resilience

and fault tolerance.

In the context of Smart Campuses, container orchestration can play a vital role in ensuring the reliability
and availability of services [59]. For instance, if a specific IoT application experiences a surge in usage,
orchestration tools can detect this change and automatically spawn additional containers to handle the
increased load, all without manual intervention. Conversely, when demand diminishes, excess containers

can be gracefully decommissioned to optimize resource utilization.
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4.6 Device Security
4.6.1 Importance of Device Security in IoT Applications

In the rapidly evolving landscape of IoT applications, device security stands as an unequivocal imperative.
This significance extends profoundly into the realm of smart campuses, where an intricate web of devices
continuously gathers, processes, and transmits data to enhance the educational and operational experience.
The foundational principle driving the criticality of device security in loT applications is the interconnectedness
ofthese devices. In a smart campus ecosystem, everything from environmental sensors and access control

systems to classroom devices and student wearables operates in unison.

Security breaches within this ecosystem can lead to catastrophic consequences. Unauthorized access
to devices or data can compromise the integrity of campus operations and student safety [60]. For
instance, an unsecured device could potentially allow a malicious actor to manipulate environmental
controls, disrupt educational services, or access sensitive student records. In more extreme scenarios, an
unsecured device could become a gateway for broader attacks on the campus network, putting the entire

infrastructure at risk.

Moreover, the ramifications of inadequate device security extend beyond operational disruptions. In
an environment where personal information and sensitive data are routinely exchanged, protecting user
privacy becomes paramount. A breach in device security can result in the unauthorized access and
exposure of personal data, violating the trust of students, faculty, and staff. This not only leads to potential

legal consequences but also erodes the reputation and credibility of the institution.

To mitigate these multifaceted risks, comprehensive device security measures are essential. This entails
the implementation of stringent access controls, authentication mechanisms, encryption protocols, and
continuous monitoring to detect and respond to security incidents promptly. In the context of smart
campuses, where the stakes are high and the attack surface vast, device security is not merely a choice
but a foundational necessity. Its importance lies not only in safeguarding operations and data but also in

upholding the trust and safety of the campus community.

4.6.2 Authentication Mechanisms for Device Identity Verification

A common authentication method used in IoT applications is the Public Key Infrastructure (PKI) [61].
PKI relies on cryptographic principles to establish the authenticity of devices. Each device is assigned
a unique pair of cryptographic keys: a public key, which is shared openly, and a private key, which
is securely stored and known only to the device. When a device attempts to connect to the network,
it presents its public key for verification. The network, in turn, uses the corresponding private key to
confirm the device’s identity. This method ensures that only devices possessing the correct private key

can gain access.

An alternative approach gaining traction in IoT security is the use of authentication tokens [62], [63].
Authentication tokens are unique, secure, and often time-limited codes that devices use to prove their
identity. These tokens offer a pragmatic solution for IoT applications, where the management of cryptographic

keys for a large number of devices can be complex and resource-intensive.
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Authentication tokens can be generated, securely distributed, and validated within the IoT ecosystem.
An example of device authentication using MQTT and security tokens is illustrated in Figure 4.6 [64].
When a device seeks access, it presents its authentication token to the system. The platform verifies the
token’s authenticity, granting access if the token is valid. One of the primary advantages of this method
is its simplicity, making it an efficient and user-friendly way to establish device identity in large-scale
IoT deployments.

)

S

‘ Device Registration

User

JWTServer

Username 4
and
Password Token
Verification

Init Connection with Token

Publish (topic,data )
Publisher/Subscriber (top ) Broker

Figure 4.6: IoT Device Authentication with MQTT and Tokens [64]
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Chapter 5: The OpenSCN Platform

5.1 Architecture
5.1.1 Introduction

In the current section, a holistic analysis of all of OpenSCN’s building blocks will be presented and
meticulously explained following a top-down approach. Starting by showcasing the workflow of the
application and how all services are orchestrated, the following subsections will focus on each of the
main software components along with the technologies used to realize them and the authors’ thought
process behind these architectural decisions.

It is reminded that OpenSCN takes pride in being fully open source and all of the application’s source
code can be found in Appendix A for further review and collaboration.

5.1.2 Overview

OpenSCN consists of multiple components working in sync to provide all of the application’s suite of
IoT data collection, monitoring, analysis, alerting and actuation services while simultaneously working

towards minimizing performance hindering when the underlying smart infrastructure grows in size.

Figure 5.1 features a high-level illustration of the application’s main components. A simplified view of
the data and communication flow within OpenSCN is the following: The main producers and consumers
of data are sensors and actuators respectively, which communicate via their parent devices with the app
by reaching the main web OpenSCN server. They can achieve communication either via regular HTTP
requests, or by using the application’s MQTT networking capabilities. The collected [oT measurements
are stored in a time series database, while all of the rest of the data needed by the application is stored in

a traditional PostgreSQL relational database.

A separate engine responsible for doing any desired analysis on the collected data and producing alerts
whenever necessary is always running simultaneously to the main server. These two components communicate
with each other via a shared events queue. The end user is offered a simple dashboard to interact with

the app and monitor its activity.

5.1.3 Data Model framework

The schema of OpenSCN uses the standard models defined in schema.org [65]. This resource is a
collaborative project that aims to create a standardized vocabulary or schema for structured data [66].

5.1.4 Web application data model

OpenSCN is designed in a modular fashion. Each of the application modules provides its own data

models.
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iot-device
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Figure 5.1: Architecture Diagram

The common module contains commonly used functionality and models. This module is expected to be

shared across many modules of the application. The models it provides are some core entities that should

not be instantiated, namely the ”Thing”, ”Person” and “EntityBase” models. Other modules are expected

to extend those entities and use their functionality and fields. Apart from these, the common module

provides the ”ApplicationEvent” model. This model describes an event in the system. It is used for loose

communication between modules (for modules that make sense to be independent services) and system

status replication (event sourcing [67]).
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User module

The user module provides the User as an entity. The User is a human actor and is characterized by their
identifier and their privileges level. There are two levels of privileges, the admin” and “non-admin”
users. By default, a user does not have admin privileges. The user model is used to store other information
related to the client such as the preferred user email and preferred display name [Figure 5.2].

Auth module

The entities of the Auth module describe user accounts. At this point, OpenSCN supports only local
accounts with email and password, but abstraction is present to decouple the user account from its
credentials. In detail, the "UserAccount” model represents an access method for a user and it is identified
by its email property. A user can be related to multiple accounts. This relation is a loose reference for
keeping the modules decoupled. The "UserAccount” model has the user id” property as a reference to
a User. A ”LocalAccount” store the encrypted credentials. A "LocalAccount” instance is coupled with a
”UserAccount” with a one-to-one relation [Figure 5.2].

In addition to the ”UserAccount”, the Auth module provides the ”AuthToken” entity. This entity stores
a unique token with random symbols and can be used for either password reset or registration. The
”additional Type” property is being used to distinguish the target functionality (as defined in schema.org).
This model defines other metadata such as whether the token has been used and its expiration date [Figure
5.3]

i Auth_UserAccount

1 identifier uuid
(TJ description varchar
I createdAt timestamp
) updatedAt timestamp
([J deletedDate timestamp
0 version integer

7 additional Type “auth_useraccount_additionaltype_enum"

1 email varchar
[JisActive boolean
D isVerified boolean
1 userld integer
([J additionalName varchar
Toid integer

accountld :idT

fiil Auth_UserAccountLocal

[ identifier uuid
(T description varchar
[ createdAt timestamp
) updatedAt timestamp
(IJ deletedDate timestamp
1 version integer
T password varchar
(¢ accountld integer
(1) additionalName varchar
Tsid integer
Figure 5.2:  ”UserAccount” model definition. ”UserAccount” has a relationship with

”UserAccountLocal” and uses the “userld” property for loosely referencing “User” entities by
their id
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ffi Common_Person

T identifier uuid
[T description varchar
J createdAt  timestamp
T updatedAt  timestamp
(IJ) deletedDate timestamp
1 version integer

(T) familyName varchar
() givenName varchar

(T additionalName varchar

T2id integer
personld :wdT

M Auth_AuthTokenEntity il Users_User
7 identifier uuid T identifier uuid
(T description varchar (IJ description varchar
) createdAt T createdAt  timestamp
) updatedAt T updatedAt  timestamp
([J deletedDate ownerld:id (L] deletedDate timestamp
0 version nteger T version integer
) additionalType ) username varchar
I token I displayName  varchar
) expirationDate T email varchar
J active boolean 1 isAdmin boolean
([[J usedAt time (¢ personld integer
' ownerld (1) additionalName varchar
[[J additionalName varchar Teid integer
oid nteger

Figure 5.3: User model definition in the context of the Auth module. User entity has references to Person
and AuthToken entities

ToTDomain

The IoT domain module contains most of the application logic. It is designed to provide all the functionality
of the entities in the IoT context of the application that users interact with. Such models are "IoTDevice”,
“loTDeviceAccessToken”, ”Sensor”, ”Actuator”, ”Label”, “Measurements” (data collections), ”Alerts”

etc.

IoTDevice represents an [oT gateway device with web connectivity. "loTDeviceAccessToken” represents
access tokens that devices can use for authentication purposes. Sensors represent physical sensors that
can be characterized by their value type and measurement unit. ”Actuator” entities represent physical
devices that can have effects on the real world. Sensors and actuators have a parent "IoTDevice” that
they belong to and use for authentication in the system. The “Alert” entity a model that represents an
interesting event in regard to the IoT domain that the user (or the system) should react to. These are the
core [oT Models [Figure 5.4]

The other models are complementary models that help users organize data and configure the analytics
engine of OpenSCN. Such models are “ToTAlertConfiguration”, "IoTActuatorTrigger”, ”SensorMeasurement”
and ”SensorLabel”. The ”loTAlertConfiguration” and "loTActuatorTriggerConfiguration” models describe
the configuration for autonomous actions of the system for user alerting and automatic actuator triggering
respectively. The ”SensorMeasurement” model is being used to divide the data collection in time and to
mark a data collection as testing or production use. The absence of an active ”SensorMeasurement” is
understood by the system as the sensor does not accept values. Labels are used to organize sensors and

actuators in convenient dashboards.
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Task

The task module encapsulates the background task configuration. The models defined in this module
are the generic configurations that tasks require such as the target sensor and owner of the task and
the other models represent the details of each task category. For instance, the configuration models
are the ”loTtask” and “loTTaskConfiguration” models and the models that encapsulate the details are
the "IoTTaskCheck”, "loTTasckCheckThreshold” and IoTTaskConfigurationDetails” models. At this
point, the threshold task is fully developed.

Client

The Client module is being used for functionality that is specific to the user interface and has a single
model for the client notifications. These are the notifications that the user sees on the web client. It also
stores information about whether the user has interacted with the notification.

5.1.5 1IoT Data models

The modeling the the loTData is dictated by our technical infrastructure. We use InfluxDB (more on
section 5.1.7), so the values are represented in the InfluxDB format. We use tags to further mark [oT data.
The tags the OpenSCN uses are “type” (“’sensor” or “actuator”), "targetld” (the public identifier of the
sensor or actuator) and “measurement” (the public identifier of the data collection that the measurement
belongs to).

5.1.6 Web API

At the heart of our application sits the Web API. This component handles the entirety of OpenSCN’s

business logic and is the main communication hub of all its intermediate components.

We have chosen to build the API using NestJS. It is a TypeScript based open source web framework
which was chosen specifically to serve the two main pillars of our vision for the application; scalability

and extensibility.

The former is achieved due to the asynchronous nature of the programming language and the NestJS
framework. During a regular IoT web application workflow, the bulk of the application’s delays 7comes
from I/O driven operations. The constant stream of incoming and outgoing data which results in a great
number of databases reads and writes, as well as the need of continuous network requests in order to
communicate with the rest of OpenSCN’s components, means that the overall performance and scalability
of this type of decoupled architecture heavily relies on minimizing I/O driven delays.

JavaScript and by extension TypeScript, is incredibly well equipped to handle these types of scenarios.
At the core of the programming language sits the event loop. JavaScript’s engine enables concurrency
by removing tasks which involve I/O delays from the main thread’s call stack and placing them in a

queue. The event loop constantly checks these tasks’ progress and when they are ready to be processed,
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il Users_User

[ identifier uuid
[IJ description varchar
[ createdAt  timestamp
D updatedAt  timestamp
[[J deletedDate timestamp
[ version integer
[ username varchar
D) displayName  varchar

D email varchar
[ isAdmin boolean
(s personld integer

[[J additionalName varchar

feid integer ownerld:id
ownerld:id
ownerld:id ownerld:
i loTDomain_loTAlertEntity il loTDomain_MeasurementUnit  f loTDomain_loTDevice i loTTask_loTTask
I identifier uuid T identifier uuid D identifier uuid D identifier uuid
([J description varchar ([J description varchar () description varchar [[J description varchar
1 createdAt timestamp 7 createdAt timestamp [ createdAt timestamp [0 createdAt timestamp
) updatedAt timestamp 7 updatedAt timestamp [ updatedAt timestamp ) updatedAt timestamp
([ deletedDate timestamp ([ deletedDate timestamp [ deletedDate timestamp [ deletedDate timestamp
T version integer 1 version integer  [J version integer 0 version integer
7 status varchar T name varchar  [[Jname varchar [[J additionalType varchar
([ prevstatus varchar ) symbol varchar [T ownerld integer Dinterval varchar
J acknowledged boolean ¢ ownerld integer  [[J additionalName varchar ) enabled boolean
([J jobld varchar [ additionalName varchar  [3id integer D) measurement varchar
([J workerVersion varchar Tid integer A {0 configurationType varchar
[ error varchar A D) detailsType varchar
([J value integer ownerid:id 0 configuration varchar
L ownerld integer parentDeviceld:id D) configurationDetails varchar
([ alertConfigurationid integer ownerld:id ) s ownerld integer
([J additionalName varchar measurementUnitid:id ownerld:id [ additionalName varchar
Teid integer Teid integer
parentDeviceld:it A
A —
il loTDomain_Sensor il loTDomain_loTActuator (il loTDomain_loTAlertConfigurationEntity
D identifier uuid D identifier uuid [ identifier uuid
[ description varchar [0 description varchar ([ description varchar
[0 createdAt timestamp 0 createdAt timestamp [ createdAt timestamp
[0 updatedAt timestamp ) updatedAt timestamp ) updatedAt timestamp
[ deletedDate timestamp [[J deletedDate timestamp (IJ deletedDate timestamp
D version integer D version integer [ version integer
D name varchar D name varchar J name varchar
D valueType varchar D valueType varchar [ isActive boolean
I3 ownerld integer [ lowerLimit integer ¢ ownerld integer
[[s measurementUnitld integer (D upperLimit integer ([ sensorld integer
[[s parentDeviceld integer D) reportFormat varchar (I3 taskid integer
[[J additionalName varchar s ownerld integer ([J additionalName varchar
Teid integer (3 parentDeviceld integer Teid integer
[[J additionalName varchar askid:id
sensorid:id L nteger alertConfigurationld:id

Figure 5.4: Database schema of the core IoT Entities

it places them back into the main thread’s calls stack. This mechanism ensures that the main thread is
always busy and no time is wasted waiting for long I/O operations to complete. In practice, this type of
concurrency management has been proven to outperform traditional multithreaded approaches [68] and

ensures optimal computational resource utilization for our application.
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The NestJS framework also offers us the advantage of a well defined and extensible internal architecture.
It is based on battle tested software development principles over decades, such as the SOLID guidelines
[69] and ensures that OpenSCN’s source code is future proof, adheres to industry standards, is inviting
for new collaborators’ contributions and is not havily coupled with underlying dependencies, allowing

freedom of evolution.

5.1.7 Time Series Database

As explained in section 4.2, choosing a Database Management System (DBMS) specifically tailored for
the needs of time series data is a crucial optimization which pays dividends in an IoT focused app’s
performance. Our Time Series Database Management System (TS-DBMS) of choice is InfluxDB. It
is a fully open source DBMS which has become an industry standard in time-critical applications. By
observing figure 5.5, one can draw the conclusion that not only are TS-DBMSs steadily rising in popularity
due to the meteoric ascent of [oT and smart infrastructure, but also that InfluxDB sits comfortably at the

top of the popularity charts.

DB-Engines Ranking of Time Series DBMS InfluxDB
— Kdb
Prometheus
Graphite
— TimescaleDB
— DolphinDB
RRDtool
10 —~  — Apache Druid
—— TDengine
~ /‘/\/\/\Fi QuestDB
! = OpenTSDB
1 ,,/;‘//\ : — GridDB
- {—N Fauna
— Z VictoriaMetrics
* — Amazon Timestream

Score (logarithmic scale)

0.1
0.01 [/1
August 2023, DB-Engines.conr

0.001
2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Figure 5.5: Popularity chart of Time Series Databases (source: https://db-engines.com)

InfluxDB features a flexible data structure tailored to the needs of timestamped collected data. In particular,
data in in Influx is grouped into measurements, which are user-defined collections that share the same
metadata. Each record in a collection is a sensor or actuator reading which contains a timestamp which
is always used as the sorting key, a key-value pair of what is being measured and the stored value called
”fields”, along with metadata called “tags”. Tags can be removed or added on command for each point,
providing a flexible schema. Each record is called a data point, but since single data points do not
offer valuable insight by themselves, the main analytical focus is on groups of continuous points, called
”series”. Figure 5.6 showcases an overview of how a series of data points would look like in InfluxDB.
In this example, the series of records all belong to the “weather” measurement, the unit is measured is
temperature and “city” and “country” are tags added to enrich the collected information. This is the
general schema that all OpenSCN data follows.
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_measurement country _field
2022-01-01T12:00:00Z weather London UK temperature 12.0 | series |
2022-02-01T12:00:00Z weather London UK temperature 121
2022-03-01T12:00:00Z weather London UK temperature 1.5
2022-04-01T12:00:00Z weather London UK temperature 5.9

Figure 5.6: Example of data points in InfluxDB (source: https://docs.influxdata.com/influxdb/v2)

The internal engine and design of InfluxDB prioritises performance of information storage and retrieval,
driven by the special use cases of [oT data which makes it an ideal choice for our application. In particular,
it always handles read and write queries first, returning results of queried data first and subsequently
processing any transaction related information, as well as putting tight restrictions on update and delete

operations.

Furthermore, driven by the assumption that in the broader context a single loT measurement is insignificant
compared to the whole of the collected data set, Influx offers built in tools and optimization to aggregate

data and handle larger measurement collections.

5.1.8 Analytics and Alert Engine

In Section 4.4 the advantages of an event driven architecture were analyzed. In OpenSCN, these advantages
are leveraged by our analytics and alerts engine. In essence, this engine is a collection of background
workers that collect task requests from the main web API, perform the execution separately and concurrently
and finally send the execution results back to the server. An illustration of this workflow is provided in

Figure 5.7.

The analytics and alerts engine is built using BullMQ, an open source library built on top of JavaScript
which is designed to support performant queue based systems. It was chosen due to its ease of use and
the fact that it is designed to tackle the most prominent issues with distributed systems such as ours,
prioritizing performance and scalability. In particular, BullMQ makes horizontal scaling a trivial matter,
as it is allows to simply add worker processes on demand when the processing load increases. In addition,
each worker can be configured to execute multiple jobs concurrently, thus exponentially increasing the
amount of processing that can be executed in parallel.

This setup also puts a heavy focus into consistency. A common issue encountered with this type of
decoupled architecture is that as the main API and the worker engine do not communicate directly, but
through an event queue, any failed or problematic job requires careful handling and precise updates to
the web API. In addition, issues such as events being accidentally put into the queue more than once can
cause major inconsistencies. BullMQ attempts to handle all the problems by providing out of the box
features such as exactly once queue semantics, meaning that all messages between parties are delivered

no more than once, automatic retries of failed jobs, as well automatic recovery from process crashes.
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Figure 5.7: Worker Engine Workflow

Regarding the types of jobs can be set up for execution, once again we have attempted to set up the
OpenSCN platform with extensibility in mind. All of the tasks are simple JavaScript scipts. We provide
a few basic ones out of the box such as IoT value threshold checks, however users can easily add their

own ones to fit their data processing needs.

5.1.9 MQTT with RabbitMQ

The MQTT protocol is a lightweight and efficient messaging protocol designed for reliable communication
between devices in a network, particularly in scenarios where bandwidth, power, and network resources
are constrained [70]. It operates on the client-server model, where devices or clients communicate with

a central server, often referred to as the broker.

MQTT is built upon the publish-subscribe messaging pattern [Figure 4.2], which allows devices to publish
messages to specific topics and subscribe to topics of interest. Topics are essentially named channels that
messages are associated with. Clients can publish messages to a topic, and the broker forwards these
messages to all subscribers of that topic, ensuring that data is efficiently distributed to interested parties.

RabbitMQ is a widely used open-source message broker that facilitates communication between various
applications and systems. While RabbitMQ is not inherently an MQTT broker, it can be configured to
support the MQTT protocol through plugins.
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Integration strategy

There are many proprietary and open-source MQTT solutions with various support for MQTT features.
OpenSCN uses RabbitMQ as the MQTT broker. This selection was based on the key feature of RabbitMQ
that can unify HTTP and MQTT traffic under the same stream. This is achieved based on the Advanced
Message Queuing Protocol (AMQP), that RabbitMQ uses internally, which supports both client/server
[Figure 4.1] and publisher/subscriber models. RabbitMQ is primarily a message broker and provides
MQTT support using the MQTT plugin.

RabbitMQ is designed for federated cluster deployment, but OpenSCN in its current form uses it as a
single node in a single deployment. OpenSCN creates a virtual host and an administrative user as a
platform representative. Each device is assigned a user and uses a username and password as authentication.
The device’s public identifier is selected for the user name and the active authentication token is selected
as the password.

MQTT Topics and Subscriptions

In the current implementation of OpenSCN sensors are logically organized under a single node. This node
can be either a device or a label. This topology dictates the MQTT topics, which have two levels, the
parent entity and the target entity. A parent entity can be an [oT edge device or a label. Target entities are
sensors and actuators. For all entities, their public identifiers are used in topics. An example topic can be
“’/<device_identifier>/<sensor identifier>"*(e.g. *’/5c1d92a7-aabf-433a-94da-098b980b4e8d/91468981-
8al4-46eb-bca6-4f71{f5ded177°).

5.1.10 Containerization with Docker

In this section, we provide a detailed overview of how Docker containerization was strategically employed
for each critical component of OpenSCN. By leveraging Docker, we gained numerous advantages in terms
of deployment, scalability, and management as described in Section 4.5, while also addressing specific
challenges effectively.

Component Identification

We embraced Docker containerization for several pivotal components within our [oT platform, including
our Web API, client application, and the analytics and Alerts engine. Each of these components represents
a vital cog in our platform’s operation, and Dockerization ensured that they functioned optimally in a

consistent, isolated environment.
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Docker Image Creation

Creating a Docker image involves encapsulating an application and its dependencies into a portable
package. For our components, this process initiated with defining a Dockerfile for each component, which
precisely outlines the required configuration, libraries, and dependencies. Once these Dockerfiles were
established, Docker automatically built images based on these specifications. These images could then
be deployed across various environments, ensuring that each instance of our components was uniform

and reproducible.

Docker Compose for Streamlined Deployment

further enhance the ease of deployment and orchestration of our Dockerized components, we employed
Docker Compose. Docker Compose simplifies the process of managing multi-container applications by
allowing us to define, configure, and run all the services that compose our IoT platform in a single,

easy-to-read docker-compose.yml file.

With Docker Compose, deploying our platform along with associated services like PostgreSQL, InfluxDB,
background workers, and Redis becomes an effortless task. The docker-compose.yml file specifies the
services, their configurations, and the networks that connect them, all in a declarative format. This
simplifies not only the deployment process but also the scaling and management of our platform across

different environments.

Benefits of Docker Containerization

* Scalability and Replication: Docker containers have been instrumental in enhancing the scalability
of individual components. By enabling containers to scale based on demand, our platform as a

whole achieves a greater level of scalability and responsiveness.

» Resource Efficiency: Docker containerization optimizes resource utilization. Components run in
isolated containers, preventing resource contention and ensuring efficient utilization of available

resources.

* Deployment Consistency: Docker’s containerization ensures deployment consistency across various
environments, including development, testing, and production. This consistency minimizes discrepancies

and reduces deployment-related issues.

» Updating and Rollbacks: Docker facilitates seamless updates by deploying new container versions.
In case of issues, Docker allows for easy rollbacks to previous container versions, maintaining

platform stability and minimizing disruptions.

* Isolation and Security: Containerization enhances security by providing isolation between components.
It reduces the attack surface and prevents cross-component interference, making the platform more

secure.
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» Development Workflow: Docker containers have improved our development workflow significantly.

Developers work in identical environments, reducing the common problem of it works on my

machine.” Docker Compose also simplifies environment setup, making it easy to replicate environments.

» Operational Efficiency: Docker containers streamline operational tasks such as monitoring, logging,
and scaling. This operational efficiency results in effective and efficient platform management.

5.2 Architectural Comparison with Commercial IoT cloud
5.2.1 Azure IoT

This section will compare OpenSCN with a large-scale commercial IoT cloud solution to demonstrate
the position of our solution to an industry-grade one. Microsoft has made publicly available the details
of their IoT cloud platform [71], Azure IoT. Azure IoT is an end-to-end IoT solution which manages all
aspects from the [oT devices provision to analytics. We will compare these two solutions on the principles
that they are built on and not on the actual features and capabilities, providing an insight into how our
own platform compares to an industry standard and an architectural overview of which we were heavily

influenced.

Microsoft splits their infrastructure into three categories. “Things”, “Insights” and “Actions” [Figure
5.8]. We will use these terms to describe our system as well. OpenSCN does not implement all of these

categories but has many similarities with Azure on a smaller scale.
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Reporting

Visualize data and learnings
Tools =

loT Edge
Devices

Stream processing and
rules evaluation over data

Cloud
Gateway
(loT Hub)

Stream Business
Processing Integration

Device
Management

loT Devices

Machine
Learning

Bulk Device
Provisioning

Integrate with Business processes

Things Insights Action

Figure 5.8: Azure IoT high-level architecture (source: https://azure.microsoft.com/
mediahandler/files/resourcefiles/microsoft-azure-iot-reference-architecture/
Microsoft_Azure_IoT_Reference_Architecture_2_1_1_update.pdf)
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5.2.2 Things

Starting from the network edge, the “Things” category which groups IoT-enabled devices and edge
devices, Microsoft has the ability to provision those devices in bulk. The provisioning procedure registers
the devices in the system with identifiers and device details in great numbers. In contrast, OpenSCN
requires a human to register devices manually in the system. This difference comes from the scale
of operation for each solution. Azure is an industry-grade product that is expected to be used with
commercially available [oT devices from well-known manufacturers. On the other hand, OpenSCN is
designed to meet the needs of smaller-scale requirements in an academic environment, in which the IoT
devices can be either commercial products or custom solutions. Therefore the complexities of solving the
automatic provision of devices isn’t considered as significant a need for the system at its current status.

5.2.3 Insights

The “Insights” category is the core of the IoT system and describes the procedures of the data ingress and
storage with the “Cloud gateway” component as the connecting node. OpenSCN implements most of the
“cloud gateway” features like authentication and authorization of devices and protocol translation, but
each feature is less capable than its Azure counterpart. For example, our solution doesn’t support COAP
as protocol (it supports only HTTP and MQTT) or PKI as an authentication option (it supports devices
authentication tokens). The rest of the system is comprised of data transformation, data stream, storage
and monitoring. OpenSCN implements the data transformation to a uniform format that contains extra
data and labels, the stream processing processes new loT values for potential actions that should be taken
and implement a Ul and reporting user interface. Another difference is that Azure differentiates “Warm”
and “Cold” storage of data. Microsoft refers to “Cold” storage as stale data which are not expected to be
used actively by the system. It is an aggregated format of past data. There isn’t a similar concept within
OpenSCN. In contrast, “Warm” storage is data that should be easily and quickly available for processing.
OpenSCN uses only that kind of storage in a time series database.

5.2.4 Action

The third category of Azure architecture is the “Action” category. Azure uses that layer to add functionality
that can not be standardised like business rules and user access management along with more generic
actions like machine learning model training for specific use cases. OpenSCN has a limited capability
in this category and as in the “Devices” category, pushes these responsibilities to human action. User
management is being done in the application as the reporting and the business rules are encoded by
users using alert configurations and automatic actuator triggering. OpenSCN can’t train machine learning

models at this moment.

5.3 User facing Web client
5.3.1 Introduction

This section of the Thesis will showcase the application’s client-side environment. We have built a

dashboard based on the popular React framework focusing on users’ ease of use and management, as
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well as a clear display of important information from sensor metrics. All of the features offered by our
web client application are outlined in the following subsections, accompanied by screenshots of the user

interface components we used to make them available.

5.3.2 User identity

OpenSCN implements its own user identity in order to minimize dependencies on other software, but its
modular design and the usage of common protocols allow integration with third-party services without
much effort. OpenSCN implements a role-based authentication mechanism and relies on JSON web
token (JWT) [72] for the user authorization, as per the examples given in Section 4.6.

Authentication is implemented using email and password pairs. Authorization with JWT tokens is a
stateless way to share data among two or more parties. User identity is shared in JSON [73] format
and encrypted using JSON web encryption [74]. Apart from the JWT standard fields, user identity is
described with a set of custom fields that are called claims. These claims should be enough to uniquely
identify a user (either using a public identifier or a reference key). In our case, we opt into sharing an
identifier.

5.3.3 Authentication and Registration

Authentication is achieved by using an email and password check. The web client interfaces that are used
for the user authentication workflow are the familiar ”Register”, ”’Login” and “Reset password” screens.
The registration and reset password screens require an email-bound, single-use unique key generated
by the OpenSCN service in order to be accessible. All the authentication pages follow the same visual
pattern [Figure 5.9]. This key is delivered to the specified email.

Register

Registration token *

Email *

Password *

password-repeat *

REGISTER

Already a member? Sign In

Copyright ® 0penSCN2023

Figure 5.9: The registration screen. All the authentication pages are in a similar visual form. The user
sees a form at the centre of the screen.

Registration to the OpenSCN platform is designed to be an invitation-only process. This allows for a more

fine-grained access control process since OpenSCN is meant to be used for building specific situations
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with a controlled subset of users. User invitations can be handed out by the admin user. In our current
implementation, a user can be given admin rights only by the system administrators. Administrators of
the platform can monitor active invitations by navigating to the ”User Invitations” page [Figure 5.10].
From there, they can obtain information about their creation and their current status. The admin user
can choose to resend an invitation [Figure 5.10] and subsequently, the receiving party will receive their

invitation token by email.

= User invitation A C O user0i@test.com

B3 Dashboard
= Search

# Devices + INVITE USER
§ Sensors
D Id Invitee Active Used at Expiration date Created at Name
£ Actuators
A Alerts D f366500f-f682-4dd5-93a5-369eac44816e testO2@openscn.io v 9/16/2023, 10:58:24 PM 9/9/2023, 7:58:24 PM >
R Actuator Trigger
* D ed796b1f-d73f-493a-a91c-d44fbc4al563 test01@openscn.io v 9/16/2023,10:58:15 PM 9/9/2023, 7:58:15 PM >
Rows per page: 10 1-20f2

£ Settings ~

@ Labels
[ Measurement Units

User-invitations
= Logs v

Figure 5.10: The user invitation screen. The main table is the list of user invitations with information
about the invitation status. The user can create an invitation by using the ”Invite user” button at the top
and right part of the screen. The send icon at the rightmost part of a table row can be used to send the
invitation email again.

5.3.4 Dashboard and Data Monitoring

Onboarding dashboard

When a user hasn’t yet registered at least one IoT device and at least one sensor the main dashboard
shows an onboarding [Figure 5.11] screen that prompts the user to register a device and a sensor. The
onboarding screen has a welcome message with two prompts in the form of cards. The first is considered
the one on the left of the screen and the second is the one on the right. The first describes to the user what
an loT device means to the system and provides a button that opens a drawer to create an loT device. The
second does the same for a sensor. After each step, the corresponding card changes its visual appearance
to indicate that the step is completed [Figure 5.12]. The completion appearance makes the card more
transparent, the action button is marked as “disabled” and a green check-mark icon is added at the right
side of the button. After all steps are completed, the main dashboard changes its appearance and displays
the label dashboard view.
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= OpenSCN A C O userdi@test.com

Dashboard

Devices
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Alerts
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Actuator Trigger

OpenSCN

Add your first device! 4z} Add your first sensor ~ §
Devices are loT gateway devices like raspberry-pi, ESP32s or web Sensors represent physical sensors that are attached to devices.
Arduinos with web modules. A device must be able to communiate Declare a sensor with its measurement unit and tis parent device to
with either HTTP or MQTT protocol. Devices are authenticated start collecting loT data

e Settings o using authorization tokens. These tokens are created at the devices
show ADD SENSOR

=  Logs v ADD DEVICE

Figure 5.11: Dashboard with onboarding appearance. The user interface shows two cards with
onboarding actions

Main Dashboard

The core of our user interface is the dashboard view (Figure 5.13), which is the first page presented to an
authenticated user. Users can set up their dashboards - as will be described below- to view each of their

desired sensor metrics and actuator status at a glance.

In order to present sensor measurements, we created custom graph components which allow users to
zoom in and out in time and measurements. In particular, users can choose to be presented with metrics
in a number of different time frames as well as hover over a particular point in time to focus on a specific

measurement.

The dashboard is organized in a tabbed view, each tab containing sensors and actuators which are tagged
with one or more labels. This was a choice with flexibility in mind, given that users can create any number
of labels they desire and tag an actuator or sensor with any number of labels they want. This approach
ensures there are no restrictions to the amount of different views a user can create to suit their needs. Our
example in Figure 5.13 highlights a dashboard organized by different rooms in a hypothetical campus,
each including that rooms’ environment sensors and actuator controls. However, different types of tabs,
such as grouping by sensor type, where for example all the campus’ temperature measurements can be

viewed at a glance, can be just as easily created.

5.3.5 Device Management

At the top of OpenSCN’s data hierarchy sit ”IoT Devices”. We consider an [oT device that holds one or

more sensors or actuators. In most practical scenarios, these are microcontrollers such as Arduinos/ESPs.
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4 Create sensor

Name *

An alias for the sensor you will use to identify (e.g. Temperature-room01)

Description

A short description that you can add for sensors, if needed

Parent io t device v

The device in which the sensor is connected to. This device will be used to
authenticate the sensor

Value type * v

The data type of the value that will be posted

Measurement unit v

The measurement unit in which the graphs will show the sensor readings

B SAVE CANCEL

4

Figure 5.12: Dashboard with an onboarding step completed and the form for completing the next step
open
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Figure 5.13: Dashboard View

Even though it is the sensors and actuators performing the data collection and submission in our flow,
their parent devices are required to be registered in the application to provide the information needed
in order to allow correct machine-to-machine identification and secure data transmission, as detailed in
Section 4.6.

Clicking on the ”Devices” option from the left menu will navigate the user to the device list view (Figure
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5.14), where all the devices along with the number of their attached sensors and actuators are outlined.
A search field is provided to allow quick filtering of the list, as well as a button to swiftly create a new
device registration. From this view, users can use quick access buttons to edit device information through

a simple form or navigate to each device’s detailed view.
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£ Settings v
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Figure 5.14: Device List View

The device details view (Figure 5.15) features a top bar of quick actions, allowing the users to easily
register new sensors and actuators and automatically attach them to the selected device without leaving
the page. Furthermore, apart from the deletion and edit options, a quick action to generate a new security

token is also provided.

In the main view, a list of all the device details is highlighted, along with quick access to all the attached
sensors and actuators. Lastly, users can view graphs of the attached sensors’ data and manually post

values on the device’s associated actuators without leaving the device page.

5.3.6 Sensor Management

In the ”Sensors” (Figure 5.16) page, users are presented with a list of all the sensors they have registered
in OpenSCN together with their basic information. Additional filters are available, allowing users to
search within the list by a sensor’s name, description, parent device, value type or attached label. Quick
actions for sensor editing and creation are provided along with a ”Show” button which redirects users to

the sensor’s detailed view.

In order to create a new sensor registration, users are required to provide the device it will be attached to,
along with information about the values it will be posting, meaning the type and the measurement unit
they will be tagged with (Figure 5.17).

The sensor detail view (Figure 5.18) lists all of the sensor’s information.such as their labels, their assigned
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Figure 5.15: Device Details View

measurement units which are used to enrich the app’s graphs with information and parent devices.

A piece of sensor information that requires its own reference is its list of “data collections”. A data
collection can be thought of as a bucket of collected metrics, where only one bucket can be active at
a time per sensor. Having the option of multiple data collections can allow the user to create different
environments for a specific sensor, which can be tremendously useful when it comes to sensor calibration
and configuration testing. These procedures generate outlier data points which one would want to discard
or ignore when it comes to data presentation and analysis, and having separate data collections can allow

exactly that.
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Figure 5.16: Sensor List View
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Figure 5.17: Sensor Create View

Another advantage of data collections is that they give the ability to separate measurements in different

time periods for analytic purposes.

Additionally, another central part of sensor functionality that is presented to the user on this page is alert

configurations. These are user-specified conditions that trigger notifications and will be analyzed further

below in Section 5.3.8. The sensor detail view also features a quick action to create new ones.
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Figure 5.18: Sensor Details View

Finally, a graph of the sensor’s measurements is presented to the user to provide an overview of its data
collection.

5.3.7 Actuator Management

By clicking on the ”Actuators” section of the main menu, users can navigate to the actuator list view
(Figure 5.19). They are met with the familiar list Ul along with filters to search by actuator name,

description or parent device.

The Create” quick action allows users to create new actuator registrations using a simple creation form
(Figure 5.20). Some notable required information is a value type, a boundary inside which the actuation

values will be posted, and the device it belongs to.

The actuator details view [Figure 5.21] features a top bar with quick actions that allow the user to navigate

back to the main list view and quickly edit, delete or create a new data collection to store the posted values.
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Figure 5.19: Actuator List View
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Figure 5.20: Actuator Create View
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The main details components features a detailed overview of all the actuator’s associated information.

Furthermore, a control which matches the actuator’s value type, meaning a switch for boolean values and

a slider for numeric values is provided to manually post new ones.

Finally, a graph of all the previously posted values is presented.
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Figure 5.21: Actuator Details View

5.3.8 Alerts and Notifications

An integral part of any IoT data collection and monitoring application is being able to be notified in
real time of critical states, and OpenSCN is no exception. To achieve this functionality, we use ”Alert

Configurations”.

By creating an alert configuration, a user can define a ”Critical” and a ”Warning” status for each of their
registered sensors. When the sensor registers measurements which are classified under these categories

as defined by the users, they are sent notifications to be made aware.

The notifications panel (Figure 5.22) is accessed through the always available bell icon on the top right,

which changes appearance when a new notification is ready, to further grasp the user’s attention.

As analyzed in Section 5.1.8, the user experience will not be slowed down no matter the amount of alert

configurations, due to this load being assigned to our analytics and alert engine.
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Figure 5.22: Notification Panel

In the main ”Alerts” page (Figure 5.23), the user can see a list of all registered configurations and filter
by name, associated sensor or active status.
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Figure 5.23: Alerts View

A quick action to create a new configuration is provided and the creation process can be seen in Figure
5.24. The user is asked to select the sensor to be alerted about. Furthermore, they provide a warning and
critical measurement value and specify whether these values constitute upper or lower thresholds. The

option to disable or enable an alert configuration is also available at any point in time.

Figure 5.25 showcases the detailed alert view, with quick actions to edit or delete the specified configuration.
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Figure 5.24: Create Alert View
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Figure 5.25: Show Alert View

5.3.9 Actuation Triggers

All of the previously mentioned actuation examples throughout this overview featured manual input from

the user. Even though the offer of a dashboard readily available to control a plethora of smart devices in
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a campus is useful by itself, the real value of an [oT infrastructure is having the ability to automate the

aforementioned devices and react dynamically to changes in the campus environment.

In OpenSCN, this is made possible with the use of ”Actuation Triggers”. Actuation triggers allow the

users to react to alerts produced by sensor measurements by posting specific actuator values as a response.

By selecting the ”Actuator Triggers” entry of the app’s main menu, the user will navigate to the actuator
trigger list view (Figure 5.26). This view includes a list of all the previously created actuator trigger

configurations. A search field is included as usual along with a filter to search configurations for selected

actuators.
= Actuator triggers A C O userdi@test.com
B3 Dashboard .
Search Parent Actuator ~ Is active v

& Devices + CREATE
8§ sensors

Is Trigger Target
¢ Actuators O Identifier Name . Parent actuator Source alert 99 9

active state value
A Alerts

Turn SHoOW SHOW
& Actuator Trigger O ;0:;22317005;2”' auditorium v §¢  AUDITORIUM A AUDITORIUM warning 1 ©® sHow / EDIT
@ atiadea ACon AC - POWER TEMP: LOW
Rows per page: 10 + 1-10f1

o] Settings v
= Logs v

Figure 5.26: Actuator Trigger List View

Configuring new actuator triggers is made available by the ”Create” button. The trigger creation form
(Figure 5.27) prompts the user to provide the alert configuration and the alert state to which the trigger
will react, as well as the target actuator and the value that will be posted in response.

Clicking on the ”Show” button for the trigger list view will navigate the user to the actuator show view
(Figure 5.28) where all the trigger configuration’s details are displayed.
5.3.10 Configuration and Logging

Further configuration options are provided in the ”Settings” sub-menu of OpenSCN’s main menu. In this
section, users can opt into creating, editing or deleting labels (Figure 5.29), as well as configure all the

measurement units being used for the app’s data tagging (Figure 5.30).

Lastly, a logs section for bookkeeping and monitoring purposes is provided. Users can choose to view and
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Figure 5.28: Actuator Trigger Show View

filter through all the app’s recorded alerts (Figure 5.31), data collections, actuator triggers and notifications.
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Chapter 6: Conclusions and Future Work

6.1 Conclusions

In this Thesis, we embarked on a journey through the realm of [oT in the context of civilian infrastructure,
exploring the fascinating domain of smart cities and their integration into educational environments,
epitomized by smart campuses. Our exploration has revealed the numerous benefits that such smart
implementations can bring, including sustainability, efficiency, improved quality of life, and economic
growth. However, we also delved into the challenges and considerations that need to be addressed, such

as data privacy and security, interoperability, governance, and inclusivity.

Through the lens of the smart campus concept, we discussed the critical components that constitute
these intelligent educational environments. From smart infrastructure and IoT sensor networks to data
management and analytics, we highlighted how these elements come together to deliver a diverse array
of smart campus applications, ranging from energy management and enhanced security to personalized

learning and facility management.

One of the pivotal contributions of the Thesis is the elucidation of the smart campus deployment process,
along with the challenges and considerations that accompany it. We discussed the importance of a well-
structured framework and introduced a robust methodological approach that could serve as a blueprint

for future smart campus implementations.

Our journey also involved a comprehensive literature review of existing smart campus software solutions.
We categorized these solutions into three primary types: small-scale solutions, those utilizing proprietary
cloud platforms, and solutions based on platforms like FIWARE. While each of these approaches has its
merits and drawbacks, we introduced OpenSCN, our very own open-source and user-friendly software
platform tailored to the academic sector. OpenSCN aims to bridge the gap between complexity and

accessibility, offering ease of use and flexibility for educational institutions.

In the foundational aspects of our smart campus software, we explored critical technologies and how we

have utilized them within our platforms’ architecture to enable a scalable and modern software solution.

In summary, the current Thesis has provided a holistic understanding of smart cities and smart campuses,
introduced OpenSCN as a compelling solution tailored for academia, and presented an in-depth exploration
of'the technologies underpinning this platform. The challenges, benefits, and complexities of implementing
smart campus solutions have been thoroughly examined, and we believe that OpenSCN, with its accessible
approach and open-source nature, has a promising place in the ever-evolving landscape of educational
technology. We hope that our work can provide a platform which will enable academic institutions to
aid a transition of their facilities into smart ecosystems and encourage student collaboration on the way

towards this task.

6.2 Future Work

While the current iteration of OpenSCN provides a robust foundation for smart campus solutions, we

have identified some key areas which could be improved and be expanded upon to enhance the platform’s
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capabilities, expand its use cases, and make it even more accessible to a broader audience.

6.2.1 Time Series Analysis and Forecasting

One promising avenue for future work involves enhancing the capabilities of time series data within
the OpenSCN platform. Currently, we have established robust time series data storage, which serves
as a solid foundation. To further empower users and optimize decision-making processes, integrating
time series analysis and forecasting tools could be valuable. This would enable users to gain insights
from historical data, identify trends, and make data-driven predictions, thus enhancing the platform’s

predictive capabilities.

6.2.2 Composite Sensors and Data Aggregation

Expanding the platform’s sensor capabilities is another area ripe for exploration. While the current system
excels at handling data from individual sensors, many real-world scenarios require the aggregation of data
from multiple sensors. By developing support for composite sensors and data aggregation, OpenSCN
could provide users with a more comprehensive view of their environments. This enhancement would

enable the platform to capture complex interactions and relationships among various data sources.

6.2.3 Smart Context Integration

The concept of ”smart context” holds immense potential in augmenting the decision-making processes of
IoT applications. Smart context encompasses a set of values representing the non-technical environment
in which the application operates. It includes external measurements (e.g., weather forecasts), hard-to-
measure facts (e.g., sun position), standardized knowledge (e.g., academic calendars), or even human
decisions and procedures. Integrating smart context into OpenSCN can elevate the platform’s decision
accuracy by considering factors beyond raw sensor data. This could lead to more informed and context-

aware decision-making.

6.2.4 Helm Charts Repository for Seamless Deployments

To simplify deployment processes and enhance user experience, establishing a Helm charts repository
could be beneficial. Helm is a package manager for Kubernetes that streamlines the installation and
management of applications. By providing pre-configured Helm charts for various components of the
OpenSCN platform, users can deploy and scale their instances with greater ease. This repository would
foster a more seamless adoption process and reduce the complexities associated with initial setup.

6.2.5 Machine Learning Model Training at IoT Workers

Expanding the capabilities of IoT workers to include machine learning model training is a significant
step toward enhancing the intelligence of the platform. By integrating machine learning into the worker
nodes, OpenSCN can continuously train and update models based on incoming data. This enables the

platform to adapt, learn from changing conditions, and offer more advanced predictive and prescriptive
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analytics capabilities. This extension would mark a substantial stride toward creating a self-learning and

self-improving ecosystem.

These future work directions underscore OpenSCN’s commitment to ongoing innovation and improvement.
By pursuing these avenues, the platform aims to further empower users, increase its predictive prowess,

and provide a more seamless and intelligent IoT experience.
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Appendix A

The source code of the application is hosted publicly on GitLab [80] and is split into multiple Git [81]
repositories under the OpenSCN group. The following list contains the links to the code that was developed

and used for the current Thesis.

* GitLab group: https://gitlab.com/openscn

Web API: https://gitlab.com/openscn/openscn-web-api
* IoT Worker: https://gitlab.com/openscn/openscn-iot-worker
* Web client: https://gitlab.com/openscn/openscn-react-admin-client

» Docker compose configuration: https://gitlab.com/openscn/openscn-web-api/-/blob/

master/docker-compose.yml
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