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Befoichvaw ot giuar o ovyypapéas avtis e epyooiog kar 0Tl kabe fonbeia v omoio giya yio THV
TPOETOIUATIO. THS EIVAL TANPWS AVAYVWPLOUEVY KOl aVvopEPETOL otV epyaoia. Emions, Exw kotaypdyer
TIC OTOIES THYES QO TIC OMOLEG EKOVO. YXPHON OEOOUEV@V, 10EDV, EIKOVWV KOOI KELUEVOD, EITE OUTEG
avapépoviar okpifas eite mapappaocuéves. Emmiéov, Pefaiodvm ot avth n Epyacio mpoETOUCTTNKE OO
EUEVOL TPOOWTIKG, EIOIKA (WG OAWUOTIKY &pyaoia, oto Tunuo Mnyovikov Tinpopopikne koi
Hlextpovikav Zvomuatwv tov ALIIA.E.

H mapodoa epyooio amotelel mvevuatiky 1010ktnoia oty Aopav Taor mov v ekmovyoe. Xto mhaiolo
TS TOMTIKNG QVOIKTHS TPOTPACHS, O GLYYPAPENS/ONuLovpyos ekywpel oto Aiebvég Tlavemotiuio g
EJAddog doeio yprions tov 1K UaTOS AVOTOPOYDYHS, OVELGUOD, TOPODOIATHS 0TO KOLVO KOl WHPIOKNG
O018yvons e epyooiog Olevmg, o NAEKTPOVIKY UOPPH KOl O OTOLOONTOTE UEGO, YIO. OLOOKTIKOUS KOl
EPEVVTIKODS OKOTOVS, AveD avioliayuotos. H avoikty mpocfaon ato minpes keluevo g epyooiag, dev
onuaiver ko’ 0l10VONTOTE TPOTO  TOPOYOPNON  OIKOLWUATOV  OLOVONTIKHG  LOIOKTHOIOS — TOD
OVYYPOPEA/ONULOVPYOD, OVTE ETITPETEL THV AVOTOPAYWYY, AVOONUOTIEDT], AVILYPOP, TWANCY, EUTOPIKN
xpnon, owavoud, éxdoon, uetapoptwon (downloading), oveptnon (uploading), ustappaocy, tpomomoinon
UE OTOLOVONTOTE TPOTO, TUNUOTIKG 1] TEPIANTTIKG THS EPYATIAS, YWPIS TH PHTH TPONYOOUEVH EYYPOPN
OVVOIVETT TOV TVYYPOPER/ONUIOVPYOD.

H éyxpion ¢ dumhopotikng epyaciog and 1o Tunua Mnyavikev Iinpoeopikng kot Hiektpovikmv
Yvotudatev Tov Atebvoig Havemomnpiov g EALGS0G, dev vTOONADVEL ATAPOITHTMG KOl ATOS0YN TOV
OATOYEMV TOV GLYYPAPEX, €K HEPOVS TOv Tunpatog.
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IIpoioyog

‘Evag amd toug onpovTikdtepoug KAGOOLG TNG TANPOPOPIKNG ATOTEAEL EKEIVOG TOV TNAETIKOWVMOVIAV.
Me 1N ypfon TOV TNAETKOWOVIOV Ol AVOPOTOl ETIKOWVWOVODV KOl OVIOAAGGGOLV OTOWELS GE
TPAyUaTikd ypovo. Ot tlemkowvmvieg Opmg Ogv a@opody HOVo To iviepvetr oAAG KAOe popon
ATTOIOKPVOUEVIC EMKOVAOVIRG. MEC® aVTNC TNG TTUYLOKNG EpYaciog N0eAd Vo TOPOVGLACH pio GAAT
OTTIKN 0T0 OO TOV TMAETIKOWOVIAV, 0QOPOVTIOG TO {VIEPVET KOl KAVOVTOG YPNoN GAA®V
TEYVOLOYI®V, OTC eivar To TpmTOKoALo LoRa. H evacydAnon kot to evolapEpoV LoV Y10, TIG OCVPUATEG
EMKOWVMVIES e MONoE Vo avaAdPfm ot TNV TTVYLOKN EpYacio MoTe va eE01kelmBd TEPIoGOTEPO KoL
VO ENEKTEIVO TIG YVADOELS OV GTOV TPOYPOUUOTIoHO o Arduino oAld kot oe Android. TlapdAinia
KATOVON GO KAADTEPO TO TPOTOKOAAO TOV XPNGLULOTOONKE KOl TIG SLVOTOTNTES KOl TOVG TEPLOPIGLOVS
tov. Katd v dnpiovpyio Kabe TUMHOTOS TNG TTUYXOKNG ANEONKAY OMUOVTIKEG YVADOELS CYETIKA LE
teyxvoloyieg kot Tov 0pfd TpdémO dnpovpyiag Kol opyavmons piag cuvletng epapproyng Android yio
chatting.



Iepiinyn

210)0G AVTAG TNG TTLYLOKNG EPYAoiag Elvar 1) VAOTOINGT £vOg GuaTaTog Kot piag Android epappoyng
N omoio O SIEVKOADVEL TNV AVTAALOYT UNVUUAT®OV KEWEVOL dV0 aVOPOT®V GE HOKPIVES ATOGTAGELS
KévovTag ¥pNoN TOL TPMOTOKOALOL EMKOVOVING LakpvdVv anoctdoewv LoRa.

Mo v viomoinorm Tov GLGTNUATOG YiveTal XPNON EVOG LKPOEAEYKTY, Tov NodeMCU ESP8266 kot
gvog mopmodéktn, tov Reyax RYLR896. O pikpoeleyktig ovvOEETaL E TOV TOUTOOEKTN Y0 TNV
a&lomoinom TV AEIToVPYIDOV TOV TTOL givol 1) SLEIPIOT| TOV KOl 1 OTOGTOAN] UNVOUATOV KOl OTOTEAEL
oLVOETIKO Kpiko tov hardware pe 1o software. H emkowavia peta&d tov ESP8266 kot tov RYLR896
glval GEPLOK, EVD YL TNV EMKOWVOVIOL EPOUPUOYDV HE TOV HKPOEAEYKTN yivetol pe n ypnon
websockets.

O oyedloopudg TOL GLGTAHLOTOC £XEL Yivel €101, 00T®MG OoTE KAbe pérog va givar aveEaptnto amod To
dAro, e OKOTO TNV €0KOAN EMEKTAGILOTNTO Kot Tpomomoinot) tov. To cvotnua oe eninedo hardware
amoteleitonr and 10 NodeMCU ESP8266 kot tov RYLR896.

e eminedo software amaptiletor omd tpio enineda. To npdTO eminedo givar ekeivo mov aPopd TV
emkowvmvia tov hardware petald tov aALG kol pe GAAeC epapuoyéc mopéyovtag éva APl péow
websockets.To devtepo eminedo glvan Eva mpodypappa ypapuévo oe Kotlin to omoio kdvel a&lomoinom
avtov Tov API kou mopéyel neBddovg oe LYNAOTEPO emimedo Yo TNV YP1ON OO GAAL TPOYPAULOTO T}
epappoyéc. To tpito eminedo givar n Android epappoym.

H Android epoppoyn ypnoiponotel g pebodovg Tov TPoypEpIaToc TOV SELTEPOV EMTESOL KOl UEGQ
a6 éva opaio Ul divel tn duvatdtrta avrorriayng unvopdtov. H gpappoyn extdg amd avtailoyr
UNVOUATOV, TopEXEL Kol [o GEPA 0md pLOUIGELS TOV APOPOVY TNV OCPUAELN TOV UNVOUATOV KOt TV
QTOGTOCT) TOV AVTO UTOPOVV VO PTACOVV. LTIG EMOUEVES GEADEC TaPoVG1ALovToL OAEC Ol TANPOPOPIES
7ov Oo ¥PELOOTEL KATOL0G Y10, TNV OVGLOGTIKY KaTovonom g AErtovpyiag Kot tng dnuovpyiag me

EQAPUOYNGC.
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«Android application development for p2p communication through
the LoRa protocol»

«Loran Tashi»

Abstract

The aim of this thesis is the implementation of a system and an Android application that will facilitate
the exchange of text messages of two people at long distances using the LoRa long-distance
communication protocol. For the implementation of the system, a microcontroller is used, the
NodeMCU ESP8266 and a transceiver, the Reyax RYLR896. The microcontroller is connected to the
transceiver to use its functions which are its management and sending messages and is a link between
hardware and software. The communication between ESP8266 and RYLR896 is serial, while for the
communication of applications with the microcontroller is done using websockets. The design of the
system has been done in such a way that each member is independent from the other, aiming at its easy
scalability and modification. The hardware-level system consists of the NodeMCU ESP8266 and the
RYLR896. At the software level it consists of three levels. The first level is the one that concerns the
communication of hardware with each other but also with other applications providing an API through
websockets. The second level is a program written in Kotlin which makes use of this APl and provides
methods at a higher level for use by other programs or applications. The third level is the Android app.
The Android application uses the methods of the program of the second level and through a nice and
useful Ul gives the possibility of messaging. In addition to messaging, the application also provides a
number of settings regarding the security of messages and the distance they can reach. The following
pages present all the information that someone will need for a meaningful understanding of the operation
and creation of the application.

vii



Iepreyopeva

D070 Y o T TP PP PP PPR PSPPI v
L Y01V 1TSS vi
ADSTIACT ... vii
TTEPIEYOILEVOL ...ttt ettt h e Rt R e e R e s s Rt e R e et e Rt e et aR e e e nR e e R e e nenre e r e n e nrs viii
KOTOAOYOG ZYMLUOTIIV 1ttt sttt r e sr e r e r e bt e e e n e s s e nn e s R e e nreen e e nesreennennen e e nnis X
KOTOAOYOG TTIVOICIV . ..ottt r e sr e e nr e r e nenreenn e Xi
DUV TOLLOYPOUPIEG c. v evverrereerresreestesteeseessessee st aresseesb e ek e es s e e bt ese e b e e Rt e e e eReeRe e nR e e R e e s R e ebeeh e e R e aR e e neareennenreereennenre s Xii
KEPAAULO 107 EUGOYYN cereitiitieieitieieste ettt et b e n e r e sr e r e nnesn e 13

11 Alyo AOYLO Y10 TV EQOPLOYY| cveeiiiiiieiiiie ettt sttt 13

Kepdloo 20:  Kotlin, Arduino, ESP8266, Ilpwtokoiro LORa, RYLR896, AT Commands,
Android 14

2.1 KON 14
211 BaO Y @YM et e 14
212 KOpte ExSOGEIC TNG KON ... 14
2.1.3 KON KOLJAVA ... 14
214 A10QOPEG TNG KOLIIN UE TN JAVA....eiiiiiiiiiie s 15

2.2 ATAUINO. ...t 15
221 BlO Y @Y e 15
2.2.2 Adyou ITpotipnong Arduino | Arduino Compatible Boards...........cccocvvvviiiincniennnn. 16

2.3 ESPB266 ... 16
231 BlO Y YT et 16
2.3.2 TIpod10yPOPEG ESPE2O0........cceiiiiiieeiii i 17
2.3.3 Odnyieg Eykatdotaong tov ESP8266 610 Arduino IDE ... 18
2.34 Abyor Emihoyng NodeMCU ESP8266 Developmend Board............ccoovevvvieienieninnenne 20

2.4 TIPOTOKOMAO LORA ..oviiiiiiciic e 21
241 BlO Y @Y e s 21
24.2 Hopapetponoinon g ALOHOPPOONG LORA ..o 22

2.5 RYLRBOG ...ttt 24
251 TUEWOL TO RYLREO......coiiiie e 24
252 XopokTnploTkKd TOU RYLREIG ....ccuoiiiiiiiiiee e e 24
253 XpNOOTNTO TOV RYLREOI6 ... e 24
254 Ieptypa@r] PIN To00 RYLREI6 .....cviiiiiieiic s 24



2.6 AT COMMEANGS ...ttt et e e ettt te e st e se e et eeesessse s teeeteeessssasserreeteeesssasasrreeeeeessnaans 26

26.1 BlO Oy @YT] e s 26
2.6.2 XpNotOTNTO TOV AT COmMMANAS ... .c.vviveeireriiiieeeneeee e 27
2.6.3 Yovtoén tov AT Commands 610 Reyax RYLRS96 .......cccoovviiiiiii 27

2.7 ANAIOIG. ... 31
2.7.1 T 0102’3 1 [ PP TPR 31
2.7.2 ANAFOIA STACK ...t 31
2.7.3 ANAFOId STUAIO ... 32
2.7.4 DESION PAIEINS.......viceiiiiiii ettt st e e e e st e e stesre e besreeneenre e 32
Kepdhawo 30:  Teyxvoloyieg kot BifAioOMkeg mov XpnoUOTOMONKOV ...eevveeviiiiiiiiieieeciee e 34
Kepdhawo 40:  AvAAuom KOOSO TNG EQOPLOYIG. i vvrrrieiieriie ettt 36
Ot 2 T {11402 4 PV PT PR TRPRTPRPTN 36
4.2 KOOUKOG ATTUINO ...viiiiiiiiteieeiee ettt bbbttt b bt 36
4.3  KOOKOG TOU MOAUIE....cuiiiiiiiiiiitiiie et renne s 40
431 BlO Y @Y e 40
4.3.2 IVIBSSAGE ...ttt bbb e Rt e R R R R n R n e nrennes 42
4.3.3 MESSAGE RESPONSE......c.eeiieeririeeie ittt ettt sr e sr e s n e r e e ne e nreenes 43
4.3.4 SOCKETMANAGET ...ttt ettt b et r e 43
435 ALOYEIPIOT] TOV MINVULATOV ....eeiieeiee ittt be e snne e 46
4.3.6 WEDSOCKEISEIVICE. ... 47
4.3.7 LOFAWEDSOCKEL ... 48

4.4 KOOKOG ANAIOIA ..veiiiiiiieiieiieieieeee sttt ettt sttt et e s e s e e e seebessesbeneenneeeneas 50
441 BlO Y @M e 50
442 Evoopdrmon tov Kotlin module 6To Android.........ccoceeiieiiiiiiiiiiiieicc e 50
443 SPIASNACTIVITY ... 52
4.4.4 NOCONNECLIONACTIVITY ......cvviiiiiieiiii sttt 53
445 CRALAGAPLET ...ttt 54
4.4.6 CRALACTIVITY ...ttt bbb e 55
Kepdhawo So:  Tleprypapn kot XpNom TG EQOUPIOYIIG . e veereeiieiie e 56
LT R ST {71 PO PP TR PR PSP 56
5.2 OBV SPIASH.....eiiiiii e 56
5.3 OBV NO CONNECHION ...veevririeieirisiee sttt ne e n e nn e nresreenrenne s 57
5.4 OBV ChAL...eiiiiiiiiie et 58
5.5 OBV PUOBHIGEMV .. .viiiiiieciiiiieeirese e nre e 59
Kepdhiao 60:  Zounepdopata kot [IpoTaoelg BEATIOONG v iveiriieceiie e 61

iX



T A 3 V0 Yo T L 1Yo ST PP UR PP RTP 61

6.2  TIPOTACEIC BEATIMOTG «euvveeerieiie ittt e nne e 61
BIBAIOI PADIA ...ttt et e et e e e st e e e e s ba e e e e st b e e e e sabaeeeesbbeeaesabaeeeesbaeeessraeeeeanes 62
ITAPAPTHMA A : Software SOUICE COAE ......c.uvviiiiiiiei ittt ettt et eatee e e 64

Kataioyog Ewxovav

Etcova 2.1 NOAEMOCU ESP82606 ......c..coiiiiiiiiiieiieiee ittt sre b 17
Ewévo 2.2 NodeMCU GPIOs — IInyr randomnerdtutorialS..........oovevvieeiiieiie v 17
Ewova 2.3 Odnyieg Eykatdotaonc tov ESP8266 610 Arduino IDE 1......ocovviviiiiiiiiiineve e, 18
Ewova 2.4 Odnyieg Eykatdotaonc tov ESP8266 610 Arduino IDE 2.......ccoovviiviiiiiiie, 19
Ewova 2.5 Odnyieg Eykatdotaong tov ESP8266 610 Arduino IDE 3 ..., 19
Ewova 2.6 Odnyieg Eykatdotaong tov ESP8266 610 Arduino IDE 4......cccooviviiiiiiiiiiiciecee, 20
Ewova 2.7 Odnyieg Eykatdotaong tov ESP8266 610 Arduino IDE S......ccoviiiiiiiiiiiiiiee e, 20
EUCOVOL 2.8 SCREIMALICS ...eeuvviiviiiiiiiiie ettt st bbbt sttt e sttt e e sbe e sbe e saeesrbennbeenes 21
Ewova 2.9 Enelrjynon tov thethingsnetwork — IInyn thethingsnetwork...........cccevveiiiniciiiiciene, 21
Ewova 2.10 LoRa Sweep Rate kot Spreading Factors — ITnyn thethingsnetwork ............cccccocevvrenne. 22
Ewova 2.11 Zvykpion mpotokoilov LoRa pe ahieg texvoroyieg — IInyn TheThingsNetwork .......... 23
Ewodva 2.12 PIN tov RYLR896 — IInyn Reyax DOCUMENTation ............coovverireieicieicieencsie s 24
Ewova 2.13 [Thdyioa Oyn tov RYLR896, dractdoeig oe mm IInyn Reyax Docs ....oovvvvvvciiiicninene 26
Ewova 2.14 Epnpoctio Oyn 100 RYLRSB96, 68 MM ... 26
Ewova 2.15 Android Stack — Inyr Programming Android With Kotlin ..., 31
Ewova 4.1 KOOUKOG ATAUINO L ....veiiiiiiitiiiiie ettt 36
EkOva 4.2 KOOUKOG ATAUINO 2 ....vieeieiieiisiesie ettt sttt st ste e e asessesbesaesseneeneenes 37
Ekova 4.3 KOOUKOG AFAUINO 3 ...ttt sttt sttt ene e bt b e e enes 38
EkOva 4.4 KOOUKOG ATTAUINO 4 ...ttt bbb 39
Ekova 4.5 KOOKOG AFAUINO 5 ...ttt 40
Eucova 4.6 Aopr) Tov Websocket MOAUIE ........ocvieiiiiiic i 41
Eucova 4.7 MeSsage Kot 01 YTIOKANGELS TOU ..vererreerrerrereerrenreesresresssesresseessessesessressessnessessssssesseesennens 42
E1cOV0L 4.8 MESSAJERESPONSE ... .ottt ettt bbbttt nn e 43
Ewova 4.9 Interface 100 SOCKEIIMANAGET .........ccveiiiiiiiiiisieiie et 43
Ewova 4.10 YA0omomMom ToU SOCKEIIMENAGET .........cviiiiiiriiiie e 44
EOVA 4. 11 MESSAGEFACIONY ... .eiiitietiiitieetee ettt ettt ettt e bt e nbe e sb e e saeesaneenbeennas 45



Ewodva 4.12 H Mé0050g SendNextMessagelfEXIST .........cviiiiiiiicccseees s 46

Eucova 4.13 H M£0060G handleMESSaZe ........covvvriieiiiiiie e 47
Ewcovo 4.14 H KAGOT WEDSOCKEISEIVICE ....vviviieieic sttt et s 48
Ewcovo 4.15 H KAGoN LOrAWEDSOCKEL.........cviiiiiec et 49
Eucova 4.16 Aopn 700 ANAIOid PrOJECT.....ooviiiiiiieiie s 51
Ewova 4.17 SplashActivity & SplashVIeWMOdEL ... 52
Ewcéva 4.18 NoConnectionActivity & NoConnectionViewModel............ccccovvvviviiecieve e, 53
Ewova 4.19 TUNO TNG ChatAGAPTET ......oiviieiieeieiees ettt 54
Ewova 4.20 EAeyyog yio 1o COmMMANd BAND.........cooiiiiiiiiieeee e 55
Eucova 5.1 Zrrytidtomo OB0VNG SPIash ....cc.veviiiiieiiece e 56
Ewcova 5.2 Zrrypidtumo OOOVNG NO CONNECTION ....eevieiieiiieiiieiiieeie ettt sttt 57
Ewcova 5.3 ZTrytidTumo OOOVNG CRat ......oceiiiiiiieie e 58
Eucovo 5.4 ZTytioTUT0 OBOVNG SELLINES ..c.vveveiiiiiieieisiesiee sttt nne e 60

Kataroyog IIvvakov

[Mivakog 2.1 KOpteg EKOOOGEIG KOLIN ...uviiiiiiiiiiiiei et 14
[Mivaxag 2.2 TIpodtarypa@PEg ESPE266 .......cov i 17
[Mivakog 2.3 EvaisOnoioa Afyng tov Semtech SX1276 petpnuévn 6€ dBm ....ooovveveiiiiiniiiiiciee, 22
[Mivaxag 2.4 ReyaxX RYLRBOO PINS .. .ccueeiuiiieiiiiiieiie sttt 25
[Mivokog 2.5 Reyax RYLREI6O IIPOSUOYPODES ... veeveevieriieriieiiiesiie ettt ettt ettt et 25
[Mivakog 2.6 Teptypapn XpNomg EVIOA|G AT ...ttt 27
IMivaxog 2.7 Meprypaen Xpnong Eviodg AT + RESET ..o 27
[Mivaxog 2.8 Teprypaen Xpnong Eviodng AT + PARAMETER ... 27
[Mivaxog 2.9 Teprypaen Xpnong EVviorg AT + BAND ..o 29
Mivaxag 2.10 eprypaen XpNong EVIoANg AT + CPIN....ccooiiiiieeeeee e 29
ITivaxog 2.11 Heprypagn Xpnong EVIOANC AT 4 SEND ...ooiciiiiiiiii e 30
ITivakag 2.12 TTeprypagn) XpNong EVIOANG RCV e 30

Xi



2OVTONOYPOPIES

A.E. Awmlopotikn Epyacio
AITTAE Aebvég Iavemoto EALGSOg
ILE. ITtuyokn Epyaocia

Xii



Kepaiao 1o: Ewsayoy

1.1  Aiya Aéyw ywo Tqv E@appoyn

To LoRa Chat givan pia epappoyn ypoupévn €&’ ohokAnpov o€ Kotlin 6co apopd tov client kot Arduino
otov server. Amotelegiton amd tpio KOpa puépn, ta omoia gival o websocket server, mov amoterel Tov
GUVOETIKO KPIKO OVAESH GTN] GLCKELY TTOL eival cvvdedepévn péow Wi-Fi pe to ESP8266, oe avt
v wepintoon eival éva kivntd Android, éva Kotlin module to omoio avoloufdver tov poro tov
websocket client Kot wap€yet TNV AEITOLPYIKOTNTO Y10 TV EXKOVOVIR TNG EQapUoYNS pe Tov websocket
server ko kot enéktaom pe tov mopumodéktn RYLRE96 kot téhog ) Android epappoyn.

O mopmodéktng RYLR896 avarappdver tv petafifocn tov pnvopdToy Tov GTEAVEL 1] EQapLOYT HECH
websocket, 6€ LOKPIVEG ATOGTAGELS XPTCLLOTOIOVTOG TO TPp@TOKOALO LoRa.

To Kotlin module givor ove&aptnto mov onpaivel 6Tt pmopel vo ypnoiponombel cav cuvoeTIKOg KPikog
6€ 0molodNTOTE PNYdvnue propet va tpéEet v ewcovikn pnyovn g Java (JVM) kot 6yt amapoitnta
pévo oty gpappoyn LoRa Chat.

H Android gpappoyn pe Aiyo Adylo amd Ty TAELPE TG AEITOVPYIKOTNTOG TEPIEXEL TIG SAOIKAGIES Yia
™V aAANAeTidpacn tov ypnotn pe to module ®oTe Vo 6TEAVEL unvouaTo, vo Aapupdvel kot va oAAalet
opopéves pubuicelg Kot Tavtodypova Exet va evypnoto User Interface.

210 OgvtEPO KePAloto yiveror pion mpoomdbeio v mopovcslaoTobV Ot POCIKES TEXVOAOYiEG OV
ypNoLoTomonkay, 6Tmg 1 YAdooo mpoypoupatiopod Kotlin kot ot dtapopég tg e v Java. Axopo,
avaeépetal yoti Tpotiundnke o pikpoeieyktnig ESP8266 kot e€etdlovtan To TEXVIKA YOpaKTNPIoTIKA
Tov. XN cuvéyewn yivetor pio meptypapr] tov mTPOToKOAAoOL LoRa kot tng teyvikng Sapoppmong
GNLOTOG TTOV YPNCLLOTOLEL Y10l VO EMLTVYYAVEL TNV EMKOWVOVIO GE LOKPIVES amocTdcels. Katomy yiveton
avaeopd oto TeVIKA yapoxtnplotikd Tov RYLR896 kot 6ta AT commands ov ¥pncionotodviol yio
TNV EMKOVOVIQ TOV [E GALeG cvuokevég. TEAog yivetau pia avagpopd oto Android kot To Android stack
T OOl VOTEPA TOPOLGLALOVTOL OVAAVTIKA.

210 TpiTo Ke@AAoto Ba avapepBovv o1 teyvoroyies kot ot PiAtodnKes mov ypnoyomomOnkay yio v
vAozoinon g epyaciog.

210 TETOPTO KEPGAMIO Oa yivel EKTEVIC TEPLYPAPT TOL TPOTOV VAOTOINGNG TOL KMOUKa. Apyikd
meprypapetol o kadkag Arduino ko tig fifAlodnkeg mov cvunepiAnednkav. ‘Eneita yivetor avagpopd
Yol TOV TPOTO AVOTAPACTOOTG TOV UNVUUATOV oV apopody v PifAodnkn o KAAGEL Kol TOV TUTO
TOV punvopdtov. Akolovbel o tpdmoc dwuyeipiong TtV gloepyOUEVOV UMvopdtoy o€ eninedo AT
commands Kol PHETATPOTNG TOVS GTOVE KATAAANAOVE TOOVE KAAcewv. Tédog akolovbei 1 dradikacio
g vAomoinong g epapuoyne Android 6cov apopd ta Activities TG EQUPUOYNAC KOL TIG AELTOLPYiES
TOVG,.

210 MEUMTO KePAAOLO divovtal 0onyieg Prpa mpog Prue yioo v ¥pNon TS EQUPHOYNSG LE HOPON
screenshots, ta AdON TOL pmTOPEL VoL TPOKOYOLVY Kot ovaAvovTot ol puuicelg mov umopet vo oALGEeL o
yPHoTNG amd v 006vn puluicewv.

270 €KTO Kol TEAEVTOIO KEPAANLO VITAPYOVY TO GLUTEPAGOTO TTOV TPOEKLYOAV KOTH TN OMLovpyia g
gpyooiag Kol Tpotdoelg Petiong oe KAmolo EXOUEVT EKJOON.
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Kepdiorw 20: Kotlin, Arduino, ESP8266, IIp®mtokorio LoRa,
RYLR896, AT Commands, Android

2.1 Kotlin

2.1.1 Ewoayoym

H Kotlin dnpiovpyndnke amd tnv oudda JetBrains amd tnv Ayia Iletpodnoin g Pooiag, n omoia £xet
dnuovpynoet ko to IntelliJ IDEA. To IntelliJ IDEA amotelet T fdon yia to Android Studio. O xdpilog
oyedlaotg YAOooag ival o Roman Elizarov. To épyo Eexivnoe o 2010 Kot oy avorytov KOdKa amd
oAy vopis. H mpodm emionun wvkiogopia 1.0 nrav tov Defpovdpro tov 2016. H Kotlin
YPTCLLOTOLEITOL TTAEOV GE LEYAAT TTOIKIMO TEPIPAAAOVTOV GE TOAAATAG AELTOVPYIKA GuaThpata. Eyovy
nepdioel oxeddv mévte ypdvia and 1ote mov N Google avokoivwce v vrootpién tov Kotlin oto
Android. Zopgpova pe to Android Developers Blog, and to 2021, méve amd 1,2 ekatoppdpila epappoyésg
oto Google Play store ypnoipuonoovv 1o Kotlin, cvumeptrapfavopévov tov 80% amd Tig yileg

KOpLQAiES EQPAPLOYEC.

2.1.2 Kope Exdéosic g Kotlin

O kopieg exdooelg g Kotlin mapovsidloviol 6Tov mapakato mivaka:

[Mivaxag 2.1 Kopieg Exdooeig Kotlin

ApOpo6c £kooong Hpegpopnvia
1.1 15 February 2016
1.2 28 November 2017
1.3 29 October 2018
14 17 August 2020
15 5 May 2021

2.1.3 Kaotlin xax Java

H Kotlin etvar 100% Swakettovpykn pe ) Java ko €xet d00el peyddn énpacn ot dec@diion 0t
VIapYoLGa Pacn Kmdikmv propel va adAniemidpdoet cootd pe v Kotlin.

Atveton 1 dSvvatotn o

®  AVTIKEWEVOOTPEPOVS TPOYPOLLUATIGHLOV
e Functional TpoypappaTIGHOD
o Yuvovaouol Kot TV dVo.

Mmropovpe pe evkoiia vo kadécovpe kdwa ypappévo og Kotlin and Java kot kddka Java amd Kotlin.
Yrdpyel eniong évag avtopatomomuévog petatponéag Java-to-Kotlin evoouatopévog oto IDE mov
QTAOTIOLEL T LLETOTPOTT TOV LILAPYOVTOC KOOIKAL.
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To ovopo ¢ YA®Gcag mpokvzTel and €va vnoi kovtd otnv Ayia Iletpodmoin, eved 1o dvopo Java
TpokvTTEL 0 vnot oty Ivdovneia .

Av ko m Kotlin vrootpiler dhieg mhatedpues (10S, WebAssembly, Kotlin/JS, k.Ax.), éva kiedl yio
v gupeia yprion g Kotlin givor n vrootpién g yio v gikovikn unyovn Java (JVM).

E@ocov n Kotlin propei va petaylottiotei og Java bytecode, prmopei vo, tpé€et omovdnmote extedeiton
éva JVM.

H Kotlin givar o véa kot dtapopetikny YAdooa pe cuvdéoelg pe Scala, Swift ko C# mov elvar oyeddv
1660 oyVpéG 660 N obvdeon g pe v Java. ‘Eyxetl ta dikd g YopaKTnploTiKd Kot Toug S1kovg TG
WOIOUOTIGHOVG,

2.1.4 Awgopég g Kotlin pe T Java

T mephapPdver n Java mov dev €xel  Kotlin

e Checked exceptions

o Oimpotapykoi tomot dev givar Khdoels. To byte-code ypnoiponotel mpotapykods THTOVS OTOL
gtvon duvatov.

o To ototwkd péAn avrikabiotdvior and To companion objects, Tig top-level functions, Tic
extension functions, 1 To annotation @JvmStatic.

o O tpradkodg tereotnga ? b : ¢ avrikabiotdron pe if expression otnv Kotlin.

T meprapPdver n Kotlin mov dev éxetn Java

Lambda expressions

Inline functions

Extension functions

To null-safety cootnuo ¢ Kotlin otoyevel oty e€apdvion tov kivévvov twov null references,
yvootdv o¢ The Billion Dollar Mistake

Smart casts

String templates

Operator overloading

Companion objects

Data classes

Eeywprotd interfaces yio read-only ka1 mutable collections
Coroutines

2.2 Arduino

2.2.1 Ewayoy

To Arduino eivar pio open source MAEKTPOVIK TAATQOPUO. PacIoUéVN G€ €DYPNOTO VAIKO Kot
Aoyopkd. Ot mhaxéteg Arduino pmopovv va dafalovy 1600016, OTMG TO TATNLO EVOG KOVUTLOD, TO
OmG o€ £vov alsOnTpa Kot va To HETATPEYOLV G 5000, EVEPYOTOLMVTAG VAV KIVITHPO, VO OVOWOLV
éva LED kot moAAd 6o, Mmopodue va Tode 6TV TAAKETE, TL VO, KAVEL GTEAVOVTOC L GELPE 001 YLDV
OTOV JUKPOEAEYKTN OTNV TAOKETO.

IMa va 1o Kataeépovpe auTod, YPTCLULOTOIOVLE TV YADGGO TPOYPOUUATIO OV Arduino Kot To AOYIGUIKO
Arduino IDE.
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2.2.2 Adyor Hpotipnong Arduino 11 Arduino Compatible Boards

Xapn omv omAn Kot mpoctty eumelpia ypnong, to Arduino €yel ypnowwomombel amd yAidoeg
SL0QOPETIKG, TPOTLEKT KAl EPUPLOYES.

To hoylopkd mépa and to yeyovog 0Tt givar e0KOAO 6N XPNOT Yo apYapLovs, ivol opkeTd EVEMKTO
v umelpovg ypnotec. Mmopel va tpé€et oe Mac, Windows kot Linux.

Xpnowonoteitar yo. vo  dnuovpyndovv mpotlekt younAod KOGTOLG OmO MOl YOUTICTEG,
TPOYPOUUATIOTES KO EXEL LEYAAT KOWVOTNTO Kot UTOPEIG va Bpelg Avon o€ kdbe tpdPfAnpa potdvTog
dAAovg yp1OTES.

Ta kopra yapaxmmpiotikd yroti va tpotipfoelg éva Arduino | Arduino compatible board avag@épovtat
0T MoTa TopaKaTo:

o  ®ONv6 — Ta Arduino boards givat yopuniov KOGTOLS

e Cross-Platform —To Arduino IDE 1péyet o€ Windows, Macintosh OSX kot Linux Agttovpyikd
GUOTNLOTOL.

o A ko katavonty gpmepia wpoypappoticpod — To Arduino IDE givar gvypnoto kot
apYAPLOVS OAAG Kol ELEMKTO Y10l TTLO EUTELPOVG,.

o Avoytol KOOIKA KUl ETEKTAGINO Loylopiko — O kddkag Yo To Arduino givol open source
Kol StaBéoipo Yo eméKTacn ond EUmEPovg TpoypappoTiotés. H yAddooa propei vo emekrofel
péom Prpaodnkov C++.Ilapovsioon A.E.

2.3 ESP8266

2.3.1 Ewoayoym

To ESP8266 civar éva System on a Chip (SoC), mov katoockevaletar amd v kivelikn etoipeio
Espressif.

Amoteheiton and pa povado pikpoeheykt 32-bit Tensilica L106 (MCU) kot évav mopmodéktn Wi-Fi.
AwBétet 11 GPIO pins (General Purpose Input/Output pins), kabdg kot pie avaloyikn €1600.

Mmopei va Aettovpynoet oe Beppokpacieg g taéemg towv -40°C £mg Tovg 125°C.

To ESP8266 umopei va mpoypappatiotei petald dAlmv kot pe t ypnion tov Arduino IDE xoi va
ypnowonon el cav onpueio tpdésPaong (Access Point) ko va cuviEovtal GUCKELEG ACVPUOATA GE VTO
N ocav mehdng (Station) kot va cuvoéetar ekeivo o€ kdmoto Access Point to onoio evdgyopévmg punopet
va eivar Kot cuvdedepéVo kat 6Tto tvtepvet. Emopévac umopei va cuvdebei ato iviepvert, va piholevinoet
évav amAd web server, va cuvogdei To Kvnto 1 0 VTOAOYIGTIG GE AVTO KOl GAAQ.

To ESP8266 eivan oyetikd pikpd yio apydplovs va Egkivioovv va metpapotifovrot pe avtd. T tov
Adyo awtd €yovv dnuovpynBel development boards dote va pmopel va ocvvdeBobv gvkoin oe
breadboard kot va kafictotol dSuvaTdg 0 TPOYPUUUATIOUOS Kot 1] Tpopodocia pécw Bupag USB.

To 710 yv®o16 Kot auTd TOL ¥PNoLpoTolEitol evpémg sivar o NodeMCU.

IIpéopata m etoupeion Espressif xvklopopnoe 1o ESP32, évav mepiocdtepo 1oyvupd YoumAng
KOTOVAA®ONG HKPOEAEYKT HE OUTOPNVO EMEEEPYOOT HE TEPIGGOTEPES SLVOTOTNTEG KOOMG Kot
vrootpién Bluetooth extog and Wi-Fi.
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Ewova 2.1 NodeMCU ESP8266

Blue LED Connected to
GPIO2

GP1016}{ USER }-{ WAKE )

HHHHHHYY
@D &

AARRARAAR "

Ewéva 2.2 NodeMCU GPIOs — Tnyn
randomnerdtutorials

2.3.2 Tpoodwypapéc ESP8266

MMivakag 2.2 Ipodwrypagpéc ESP8266

Tdon 3.3V
Kotavalmon 10uA —170mA
Mvnun Flash 16Mb péyiotn (512K ouvnbec)
EneEepyaotnc Tensilica L106 32-bit
Toaydmra eneéepyaoctn 80-160MHz

Mviun RAM 32K + 80K

17



GPIO pins 17

802.11 b/g/n/d/elilk/r

Méyiotog apBpog TCP cuvdécewmv 5

2.3.3 Odnyigg Eykataotaons tov ESP8266 6to Arduino IDE

To Arduino IDE vmoompiler to ESP8266 oaAild mpmto mpémer vo yivel pio amdn dwadikocio
€YKOTAGTAGNG TOV.

Mopaxdto akolovBobv avarvticég odnyieg eykatdoTaong Kot eiKOVES Yia 1o Kabe Pripo mov mpémet va
aKkolovOncovpE:

1. Z10 mpdro Ppa mpénel vo petafodue otn umdpa pevov, va kavovpe kAk oto File kot émetta
vo maticovpe 6to Preferences.

@ sketch_nov29a | Arduino 1.8.13

Edit Sketch Tools Help

MNew Ctrl+M

Qpen... Ctrl+0

Open Recent -
Sketchbook *
Examples |
Close Ctrl+wW

Save Ctrl+5S

Save As.. Ctrl+Shift+5

Page Setup  Ctrl+Shift+P
Print Ctrl+P

Preferences Ctrl+Comma

Quit Ctrl+Q

Ewova 2.3 Odnyieg Eykotdotaong
tov ESP8266 610 Arduino IDE 1

2 10 dgbTepo pruo TPETEL va, Baiovue oV GUVOEGLLO
«http://arduino.esp8266.com/stable/package esp8266com index.json» oto onueio mov ypapel
Additional Board Manager URLs. I'ia tuy6v tpocsOnikn emimAéov board, o1 chvdesuot ywpiloviot

LE KOO,
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Preferences X

Settings  Network

Sketchbook location:

Ci\Wsersiuser\Documents\Arduing Browse
Editor language: System Default ~ | (requires restart of Arduina)

Editor font size: 12

Interface scale: Automatic | 100 7 % (requires restart of Arduino)

Theme: Default theme - | (requires restart of Arduina)

Show verbose output during: [_] compilation [ upload

Compiler warnings: MNone -~

[] Display line numbers [ Enable Code Folding

Verify code after upload [ use external editor

Check for updates on startup Save when verifying or uploading

[ Use accessibility features

Additional Boards Manager URLs: Ihtu::,.’,.’arduino.esp8266.com,.’smblefpad(age_espﬁlﬁﬁcom_index.json| I E|

More preferences can be edited directly in the file
C:\Users\user\AppData'Local\Arduino 15\preferences. txt
(edit only when Arduine is not running)

I OK I Cancel

Ewova 2.4 Odnyieg Eykatdotaong tov ESP8266 oto Arduino IDE 2

3 Zto 1pito PYua mpémet va petaPoiue 6o pevod Tools ko vo emidéEovpue to Boards Manager.

| Arduino 1.8.13

[fools] Help
Auto Format Ctrl+T
Archive Sketch
Fix Encoding & Reload

Manage Libraries... Ctrl+Shift+
Serial Monitor Ctrl+5Shift+M
Serial Plotter Ctrl+Shift+L

WIFI101 / WIFININA Firmware Updater

ESP8266 Sketch Data Upload

Board: "ESP32 Dev Module" | Boards Manager.. |
Upload Speed: "921600" Arduino AVR Boards  »
CPU Frequency: "240MHz (WiFI/BT)" Digistump AVR Boards »
Flash Frequency: "80MHz" ESP32 Arduino >
Flash Mode: "QI0" ESP8266 Boards (2.7.4) >
Flash Size: "4MB (32Mb)" »

Partition Scheme: "Default 4MB with spiffs (1.2MB APP/1.5MB SPIFFS)" b

Core Debug Level: "Mone" »

PSRAM: "Disabled” 4

Port

Get Board Info

Programmer >

Burn Bootloader

Ewova 2.5 Odnyieg Eykatdotaong tov ESP8266 oto Arduino IDE 3

4 Yo téropto Prpo avalntodue «esp8266» oty prdpa avalitmong kot matdaue Install.
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5

@ Boards Manager

Type |All ~ |lespd266

[<:es250 by espa200 communiy |
Boards inciuded In this package:
Generic ESPE266 Module, Generic ESPE285 Module, ESPDuino (ESP-12 Module), Adafruit Feather HUZZAH ESP2266, Invent One,
XinaBox CWO1, ESPresso Lite 1.0, ESPresso Lite 2.0, Phoenix 1.0, Phoenix 2.0, NodeMCU 0.9 (ESP-12 Module), NodeMCU 1.0
(ESP-12E Module), Olimex MOD-WIFI-ESP8266(-DEV), SparkFun ESPE266 Thing, SparkFun ESPE266 Thing Dev, SweetPea
ESP-210, LOLIN{WEMOS) D1 R2 & mini, LOLIN(WEMOS) D1 mini Pro, LOLIN{WEMOS) D1 mini Lite, WeMos D1 R1, ESPino (ESP-12
Module), ThaiEasyElec's ESPino, WifInfo, Arduino, 4D Systems gen4 IoD Range, Digistump Oak, WiFiduino, Amperka WiFi Slot,
Seeead Wio Link, ESPaectro Core.

Online help

Maora info

252 vI Install I

Close

Ewova 2.6 Odnyieg Eykotdotaong tov ESP8266 oto Arduino IDE 4

210 teAevtoio Prpa eEAEYYOLLE OTL £YIVE 1| €YKOTAGTAON.

@ Boards Manager

Type |All ~ esp8266|

espB266

by ESP8266 Community versiorfl2.7.4 INSTALLED
Boards included in this packag
Generic ESP8266 Module, Generic ESPE285 Module, Lifely Agrumino Lemon v4, ESPDuino (ESP-13 Module), Adafruit Feather
HUZZAH ESP8266, WIFi Kit 8, Invent One, XinaBox CW01, ESPresso Lite 1.0, ESPresso Lite 2.0, Phoenix 1.0, Phoenix 2.0,
NodeMCU 0.9 (ESP-12 Module), NodeMCU 1.0 (ESP-12E Module), Climex MOD-WIFI-ESPB266(-DEV), SparkFun ESP8266 Thing,
SparkFun ESP2266 Thing Dev, SparkFun Blynk Board, SweetPea ESP-210, LOLIN{WEMOS) D1 R2 & mini, LOLIN[WEMOS) D1 mini
(clone), LOLIN{WEMOS) D1 mini Pro, LOLIN{WEMOS) D1 mini Lite, LOLIN{WeMos) D1 R1, ESPino (ESP-12 Madule),
ThaiEasyElec's ESPino, Wiflnfo, Arduino, 4D Systems gend IoD Range, Digistump Oak, WiFiduino, Amperka WiFi Slot, Seeed
Wio Link, ESPectro Core, Schirmilabs Eduino WiFi, ITEAD Sonoff, DOIT ESP-Mx DevKit (ESPE285).

Online Help

More Info

Select version Install Update Remove

Close

Ewova 2.7 Odnyieg Eykoatdotoaong tov ESP8266 oto Arduino IDE 5

2.3.4  Aodyor Emioyig NodeMCU ESP8266 Developmend Board
H emthoyn tov NodeMCU ESP8266 dev fitav tuyaio.

O 1o £0KoA0C TPOTOG Y10, VO EXIKOVOVNGELS UE Eva Kivntd Android yia tétoteg eappoyéc sivatl to Wi-
Fi. To NodeMCU ESP8266 éyet to katdAAnAo puéyebog kabmg kot 1 Tpopodocio. Tov yivetal Kot HEGH
micro USB kafiotdvrog tnv €0KoAn, apod pmopel va ypnoyomomBel axopo kot Eva powerbank.
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Ewodvo 2.8 Schematics

2.4 IIpotéxkoirro LoRa

241 Ewoayoym

‘Eva okéto mAektpopayvntikd onua dev mepi€yel kamolo mAnpogopia Kot yio avtd Bo mpémel vo
petafAndet yio vo petagépel TAnpogopiec.

AvO TpdTOL UE TOVG 0T010VG EINOOTE EEOIKEIMUEVOL KOl YPNCIUOTOLOVVTOL Y10, TO PUSIOQ®VA EIVaL TO
FM mov onpaivet dtopdppmon cuyvotntag Kot o GAhog 10 AM mov onpaivel Stopdpemaon TAdTovd.

Amplitude Modulation (AM) Frequency Modulation (FM)
Input (Modulating Wave)

Input (Modulating Wave)

Carrier Carrier

Modulated Result Modulated Result

Ewoéva 2.9 Ene&nynon tov thethingsnetwork — Inyn thethingsnetwork
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v ynolokn petddoon onuatog, oto FM n pla cuyvomta umopei vo ypnoipomomdel yuo va
oupPoArilet to 0 kot 1 GAAN 10 1. Avti 1 néBodog eivar cuvnBiopévn kar ovoudletor Frequency Shift
Keying.

2.4.2 Mapaperpomoinon s Atopépemong LoRa
Yrdpyovv d1épopeg TOPAUETPOL Yl TV TAPAUETPOTOiINGN NG dStupdpemons LoRa.
Ao amd avtég eivon to Bandwidth kon to Spreading Factor (SF).

H avénomn tov Bandwidth diver onjpa kaAvtepng mototntog, dpmg to Bandwidth dev eivar amepiopioro.
To Spreading Factor, to omoio naipvel Tpég omd 7 - 12 ghéyyet Tov puBud tov chirp, emopévmg eAEyyet
Ko TV o 0Tt TG peTadoong dedopévmv. Mikpd spreading factor onpaivetl mo ypryyopa chirps pe
OmOTEAEG LA LUaL IO YPIyopn petadoon dedouévav. Ta kdbe avénon tov spreading factor, to chirp
sweep rate (pvOpodg GAP®ONG) UEIMVETAL 6TO UIGO KOt £TCG1 LEIMVETOL 6TO od Kol 0 puOuog HeETdoong.

‘Evog apydc pubudc capwong (sweep rate) sivar €HkoAog vo. amokmdikoronbel kat 660 mo ypryopog
YiveTOl, HUTOPOVE VO LETAPEPOVUE TEPICTOTEPT) TATPOPOPI AALL SVGKOAEVEL 1] ATOKWOIIKOTOIN G TOL
ONHOTOC.

IMopakdto pumopet va yivel o katavontod tmg Hotdlel n uetddoon.

Bandwidth
250kHz

Sweep
Rate

Ewova 2.10 LoRa Sweep Rate ko Spreading Factors — Iy thethingsnetwork

Mivakag 2.3 EvawsOnoio ARyng tov Semtech SX1276 petpnuévn oe dBm

SF 7 8 9 10 11 12
BW
125 KHz -123 -126 -129 -132 -133 -136
250 KHz -120 -123 -125 -128 -130 -133
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500KHz -116 -119 -122 -125 -128 -130

To LoRa sivar po teyvikn acOppotng S1opop@mong mov Tpospyetot amd v texvoroyia Chirp Spread
Spectrum (CSS) 6mov ta chirp (yvootd kot og cupPora) ivat o popéas TG TANPOPOPiaS.
Kwdwonotel mAnpopopieg yio padlokvpoTo. ¥pnoIHoTomvTag ToAnovg chirp - mapopolo pe tov Tpdmo
OV EMKOWVOVOVV TO, dEAPIVIO, KOl Ol VuyTEPidES!

H dwpoppopévn petddoon LoRa sivor avOektikn évavtl oe mapeuforéc kot pmopel vo Angbei og
peydeg amootdoelg. H dwopopemon LoRa givar pio 1d10xtntn teyvoroyia g topeiog Semtech ko
¢ €K TovTOL dgv elvan TANpwg avoytr. H dwupdpemon LoRa ypnoiponolel o tpomomotnuévn
Swpopemon cvyvotntog (Frequency Shift Keying) mwov emitpénet  petagopd dedopévav oe euPéreia
JEKAS®V YIMOUETP®V.

High

Bandwidth

Low

v

Short Range Long

Ewova 2.11 Xvykpion tpotokdirov LoRa pe dileg teyvoroyieg — IInyn TheThingsNetwork

To LoRa givat 10aviko yio epapoyEg mov PeTadidovy PKpd KOUUATIO SESOUEVMV [E YOUNAOVG pLOLLOLS
bit. Ta dedopéva pmopovv va petadofovv oe peyolutepn euPEreia o€ cOYKPIoN UE TEXVOLOYIES O
WiFi, Bluetooth 1| ZigBee.

AVt ta yapaxtnplotikd kabietovy 1o LoRa katdAAnio yio aicOnthipeg mov Asitovpyodv ce Asttovpyia
younAng woyvoc. To LoRa pmopel va Aertovpynoetl oe {oveg ywpig adela sub-gigahertz, yio mapddery o,
915 MHz, 868 MHz kot 433 MHz. Ztnv Evpdnn enttpéneton 1 yprion tov EU-863-870 evd oe pepikég
yopeg ko EU-433. Avtég o1 ouyvotneg eumintovv og {dveg ISM (Industrial, Scientific and Medical)
ov etvor deopevpéves deBvag yia Propunyovikons, EMGTNUOVIKONS KOl WTPIKOVG GKOTOVS Kol Ogv
VILAPYOLVV EMITPOGHETES YPEMGELG Y10 ATOKTNON GOELNG.

Mmnopei emiong va Asitovpynoet ota 2,4 GHz yio va emtoyet vyniotepovg pubpods petddoong
dedopévov o ouyKpilon pe Tig (mveg sub-gigahertz, pe avidAiiaypo Op®g tn peiwon g epPéretoc.
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2.5 RYLR896

25.1 TivEivorto RYLR896

H povéda moumodétn RYLRE9I6 drabétet to poviep peyding eppéretog LoRa mov mapéyet emkovavia
gVPEOG PAoUATOG eEOPETIKG PEYAANG euPéretog Kot VyNAT BmpdKion evavTio oTIC TAPEUPOIEG, EVD
gloyotomotel Tnv Kotavaimon evépyewag. To RYLRE96 eival motomompévo and NCC ko FCC.

2.5.2 Xopaktnprotikd Tov RYLR896

» Semtech SX1276 Engine

* E&apetikn Oopdkion evavtia oTig TapepPoiég
* XopnAn Kotovaiwmon

* YynAn evoicOncio

* EvkoAn emkowmvio pe AT commands

+ 127 dB Dynamic Range RSSI

* TyeO10GUEVO E EVOOUOTMOUEVT] KEPOTDL

* AES128 kpurtoypdonon dedopévmv

2.5.3 Xpnowotnta Tov RYLR896

* [oT epappoyég

* ®opnrodg eEomhopog

* Acpdiela omition

* Bliopnyavikog eEomopog
* ZuvayepHOg AVTOKIVITOL

2.5.4 TIleprypagn PIN tov RYLR896

U.FL-R-SMT-1 connector

reserved position

/AVAVAVAVAVAN

» oREYAX
RYLR880 F
56212631 0417

LED and resistor

reserved position

..O.,O

v w2

)

Ewodva 2.12 PIN Tov RYLR896 — IInyn Reyax Documentation
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[Mivakog 2.4 Reyax RYLR896 pins

Pin Name 1/0 Condition
1 VDD I Power Supply
2 NRST I RESET(Active Low)100KQ Internal pull up,
Pull down at least 100ms
3 RXD I UART Data Input
4 TXD @) UART Data Output
5 NC -
6 GND Ground (yeimon)
[poduaypagéc:

[ivaxog 2.5 Reyax RYLR896 IIpodiaypopég

Item Min. Typical Max. Unit Condition

VDD Power Supply 2 3.3 3.6 V VDD

RF Output Power Range -4 15 dBm

Filter insertion loss 1 2 3 dB

RF Sensitivity -148 dBm

RF Input Level 10 dBm

Frequency Range 862 868/915 1020 MHz

Frequency Accuracy +2 ppm

Communication Range 4.5 15 km E&aptaror amod Tig
TOPOUETPOVG

Transmit current 43 mA RFOP = +15dBm

Receive current 16.5 mA AT+MODE=0

Sleep Current 05 UA AT+MODE=1

Baud rate 300 115200 115200 Bps 8, N, 1

Data Input Level High 0.7*vDD VDD \Y VIH

Data Input Level Low 0 0.3*vDD V VIL

Digital Output Level High 0.9 VDD \Y VOH
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Data Output Level Low 0.1 \% VOL

Cycling (erase/write) 300 K Cycles
EEPROM data memory
Weight 7 G
Operating Temperature -40 25 +85
AlooTdoels:

Ewodva 2.14 EunpocOio Oyn tov RYLRE96, 6e mm Ewova 2.13 TTAdyio Oymn tov RYLR896, dwctdoelg o
mm IInyn Reyax Docs

2.6 AT Commands

2.6.1 Ewayoy

Ta AT commands givar £va 6OVOLo amd eVTOAES TOL XPNGIUOTOIOVVTAL Y0 TV dtoyeipion evdg modem,
evd to AT givor cuvtopoypoeio yio tn AEEn “attention” — wpocoyn.

IIMpav 1o évoud tovg amd To Yeyovog 0Tt 1 ovvTaén kabe evtolng exwvaet pe AT.
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2.6.2 Xpnowétnre tov AT Commands
Ta AT commands ypnoyionotovval yia vo, dStoyelpiiopocte modems.

Xpnowonotovvtar amd v gmoyn tov dial-up modems evd onpepo akdua ypnotpuorolovviarl oe 5G
modems yia Vv edpaiwom entkovaviog, kabdg kot ot OA0 £va Kot o avepyopeva Kot donpoetir] LoRa
modules. BeBaing, T AT commands ypnotipedovv kat oto debugging kabdg pe avtég Tig EVIOAEG
UTOPOVLLE VO AAPOVUE CIOVTIKEG TATPOPOPIES.

2.6.3 Xovroén tov AT Commands 6to Reyax RYLR896
To LoRa module RYLR896 napéyet pia tAndmpa omd AT commands.
AvTég o1 evtolég yopilovtar 6e 600 kaTnyopies:

e Exeiveg mov Bétovy o Tiun

o Ko ekelveg mov dafalovv TNy TpéYovsa TIUn piog podons.
H popon tov eviodov yio v 0écovpe pia Tiun givat tng popeng ATHITAPAMETPOZ=TIMH, ev® yio
va dtoPdcovpe pio T kamoag puduiong eivor e popeng ATHIIAPAMETPOX?

Oleg o1 evtolég mpémet va xovv 610 TéAOG “enter” 1 “\r\n”, 6mov \r onuaiver carriage return eve to \n
onuaivel new line. T va oteilovpe kavovpylo eviodn Ba npénet va mepipuévovpe v amdvinon +OK
KOl LETA VO, GUVEYICOVLE.

2T0V¢ TOPUKAT® TIVOKES TOPOVGLALOVTOL LEPIKEG PUCTKEG EVTOAEC LE TOPUOETYLLOTA Y10 TO TL UTOPOVUE
va MaPovpe wg amdvnon:

1. AT — dokyn yia to av to module umopel vo omovTGEL OTIG EVTOAEG

[Mivakog 2.6 [eprypagn Xpnong Evioing AT

XHvtadn evioAng Amdvtnon

AT +0OK

2. Software RESET

[Mivakog 2.7 Heprypagn Xpnong Evioang AT + RESET

Yovtaén evioAng Amdvtnon
AT+RESET +RESET
+READY

3. AT+PARAMETER - @¢tw 11¢ mapauétpovg RF (Radio Frequency)

ITivaxoag 2.8 Ieprypagn Xpnong EvioArig AT + PARAMETER

ZOvToaéEn eVIOANG Amdvinon

AT+PARAMETER=<Spreading Factor>, +0OK
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<Bandwidth>,<Coding Rate>,

<Programmed Preamble>

<Spreading Factor> tuég 7-12 (mpokadopiopévo givar to
12)

<Bandwidth> 1-9 6no¢ eaiveton TopoKAT®

: 7.8KHz (dgv cuvictdrat, £KTOG TPOSYPAPDV.)
: 10.4KHz (dev cuviotdrat, EKTOG TPOdLOypap®Y.)
: 15.6KHz

: 20.8 KHz

: 31.25 KHz

:41.7 KHz

:62.5 KHz

: 125 KHz (mpokabopiopévo).

: 250 KHz

© 00 N o o A W N, O

1500 KHz

<Coding Rate> 1-4 (mpokabopiopévo 1o 1)

Xpnowonotgitat yio error correction. Xpnoipomotovvrat
emumAéov bits yia va emrevyBel avtd. H tyun 1 onpaivet
25% mleovooudg, 2 50% wox. Xmv Tty 4 Tto
petapepopuevo makéto Oa givar 2 popég to uéyebog Tmwv
amoCTEAAOEVDY dedopévev yio KaAdTtepn O10pbwon
A0OdV.

<Programmed Preamble> 4-7 (nmpoxabopiopévo 1o 4)

[Mopdderypo: OETm Tig TULES TOV TAPAUETPOV OC EENC:

<Spreading Factor>  7,<Bandwidth>  20.8KHz,
<Coding Rate> 4,<Programmed Preamble> 5

EvtoAn mov ypnoiponolo:

AT+PARAMETER=7,3,4,5

AT+PARAMETER?

+PARAMETER=7,3,4,5
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4. AT+BAND - Oé¢to v cvyvomta RF (Radio Frequency)

[Mivakag 2.9 [eprypagn Xpnong Evioing AT + BAND

YHvtaén evtolng

e Ambvinon

AT+BAND=<parameter>
<parameter> eivai n ovyvémta RF
Ko petpiéton og Hz

H mpoxaBopiopévn T etvan
915000000Hz

[Mopadetypa: Ot TNV cLYVOTNTA
oto 868500000Hz

Evtoln mov ypnoiponoud:

AT+BAND=868500000

e +0OK

AT+BAND?

e +BAND=868500000

5. AT+CPIN — Oéto évav AES128 k®dwkd

[Mivaxog 2.10 [eprypaepn Xpnong Evioing AT + CPIN

YHvtaén eviong

e Amdvinon

AT+CPIN=<Password>
<Password>: 'Evog k@dikog AES 32
YOPUKTPOV ano
00000000000000000000000000000
001

£m¢
FFFFFFFFFFFFFFFFFFFFFFFFFF
FFFFF

Moévo pe v ypnon 7Tov idov
KOOIKOD UITOpOovV VO, aVoyvePLeTOOY
Ta. dedouéva.

Metd v enavoaeopd pubuicemv o
KOOKOG YAvETOL.

MHopaderypa: Oétm 0V KOOIKO ®C
egng:
71BC3FCBD373D90588E2D678B7
2DB90E

H evtol mov ypnoiponowm:
AT+CPIN=
71BC3FCBD373D90588E2D678B7
2DB90E

e +0OK
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e AT+CPIN? e +CPIN=71BC3FCBD373D90588E2D678B
72DB90E
+CPIN=No Password!

Tpn)

6. ATHSEND Amoctoin dedopévav (LnvOopatoc)

[Mivaxag 2.11 Teprypaen Xpnong Evroing AT + SEND

o X0Ovtoén eviorng Amdvinon

AT+SEND=<ADDRESS><Payload +0OK
Length>,<Data>

<Address> 0-65535 pio. dievbvvorn mov
Bpiokovtar ot cvokevég mov BEhovv va
emukowvmvioovv. Otav to Address givan 0,

TOTE TO. Oedopéva GTEAVOVTOL O OAEG TIg
drevBuvoeig (0-65535)

<Payload Length> To péyebog tov
unvopatog, puéytotn tiun 240bytes

<Data> To ufvoua o ASCII popon

[Mopdderypo: AmOGTOA TOL  KEWWEVOL
HELLO oty d1evbuvon 50

H evtoAn mov ypnoiponodm:

AT+SEND=50,5,HELLO

AT+SEND? +SEND=50,5,HELLO

7. +RCV —TIIpofoin Tov €16EPYOUEVOL UNVOUATOG

IMivaxog 2.12 Teprypaen Xpnong Eviodng RCV

o Y0Hvtoén VIO

Amdvnon

e +RCV=<Address><Length>,<Data>,<RSSI><SNR>
e <Address>H dievvvon tov anoctoréa
<Length> MéyeBog 6edopuévmv

<Data> Ta dedouéva

<RSSI> Received Signal Strength Indicator - Ioybc tov
GNUOTOG

<SNR> Signal-to-noise ratio — Avaioyia ofjpatog — Bopvfov
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Hopaderypa: AdPape éva pnvopo pe devboven 50 kot .
dedopéva peyéboug 5 bytes, to mepieyopevo eivor HELLO, 1o
RSSI givor -99dBm ka1 1o SNR 40

+RCV=50,5,HELLO,=99,40

2.7 Android

2.7.1 Ewoayoy

To Android dnpovpyndnke tig apyég tov 2000, pia emoyr mov N uviun RAM, n enelepyactikn 1oy0¢
K0l 0 0moONKEVTIKOG YDPOS NTAY TEPLOPIGUEVA. APy EEKIVIGE GaV £va AEITOLPYIKO GUGTNLLA Y1 TV
BektioTomoinom TV AEITOVPYIKOV GUOTNUATOV TOV YNPK®OV Kopep®mv, eved to 2005 eEayopdotnke
amo v Google. [TAéov to Aertovpykd cuotnua Android TovtileTon pe Ta Kivntd TMAEPOVA.

Yrdpyovv morroi Adyol yio va emAé€et kdmotog to Android.

Evpeia amodoyn
Opopeo Ul
Baciopévo og Linux
Open Source

2.7.2 Android Stack

Applications

ART Android API
_
System services

Kernel

Hardware

Ewova 2.15 Android Stack — IInyn
Programming Android With Kotlin

e Hardware
Evo to Hardware dev eivan xoppdtt tov Android Stack, o&iler va avaeepBei xabbg 1o
Aertovpykd cvotnpa Android oxedidotnke pe peyAAovg TEPLOPIGHOVGS, LLE TOV MO POCIKO O’
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olovg v 1oy¥. Ta mepiocdTepa Aettovpyikd cuotiuate BepnTikd £xouv peydin 1oyd, oAl
to Android oyt

o Kernel
"Evag kernel givo vtebBuvog yio Tig factkéc Aeitovpyieg TG cVGKEVTG, OIS £va filesystem, ta
threads, ™ dwyeipton tov hardware kAn. To Android PaciCetar oto Linux Kernel. O Linux
Kernel givat open source kat ovtd tov Kab16Td SNUOPIAT GTOVG KATAGKEVAUGTEG GCLCKEVMOV KO
hardware.

e System Services
To eninedo tov System Services eivar mepimhoko kot peydro. IephopPdaver pio TAnddpa
Bondntikdv mpoypappdtov mov exteAeiton g pépog tov kernel, 6mmg To mpoyphupata
oonynong (drivers) kot BiPA10OMKES Yio TV KPLTTOYPOEiO KOL TNV TOPOVGINGT) LECWV.

e Android Runtime Environment
To eninedo mavo and To system Services givai n vAoroinomn tov Android Runtime Environment.
To Android Runtime Environment sivar pie cviloyn Piflodnkdv mov pmopodue va Tig
YPTOULOTOUGOVLE TNV €QOPIOYN Mag. Eivat viomomuéveg kupimg og Java, C 1 C++. To pépog
OV YPY|CULOTOLOVUE KOTA TOV TPOYPOUHUOTIGUO Elval VAOTOMEVO € Java evd omd KATo KoAel
pebddovg mov eivan ypappéveg og C/C+t.

e Applications
Znv Kopuoen g otoifag Bpickovtot ot epappoyég Android.

2.7.3 Android Studio

To Android Studio eivar to emionuo Integrated Development Environment (IDE) yio v avémtoén
gpapuoydv Android, mov Pacileton oto Intelli) IDEA. Awrifetar yio Aettovpyikd cvotiuata,
Windows, macOS xat cvotpota mov Bacifovtar oto Linux. 1o Google I/O 2019, avaxowmdnke ot
N avantuén Android Oa givar oloéva kot tepiocotepo Kotlin-first. Me tov 6po kotlin-first vogiton mmg
petald dAlwv, divetot faon otny online exmaidevon kot mapadeiypota ypouuéva oty Kotlin avri yia
Java. H Java vrmootmpileton axopa, onwg ko n C++.

>11c 16 Maiov 2013 avakowvobnke 1 éxdoon 0.1 evd miéov Ppioketar oty €kdoon Arctic Fox
(2020.3.1) mov Pynke tov IovAlo Tov 2021
2.7.4 Design Patterns

To Jetpack givor pia covita and Biplodnkes pe oxond va fondnoet toug developers va akorovOncovv
TIG KOAEC TPOKTIKEG TOV TPOYPOUUUOTIGHOD, Vo peudoovy To boilerplate code kot vo ypdgpovv Kmdiko
7OV OOVAEVEL e GLVETELN PETOED TV ekdOcE@V Android.

> Model-View—ViewModel

32



H Google pe v gicoywyn tov Jetpack vrootpilel pio apyrtektovikny mov ovopdletor Model-View-
ViewModel (MVVM). Enredn vmootnpileton sowmtepikd, elivonr dwdedopévo design pattern o7tig
ovyypoves epapuoyés Android.

210 MVVM éva Activity 1 éva Fragment avaiappdvouv tov poro tov View.

O kmdkog Tov View mepiéyel Alya kot facikcd mpdypoto Kot oyl Kamoto taitepn Aettovpykodtnta. To
ViewModel and v dAAn etvar vrevBovo yu v avavéwon tov View kor tov Model. To véo
YOPOKTNPLOTIKO CLTOL TOVL pattern eivor mwg To Observable interface ypnoiponoteitot yio va evnpep®oet
t0 View o0tav ouufei pio ailayn oto Model. Anhadn to ViewModel Bewpei Ta viewable dedopéva cav
Observables kot to View amAd eyypdeetor cav évag Observer og avtd ta Observables kot AapfBdvet
gdomomoelg yio kéOe adrayn. To Jetpack ovopdletl avtd ta Observables Livedata.

To ViewModel dev éxet dpeco reference oto View, amid oTEAVEL EI00TOMGELC.

H ypnon tov LiveData mapéyel pepikd TAEOVEKTUATO OTOG:

e To Ul taupiélet pe v Kot06TOGN TOV OEGOUEVDV.

e To LiveData axolovfei o observer pattern. To Livedata sidonotei Ta avtikeipevo Observer
otav aALalet kaTt ota dedopéva. Mmopovue vo ypayovpe KK Yo av avavedcovpe 1o Ul
o€ avtd o avtikeipeva Observer. Agv ypetdletor va avovewndei to Ul yio kdbe arlayn ota
dedopéva, apov to Kavel o Observer.

o Amopebyovrol o, memory leaks.

o Amopebvyovrol ta crashes Adym cTapotnuévoy activities.

e Av 10 lifecycle tov observer givar avevepyd, tote dev AauPdvel evnuep®celg amd KAmTO10
ouuPav tov LiveData

e Ta dedopéva givon Tavta evipepa.

e ’‘Eva activity mov ftov 6T0 TOPAoKNVIo, AopPdavel ta tedevtoio. 6£d0UEVO AUECWHS HOMG
EMOTPEYEL GTO TPOGKIVIO
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Kepdiow 30: Teyvoroyieg kar Bipliodnkeg mov
XpnoypomomOnkav

HTTP

To HTTP eivan éva npotoéxoAro yuo Tnv ovdktnon nopov onwg &yypaeoa HTML. Baciletor oty
apyteKToviky client — server 6mov évag meddtng umopel va oteidet éva aitnua yo Ty amdKINoT VoS
TOPOV GTOV Server Kot o server va tov tov eépel. Eivar oyediacpévo otig apyég tng dekaetiog tov 1990
ka1 Baciletor oto 0&10moTo TPOTOKOAAO petapopag TCP.

Websockets

Evd 10 mpotoéxoiro HTTP givar 1davikod yia katéfacua oelidwv, APIs, avéBacpa apyeiov KA, elvar
oyetika apyo. Kabe popd mov otédvovpe éva HTTP aitnua, npénet va edpardcovpe po ocvvoeon TCP
L€ TOV Server, vo TEPUEVOLLLE TOV SErver Vo, OTaVTOEL Kol ETEITA VO KATEBACOVUE TO apyEio ) Ta
dedopéva mov Béhaue. Extodg amd ypovoPopa, 1 dwdikacio avt oamortel Kot Topamdved mOpovs
ocvotiuatog. Me ta Websockets avtd aAralel Kabmg PTOPOLLE VO KPATGOVHE OVOLYTH L GOVOEDT)
TCP kot vo umopov e vo. EYOVUE OUPIOPOUN ETIKOIVMVIO LE TOV Server.

ESPAsyncWebServer

H Biprodrikn ESPAsyncWebServer aroteiei pio fiflobnkn acdyypovov web server yio 1o ESP8266
HE TOAAEG duvatOTNTEG. ME TOV OpO BIGVYYPOVO EVVOEITOL OTL UTTOPEL VoL SO EIPLOTEL TOPATAV®D amd Eval
aitnuo v 010 otiypn, eved yvopilel mote vo kKieioel pio ovvdeon kot va omeAevfepdoeL TOVE TOPOVG
TOL GLUGTNULOTOG.

Arduino Websockets

To Arduino Websockets amotelel pio Pifiiodnkn yio ™ Snuovpyio epapuoydv pe 0 ypnon
Websocket. Eivatr ypappévn amd tov ypnot tov github Links2004 kot eivar cvufath pe apketd
Arduino boards, peta&d avtdv kot tov ESP8266.

Retrofit2

H Biprobnkn Retrofit eivon évag type-safe HTTP client ywo Android kot to JVM. Me to Retrofit eivon
€0KoAO Vo, avaktnoelc 1 vo. oteikelg JSON 1 dAdov tomov dedopéva o éva REST webservice, evd
ypnopuonotei T PipAodnkn OKHLtp yio to HTTP atipoto. Xpnotponotei annotations yia tmv
napapeTporoinon tov. ' wapdderyua o annotation @GET("URL HERE") dnAdvet 6tt o aitnua
7ov Béhovue va ateidovue eivan Tov Tomov GET, evd oty mapévheon praivel ) dievBovvon mov
0élovpe va oteiovpe to aitnua. Amod mpoemiloyn unopei vo kaver deserialize poévo HTTP bodies
otov tomo ResponseBody tov OKHLtp evd propodv va ypnoipuononfovy PeTaTpomeis yio vo.
vrootnpifet kat dAlovg Tomovg. Mepikoi amd avtovg Tovg petaTponeic eivar to Gson, to Jackson, to
Moshi, to Protobf, to Simple XML kot dAAot.
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Java Websockets

H pipriobnkn Java Websockets amd tov ypriot tov github TooTallNate mepiéyet o viomoinon yio
Websocket client ypauuévn oe Java. Tapéyer pa €0xpnotn Kot OAOKANP®UEVN SlEmaPn VO Ot
VIOKEIPEVES KAAGELG efvat Ypappéves pe to java.nio. H diemaen mepthopfaver peta&d dAiov pedddoug
YwoL To Gvorypo, vog socket, To KAEIGIUO, TNV ATOGTOAN dEdOUEVMV, TN AT, TNV KatdoTtaon Tov socket
av givatl avorytod 1 KAEIGTO Kol GAAQ.

Postman

To npdypappo Postman eivon pio mAatedppa yio v dnuovpyio kot dokiur APL Agitovpyei cov HTTP
client ue tov omoio umopeig vo. oteilelg oatnuato pécw piag e0KOANG ot ¥pNon OEmAPNG, Vo Ta.
amoOnKeVLGELS Y10 LEAAOVTIKT XPTIOT), VO TO OLLAOOTOMGELS KOl Vo TPEEELS AVTOUATOTOMUEVA tests EVD
TapIAANAQ £xEl Kat TN duvatdTNTa emkovoviag pécw websocket.

Koin

To Koin givar éva ehaepv framework yio Dependency Injection ywa v Kotlin. Eivaw ypappévo oe
Kotlin eve vrootpilet tnv duvatdétta tov Kotlin DSL.

35



Kepaharwo 40:  Avaivon Kodwke g E@appoync

4.1 Ewoayoym

e avTo T0 KEPAAA0 Ba yivel avaAlvon Tov KOJIKO TV TPOV TUNUAT®OV TG epapuoyne. To tuquota
avtd eivar Tpia ko aeopodv 10 katmdTeEPO layer mov eivar yio 1o Arduino, T0 pecaio mov gival o
websocket client kot To tpito N epappoyn Android.

Kab’ 6An v mapovciocn vaépyovv otrypidtuna Kot yivetol avaAvor| Tovg.

4.2 Kodwag Arduino

[opokdto Tapovctaletal Kot ovaAVETIL AETTOUEPDG O KOJIKAS oV TpEYEL 6T0 ESP8266.

def ESPR266
2 ude <E5PS266WiFi.h>
defined (ESP32)

r "Board not found"

ude <WebSocketsServer.h>
<ES5PAsyncWebServer.h>

<SoftwareSerial.h> //we have to include the SoftwareSerial library, or e€lse we can't use it

//LORR TX
//LORA RXE

17 SoftwareSerial loraSerial (rx, tx); ffdefine how the soft serial port is going to work

T RF55ID
ne RAP55ID "LoRaChat 1"
e APPSK "ARandomPasswordHere"”

TUSE_SERIAL Seriall

r *ssid = RP55ID;
r ‘password = LPPSK:

29 RsyncWebServer server(80);
30 WebSocketsServer websockets(8l):

Ewova 4.1 Kodwcag Arduino 1

EeKwvmvtag, vrdpyovv kdmotla definitions kot copmeptinyelg Bipiodnkmv mov sival amapoitnta yio
Vv Agttovpyio TG Qapproyne. Apykd coumepthoppavetor n Biiodnkn ESP8266WIiFi n omoia givat
amopaitnTn yioo v Asttovpyia kot ™ pOOuon tov WiFi. T ypoapun 9-11 cvpmeptroapupdvovtor ot
Biprobnkec WebSocketsServer mov ypnoiuevsl yio ™ onuovpyic tov websocket Server, 1o
ESPAsyncWebServer mov ypnoipomoteitor yioo tn onupovpyio. evog web server, ommg 0o @ovel
TOPOKATO Kot To SoftwareSerial mov ypnoUOTOIEITOL YiOL TNV GEPLOKT ETIKOIVOVIKL TOV TOUTOOEKTN
LoRa pe to NodeMCU ESP8266. Xti¢ ypauuég 14, 15 ko 17 gaiveton akpidg g opilovtat ta pins
yw t0 Receive kot to Transmit kot 1 onpovpyio EVOG OVTIKELUEVOD Y10 TV GEPUKT ETKOIVMVIN TOV
ESP pe tov mopmodéktn. Hapakdtw opioviar to 6vopa tov diktvov WiFi mov Ba cuvdebel 1o kivntd
Kol 0 Kodkog mpocPfoong. Télog dnddvovtar ot 2 petafAntég yuo tov http server ko tov websocket
server pe mapopétpoug Tig topteg 80 ko 81 avrictorya.
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5 vold initWifi(){
& Serial.println{"Configuring access point..."}r

WiFi.mode (WIFI_AF);
9 WiFi.softRP(33id, password);

1 IPAddress myIP = WiFi.softRPIP():

12 Serial.print (AP IP address: ":l.'I

3 Serial.println{myIP);

% vold notFound (AsyncWebServerBequest ‘reguest)

reguest->send (404, "text/plain™, "Page Not found™);

Ewova 4.2 Kodwag Arduino 2

e outd T0 onueio Tov KMk Yivetar M apyworoinon tov WiFi Balovtac 1o og kotdotacn Access
Point, 6mw¢ @aivetal otn ypapur 38 kat yivetar ektdnmon oty koveora 1 IP. H mpokabopiouévn IP
tov ESP elvan 1 192.168.4.1, evd umopel va aArdEel o€ avtd TO onpeio Sivovtog Tig KATUAANAES
napopétpovs. H pébodoc notFound() ypnoponoteiton mapokdtm and tov web Server yio v mepintwon
7OV GTElAOVUE aiTNUA Y10 KATOLO0V TOPO 7OV OEV LIAPYEL
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1 void webSocketEvent (uint®_t num, W5type t type, uintd_t * paylead, size t length) |

awitchitype) {
case Witype_ DISCONNECTED:
USE_SERIAL.printf("[%u] Disconnected!\n", num);
breaks
case Witype CONNECTED:
{
IPAddress ip = websockets.remotsIF (num);
USE_SERIAL.printf (" [%u] Connected from %d.%d.%d.%d url: %s\n", num, ip[0], ip[l], ip[2], ip[3], pavload):

send message to client
fwebsockets. sendTXT (num, "Welcoms")

break;
case Witype TEXT: {
USE_SERIRL.printf("[%u] get Text: ¥s\n", num, paylcad):

String payload_str = String({(char*) payload):

Serial.println(payload_str); //debug

if{payload atr.length{)>»>=2){ //2 is the minimum command rylr length (AT)
loraSerial.println({payload_str):

}

breaks
}
cass Witype_ BIN:
USE_SERIAL.printf("[%u] get binary length: %u\n", num, length);
hexdurp (payload, lsngth);

I // send message to client

]

// webkSocket.sendBIN(num, paylcad, length);

break;

Ewova 4.3 Koddwkag Arduino 3

H pébodog webSocketEvent() éyet éva switch case ywo tovg S14pOPOLE TOTOVS HUNVOUATMV TOL
umopove va Adfovpe Kot yio 0tov avoiyel kot 6tav kAgivel pio ovvoeon. Koping dpwmg yivetan yxprion
tov WStype TEXT agod oto LoRa Chat yiveton aviodloyn keipévov. To USE_SERIAL mov éyet
apykomomBel otnv apyn kot to Serial ypnoonotovvral Yo debugging LEc® GEPLaKTg COVIESTC [E
TOV VROAOYIOTH. X1 ypouuq 79 amofnkedeton otn petafint payload_str to pnvopa mov €laPe o
websocket server amd tov client kot epOGOV givar LKOLE LEYOADTEPOL 1} IGOV TOL 2, TOTE GTI GEIPLOKT
ovvdeon e tov Toumodéktn LoRa otéhvetatl avto to pnvopa. To uéyebog 2 dev eivan Tuyaio kabmg to
pikpotepo command wov pmopet vo Adfel o Toumodéktng ivatl to “AT”.
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100 wvoid setup() [

102 Serial.begin(ll5200);
103 initWifi()r

105 delay (250) r
10& loraSerial.kegin (32400)
107 delay(250) 7

112 gserver.onMotFound (notFound) ;

114 server.on("/", HITE_GET, []{RayncWebServerBequest *request) |
115 request->send (200, "application/json™, "{\"message\": \Tesp\"}"):

116 b

120 websockets.enableHeartbeat (5000, 3000, 2);

122 server.begin()
123 websockets.begin() s

125 webaockets.onEvent (webSocketEvent) ;

Ewova 4.4 Kddwkag Arduino 4

X pébodo setup(), n ool ekteleiton pio opd otV apyn divovral KATolEg EvTorég Tov BEAovpe va
gkteAovvTOLl KOOE Popd mov pmaivel oe Agttovpyia 1 cvokevy. XN ypouur 102 Eekvdel ) oeplokn
ovvdeon oto 115200 baud (mpoxabopiopévo) pueta&d tov NodeMCU ESP8266 kot tov vmoAoyiot,
Kupiog yio debugging, eved mapakdto Eexvaetl | ceplokn cbvdeon peta&d tov NodeMCU ESP8266
KOl TOU TOUTOOEKTN Kot divovtal KAmoleg THEG OTOV TOUTOdEKTY. Xt ypouur 112 opileton va
exteleitan n péBodog notFound(), eved omv 114 opileton 6t1 oto path “http://192.168.4.1/” dtav
otélvetar GET request, tote 0o emiotpépet £va json pUnvopLo.
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132 woid loop() {
133 websockets.loop():

135 //Used for debugging
138 1f (Serial.available() > 0) {

138 String input = Serial.read3tring();
140 Serial.print({™ I receiwved: "):

142 Serial.println{input);
143 websockets.broadcastTET {input) ;

147 | if(loraSerial.awvailabkle() > 0){ //if I hawve data from lora
148 String input = loraSerial.readString()s

150 websockets.broadcastTET {input); //send data tc the sccket client - phone

Ewova 4.5 Kddwkag Arduino 5

H pébodog loop() eivon évag atépumv Ppdyyog kot ekteleiton apéowns petd v pébodo setup() yio 660
Aertovpyel 1 ovokev. Zn ypouur 147 yivetor EAeyyog ov 1 GEPLAKT GOVIEST LE TOV TOUTOOEKTT EYEL
dedopéva, tote daPdlovtar avtd ta dedopéva kot otélvovtat otov socket client.

4.3 Kaoowog tov Module

431 Ewayom

Xe autd TO VIOKEPAANO TapovstdleTatl 1 dopn Tov project kon €merta Oa avorvovtor EgxwpiloTtd ot
KAdoelg kot ot péBodot og avTEC.

H mopovciaon Oa yivel amd v kopuen ektélecng Tov KMOKO Kol otodiokd 0o avaeépovtal ta
EMUEPOVE OTOLYEI, £C OTOV QPTAGOVUE GTO YOUNAOTEPO OMNUELD EKTELEGTC TTOVL Eival 1 ETKOIVOVIN
péom g Prprodnkmg Java Websockets.
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Ewova 4.6 Aour tov Websocket Module
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4.3.2 Message

Ewova 4.7 Message kat ot YToKAAGELS TOV

Ta unvdpatao Tov avieAldccovtal avaueoa otov websocket client kat tov server givor dvo tomwv. O
TPMTOG TOTOG KAt 0 7o amAdS givor o Incoming mov avtimpocwmevet Ta unvopata o oroia Oa Adpet o
TOUTOOEKTNG Hag amd Kdmolov dAAov mopmodéktn. To mepieydpevo avtd givar Tov ToToL String.

O debdtepoc TOmOC eivanr o Outgoing kot €yl ueptkée petoPantés. Tn petaPfAnti command 7mov
avagépetol otov tomo Tov AT commands 7ov avaAdOnkov 610 kePGAalo oyeTikd pe o Reyax
RYLR896, 1o type, to text Kot To response mov Ha avaivbel mapakdrtw. O Outgoing Tomog (petafintm
type) UNVOUATOV avoQEPETAL GTO UNVOLOTO TOV GTEAVEL O YPOTIG GTOV TOUTOOEKTT Kol Yopiletar o€
TPELG TOTTOVG UNVULATOV:

1. Question
Ta Outgoing unvopata tomov Question otédvovy epdnua otov mopmodéktn LoRa yw va
TAPOVUE GOV ATAVINGT TNV T WOG TOPAUETPOV ekeivn T otiyun. o Tapdderypa yio va
potioovue 10 BAND, sowtepikd otédvetal éva pmvopa “AT+BAND?”.

2. Setter
O tOmog Setter ypnoiponoteital yio va 0Ecovpe pio TUn Yo KOmTole GuyKeKPLUEVT puluion otov
mounodéktn. Ecwtepikd otédveton évo uivoua g popeng “AT+COMMAND=TIMH”.

3. Send

O tomog Send ypNOUOTOLEITOL OTOV GTEAVOVUE EVOL UNVOLLOL KELLEVOL OO TOV £V TOUTOOEKTT
o€ évay aAlov. To uivoua ovtd amobnkevetal oty petafAntn text mov ivor Tomov String.
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4.3.3 Message Response

Ewova 4.8 MessageResponse

H petafint response givar tomov MessageResponse kot givat 0o thnwv.

1. OkMessageResponse
OkMessageResponse naipvoupe détav éva command mov oteilape ekTeEAEoTNKE 6OOTA. AV TO
Command "jtav tov tomov Question, tdte ot petafinty value amobniedetor 1 TP oL
AdPape omd Tov mopmodéktn LoRa.

2. ErrorMessageResponse
ErrorMessageResponse maipvovpe 6tav évo command mov oteidape dev ektedéotnke cwotd. Kpatdet

o€ pio PeTafAnTY| error Tov K®otko Tov Adfovc.

4.3.4 SocketManager

%THL

sendQuestion(command: Command)
sendValue(command: Command, valuve:

sendMessage(text: 5tring)
nect()

onMessage

Ewova 4.9 Interface tov SocketManager

Ytov Topandve Kodike, tapovotaletor To interface tov SocketManager. Avto to interface mepiéyet Tig
KOpieg pebddovg Tov module mov aopobv to socket. Mg T ¥pNoT AVTOV TOV HEBOSWV UTOPOVUE VL
Kévovpe oOvdeon otov socket server, va oteilovpe Kamowo epdtnua 610 RYLRE96, va Bécovue pia
TN, vo oteilovpe Kot vo AdPovpe kdmoto ppvopa. Hopaxdtom 8o tapovciactel ovaivtikd 1 vAomoinom
Tov interface.
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Ewodva 4.10 Yhonoinon tov SocketManager

O SocketManager eivon évag wrapper ovolaotikd tov WebSocketService yia tnv o €0KoAn ypnon tov
nefddmv g PPrrodning v to RYLRE96.

Apyikd dnpovpyeital évo, avtikeipevo tomov WebsocketService, to omoio €ivar singleton. H private
uébodoc outgoingMessage Palet to punvopota otnv  ovpd messagesQueue Kot KOAEL TNV
sendNextMessagelfExist(). Oleg o1 pébBodol mov GTEAVOLV UNVOUOTO GTOV TOUTOOEKTI) TOL TOTOL
Question, Setter 1} Send kaAovv tnv outgoingMessage().
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Onwg eaiveton ypnolonoteital kot to factory design pattern to omoio ompovpyel avrtikeipeva gite
Incoming ¢ite Outgoing avdioyo pe Tig avaykes. T'o mapdderypo n sendQuestion(command:
Command) koiei v MessageFactory.ofQuestion(command) kot eocmtepikd onpovpyeitor éva
avtikeipgvo Tomov Outgoing yo to cvykekppévo Command kot to message Type givar thmov Question,
OTMOC POIVETOL TOPAKAT.

ofval

Ewdva 4.11 MessageFactory

H pébodoc sendNextMessagelfExist() opywkd eréyxet av to socket eival oavoyytd kor wdéver 3
TPOCTAOEIEG EMAVATOGTOANG,.

IMopaxdto eaivetor o KOdkag g pebodov. H ypiion tov Atomiclnteger yivetan engidn ypnoponoteiton
péca og Thread.
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sendNextMes

Ewoéva 4.12 H MéBodog sendNextMessagel fExist

4.3.5 Awyegipion tov Mnyvopdtov

To RYLR896 emxowwvei pe AT commands. T'ia va a&tomomBobdv ta pnvopata avtd Bo tpémetl va
e&ayovpe and Ta String mov Aapupdvovie Kamoleg TANpopopies.
H diaygipion tov unvopdtov movtdg Tomov wov Aapupdvovue omd 1o RYLR896 péow socket yivetan amod

v nuébooo handleMessage().

H handleMessage() eAéyyel pe €va switch case av o pipvope mov AdPape gival El0epOUEVO PVLLOL
KEWEVOV, glte av otellape kdmolo Tiun Kot wnpope ocav andvinon OK, av mipape KAmoto Uivou
AaBovg 1 av pothoapue Ty T evoc Command kot e€dyel Tig TANpogopieg mov BEAovuE.
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Ewova 4.13 H MéBodog handleMessage

4.3.6 WebSocketService

H «\don WebSocketService amotedei Evav wrapper yuo Tig facikég pefddovg g Piiodnkng mov Ha
TAPOLGOTOVY 61N GuvExeln. Omwg mpoavapépdnke Kot mpv elvor singleton kot 1 dnpovpyio
AVTIKEWEVOD TTparypatomoteitat pe tn uébodo instance().

v apyn onuovpyeital évo avtikeipevo tomov LoraWebsocket, To omoio amotelel 10 KOTMOTEPO
onueio g ovvdeong pe tov socket server. Enerta akolovBovv péBodot yia T GUVOEST, TNV GTOGTOAN
KoL Ay UNvupdTev Kot TNV Katdotaon Tov socket, onAadn av etvat avorytd 1 KAEGTO.

IMopaxdto eaiveror n vAomoinon g kKAdong WebsockeSerice.
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instance()

onMessage(callback:

onMe 311lback(ca

onStatusChanged(callback:
nStatu 1

isoben: ). Bo

isClosed():

Ewodva 4.14 H Khdon WebSocketService

4.3.7 LoraWebSocket

H xAidon LoraWebsocket kinpovopet v khdon WebSocketClient tng BifAiofnkng kot amotekel pia
oA vAomoinon tev Pacikdv uedddmv g mov gival avoykaisg yio v ypnon g Piprodnikne. Avtéc
givar  onOpen(), n onMessage(), 1 onClose() kot 1 onError().
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H emwowmvia avipecso otnv LoraWebsocket ka1 WebsocketClient yivetoar pécw callbacks ta omoia
petafipalovv kabe uivoua wov vrdpyel. Ta callbacks yivovral invoke, dniadn extelodvtor amd Tig
KOpleg peBoddovg g Ppiodnkne. H pébodog onMessage() kavel invoke to onMessageCallback pe
TOPAUETPO TO pnvopo mov ANednke. H pébodog onOpen() kot onClose() wkévovv invoke tnv
onStatusChangeCallback pe napdpetpo tomov Boolean dote va onpatodotnoet 6Tt EkAgloe 1 Gvoilée 1o
socket. "Etot 6to avdtepo eninedo umopei kdmotog va. ypnoipomomost ta callbacks wote vo. TapeL T0
TEPLEXOLLEVO TOL UNVOUATOG TTOL ANEOTNKE Kol Vo evpepmBel yia Tig aArayég oTo status tng cOVOEST|S.

onOpen(h

printin(

onStatusCh

Ewova 4.15 H KAdon LoraWebSocket
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4.4 Kodwag Android

44.1 Ewayom

e avTd To onpeio mapovoldaletal  doun tov Android project kol 6T GLVEELN akoAOVOEL 1| TEPTYPAPY
v Activities kot Tov ViewModel toug Kot mopdAinio Topovucioon To GUYKEKPIUEVOV AEITOVPYIDV
Kol TS VAOTOMONKay.

4.4.2 Evoopdatmon tov Kotlin module 6to Android

T ™ dnuiovpyia tov Kotlin module ypnowonombnke to gpyodeio dwyeipiong Maven evéd yio 1o
Android ypnowyonomnke to Gradle. T'a svkoria, | evempdtoon tov module £ywve dnuiovpydvtag éva
Jar apyeio mov meprhouPavel tov kddka kat to. dependencies mov vanpyev oto pom.Xml apyeio tov
project kat 6T cuvExel £yve import cav BipAtodnkn oto build.gradle apysio oo Android project. H
gloaymyn etvat €0koAn kabmg omontel pio ypapun oto priok dependencies tov build.gradle.

Aot 1 ypopun ivot 1 akdiovdn:

implementation files('path to jar file.jar’)

Metd v evoopdtoon tov .jar mpémet vo yivet Sync 1o Gradle kot €netta pmopovpe vor SovpE TIg
peBddovg g Pprrodninc.
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noconnection

Ewoéva 4.16 Aoun tov Android Project
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4.4.3 SplashActivity

O1 khdoeig SplashActivity xai SplashViewModel mepiéyovy ) Agttovpyio yio v apyikd Gvoryuo g
EQUPLOYNG KoL To oV Ba Tpémel va, cuveyicel oty enduevn 006vn, v 006vn tov Chat.

Me to Gvorypa g epapuoyng otéveton vo GET request ot dievbuvon http://192.168.4.1/ mov tpéyet
évag web server and to SplashViewModel.

Av Anebel to cwotod json response tote oto SplashViewModel 0étetan to value tov stateLive, piog
petapAintig tmov MutableLiveData<State> ce SuccessfulLoginState(), aAMdc av yio kdmoto Adyo
amotOyEL To request tote Oétel v Tipn og UnsuccessfulLoginState().

To SplashActivity xévetr observe Tig petafoAés avtig e TG Kol aviloyo pe to state av givol
Successful 1} Unsuccessful avoiyel v ChatActivity 1| tyv NoConnectionActivity avrtictotyo.

Ewova 4.17 SplashActivity & SplashViewModel
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4.4.4 NoConnectionActivity

Ot «hdoeig NoConnectionActivity kair NoConnectionViewModel wepiéyovv tic Aettovpyieg yo v
uetapaocn oto ChatActivity oe nepintoon mov exavérel | covoeon pe to Wi-Fi.

H «ldon ChatActivity ypnotponotel pia fondntcn kidon pe é6vopa NetworkNotifier n onoia diver )
dvvatotta evnuépwong otav aALAlel KATL TN GLVOECIUATNTA TG CLGKEVTNG, ONAadN av GuVIEINKE
670 J{KTLO KO TL TOTTOG SIKTHOVL Eival.

Ortav odragel katt 6t cvvdeoudtta, tote T0 NoConnectionActivity 0o kodéoel Tnv puébodo ping()
mov otéhvel GET request otov webserver kat o avoiget v 086vn tov Chat av givar To request etvon
EMTUYEG.

Ewova 4.18 NoConnectionActivity & NoConnectionViewModel
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445 ChatAdapter

H «ldon ChatAdapter mepthapfdver ) A0yIKR Yo THV OVOTOPAGTOOT TOV UNVOUATOV GTO
RecyclerView. Ot tomot tov pnvoudtov sivar Incoming 1 Outgoing Kot avTirpocs®IeEDovIoL and Tig
petapintég INCOMING_VIEW_TYPE kot OUTGOING_VIEW_TYPE.

Me Bdon Tov THmo ToL PNVORATOS, AT Tapovslalovtat aptotepd av glvar Incoming kot de&ud av etvat
Outgoing.

bind(item: Me

Ewova 4.19 Tunua g ChatAdapter
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4.4.6 ChatActivity

H «\don mepthapfdvet tn AOyKN Yoo TNV 0TOGTOAN €VOG UNVOLOTOG 0po¥ TatnBel To kovumi send kot
N Aoy TV pubpicewv 6tav matnBovv to kovumd SAVE kot UPDATE yia tv exdotote poduion.

H amdvnon ya tov av ftav emitoyns n evépyeld yua to ekdotote Command Aappdvetor otn pébodo
onMessage. Exel yivetar éheyyxog av 1o purvopa givail tomov Outgoing, dnAadn oTéAvovpe KATL, TOTE
yiveton emmAéov Eleyyog avaroya pe to Command mote v yvopilovpe og mola pOHOon avapépetarn
omdvnon.

Av m andvinon etvar tomov OkMessageResponse, onuaivel mog 1 evépyela NTov cOGTH Kot yiveTot
update oo Ul, aAModg gppaviCetar chvtopo pivopa Addovc.

Orov to pnvopa gival tomov Incoming, tote eppavifetar oty 006vn. [apaxdtom eoivetor Eva Tunpa
AUTAOV TOV ELEYYOV.

.isNullorEmpty()) A

Ewcdva 4.20 "Edeyyog yia to Command BAND
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Kepdiow So: Ileprypapn ko Xpion s E@appoyng

5.1 Ewayoym

e 0T TO KEPAANLO0 YIVETAL TEPTYPAUPT TOV AELTOLPYIOV TNG EPAPUOYNG Prina-Pripna pécw screenshots.
Zuyypovamg SivovTol Kot TEPIGCOTEPEG TATPOPOPIES GYETIKA LIE TOL GEVAPLO GE TEPITTMOT ATOCHVOECTG
and 1o diktvo Wi-Fi

5.2  006vn Splash

MoAic o ypnotng avoiel v epappoyn eppaviCeror pio 006vn Splash.

e ot TV 000V PaivVETOL TO EIKOVISLO TNG EPAPUOYNS 0T HéoT Kau €va, ekovidto Loading. H 006vn
VTN XPNOIUEVEL Y10, VO, 0toPevyDei va avoi&et 1 086vn tov Chat av to kKivntod dev £xet cuvdebei oto Wi-
Fi Access Point tov ESP8266.

Av o ypnotmg ovvdebei oto Access Point tote avoiyel n exdpevn 086vn Yoo THY amocTOA) Kot Aym
unvopatev, odng Bo petapepdei o pio GAAN 006vn mov Tov Tpotpénet va cuvdedei oto Wi-Fi Access
Point yia vo, umop£cet va ypneIULOTOOEL KOVOVIKA TNV EQUPLOYT.

Ewoéva 5.1 Ztrypdtomo O86vng Splash
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5.3 006vn No Connection
e atn TV 006vn 0 YPNOTNG EVNUEPDVETOL TTOG eV Elval GLVIEdEUEVOG 6TO 6rGTO Access Point.

Ecwtepucd yivetan Eleyyoc yia to av aAAdEel kaTt ot obvdeot, dnradn cuvoebel e kamoto diktvo Wi-
Fi. Ze avt v mepintmon 1 epappoyn Oa tpocmadnoet ek véov va oteidet aitnpo otov web Server mov
tpéyel oto ESP8266 date va det av cuvoidnke 6to cmotd Access Point.

Av 10 pvopo wov Ba AaPet eivar ekeivo Tov avapéveton vo oteilel o web server, TOTe yivetal quTOUOTO
petapopd oty 086vn tov Chat.

16:50 -

Lora Chat

Could not communicate with the server.
Please try connecting to the LoRa WiFi AP

o O |

Ewova 5.2 Zrrypudtomo 006vng No Connection
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5.4 006vn Chat

2mv 006vn Chat gaiveton éva doglo TA0iIGI0 TOL TPORAAAOVTOL TO UNVOUOTO, Eva text box kot éva
KOVUTL OTOGTOANG, VD TAvm de&ld eppaviletal €va eikovidto yio Tnv petdpaon otig pubuicelc.

Av 0 ypnotg dev MANKTPOAOYNGEL KEILEVO TOTE TO KOoVUTE dgv ekTeAEl Kapia Aettovpyia Kot eppavilet

GUVTOUO PNVOLLO Y10 VO YPAWEL KATL, QAADGC GTEAVEL TO VOO

16:51

Lora Chat

] O 4

Ewova 5.3 Zrrypudtomo O06vng Chat
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5.5 006vn PvBpiccov

Xe autn v 000vn o ypnotng pmopel va ahAdEel optopéveg puBuicels Tov apopPovY TNV OTOCTOON
EMKOV®VING, TN ovyvoTNTa Tov Toumodéktn LoRa kot va Bécel éva khedi kpumtoypaenong AES 128
bit 32 yapaktipwv.

Kabe emhoym mepiéyet 2 kovumd, o kovpni SAVE mov amofnkevet pia emioyn ko 1o UPDATE mov
Aappdver TNV vdpyovoo. TN TOV £XEL O TOUTMOOEKTNG. XTo dropdown yio TV €MAOYN OTOCTOONG
vrapyovv tpelg emroyéc, [lpoxabopiopévn, Iave amd 3 yilouetpa kol Kato and 3 yihoduetpo. Me
Vv amofNKeLon NG EMAOYNG O YPNOTNG EMAEYEL TNV AMOGTACY] TOL WUMOPEl Vo OmEYEL Amd TOV
GUVOUIANTN TOV Y10 TV OTPOGKOTNTN EMKOWVMVID HETOED TOVG. 26TOC0 1 EMAOYN VTN EXNPeadet TV
TOYOTNTA ATTOGTOANG TV dedopuévav Kabmg aArdalet to spreading factor mov avagépnke 6to Ke@dAaio
2. Emopévag gival TpoTipdtepo av deV DIAPYEL LEYOAT 0mOCTOOT HETOED TV dVO, Vo emALYETOL pin
€VOLAUEST] AMOGTACT OO TO LEVO.

210 TAOIG10 EIGAYWYNG TNG CLYVOTNTOG O XPNOTNG Umopel va PdAetl o GuxvOTNTO OTA ETLTPETTA OPLOL
ov agpopovv v EE, oniadr EU-863-870, mapoéro mov to RYLR896 umopei va exmépyel kol o€
ovuyvotnteg 915MHz. Tlpémel vo onueiwbel otL O6tav yivetar emavekkivinon tov ESP8266 tote M
ouyvotnTa emavépyetol og pio mpokabopiopévn Ty tov 869500000Hz yio amopuyr Aabdv amd
HePLd Tov YpNoTh.

Téhog, 610 TAMIG10 EI0AYMYNG KMAKOD 0 ¥PNOTNG UTOopEl va Kavel generate (e To kovuni RANDOM
£vav Tuyaio amodekto kodkd AES 128. O kwdikdg Tpémel va eivat kat omd Tig 000 TAELPEG 1610G Vi va
UTOPOUV VO OVALyVOPIGTOUV TO UNVOLLOTO, EVD 0 KMOKOG OV etval avayKaiog yio TNV opLaAn Asttovpyio
g epappoyns. Ilpénet va onpewwdel dpwc kabmg eivar onpavtikd, 6Tt 1 andGTac, 1| GLYVOTITO Kot
To encryption key mpénet va givat 1010 peta&d Tmv 600 GLEKEVGV TTOL Ba EMIKOIVOVODHV.
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=
alll =

(5a7 )

Preferred Distance (km):

Select Value
SAVE UPDATE
Frequency (Hz):
Enter Frequency (Hz)
SAVE UPDATE

Encryption (AES128):

Enter AES128 Key

RANDOM SAVE UPDATE

o O] |

Ewova 5.4 Zriypuotomo O86vng Settings
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Kepdiow 60: Xvpmepdopoto ko Ilpotaceic BeAtioong

6.1 ZXZopmepdopara

v mapovoa epyacio peketOnke 10 TpwtoékoAlo LoRa yio tnv achppatn extkovovia yio avtoddloyn
UNVLpdTeV Keévou peTa&d dvo cvokendv Android. o tnv enitevén Tov 6KoTOV CWTOV £YIve £pEVVa
Y tov KatdAAnio eEomhiopd evd oyedidotnke kot vAomombnke og Tplo TUNUOTO YL TNV
enovaypnotudTNTd TOL.

AvolOOnNKav AETTOUEPMG O1 EMUEPOLS O1AOIKATIEG TTOV aKoAOLONONKAY Yo TNV TEMKT VAOTOINON TNG
Kol 060nKav 0dnyieg yprong Hécw screenshots.

Koatd ™ dwdikacio onpovpylog g mruylokng epyociog amoktnkav yvaocels 6Gov apopd To
mpmtoKoAro LoRa kot mhg avtd Asttovpyet, mpoypoppotiopd o€ Arduino, tnv KeADTEPT KATOVONGOT
tv socket kot pio Tpdtn glcaymyn 6to Android.

6.2 TIIpotaoeig Behtimong

H epappoyn, av kot o€ teAkd 6tdd10 €xel mepmpla Peitivong npocHitovtag KAmOEG EmMmTALEOV
dvvartotteg. Mio and avtég Bao pmopovce va glval 1 TPosONKN UNYaVIGHOD EI00TOGE®Y Yo T ANy
evog unvopoTog, 6mov o ypnotng Ba pmopet va AapPavet e100moincm av EYEL AVOLYTH TNV EPUPLOYT| OTO
mapoacknvio. Elvar dvvatov akdpo va yivel mpocOnkn emmAéov emdoymv otig pubuicelg yuo
dwyeipton Tov puduicemv TOV TOUTOOEKTN TEPO GO TIG TPELS TOV divovTal TOPO. Mg avTdv TOV TPOTO
0 ypNoTNg NG epapuroyng Oa propet va mapapetpomotel dmwg BEXeL Tig puBuicels Kot va emTuyyavel
LEYOADTEPES OMOCTAGELS EMKOV@VIOG Kot Oyl Lovo. Mia onuavtik| enéktact Bo propovoe va gival n
dnuovpyio ouddmv — group chats agov o mopmodéktme RYLR896 napéyet tic kotdAnieg pubuioeig
Kol duvatdtTeg Yoo avtdv Tov okomo. Téhog pmopel va yiver eméktaon divovrog tn duvatdtnta
evaAlayng o€ pLOUICELS Yo EUTEIPOLG Y PNOTES OTIOV 0 YPNoTNG o umopel va otédvel amevBeiog EVTOALS
GTOV TTOUTOOEKTY Y10l TIV TOPAUETPOTOINGT TOV.
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ITAPAPTHMA A : Software Source Code

1 K®dwag tov Arduino
1.1 loraChatFinal.ino
#ifdef ESP8266

#include <ESP8266WiFi.h>
#elif defined(ESP32)
#include <WiFi.h>

#else

#error "Board not found"

#endif

#include <WebSocketsServer.h>

#include <ESPAsyncWebServer.h>

#include <SoftwareSerial.h> //we have to include the SoftwareSerial library, or else we
can't use it

#define rx 13 IILORA TX

#define tx 15 /ILORA RX

SoftwareSerial loraSerial(rx, tx); //define how the soft serial port is going to work

#ifndef APSSID

#define APSSID "LoRaChat 2"

#define APPSK "ARandomPasswordHere"
#endif

#define USE_SERIAL Seriall

const char *ssid = APSSID;

const char *password = APPSK;
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AsyncWebServer server(80);
WebSocketsServer websockets(81);

void initWifi(){
Serial.printIn("Configuring access point...");
/* You can remove the password parameter if you want the AP to be open. NOT recommended. */
WiFi.mode(WIFI_AP);
WiFi.softAP(ssid, password);

IPAddress mylP = WiFi.softAPIP();
Serial.print("AP IP address: ");
Serial.printin(myIP);

void notFound(AsyncWebServerRequest *request)
{

request->send(404, "text/plain”, "Page Not found");
}

void webSocketEvent(uint8_t num, WStype_t type, uint8_t * payload, size_t length) {

switch(type) {
case WStype DISCONNECTED:
USE_SERIAL.printf("[%u] Disconnected\n", num);
break;
case WStype CONNECTED:
{
IPAddress ip = websockets.remotelP(num);

USE_SERIAL.printf("[%u] Connected from %d.%d.%d.%d url: %s\n", num, ip[0], ip[1],
ip[2], ip[3], payload);
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// send message to client
/Iwebsockets.send TXT(num, “"Welcome™);
}
break;
case WStype TEXT: {
USE_SERIAL.printf("[%u] get Text: %s\n", num, payload);

String payload_str = String((char*) payload);

Serial.printIn(payload_str); //debug

if(payload_str.length()>=2){ //2 is the minimum command rylr length (AT)

loraSerial.printIn(payload_str);

¥

break;

¥
case WStype_BIN:

USE_SERIAL.printf("[%u] get binary length: %u\n", num, length);
hexdump(payload, length);

/I send message to client

/I webSocket.sendBIN(num, payload, length);
break;

void setup() {

Serial.begin(115200);
initWifi();
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delay(250);

loraSerial.begin(38400);

delay(250);
loraSerial.printin("AT+BAND=869500000");

server.onNotFound(notFound);

server.on("/", HTTP_GET, [J(AsyncWebServerRequest *request){

request->send(200, "application/json”, "{\"message\": \"esp\"}");

ok

websockets.enableHeartbeat(5000, 3000, 2);

server.begin();

websockets.begin();

websockets.onEvent(webSocketEvent);

void loop() {

websockets.loop();

//Used for debugging
if (Serial.available() > 0) {

String input = Serial.readString();

Serial.print(" I received: ");

Serial.printIn(input);

websockets.broadcastTXT (input);
¥
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/lend
if(loraSerial.available() > 0){ //if | have data from lora

String input = loraSerial.readString();

websockets.broadcastTXT (input); //send data to the socket client - phone

¥

2 K®dwkag tov Kotlin Module

2.1 Outgoing.kt

interface Message

class Outgoing(
val command: Command,
val type: MessageType,
val text: String?= null

): Message {

var response: MessageResponse?= null

fun setOk(value: String?= null): Message{

response = OkMessageResponse(value)

return this

fun setError(value: Int): Message{
response = ErrorMessageResponse(value)

return this

override fun toString(): String {

68



return when(type){
MessageType.Question-> "AT${command.value}?"
MessageType.Send-> "AT${command.value}=0,${text?.length} $text"
MessageType.Setter-> "AT${command.value}=$text"

else-> throw Exception("Error")

2.2 Incoming.kt
class Incoming(
val content: String

): Message {

override fun toString(): String {

return content

2.3 MessageType.kt
enum class MessageType {
Question,
Setter,
Send,

2.4 Command.kt
enum class Command(

val value: String

H
PING (™),

MODE  ("+MODE"),
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BAUD_RATE ("+IPR"),
PARAMETER ("+PARAMETER"),
BAND  ("+BAND"),

SEND  (“+SEND"),

CPIN  ("+CPIN")

2.5 OkMessageResponse.kt

interface MessageResponse

class OkMessageResponse(
val value: String? = null
) : MessageResponse
{
override fun toString(): String {

return value?:""

2.6 ErrorMessageResponse.kt
class ErrorMessageResponse(
val error: Int

): MessageResponse

2.7 MessageFactory.kt
object MessageFactory {

fun ofQuestion(command: Command): Outgoing{

return Outgoing(command, MessageType.Question)

fun ofMessage(text: String): Outgoing{
return Outgoing(Command.SEND, MessageType.Send, text)
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fun ofValue(command: Command, value: String): Outgoing{

return Outgoing(command, MessageType.Setter, value)

fun ofIncoming(content: String): Incoming{

return Incoming(content)

2.8 SocketServicelmpl

class SocketManagerIimpl : SocketManager {

private val socketService = WebSocketService.instance()

private val debounceAttempts = Atomiclnteger(0)

init {

socketService.onMessage(::handleMessage)

private var message: Outgoing? = null

private val messagesQueue = mutableListOf<Outgoing>()

override fun sendQuestion(command: Command) {

outgoingMessage(

MessageFactory.ofQuestion(command)

override fun sendValue(command: Command, value: String) {
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outgoingMessage(

MessageFactory.ofVValue(command, value)

override fun sendMessage(text: String) {
outgoingMessage(

MessageFactory.ofMessage(text)

private fun outgoingMessage(newMessage: Outgoing) {
synchronized(this) {
messagesQueue.add(newMessage)

}
sendNextMessagelfExist()

override fun connect() {

socketService.connect()

private fun send(outgoing: Outgoing) {
this.message = outgoing

socketService.send(outgoing.toString())

private var onMessageCallback: ((Message) -> Unit)? = null
override fun onMessage(callback: (Message) -> Unit) {

onMessageCallback = callback

private fun handleMessage(content: String) {
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val msg: Message = when {
content.startsWith("+RCV", true) -> {

val messageContent = content.replace("+RCV=", "").split(",").getOrNull(2) ?: "Error -
Unreadable Message"

MessageFactory.oflIncoming(messageContent)
¥
content.startsWith("+OK") -> {
this.message!!.setOk()
¥
content.startsWith("+ERR") -> {
this.message!!.setError(content.trim().replace("+ERR=", "").toIntOrNull()?:-1)
}
else -> {
val command = this.message!!.command

this.message!!.setOk(content.replace("${command.value}=", "))

notify(msg)

private fun notify(message: Message) {

onMessageCallback?.invoke(message)

if (message is Outgoing) {
synchronized(this) {

this.message = null

¥
sendNextMessagelfExist()
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private fun sendNextMessagelfExist() {
if (IsocketService.isOpen()) {

debounceAttempts.incrementAndGet()
if (debounceAttempts.get() >= 3) {
debounceAttempts.set(0)

return

try {
Thread.sleep(200L + (200 * debounceAttempts.get()))

} catch (e: Exception) {

} finally {
sendNextMessagelfExist()

debounceAttempts.set(0)
synchronized(this) {
if (message == null) {

messagesQueue.removeFirstOrNull()?.let {

send(it)

3 K®dwag Android
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3.1 SplashActivity.kt
class SplashActivity : BaseActivity<ActivitySplashBinding>() {

override fun getViewBindingClass(): Class<ActivitySplashBinding> {

return ActivitySplashBinding::class.java

private val viewModel: SplashViewModel by
ViewModelProvider(this).get(SplashViewModel::class.java) }

override fun onCreate(savedInstanceState: Bundle?) {
Log.e("{{", "${this}")
Log.e("{{", "${viewBinding}")
super.onCreate(savedInstanceState)

Log.e("{{", "${viewModel}")

viewModel.toMainLive.observe(this) {

viewBinding.imageView.isVisible = it

1 Toast.makeText(this, "Go To Next $it", Toast. LENGTH_SHORT).show()

viewModel .stateLive.observe(this) {

when (it) {
is SuccessfulLoginState -> {

startActivity(Intent(this, ChatActivity::class.java))

finish()
}

is UnsuccessfulLoginState -> {
startActivity(Intent(this, NoConnectionActivity::class.java))

finish()
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3.2 SplashViewModel.kt
class SplashViewModel : ViewModel() {

private val repository: PingRepository by inject()

val toMainLive = MutableLiveData<Boolean>()

val stateLive = MutableLiveData<State>()

init {
repository.ping { body, error ->
if (error ==null) {
stateLive.value = SuccessfulLoginState()

}else {

stateLive.value = UnsuccessfulLoginState()

interface State

class UnsuccessfulLoginState : State
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class SuccessfulLoginState : State

3.3 NoConnectionActivity.kt

class NoConnectionActivity : BaseActivity<ActivityNoConnectionBinding>() {

private val viewModel: NoConnectionViewModel by lazy {
ViewModelProvider(this).get(

NoConnectionViewModel::class.java

private val networkNotifier = NetworkNotifier.provide(NetworkCapabilities. TRANSPORT_WIFI)

override fun onCreate(savedInstanceState: Bundle?) {
super.onCreate(savedInstanceState)
Log.e("{{looper", "onAvailable ${Looper.myLooper()}")
viewModel.showProgressBarLive.observe(this) {
viewBinding.NoConnectionProgressBar.isVisible = it

viewBinding.NoConnectioMessageTextView.isVisible = lit

networkNotifier.register(this) { network, connectivity ->
when (connectivity) {

NetworkNotifier.Connectivity.Online -> viewModel.ping()

viewModel.nextChatActivityLive.observe(this) {
if (it == true) {
startActivity(Intent(this, ChatActivity::class.java))
finish()
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override fun onDestroy() {
super.onDestroy()

networkNotifier.unregister(this)

override fun getViewBindingClass(): Class<ActivityNoConnectionBinding> {

return ActivityNoConnectionBinding::class.java

3.4 NoConnectionViewModel.kt
class NoConnectionViewModel : ViewModel() {
private val repository: PingRepository by inject()
val nextChatActivityLive = MutableLiveData<Boolean>()

val showProgressBarLive = MutableLiveData(false)

fun ping() {

showProgressBarLive.value = true

repository.ping { body, error ->

nextChatActivityLive.value = (error == null)

showProgressBarLive.value = (error == null)
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