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Hepiingn

H mopouca mtuytaxy| epyacia Topouotdlel TOUG UNnyoviodolUs Tou UAOTolo0Y TNV TeYVohoyla
Multi-Version Concurrency Control (MVCC) oe téooepa and tor ueyohbtepo Lyeotoxd Xuo -
wortor Atayeiptone Bdoewv Aedopévov (XX ABA), autd tov Oracle, MySQL, PostgreSQL o
SQL Server. Eva xegdhao apepmvetar o xde XXABA, émou avahleton 1 tpocéyylor Tou
oyeTxd Ye tnv vAomoinon tng teyvoroyidg MVCC. Eniong, ta emmédo amouévemons cuvah-
Aoy v, mou vhomoolvton Ye TNy Teyvoroyio MVCC, eléyyovton yio €€L amo Tol YVwoTd Qouvo-
HEVOL TTOU GUVOVTOVTOL XATE TNV TEOOTAVELN UTOUOVLOTS oL TOU GUYYQROVICUOD TWV GUVOA-
haywv ot LUABA. Tlpog dieuxdiuvon tng dladixactac autol tou ehéyyou, avartiydnxe to
Aoyiouxd MVCC_sim.py yenotponouwvag Ty YAOcoo tpoyeoupatiopod Python tou cuunee-
thofBdveTon oTar TopadoTEd TNG Tapovoag epyaciauc. O mpwTapyindg 0TOY0G TNG OANG TEOOT-
Vel Tou €yLve BEV aPORd HOVOY GTNY UEAETT TWV TEOTIWY LAoTolnong tng teyvohloyiag MVCC
oo Ta T€ooepa dnuogiiéctepa UUABA, adhhd xou 6Tn 6UVTAEY YOG CUVOTTIXAC EIXOVAC TGV
XOLVOV XOL TGV U] XOLVOV YOQUXTNELO TIXWY TOV TEAEUTUMY TNV EQUOUOYY| TNG CUYXEXQUEVNC
teyvoroyiog. Ta evpruata autic Tne Tpoortdielac cuvoldilovtoun otov Tivoxa Tou 6ou xe-
poatou.



Abstract

The current thesis presents the underlying mechanisms that implement Multi-Version Con-
curreny Control in four major Relational Database Management Systems, those of Oracle,
MySQL, PostgreSQL and Microsoft’s SQL Server. A separate chapter is dedicated to each
one of the RDBMSs considered. In the beginning of each chapter, the MVCC technology
stack is described. Next, the RDMBS’s isolation levels which use the MVCC technology are
considered for each one of the six known concurrency control anomalies. The MVCC _sim.py
application developed along the lines of this project has been developed in the Python pro-
gramming language. The primary objective of the projet has been to not only consider
MVCC and the way it is implemented in the most popular RDBMS environments, but to
provide a concise view on what the latter have in common, and in what they differ when it
comes to implementing concurrency control for DBMS transactions. Table in
summarises the findings of the "learn and prove by verifying" approach adopted and used in
the project.
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Introduction

1.1 DBMS transaction

The origin of transactions comes from contract law. Legal transactions must be:
e atomic, either all provisions apply or none at all
e consistent, all transactions and provisions apply by the same legal protocols
e durable, when parties commit to the transaction, they cannot back off

These properties are the "A", "C" and "D" in the popular “ACID” acronym for Database
Management Systems (DBMSs), the "I" standing for isolation.

In databases, as opposed to law, a transaction is composed of operations that transform
the database from one consistent state to another. This means that if all database consis-
tency constraints were satisfied prior to running a transaction, then they will remain satisfied
afterward [5].

A transaction executes in an "all or nothing at all" fashion (atomicity) and, when
successful, modified data persist to non-volatile memory so as to be available even in case of
a power failure (durability).

The concept of isolation is introduced to ensure that when many transactions are running
simultaneously, the end result would be equivalent to that if they had run serially. This thesis
explores how each DBMS ensures this property.

1.2 The need for concurrency and concurrency control

One could imagine database transactions running serially, each waiting its turn to exclusively
access the data it needs. The database would smoothly move from one consistent state to
another without worrying about conflicts. However, the utopia of serialized transactions is
infeasible for virtually any high-performance, multi-user system [5].

With the advent of CPU and I/O parallelisation multiple transactions can be processed
concurrently. Idle time of disks and processors is decreased and the average number of trans-
actions completed in a given time is increased. So, for example, interleaving the execution of
a short-running transaction with a long-running one, will usually allow the short transaction
to complete faster than if they had run serially.

However, running transactions concurrently brings along dangers. Without proper over-
sight, transactions can interfere with each other’s data. In such scenarios, incorrect query
results, constraints violations and general data integrity problems arise.

Take a regular wire transfer for example. If one transaction reads the bank account
balance when the money have been withdrawn from the original account and before they
have been deposited to the destination account, it would seem as the money disappeared from
the bank. The property of isolation would have been breached. Similar examples apply in
many more situations, for example in all sorts of orders, payments or reservation/ticketing
systems.

Konstantinos Diamantidis, MVCC' in the Modern RDBMS 2



Chapter 1

1.3 Concurrency Control (CC) protocols

In Database Management Systems, isolation is guaranteed by using a concurrency control
protocol. Traditionally, the problem of concurrency is solved using locking. If transaction A
needs access to resource N, it locks it; after use the lock is released. If transaction B wants
to access resource N while A is using it, it must wait [0].

The Multiple Granularity Locking (MGL) scheme was "presented and implemented in
the early relational prototype database System R1, and has since been copied and modified
as the de facto locking scheme in later DBMS products, such as Db2, Oracle, and the DBMS
products derived from the Esvel 2engine, for example HP Allbase, Tandem NonStopSQL,
Sybase and Microsoft SQL Server" [7]. The two-phase locking (2PL) method [§] is used
in order to guarantee the serializability of the transactions. Each transaction acquires the
proper locks on the tuples it needs before it is allowed to read or modify them.

Modern database concurrency control has since progressed and protocols like strict 2-
phase locking can guarantee concurrency and strong serializability. However, any system
that depends on this sort of concurrency control suffers an inherent scalability problem. By
design, read/write locks prevent readers and writers from running simultaneously. So, as
the volume of reads and writes increase, one runs into situations where there is unnecessary
queueing, or either the readers or writers get starved] [9].

1.4 MVCC

The first mention of Multi-Version Concurrency Control (MVCC) appeared in a 1979 PhD
thesis [10] and the first implementation started in 1981 [II] for the InterBase DBMS (now
open-sourced as Firebird).

The primary concept of MVCC is that the DBMS maintains multiple physical versions
of each logical object in the database, in order to allow operations on the same object to
proceed in parallel. Because of this, each user connected to the database sees a snapshot
of the database at a particular instant in time. Any changes made by a writer will not be
seen by other users until the running transaction commits succesfully. The main advantage
of using the MVCC model of concurrency control rather than pure locking (e.g., MGL) is
that in MVCC, locks acquired for reading data do not conflict with locks acquired for writing
data, and so reading never blocks writing and writing never blocks reading [12).

MVCC is probably the most popular concurrency control protocol among modern RDBMSs.
Although it was discovered in the late 1970s, it is still used in almost every major RDBMS.
Despite its popularity, there is no one “standard” implementation. Instead, there are several
design choices that have different trade-offs and performance behaviors [13].

"https://en.wikipedia.org/wiki/Starvation_(computer_science)
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Introduction

1.5 Scope of current thesis

The intention of this thesis is to explore the underlying MVCC implementation in four of
the major modern RDBMSs. The most popular RDBMSs are considered, namely Oracle,
MySQL, PostgreSQL and Microsoft’s SQL Server.

Each RDBMS’s MVCC approach is presented, and, in addition, the isolation levels im-
plemented via MVCC are tested against the following six transaction anomalies:

e Non-repeatable read, also known as Fuzzy read, occurs when a value that has been
read by a (still active) transaction is overwritten by a concurrent transaction and, as a
result, a subsequent read would see a different value than the one it read earlier in the
transaction.

e Lost update, occurs when the upated data of a transaction get overwritten by the
update operations of another concurrent transaction, disregarding the former transac-
tion’s update.

e Ghost update, occurs when a transaction tries to update a row that got deleted by a
concurrent transaction and no warning or exception is thrown.

e Phantom update, occurs when a transaction succesfully updates data that did not
exist when it began, but got inserted in the mean time by a concurrent transaction.

e Read skew, happens because of the non-repeatable read functionality of certain iso-
lation levels. In essence, a transaction will read partial data before a concurrent trans-
action modifies them and the rest after the modification takes place. This can result in
data integrity constraints violations. For example, a transaction reads the value of two
bank accounts after another concurrent transaction withdrew an amount but before it
deposited it.

e Write skew, happens because of the reapeatable read functionality of certain isolation
levels. In essence, a transaction, when evaluating a condition before writing data,
will not take into account a necessary change by a concurrent transaction. Thus, the
condition will falsely evaluate and the former transaction will proceed with writing the

data (skewed).
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1.6 Contribution of current thesis

The thesis is based on and builds upon the foundation knowledge and practice laid by in [7].
In addition to the latter, a wide range of literature is considered on all four RDBMSs, that
includes, but is not limited to, all four RDBMSs (Oracle, MySQL, PostgreSQL, SQL Server).
The relevant invormation was organised in a way that aims to clarify the MVCC technology
stack and how the isolation levels behave when encountering transaction anomalies for each
RDBMS. At the end of each chapter there is a table that sums up the behaviour of each
MVCC-based isolation level and in the last chapter there is a summarizing table (Table [6.1])
that unifies all the previous tables, so that one can compare the results across the RDBMSs
used.

Last but not least, a Python application has been created in order to automate the testing
of all the relevant SQL transaction examples involving up to three concurrent RDBMS ses-
sions. The application accepts SQL queries as text input and executes them in a pre-specified
order across the concurrent sessions presented side-by-side to the user. The application sup-
ports all four RDBMSs used and demonstrates the way they implement transaction isolation
levels and the way they handle transaction concurrency anomales. The figures in all exam-
ples in chapters 2-5 comprise snapshots taken when running the MVCC _sim.py application.
Appendix [A] comprises a brief user guide for the MVCC _sim.py application.
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MVCC in Oracle

2.1 Oracle Transaction Isolation Levels

While ANSI SQL 92 defines four levels of isolation, Oracle implements only two of them,
READ COMMITTED,which is the default option, and SERIALIZABLE. Oracle, also implements
READ ONLY isolation level which is not defined in the standard and will not be examined
in this thesis. All three transaction isolation levels (READ COMMITTED, SERIALIZABLE and
READ ONLY) are briefly outlined in the following sections.

2.1.1 REeEAD COMMITTED

In the READ COMMITTED isolation level, every query executed by a transaction sees only
data committed before the query (not the transaction) began. Every query is provided with
transaction set consistency, meaning that queries see data in a consistent state[I4].

The READ COMMITTED isolation level is more widely used and suitable for environments
that don’t have the need to issue the same query twice and have low transaction arrival rate,
which results in lower risk of incorrect results due to lost updates, phantoms or non-repeatable
reads.

Other use cases for this isolation level, are environments that require the faster response
times that READ COMMITTED achieves when compared to the SERIALIZABLE isolation level.

2.1.2 SERIALIZABLE

In the SERIALIZABLE isolation level, a transaction sees only changes committed at the time
the transaction (not the query) began and changes made by the transaction itself. Any row
read by the transaction is guarranteed to remain the same when it is reread, provided that
the transaction in question has not altered its data content in the meantime. Any query is
guaranteed to return the same results for the duration of the transaction, so changes made by
other transactions are not visible to the query regardless of how long it has been running|14].

The SERIALIZABLE isolation level is most suitable for situations where the chance of two
concurrent transactions modifying the same rows is low. Preferably used in situations where
the most concurrently running transactions are either read-only or update a small number
of rows.

An application that would use the SERIALIZABLE isolation level could be one of a report-
writing type that generates summary data and stores it in the database. Application devel-
opers, must put extra effort when using this isolation level, as they need to check for the
“Cannot serialize access” error and handle the transaction properly (e.g., rollback or retry).

An example of an environment that should avoid implementing the SERIALIZABLE isola-
tion level in its transactions, is one of long running transactions that must update the same
rows, accessed by a high volume of short update transactions. Time and effort will be wasted
by repeated rollbacks due to the fact that long running transactions most likely would not
be the first to modify a given row.

The SERIALIZABLE isolation level provides more consistency by offering protection from
anomalies like the lost updates, phantom updates or non-repeatable reads.
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2.1.3 REeAD ONLY

READ ONLY is equivalent to SERIALIZABLE, except for the fact that INSERT, UPDATE and
DELETE operations are not allowed. This isolation level is used primarily for reporting/ana-
lytics purposes.

2.2 Oracle and MVCC

Oracle RDBMS always enforces statement-level read consistency|14]. This means that
a query is guaranteed to return data from a specific point in time, this is the time that the
query took place. That way, a query never reads dirty data or changes made by transactions
that committed while the query was being processed. As query execution proceeds, only data
committed before the query began is visible to the it.

There is also the optional choice of enforcing transaction-level read consistency|[14].
When a transaction runs in SERIALIZABLE mode, all data accesses reflect the state of the
database as of the time that the transaction began and not the time each subsequent query
got processed. Thus, the data seen by all queries within the same transaction is consistent
with respect to a single point in time, this is the time that the transaction began. Queries
made by a transaction running in serializable isolation level can access changes made by the
transaction itself. Transaction-level read consistency results in repeatable reads and protects
a query from phantom anomalies.

2.2.1 Transaction lifecycle

As it is described in [1I, [15]:

At the beginning of a transaction, an available undo data segment is assigned to the
transaction in order to record the necessary undo entries. A transaction ID is not allocated
until an undo segment is allocated. This will take place during the first DML statement. A
transaction ID is unique to each transaction and represents the undo segment number. Also,
Oracle makes a note of the current System Change Number (SCN).

A system change number (SCN) is the internal timestamp used by Oracle RDBMS. Its
primary purpose is to order events that take place. This is a necessary tool to make sure that
the ACID properties of a transaction are satisfied. SCNs occur in a monotonically increasing
sequence. The SCN indicates a logical point in time and because of that it can be used by
the RDBMS like a clock. When an event has a smaller SCN than another, it means that
it occurred at an earlier point in time. Events that occurred at the same time within the
database will share the same SCN. Every transaction is assigned its own SCN. For example,
if a transaction updates a row, then the database records the SCN at which this update
occurred. Other modifications in this transaction have the same SCN.

When reading a table, Oracle determines, with the use of the SCN number, if the
page contains the effects of other concurrent transactions that should not be visible to the
current transaction, depending on the isolation level in use. In case the page is found to
contain effects of concurrent transactions, then an older version of the page is reconstructed
by undoing the effects of each related transaction. It parses the undo records associated
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with each transaction and applies them to the page until the effects of those transactions are
removed. The final page constructed in this way is finally used to access the tuples within it.

In Figure 2.1 we see that the transaction with SCN 10023 is performing a SELECT state-
ment. The rows that match the SELECT statement’s condition but have a higher SCN get
replaced by their previous versions (those with lower SCN than the current transaction’s)
that were stored in the Undo Segment.

Undo
Segment

SCN 10006 SCN 10021

SCN 10021 SCN 10024 SCN 10024 SCN 10021

'SCN 10023) SCN 10021 SCN 10008 SCN 10011

Figure 2.1: Read consistency in the READ COMMITTED isolation level[l]

When a transaction modifies data, Oracle RDBMS copies the original data be-
fore modifying it in an Undo Segment. The original copy of the modified data is called
undo data. Storing this information is crucial for the following reasons:

e To undo any uncommitted changes made to the database when a rollback is issued. A
rollback can be needed if a user wants to undo the changes of an erroneous or unintended
transaction, or it can be part of a recovery operation.

e To ensure read consistency. Meaning that each user can get a consistent view of data,
even while other changes may be occurring against that data. A user session will not
access uncommitted changes made in other user sessions. For example, if a user issues
a query at 9:00 p.m. and the query lasts 9 minutes, then the query results reflect the
entire state of the data at 9:00 p.m., regardless of update or insert operations performed
by other users after the query started.
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Until the transaction is committed or rolled back, changes in the data are considered
temporary. Before the end of the transaction, the state of the data is as follows:

e Undo data are created. The undo data contain the previous data values that got
changed by the SQL statements of the current transaction.

e The rows affected by the data change are locked. Other users cannot change the data
in the affected rows, nor can they see the uncommitted changes.

When a transaction commits, the following actions occur:
e An SCN is generated for the COMMIT.

e The fact that the transaction has committed gets recorded in the internal transaction
table for the associated undo tablespace. The related unique SCN of the transaction is
assigned and recorded in the transaction table.

e Locks held on rows and tables get released. Users who were waiting on locks held by
the uncommitted transaction are allowed to proceed.

e Transaction gets marked as completed.

After a transaction commits, users can view the applied changes.

When rolling back an entire transaction, the following actions are performed:

e All the SQL statements in the transaction get undone, by using the corresponding undo
segments.

e The transaction table entry for every active transaction contains a pointer to all the
undo data for the transaction.

e The database reads the data from the undo segment, reverses the operation(s), and
then marks the undo entry as applied. Thus:

— If a transaction inserts a row, then a rollback deletes it.
— If a transaction updates a row, then a rollback reverses the update.

— If a transaction deletes a row, then a rollback reinserts it.
e All the locks held by the transaction get released.

e Ends the transaction.
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2.3 Examples of isolation levels

The following scenarios are being tested in two, side-by-side active concurrent transactions.
The table that is being used got created with this SQL code:

CREATE TABLE T (id INT NOT NULL PRIMARY KEY, x INT);
INSERT INTO T VALUES (1, 1);
INSERT INTO T VALUES (2, 2);
INSERT INTO T VALUES (3, 3);

2.3.1 Non-repeatable read and READ COMMITTED

[>.] ORACLE - TEST1 - # Anomaly|Non-Repeatable Read - Isolation|Read Committed [x]
File Edit View Terminal Tabs Help

sQL> sQL> -- STEP 1 -- sqQL>

SQL> ---mmmmmmmmmmeeeeee sQL> -- STEP 2 --

SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: SQL> ---e--ceeccceeeeeeo

Transaction set.

SQL> SELECT * FROM T WHERE id=1;

SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Transaction set.

SQL> UPDATE T SET x=12 WHERE id=1;

D X
-------------------- 1 row updated.

1 1

SQL> SELECT * FROM T WHERE id=1;
sQL> -- STEP 3 --
e 0] X
SQL> SELECT * FROM T ORDER BY id; |emmmmmmmee e
1 12

D X
-------------------- sQL> -- STEP 4 --

1 1 SQL> ---mmmmmmmmmmmmeeee

2 2 SQL> COMMIT;

= 2

Commit complete.

sQL> -- STEP 5 --
S sQL>
SQL> SELECT * FROM T ORDER BY id:

1D X

1 12

2

3 3

SQL> COMMIT;
Commit complete.

sqL> i

Figure 2.2: Non-repeatable read in Oracle’s READ COMMITTED isolation level

Here one can see that Oracle’s READ COMMITTED isolation level does not provide a repeat-
able read, as Step 5 of Session A shows the changed value that Session B committed in Step
4. Also, a dirty read is not allowed as Step 3 of Session A would be able to see the changed
value if that was the case.
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2.3.2 Non-repeatable read and SERIALIZABLE

SESSION A SESSION B
- R x ]

>] ORACLE - TEST2 - # Anomaly|Non-Repeatable Read - Isolation|Serializable

File Edit View Terminal Tabs Help

sqQL> sqL>
sQL> -- STEP 1 -- sQL> -- STEP 2
SQL> -----mmmmmmmeeeeee SQL> ----mmemmmmmeeeeeee
SQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE; SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Transaction set. Transaction set.
SQL> SELECT * FROM T WHERE id=1; SQL> UPDATE T SET x=12 WHERE id=1;
D X 1 row updated.
1 1 SQL> SELECT * FROM T WHERE id=1;
sQL>  -- STEP 3 -- D0 X
SQL> —mmmmmmmmmmmmmmmeee e el
SQL> SELECT * FROM T WHERE id=1; 1 12
D X SQL> COMMIT;
1 1 Commit complete.
SQL> COMMIT: sSQL>
Commit complete.
squ> i

Figure 2.3: Non-repeatable read in Oracle’s SERIALIZABLE isolation level

The SERIALIZABLE isolation level provides repeatable read functionality.
One can see that Session A on Step 3 sees the table value unchanged, even after Session B
has committed on Step 2.
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2.3.3 Lost update and READ COMMITTED

SESSION A

SESSION B

>] ORACLE - TEST3 - # Anomaly|Lost Update - Isolation|Read Committed Q
; File Edit View Terminal Tabs Help
!sqL> sqQL>
s> -- STEP 1 -- sQL> -- STEP 2
IsQL>  —---emmmmeeeeeeee SQL> -----emmmmmmmmeeeee
!sQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED; SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
)
{Transaction set. Transaction set.
iSQL> SELECT * FROM T WHERE id=1; SQL> UPDATE T SET x=12 WHERE id=1;
1D X 1 row updated.
1 1 SQL> SELECT * FROM T WHERE id=1:
sQL>  -- STEP 3 -- D0 X
SQL> —-mmmmmmmmmmmmmeeee e L
SQL> UPDATE T SET x=13 WHERE id=1; 1 12
1 row updated. SQL> COMMIT;
SQL> SELECT * FROM T WHERE id=1: Commit complete.
1D X sQL>
1 13
SQL> COMMIT;
Commit complete.
sqL> i

Figure 2.4: Lost update in Oracle’s READ COMMITTED isolation level

Here one sees the lost update phenomenon occurring in the READ COMMITTED isolation
level. Session B’s update (x=12, on Step 2) gets overwritten by Session A’s update (x=13,
on Step 3), without a warning or an exception, which would have been the case in the
SERIALIZABLE isolation level.
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2.3.4 Lost update and SERIALIZABLE

SESSION A

[>.] ORACLE - TEST4 - # Anomaly|Lost Update - Isolation|Serializable

{ File Edit View Terminal Tabs Help

IsqL>

IsqL> -- STEP

ISQL>  —cccccceecceeeee

’SQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE:
)

'Transaction set.

fSQL> SELECT * FROM T WHERE id=1;

sQL>  -- STEP 3 --
il =sessmssssssssomsss
SQL> UPDATE T SET x=13 WHERE id=1;
UPDATE T SET x=13 WHERE 1id=1
*
ERROR at line 1:
ORA-08177: can't serialize access for this transaction
SQL> COMMIT:

Commit complete.

SQL> SELECT * FROM T WHERE 1id=1;

SQL> COMMIT:
Commit complete.

squ> i

B

sqQL>

sQL>  -- STEP 2

Gl e

SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Transaction set.

SQL> UPDATE T SET x=12 WHERE id=1;

1 row updated.

SQL> SELECT * FROM T WHERE id=1;

SQL> COMMIT;
Commit complete.

sqL>

Figure 2.5: Lost update in Oracle’s SERIALIZABLE isolation level

In a SERIALIZABLE isolation environment, an exception is thrown the moment a lost update

SESSION

(<]

phenomenon is about to occur. This can be seen in Session A, where Step 3 tries to update

a tuple that got updated and committed by Session B on Step 2. An exception "Can’t seri-

alize access for this transaction" is thrown. Interestingly enough, the transaction continues
after the exception, which means that it is the responsibility of the developer to handle it

(e.g.,rollback instead of commit).
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2.3.5 Ghost update and READ COMMITTED

SESSION A _ SESSION B
[>.] ORACLE - TESTS - # Anomaly|Ghost Update - Isolation|Read Committed - R x ]
4

t File Edit View Terminal Tabs Help
isqL> sqQL>

isqL> -- STEP 1 -- sQL> -- STEP 2
ISQL>  —-mmmmmmm e SQL> ---mmmmmmmmmmmeeee
IsQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED; SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
)
' Transaction set. Transaction set.
4
tSQL> SELECT id,x FROM T ORDER BY id: SQL> DELETE FROM T WHERE id=1:;

1D X 1 row deleted.

1 1 SQL> SELECT id,x FROM T ORDER BY id:

2 2

3 3 D X
sQL>  -- STEP 3 -- 2 2
SQL> ----mmmmmmmmeeeeee 3 3

SQL> UPDATE T SET x=12 WHERE id=1;
SQL> COMMIT:
0 rows updated.
Commit complete.
SQL> COMMIT:
sqQL>
Commit complete.

SQL> SELECT id,x FROM T ORDER BY id;

D X
2 2
3 3

SQL> COMMIT:
Commit complete.

sqL> I

Figure 2.6: Ghost update in Oracle’s READ COMMITTED isolation level

The ghost update, that was bound to happen, in Session A on Step 3, did not occur and
the UPDATE query resulted in "0 rows updated"”. This is because it was previously deleted
by Session B on Step 2. Notably, no exception or rollback took place but the transaction
continued. Ghost update phenomena do not happen in Oracle’s READ COMMITTED isolation
level.
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2.3.6 Ghost update and SERIALIZABLE

SESSION A

B

(>} ORACLE - TEST6 - # Anomaly|Ghost Update - Isolation|Serializable

;Flle Edit View Terminal Tabs Help

IsqL>

IsqL> -- STEP 1

ISQL> ----mmmeeeeel

!sQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE
)

fTransaction set.

isQL> SELECT id,x FROM T ORDER BY id;

0 X
1 1
2 2
3 3
sQL> -- STEP 3

e
SQL> UPDATE T SET x=12 WHERE id=1;

UPDATE T SET x=12 WHERE id=1
*

ERROR at line 1:

ORA-08177: can't serialize access for this transaction
SQL> COMMIT;

Commit complete.

SQL> SELECT id,x FROM T ORDER BY id;

0 X
2 2
3 3

SQL> COMMIT;

Commit complete.

sqL> I

SQL>

sQL> -- ST EP 2

D

SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Transaction set.

SQL> DELETE FROM T WHERE id=1;

1 row deleted.

SQL> SELECT id,x FROM T ORDER BY id:

0 X
2 2
3 3

SQL> COMMIT:
Commit complete.

sqL>

Figure 2.7: Ghost update in Oracle’s SERIALIZABLE isolation level

The REPEATABLE READ isolation level is prone to ghost update anomalies. Oracle’s SERI-
ALIZABLE prevents them from happening by stopping the execution with a message can’t
serialize access for this transaction (Session A Step 3). No automatic rollback is
performed, which means that the developer must handle the exception appropriately by, for

example, retrying the query or rolling back the whole transaction.
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2.3.7 Phantom update and READ COMMITTED

SESSION A SESSION B
e - - ©

ORACLE - TEST7 - # Anomaly|Phantom Update - Isolation|Read Committed

File Edit View Terminal Tabs Help
sqQL> sqQL>

SQL> -- Step 1. Session 1, Transaction T1 SQL> -- Step 2. Meanwhile in a concurrent Session 2, Transaction 2
SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
!Transaction set. Transaction set.
SQL> SELECT id,x FROM T ORDER BY id; SQL> INSERT INTO T VALUES (4.4):
0] X 1 row created.
1 1 SQL> COMMIT:
2 2
< < Commit complete.
SQL> -- Step 3. T1 of Session 1 continues sqQL>

SQL> UPDATE T SET x=42 WHERE id=4;
1 row updated.

SQL> SELECT id,x FROM T ORDER BY id:

SQL> COMMIT;
Commit complete.

SQL> SELECT id,x FROM T ORDER BY id;

SQL> COMMIT:
Commit complete.

sqL> I

Figure 2.8: Phantom update in Oracle’s READ COMMITTED isolation level

Phantom updates are not prevented in Oracle’s READ COMMITTED isolation level. This
can be seen in Session A. Step 3 successfully updates the new row that got inserted (and
committed) by Session B on Step 2.
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2.3.8 Phantom update and SERIALIZABLE

SESSION A , SESSION B
> ORACLE - TEST8 - # Anomaly|Phantom Update - Isolation|Serializable - R x ]

| File Edit View Terminal Tabs Help

IsqL> sqQL>
IsqL> -- STEP 1 -- sQL> -- STEP 2
1sQL>  —--mmm e SQL> --mmmmmmmmmmmmmmeee
!sQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE; SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
)
tTransaction set. Transaction set.
:SQL> SELECT id,x FROM T ORDER BY id; SQL> INSERT INTO T VALUES (4.4):
1D X 1 row created.
1 1 SQL> COMMIT:;
2 2
2 3 Commit complete.
sQL> -- STEP 3 -- sQL>
SQL> -----mmmmmmmmmeeee

SQL> UPDATE T SET x=42 WHERE id=4;
0 rows updated.

SQL> SELECT id,x FROM T ORDER BY id;

1D X
1 1
2 2
3 3

SQL> COMMIT;
Commit complete.

SQL> SELECT id,x FROM T ORDER BY id:

SQL> COMMIT:
Commit complete.

sqL> i

Figure 2.9: Phantom update in Oracle’s SERIALIZABLE isolation level

In the case of phantom updates, the SERIALIZABLE isolation, because of its "repeatable read"
functionality, prevents such phenomena.

As one can see in Session A on Step 3, if one attempts to update a tuple that did not exist
in the start of a transaction, but got inserted and committed in another transaction (Session
B Step 2) while the first is still active, he will be presented with "0 rows updated." message.
This means that Oracle’s SERIALIZABLE isolation level prevents phantom updates without
exceptions or automatic rollbacks.
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2.3.9 Read skew and READ COMMITTED

Read skew anomaly is going to get examined using the following table which is a simulation
of two bank accounts belonging to a user. The user is attempting to transfer money from
one account to the other.

CREATE TABLE accounts (account_id INT NOT NULL PRIMARY KEY, balance INT);
INSERT INTO accounts VALUES (1, 500);
INSERT INTO accounts VALUES (2, 500);

SESSION A SESSION

>} ORACLE - TEST9 - # Anomaly|Read Skew - Isolation|Read Committed

o

| File Edit View Terminal Tabs Help

11 row created. sqQL>

| sQL> ---- STEP 2 ----

!sQL> INSERT INTO accounts VALUES (2, 500);: SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
]

11 row created. Transaction set.

:SQL> COMMIT: SQL> SELECT * FROM accounts:

{Commit complete. ACCOUNT_ID BALANCE

sQL>  ---- STEP 1 ---- 1 500

SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: 2 500

Transaction set. sQL> ---- STEP 4

SQL> SELECT balance from accounts WHERE account_id = 2;
SQL> SELECT * FROM accounts:

BALANCE

ACCOUNT_ID BALANCE  |eeeee————-
-------------------- 500

1 500

7 500 sQL> ---- STEP 6 -

SQL> SELECT balance from accounts WHERE account_id = 1;

SQU> ———— SET Efp 3l
SQL> UPDATE accounts SET balance = balance - 100 WHERE account_id = 1; BALANCE
1 row updated. 400
SQL> SELECT * FROM accounts; SQL>

ACCOUNT_ID BALANCE

1 400
2 500
SQL> ---- STEP 5 ----

SQL> UPDATE accounts SET balance = balance + 100 WHERE account_id = 2;
1 row updated.

SQL> COMMIT:

Commit complete.

SQL> SELECT * from accounts;

ACCOUNT_ID BALANCE

Figure 2.10: Read skew in Oracle’s READ COMMITTED isolation level

In Steps 3 and 5 of the left session (Session A) of Figure 2.10] an attempt is made to transfer
€100 from account 1 to account 2. In Step 4 of the session in the right (Session B) of
Figure the current balance of account 2 is read before Step 5 (of Session A) adds €100
to it. The value read equals €500. Next, Step 6 of Session B reads the current balance of
account 1, following the subtraction of €100 in Step 3 of Session A. The value read is €400.
As a result, the transaction in Session B has read a combined value of accounts 1 and 2 that
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is equal to 500 + 400 = €900 instead of the correct value which is €1000. This comprises
the so called read skew problem. In essence, it is a violation of the data integrity constraint
requiring the combined value of the two bank accounts to always remain equal to €1000.
Oracle’s READ COMMITTED isolation level is prone to Read Skew anomalies.

2.3.10 Read skew and SERIALIZABLE

SESSION A )

>] ORACLE - TEST10 - # Anomaly|Read Skew - Isolation|Serializable

SESSION B
- R x ]

File Edit View Terminal Tabs Help

1 row created. sQL>
SQL> ---- STEP 2 ----
SQL> INSERT INTO accounts VALUES (2, 500); SQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE
1 row created. Transaction set.
SQL> COMMIT: SQL> SELECT * FROM accounts;
Commit complete. ACCOUNT_ID BALANCE
sQL>  ---- STEP 1 ---- 1 500
SQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE: 2 500
Transaction set. sQL>  ---- STEP 4 ----

SQL> SELECT balance from accounts WHERE account_id = 2;
SQL> SELECT * FROM accounts;

BALANCE

ACCOUNT_ID BALANCE e
-------------------- 500

1 500

2 500 S ==es SUEF & ==

SQL> SELECT balance from accounts WHERE account_id = 1;

sQL> ---- STEP 3 ----
SQL> UPDATE accounts SET balance = balance - 100 WHERE account_id = 1; BALANCE
1 row updated. 500
SQL> SELECT * FROM accounts: sQL>

ACCOUNT_ID BALANCE

1 400
2 500
sQL> ---- STEP 5

SQL> UPDATE accounts SET balance = balance + 100 WHERE account_id = 2;
1 row updated.

SQL> COMMIT:

Commit complete.

SQL> SELECT * from accounts;

ACCOUNT_ID BALANCE

so.>

Figure 2.11: Read skew in Oracle’s SERIALIZABLE isolation level

Oracle’s Serializable isolation level, due to its repeatable read functionality, is not prone
to read skew anomalies. So no matter when Session B reads each bank account, it will
consistently read 500 for each one of them.

Konstantinos Diamantidis, MVCC' in the Modern RDBMS



MVCC in Oracle

2.3.11 Write skew and SERIALIZABLE

To examine the write skew anomaly, the SQL code below is used.

The code creates a hospital table with doctors and their "on call" status.

Note: The hospital database model has a constraint requiring that at least one doctor
must always be on call.

CREATE TABLE doctors (name VARCHAR2(255) NOT NULL PRIMARY KEY,
on_call VARCHAR2(10), shift_id INT);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Alice’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Bob’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Carol’, ’false’, 1234);
CREATE PROCEDURE currently_on_call (doctors_on_call OUT number) IS
BEGIN
SELECT count(*) INTO doctors_on_call
FROM doctors WHERE on_call=’true’ AND shift_id=1234;
END

Figure below illustrates a case where Alice and Bob apply for a leave simultaneously.

Alice: Bob:
i begin transaction i begin transaction
name on_call
currently_on_call = ( Alice  true currently_on_call = (
select count(*) from doctors Bob true select count(¥) from doctors
where on_call = true Carol false where on_call = true
and shift_id = 1234 and shift_id = 1234
) )
Now currently_on_call=2 Now currently_on_call =2

O if (currently_on_call >=2) {
update doctors
set on_call = false
where name =‘Alice’
and shift_id = 1234 & if (currently_on_call >=2) {
} update doctors
‘ Bob  false ‘ set on_call =false
where name ='Bob’
and shift_id=1234
}

‘ Alice false ‘

b . s
é commit transaction

name on_call

Alice false
Bob false

Y . .
Carol  false O commit transaction

Figure 2.12: Example of write skew occurring (all false) [2]
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SESSION A
(]

File Edit View Terminal Tabs Help

sQL>  -- STEP 1

S

SQL> SET TRANSACTION ISOLATION LEVEL SERTIALIZABLE;

Transaction set.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice true 1234
Bob true 1234
Carol false 1234

SQL> var doctors_on_call number;
SQL> exec currently_on_call(:doctors_on_call):

PL/SQL procedure successfully completed.
SQL> print :doctors_on_call;
DOCTORS_ON_CALL

sQL> -- STEP 3
il ——mmm e

SQL> UPDATE doctors SET on_call = CASE WHEN :doctors_on_call >= 2 THEN

Ise’ ELSE "true’ END WHERE name = *Alice’' and shift_id=1234;
1 row updated.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234

SQL> COMMIT:
Commit complete.
sQL>  -- STEP 5 --

SQL> —------mmemmeeeee
SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234

SQL> COMMIT;

Commit complete.

ORACLE - TEST12 - # Anomaly|Write Skew - Isolation|Serializable

‘fa

SESSION B
A - R ]

SQL> clear screen 3/22]1
== STEP 2 --

SQUEESQUE e

SQL> SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;

Transaction set.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice true 1234
Bob true 1234
Carol false 1234
sQL> -- STEP 4 --
SQL> ~--eeeccccccccoeee-

SQL> wvar doctors_on_call number;
SQL> exec currently_on_call(:doctors_on_call):

PL/SQL procedure successfully completed.
SQL> print :doctors_on_call;

DOCTORS_ON_CALL

SQL> UPDATE doctors SET on_call = CASE WHEN :doctors_on_call >= 2 THEN '§
alse' ELSE "true' END WHERE name = "Bob' and shift_id=1234;
UPDATE doctors SET on_call = CASE WHEN :doctors_on_call >= 2 THEN "false$
ELSE "true® END WHERE name *Bob* and shift_id=1234

*
ERROR at line 1:
ORA-08177: can't serialize access for this transaction

SQL> COMMIT:
Commit complete.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234
sqQL> -—- STEP 6 -
SQL> —--mmm e e

SQL> SELECT * FROM doctors:

NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234

Figure 2.13: Write skew in Oracle’s SERIALIZABLE isolation level

Write skew anomalies are typically present in the REPEATABLE READ isolation level. Oracle’s
SERIALIZABLE isolation level, can be compared to other Database Management Systems’

REPEATABLE READ isolation level.

As one can see, in Step 4 of Session B, even though the doctors on call seem to be 2, the
update is not allowed and a "can’t serialize access for this transaction” exception is thrown.
Therefore, write skew anomalies are prevented in Oracle’s SERIALIZABLE isolation level, but
the developer has to handle the exception appropriately.
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2.3.12

SESSION A
[>]

File Edit View Terminal Tabs Help

sQL> -- STEP 1 --

il —mmm=mmmmmmmmmmmo

SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:

Transaction set.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice true 1234
Bob true 1234
Carol false 1234

SQL> var doctors_on_call number:
SQL> exec currently_on_call(:doctors_on_call);

PL/SQL procedure successfully completed.
SQL> print :doctors_on_call;

DOCTORS_ON_CALL

SQL> UPDATE doctors SET on_call
alse’ ELSE 'true’ END WHERE name

'Alice' and shift_id=1234;
1 row updated.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234

SQL> COMMIT;

Commit complete.

sQL> -- STEP 5 --
il ====z=ss=s=csococas

SQL> SELECT * FROM doctors;
NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234

SQL> COMMIT;
Commit complete.

sqL> i

ORACLE - TEST11 - # Anomaly|Write Skew - Isolation|Read Committed

CASE WHEN :doctors_on_call >= 2 THEN 'f

Write skew and READ COMMITTED

SESSION

sQL> -- STEP 2 --
SIS —mmmmmmmmm—mee
SQL> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:

Transaction set.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice true 1234
Bob true 1234
Carol false 1234
SQL> -- STEP 4 --
S commmomeees e

SQL> var doctors_on_call number;
SQL> exec currently_on_call(:doctors_on_call);

PL/SQL procedure successfully completed.

SQL> print :doctors_on_call;

DOCTORS_ON_CALL

SQL> UPDATE doctors SET on_call = CASE WHEN :doctors_on_call >= 2 THEN
lse' ELSE "true' END WHERE name = 'Bob' and shift_id=1234;

1 row updated.

SQL> COMMIT;

Commit complete.

SQL> SELECT * FROM doctors;

NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234
sQL> -- STEP 6 --

SQU> ——————— o ———_

SQL> SELECT * FROM doctors;
NAME ON_CALL SHIFT_ID
Alice false 1234
Bob true 1234
Carol false 1234

SQL> COMMIT;
Commit complete.

sqL>

Figure 2.14: Write skew in Oracle’s READ COMMITTED isolation level

As expected, write skew phenomena are not encountered in the READ COMMITTED isolation
level. So, one can see in Session B, that Step 4 correctly sees 1 available doctor on call and
as a result Bob is not allowed to take his absence leave, because the hospital must have at

least 1 doctor on call.
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2.4 Comparison of test results

This table sums up the findings of how Oracle isolation levels behave when encountering the
tested transaction anomalies.

Table 2.1: Oracle isolation levels and transaction anomalies

Read Committed Serializable

NON-REPEATABLE READ Possible Not Possible
LOST UPDATE Possible Not Possible!
GHOST UPDATE Not Possible Not Possible!
PHANTOM UPDATE Possible Not Possible?
READ SKEW Possible Not Possible
WRITE SKEW Not Possible Not Possible!

! Exception occurs and must be handled programmatically. Otherwise,
the transaction continues.
2 Exception does not occur.
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3.1 MySQL Transaction Isolation Levels

The most widely used storage engine for MySQL that supports transactions is InnoDB.

A storage engine is a software module that a Database Management System uses to create,
read, update data from a database [16].

InnoDB is going to be used as MySQL’s storage engine for the purposes of this thesis.
InnoDB, as of version 10.3.15, supports the following transaction isolation levels, all of which
are described by the SQL:1992 standard:

e READ UNCOMMITTED
e READ COMMITTED

e REPEATABLE READ

e SERIALIZABLE

Multi-versioning, or consistent read, as MySQL describes it, is implemented in the READ
COMMITTED and the REPEATABLE READ isolation levels [17], so only those two fall into the
scope of this thesis.

A consistent read does not acquire locks on the tables that needs access to. Therefore,
other sessions can modify those tables at the same time a consistent read is being performed
on the table [17].

3.1.1 REeEAD COMMITTED

The READ COMMITTED transaction isolation level, in MySQL, is not the default option.
This is the opposite of what happens in other Database Management Systems. In the READ
COMMITTED isolation level a fresh snapshot is being obtained for every query within each
transaction.

As described in [1§]:

For locking reads (SELECT with FOR UPDATE or FOR SHARE), UPDATE statements, and
DELETE statements, MySQL locks only index records, not the gaps before them, and as a
result, new records can be inserted next to the locked records. Because of this, phantom
problems may occur.

UPDATE and DELETE statements hold locks only on the rows that are about to be up-
dated/deleted. Non-matching rows get their locks released after MySQL has evaluated the
WHERE condition.

For UPDATE statements, if a row is already locked, MySQL returns the latest committed
version, so that it can be determined whether the row matches the UPDATE’s WHERE clause.
In the case of a match, meaning that a row must be updated, MySQL reads the row one
more time and this time it either locks it or waits to acquire a lock on it.
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3.1.2 REPEATABLE READ

This is MySQL’s default transaction isolation level. All consistent reads within a transaction,
read the snapshot established at the beginning of the transaction, allowing for a consistent
view of the database from statement to statement. To get a more fresh snapshot for your
queries, commit the current transaction and issue new queries afterwards.

As per [I8]:

The snapshot of the database state applies to SELECT statements within a transaction,
not necessarily to DML statements. If you insert or update some rows and then commit
that transaction, a DELETE or UPDATE statement issued from another concurrent transac-
tion could affect those committed rows, even though the session could not query them at
the beginning. If a transaction updates or deletes rows that got committed by a different
transaction, those changes do become visible to the current transaction.

This isolation level, provides repeatable reads and protects against phantom reads and
ghost updates, but it is, surprisingly, susceptible to phantom updates and lost updates.
It seems as MySQL’s REPEATABLE READ is less strict than other Database Management
Systems’ similar isolation levels.
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3.2 MySQL and MVCC

MySQL implements multi-version concurrency control (MVCC), which means that each user
will access their own set of data (snapshot) to interact with. This allows users to see a
consistent view of the system without expensive and performance-constraining locking which
would limit concurrency.

A primary feature of MySQL’s implementation of MVCC is that when a record is modified,
its current version is first stashed away as an “undo record” in an “undo log”. It is named
"undo log" because it keeps the necessary information to undo the applied changes, so as to
revert the record to its previous version.

Every record has a reference to its most recent undo record. This is called a rollback
pointer, and every undo record contains a reference to its previous undo record (except for
an initial record insert, which can be undone by simply deleting the record), forming a chain
of all previous versions of a record. In this way, any previous version of a record can be easily
re-constructed [3].

Record
TRX_ID = 3
id = 1
a = “C”
Undo Update Undo Update
TR*_ID = 2 . TRX_ID =1 . Undp Insert
id =1 id = 1 id = 1
a = “g” a = “A”

Figure 3.1: MySQL Undo Log chaining representation [3]

[19] mentions:

Undo logs in the rollback segment are seperated into insert and update undo logs. Insert
undo logs are needed only when rolling back a transaction and can be discarded as soon as
the transaction commits. Update undo logs are used also in consistent reads. They can be
discarded only if there is no transaction present for which MySQL has assigned a snapshot
that a consistent read could need the information to build an earlier version of a database
row.
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MySQL, as described in [I9], among other things, internally adds three necessary fields
to each row so as to facilitate MVCC:

e A 6-byte DB TRX ID field which indicates the transaction identifier for the last trans-
action that inserted or modified the row. These ids are incremented in a way that
allows MySQL to determine that one transaction started before another. So, along
with the columns that may have been updated, a write operation also marks the row
with its transaction id. This allows read operations to know if they can use the row
data, or if it has been changed and an older version needs to be consulted.

e A 7-byte DB_ROLL_PTR field, called the roll pointer, which points to an undo log
record written to the rollback segment.

e A 6-byte DB_ROW 1D field which contains an ID that increments as new rows are
inserted.
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3.3 Examples of isolation levels

The following scenarios are being tested in two, side-by-side active concurrent transactions.
The table that is being used got created with this SQL code:

CREATE TABLE T (id INT NOT NULL PRIMARY KEY, x INT);

INSERT INTO T VALUES (1, 1);
INSERT INTO T VALUES (2, 2);
INSERT INTO T VALUES (3, 3);

3.3.1 Non-repeatable read and READ COMMITTED

SESSION A

[>_] MYSQL - TEST1 - # Anomaly|Non-Repeatable Read - Isolation|Read Committed

File Edit View Terminal Tabs Help

MariaDB [testdb]>

MariaDB [testdb]> -- STEP 1

MariaDB [testdb]> ----------coeomoonn

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T WHERE id=1;
+ -

Fommmtoe +

1 row in set (0.000 sec)

MariaDB [testdb]> -- STEP 3
MariaDB [testdb]> ------------coonnn
MariaDB [testdb]> SELECT * FROM T ORDER BY id:

3 rows 1in set (0.000 sec)

MariaDB [testdb]> -- STEP 5 --
MariaDB [testdb]> ----------ccoooooo-
MariaDB [testdb]> SELECT * FROM T ORDER BY id:

PO +
| id | x |
b beee +
| 1] 12
I 2] 2|
| 31 3|
b b +

3 rows 1in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> ]

SESSION B
—

MariaDB [testdb]>
MariaDB [testdb]>
MariaDB [testdb]> --------c--eceomnonn
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> UPDATE T SET x=12 WHERE id=1;
Query OK, 1 row affected (0.004 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM T WHERE id=1:

..... N

1 row in set (0.000 sec)

MariaDB [testdb]>
MariaDB [testdb]> ----ccccccocooaaaan
MariaDB [testdb]> COMMIT;

Query OK, 0 rows affected (0.002 sec)

MariaDB [testdb]>

Figure 3.2: Non-repeatable read in MySQL’s READ COMMITTED isolation level

This example makes clear that MySQL’s READ COMMITTED isolation level does not provide
a repeatable read, as Session A on Step 3, reads the committed change on Session B. Step 3
on Session A shows that a Dirty Read is avoided as the changed, but not committed, value
of Step 2 (Session B) is not seen.
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3.3.2 Non-repeatable read and REPEATABLE READ

SESSION A SESSION B
[ - Yo

MYSQL - TEST2 - # Anomaly|Non-Repeatable Read - Isolation|Repeatable Read

File Edit View Terminal Tabs Help

MariaDB [testdb]> MariaDB [testdb]>
MariaDB [testdb]> -- STEP 1 -- MariaDB [testdb]> -- STEP 2
MariaDB [testdb]> -----------cmommoon MariaDB [testdb]> ------------momnooo
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ; MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Query OK, 0 rows affected (0.000 sec) Query OK, 0 rows affected (0.000 sec)
MariaDB [testdb]> BEGIN; MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec) Query OK, 0 rows affected (0.000 sec)
MariaDB [testdb]> SELECT * FROM T WHERE id=1; MariaDB [testdb]> UPDATE T SET x=12 WHERE id=1
L + Query OK, 1 row affected (0.000 sec)
| id | x | Rows matched: 1 Changed: 1 Warnings: 0
e e +
| 1 1| MariaDB [testdb]> SELECT * FROM T WHERE id=1
e e + e e +
1 row in set (0.000 sec) | id | x

i +
MariaDB [testdb]> -- STEP 3 -- | 1 12
MariaDB [testdb]> ------cccomcooaaoao R +
MariaDB [testdb]> SELECT * FROM T WHERE id=1; 1 row in set (0.001 sec)
e +
| id | x | MariaDB [testdb]> COMMIT;
B + Query OK, 0 rows affected (0.004 sec)
I 1 11
Focmedommmmm + MariaDB [testdb]>

1 row in set (0.000 sec)

MariaDB [testdb]> COMMIT:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T ORDER BY id;

$om o ae +
| 1d | x |
PO +
I v 12
I 2] 2 |
I 31 3|
T +

3 rows 1n set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> I

Figure 3.3: Non-repeatable read in MySQL’s REPEATABLE READ isolation level

Repeatable read is provided by MySQL’s REPEATABLE READ isolation level.
The example above shows that Session A sees Session B’s change after committing itself first
(Step 3). Before committing, the same value is being read.
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3.3.3 Lost update and READ COMMITTED

SESSION A
[>]

File Edit View Terminal Tabs Help

MariaDB [testdb]>

MariaDB [testdb]> -- STEP 1 --

MariaDB [testdb]> -------cccocooooo

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T WHERE id=1;

S SV o
| id | x |
T SV i
I 1 11
T SV i

1 row in set (0.000 sec)

MariaDB [testdb]> -- STEP 3 --

MariaDB [testdb]> ------------- -

MariaDB [testdb]> UPDATE T SET x=13 WHERE id=1;
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM T WHERE id=1;

PO +
| id | x |
PO +
| 1 13 |
PO +

1 row in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.004 sec)

MariaDB [testdb]> SELECT * FROM T ORDER BY id:

PO +
| 1d | x |
T +
I 1 13
I 2 2 |
I 31 3
T . +

3 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> I

MYSQL - TEST3 - # Anomaly|Lost Update - Isolation|Read Committed

SESSION B
A - 5 [x]

MariaDB [testdb]>

MariaDB [testdb]> -- STEP 2 --

MariaDB [testdb]> ------cccoomoaoaooo

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> UPDATE T SET x=12 WHERE 1id=1;
Query OK, 1 row affected (0.000 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM T WHERE id=1;

PO +
| id | x |
P +
| 1 12 |
S +

1 row in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.004 sec)

MariaDB [testdb]>

Figure 3.4: Lost update in MySQL’s READ COMMITTED isolation level

The READ COMMITTED isolation level is prone to lost update phenomena as one can observe
from the above example. Session B’s update on Step 2 (x=12) gets overwritten by Session
A’s update on Step 3 (x=13) without an exception or a warning.
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3.3.4 Lost update and REPEATABLE READ

SESSION A

SESSION

[>.] MYSQL - TEST4 - # Anomaly|Lost Update - Isolation|Repeatable Read S

File Edit View Terminal Tabs Help

MariaDB [testdb]>
MariaDB [testdb]> --
MariaDB [testdb]> ------cccocooooooo

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T WHERE id=1;

S SV o
| id | x |
T SV i
I 1 11
T SV i

1 row in set (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]>
MariaDB [testdb]> UPDATE T SET x=13 WHERE id=1:
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM T WHERE id=1;

PO +
| id | x |
PO +
| 1 13 |
PO +

1 row in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]> ]

MariaDB [testdb]>
MariaDB [testdb]>
MariaDB [testdb]> -----cccomcmoaaooan

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> UPDATE T SET x=12 WHERE id=1:
Query OK, 1 row affected (0.000 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM T WHERE id=1:

PO +
| id | x |
b bemeean +
| 1 12 |
bembeman +

1 row in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]>

Figure 3.5: Lost update in MySQL’s REPEATABLE READ isolation level

o

MySQL’s REPEATABLE READ does not prevent lost updates like other DBMS’ similar iso-
lation levels do. The example above, shows the Session B’s committed value (Step 2) being
overwritten by Session A’s Step 3 without an exception or a warning.
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3.3.5 Ghost update and READ COMMITTED

SESSION A
[>]

File Edit View Terminal Tabs Help

MariaDB [testdb]>

MariaDB [testdb]> -- STEP 1

MariaDB [testdb]> ---------c-omoonoon

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T WHERE id=1;

TS SV i
| id | x |
T SV i
I 1 11
T SV i

1 row in set (0.001 sec)

MariaDB [testdb]> -- STEP 3 --

MariaDB [testdb]> ------cccomcooaaoano

MariaDB [testdb]> UPDATE T SET x=13 WHERE id=1;
Query OK, 0 rows affected (0.001 sec)

Rows matched: 0 Changed: 0 Warnings: 0

MariaDB [testdb]> SELECT * FROM T WHERE id=1;
Empty set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T ORDER BY id:

S +
| 1d | x |
R — +
I 2] 2 |
I 31 3|
PO +

2 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> I

MYSQL - TESTS - # Anomaly|Ghost Update - Isolation|Read Committed

SESSION B
A - K

MariaDB [testdb]>
MariaDB [testdb]>
MariaDB [testdb]> ------------momnooo
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> DELETE FROM T WHERE id=1;
Query OK, 1 row affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T WHERE id=1;
Empty set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.002 sec)

MariaDB [testdb]>

Figure 3.6: Ghost update in MySQL’s READ COMMITTED isolation level

Ghost update anomalies do not take place in the READ COMMITTED isolation level. One
can see that in Session A on Step 3, the update command runs successfully but with no effect
taking place on the row that previously got deleted by Session B on Step 2.
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3.3.6 Ghost update and REPEATABLE READ

SESSION A
[>]

File Edit View Terminal Tabs Help
MariaDB [testdb]>
MariaDB [testdb]> --
MariaDB [testdb]> ---------cooooooooo

MYSQL - TEST6 - # Anomaly|Ghost Update - Isolation|Repeatable Read

MariaDB [testdb]>
MariaDB [testdb]> --
MariaDB [testdb]> --------c-ooomoooon

SESSION B
= - - O

MariaDB [testdb]>

SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:

Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]>

BEGIN:

Query OK, 0 rows affected

MariaDB [testdb]> SELECT

PO +
| id | x |
PO SR +
I 1 1
I 21 2|
I 31 3
PO +

3 rows in set (0.000 sec)

MariaDB [testdb]> -- S

MariaDB [testdb]> -------

MariaDB [testdb]> UPDATE
Query OK, 0 rows affected
Rows matched: 0 Changed:

MariaDB [testdb]> SELECT

N +
| id | x |
TS S +
I 11 11
I 2 2|
I 31 3|
S S — +

3 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;

Query OK, 0 rows affected

MariaDB [testdb]> SELECT

PO "
| 1d | x |
PO +
I 2 2|
I 31 3|
PO +

2 rows in set (0.004 sec)

MariaDB [testdb]> COMMIT;

Query OK, 0 rows affected

MariaDB [testdb]> ||

(0.000 sec)

id,x FROM T ORDER BY id;

T SET x=13 WHERE id=1;
(0.000 sec)
0 Warnings: 0

id,x FROM T ORDER BY id;

(0.000 sec)

id,x FROM T ORDER BY id;

(0.000 sec)

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> DELETE FROM T WHERE id=1:
Query OK, 1 row affected (0.000 sec)

MariaDB [testdb]> SELECT id,x FROM T ORDER BY id;

2 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]>

Figure 3.7: Ghost update in MySQL’s REPEATABLE READ isolation level

The REPEATABLE READ isolation level also prevents ghost update phenomena. Interestingly
enough, even though in Session A on Step 3 we can see that the row with id = 1 gets read,
the UPDATE query doesn’t have an effect on it.
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3.3.7 Phantom update and READ COMMITTED

%ESSION A

File Edit View Terminal Tabs Help

MariaDB [testdb]>
MariaDB [testdb]l> -- STEP 1 --
MariaDB [testdb]> -----------omommmn

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;

Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T:

S —— +
| 1d | x |
e +
I 1] 1]
I 2] 2 |
I 31 3|
PSRN +

3 rows 1n set (0.000 sec)

MariaDB [testdb]> -- STEP 3 --

MariaDB [testdb]> ----ccccccooaaoanan

MariaDB [testdb]> UPDATE T SET x=42 WHERE 1d=4:;
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]> -- STEP 4 --

MariaDB [testdb]> --------cemmemmcanaa
MariaDB [testdb]> SELECT * FROM T ORDER BY id:

| 1
| 2
| 3
| 4
e -

4 rows 1n set (0.001 sec)

MariaDB [testdb]> COMMIT:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> i

MYSQL - TEST7 - # Anomaly|Phantom Update - Isolation|Read Committed

SESSION B

MariaDB [testdb]>

MariaDB [testdb]l> -- STEP 2 --

MariaDB [testdb]> ----------cccooon

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> INSERT INTO T VALUES (4.4):
Query OK, 1 row affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T ORDER BY id:

| 1
| 2
| 3
| 4
B -

4 rows 1n set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]>

Figure 3.8: Phantom update in MySQL’s READ COMMITTED isolation level

Phantom update phenomena occur in the READ COMMITTED isolation level. Session A on
Step 3, successfully updates a record that it had not read before. That record got committed

by the concurrent Session B on Step 2.
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3.3.8 Phantom update and REPEATABLE READ

SESSION A
(>

File Edit View Terminal Tabs Help

MariaDB [testdb]l> -- STEP 1 --

MariaDB [testdb]> -------------------

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT id,x FROM T ORDER BY id;

e +

3 rows in set (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]> -----c-ccooomnoononon

MariaDB [testdb]> UPDATE T SET x=42 WHERE id=4;
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT id,x FROM T ORDER BY id;

e +

4 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]> --
MariaDB [testdb]> ~-----cccccmmmcaaan
MariaDB [testdb]> SELECT * FROM T ORDER BY id:

FEWEE SRS +
| id | x |
et r
I 11 41|
I 21 2
I 31 3
| 41 42
G +

4 rows 1n set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdbl> J|

MYSQL - TESTS - # Anomaly|Phantom Update - Isolation|Repeatable Read

SESSION B

MariaDB [testdb]> system clear
MariaDB [testdb]>
MariaDB [testdb]> --
MariaDB [testdb]> ---cmcccmcccacaaaaa

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> INSERT INTO T VALUES (4.4);
Query OK, 1 row affected (0.000 sec)

MariaDB [testdb]> UPDATE T SET x=41 WHERE id=1:
Query OK, 1 row affected (0.000 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM T ORDER BY id:

mmmmtimmmm=m +
| 1d | x I
S - +
|
I 2] 2|
I 31 3|
I 4] 4 |
ET Sy S +

4 rows 1n set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.004 sec)

MariaDB [testdb]>

Figure 3.9: Phantom update in MySQL’s REPEATABLE READ isolation level

Unlike other Database Management Systems’ similar transaction isolation levels, MySQL’s
REPEATABLE READ allows phantom updates. As one can observe, the "consistent read"
takes place only for the records that existed at the beginning of the transaction and not for
the whole table. As a result, newly inserted records can be seen and acted upon.

In the example above, we see that the newly inserted record of Session B on Step 2 (x = 4)
gets successfully updated by Session A’s Step 3 even though it had not read this record in
Step 1. Also, Session B’s update on Step 2 (x = 41) is not seen by Session A on Step 3, but

only after a commit takes place (Step 4).
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3.3.9 Read skew and READ COMMITTED

Read skew anomaly is going to get examined using the following table which is a simulation
of two bank accounts belonging to a user. The user is attempting to transfer money from
one account to the other.

CREATE TABLE accounts (account_id INT NOT NULL PRIMARY KEY, balance INT);
INSERT INTO accounts VALUES (1, 500);
INSERT INTO accounts VALUES (2, 500);

SESSION A SESSION B
- a ‘3

>} MYSQL - TEST9 - # Anomaly|Read Skew - Isolation|Read Committed

File Edit View Terminal Tabs Help

MariaDB [testdb]> -- STEP 1 -- MariaDB [testdb]> system clear
MariaDB [testdb]> ~----ccccccmmeaana- MariaDB [testdb]>
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: MariaDB [testdb]> -- STEP 2 --
Query OK, 0 rows affected (0.000 sec) MariaDB [testdb]> ----------------—---
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
MariaDB [testdb]> BEGIN; Query OK, 0 rows affected (0.000 sec)

Query OK, 0 rows affected (0.000 sec)
MariaDB [testdb]> BEGIN;

MariaDB [testdb]> SELECT * FROM accounts; Query OK, 0 rows affected (0.000 sec)
| account_id | balance | MariaDB [testdb]> SELECT * FROM accounts;
| 1] 500 | | account_id | balance
| 2 | 500 | e frmmmmmmmme +
e e + | 1] 500 |
2 rows in set (0.000 sec) | 2 | 500
S e +
MariaDB [testdb]> -- STEP 3 -- 2 rows in set (0.000 sec)
MariaDB [testdb]> -----ccoccooaoooooo
MariaDB [testdb]> UPDATE accounts SET balance = balance - 100 WHERE accou|MariaDB [testdb]> -- STEP 4 --
nt_id = 1; MariaDB [testdb]> -----c-eooooooaooon
Query OK, 1 row affected (0.003 sec) MariaDB [testdb]> SELECT balance from accounts WHERE account_id = 2;
Rows matched: 1 Changed: 1 Warnings: 0 Fommmm oo
| balance |
MariaDB [testdb]> SELECT * FROM accounts; Fommmmmme +
777777777777777777777777 | 500 |
| account_id | balance | R +
777777777777777777777777 1 row in set (0.000 sec)
| 1| 400 |
| 2| 500 | MariaDB [testdb]> -- STEP 6 --
R Fommmmmman + MariaDB [testdb]> ---ccccccccccaaaaa.
2 rows in set (0.000 sec) MariaDB [testdb]> SELECT balance from accounts WHERE account_id = 1
e +
MariaDB [testdb]> -- STEP 5 -- | balance
MariaDB [testdb]> ----------mmooooo oo em +
MariaDB [testdb]> UPDATE accounts SET balance = balance + 100 WHERE accou|| 400
nt_id = 2; TR +
Query OK, 1 row affected (0.004 sec) 1 row in set (0.001 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> COMMIT:

MariaDB [testdb]> COMMIT; Query OK, 0 rows affected (0.000 sec)
Query OK, 0 rows affected (0.001 sec)
MariaDB [testdb]>
MariaDB [testdb]> SELECT * from accounts
e fmmmmmmeee +

| account_id | balance |

|2 rows in set (0.001 sec)

MariaDB [testdb]> COMMIT:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdbl> ]

Figure 3.10: Read skew in MySQL’s READ COMMITTED isolation level

In Steps 3 and 5 of Session A of Figure [3.10], an attempt is made to transfer €100 from
account 1 to account 2. In Step 4 of Session B of Figure [3.10] the current balance of account
2 is read before Step 5 (of Session A) adds €100 to it. The value read equals €500. Next,
Step 6 of Session B reads the current balance of account 1, following the subtraction of €100
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in Step 3 of Session A. The value read is €400.

As a result, the transaction in Session B has read a combined value of accounts 1 and 2 that
is equal to 500 + 400 = €900 instead of the correct value which is €1000. This comprises
the so called read skew problem. In essence, it is a violation of the data integrity constraint
requiring the combined value of the two bank accounts to always remain equal to €1000.
MySQL’s READ COMMITTED isolation level is prone to read skew anomalies.

3.3.10 Read skew and REPEATABLE READ

SESSION A SESSION B

>} MYSQL - TEST10 - # Anomaly|Read Skew - Isolation|Repeatable Read = Q

File Edit View Terminal Tabs Help

MariaDB [testdb]> -- STEP 1 --
MariaDB [testdb]> ~-----mccmcmmaaaaa MariaDB [testdb]>
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ; MariaDB [testdb]> -- STEP 2 --
Query OK, 0 rows affected (0.003 sec) MariaDB [testdb]> --------------—-----
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:
MariaDB [testdb]> BEGIN; Query OK, 0 rows affected (0.000 sec)

Query OK, 0 rows affected (0.000 sec)
MariaDB [testdb]> BEGIN;

MariaDB [testdb]> SELECT * FROM accounts; Query OK, 0 rows affected (0.000 sec)
| account_id | balance | MariaDB [testdb]> SELECT * FROM accounts;
e e + e e +
I 1] 500 | | account_id | balance
| 2 500 | 4omccccccccccdocccccaas +
e — - + | 1 500 |
2 rows 1n set (0.000 sec) | 2| 500

TN E—— T +
MariaDB [testdb]> -- STEP 3 -- 2 rows 1n set (0.000 sec)
MariaDB [testdb]> ------------c-oe-eo
MariaDB [testdb]> UPDATE accounts SET balance = balance - 100 WHERE accou|MariaDB [testdb]> -- STEP 4 --
nt_id = 1; MariaDB [testdb]> -------------------
Query OK, 1 row affected (0.000 sec) MariaDB [testdb]> SELECT balance from accounts WHERE account_id = 2;
Rows matched: 1 Changed: 1 Warnings: 0 Fommmmmm- +

| balance |
MariaDB [testdb]> SELECT * FROM accounts; Fommmmm—en +
R — R — + | 500 |
| account_id | balance | R +
Fem e e + 1 row in set (0.000 sec)
I 1] 400 |
[ 2| 500 | MariaDB [testdb]> -- STEP 6 --
B Fommmmme - + MariaDB [testdb]> -------------------
2 rows in set (0.000 sec) MariaDB [testdb]> SELECT balance from accounts WHERE account_id = 1
MariaDB [testdb]> -- STEP 5 -- | balance
MariaDB [testdb]> ----------cccvcvcc o et
MariaDB [testdb]> UPDATE accounts SET balance = balance + 100 WHERE accou|| 500
nt_id = 2; Fommmmmemn +
Query 0K, 1 row affected (0.000 sec) 1 row in set (0.000 sec)
Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> COMMIT;

MariaDB [testdb]> COMMIT; Query OK, 0 rows affected (0.000 sec)
Query OK, 0 rows affected (0.003 sec)
MariaDB [testdb]>
MariaDB [testdb]> SELECT * from accounts;

S S +

| account_id | balance |

2 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> |

Figure 3.11: Read skew in MySQL’s REPEATABLE READ isolation level

By definition, read skew is not expected to occur in the REPEATABLE READ isolation level.
So, no matter when Session B reads each bank account, it will consistently read 500 for each
one of them.
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3.3.11 Write skew and REPEATABLE READ

To examine the write skew anomaly, the SQL code below is used.

The code creates a hospital table with doctors and their "on call" status.

Note: The hospital database model has a constraint requiring that at least one doctor
must always be on call.

CREATE TABLE doctors (name VARCHAR2(255) NOT NULL PRIMARY KEY,
on_call VARCHAR(10), shift_id INT);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Alice’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Bob’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Carol’, ’false’, 1234);
CREATE PROCEDURE currently_on_call(OUT doctors_on_call INT)
BEGIN
SELECT count(*) INTO doctors_on_call
FROM doctors WHERE on_call="true" AND shift_id=1234;
END

Figure below illustrates a case where Alice and Bob apply for a leave simultaneously.

Alice: Bob:
i begin transaction i begin transaction
name on_call
currently_on_call = ( Alice  true currently_on_call = (
select count(*) from doctors Bob true select count(¥) from doctors
where on_call = true Carol false where on_call = true
and shift_id = 1234 and shift_id = 1234
) )
Now currently_on_call=2 Now currently_on_call =2

O if (currently_on_call >=2) {
update doctors
set on_call = false
where name =‘Alice’
and shift_id = 1234 & if (currently_on_call >=2) {
} update doctors
‘ Bob  false ‘ set on_call =false
where name ='Bob’
and shift_id=1234
}

‘ Alice false ‘

b . s
é commit transaction

name on_call

Alice false
Bob false

Y . .
Carol  false O commit transaction

Figure 3.12: Example of write skew occurring (all false) [2]
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SESSION A
[>]

File Edit View Terminal Tabs Help

MariaDB [testdb]> -- STEP 1 --
MariaDB [testdb]> -----------mmoonn
MariaDB [testdb]>
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM doctors;

S — e e +
| name | on_call | shift_id

S e e +
| Alice | true | 1234 |
| Bob | true | 1234 |
| Carol | false | 1234 |
G S fmmmm +

3 rows 1in set (0.000 sec)

MariaDB [testdb]> CALL currently_on_call(@doctors_on_call)
Query OK, 1 row affected (0.000 sec)

MariaDB [testdb]> SELECT @doctors_on_call;

1 row in set (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]>
MariaDB [testdb]>
"false", "true") WHERE name = "Alice" and shift_id = 1234;
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0
MariaDB [testdb]> SELECT * FROM doctors;
G e G +

| name | on_call | shift_id

e e R +

| Alice | false | 1234 |

| Bob | true | 1234 |

| carol | false | 1234 |

G e G +

3 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb])l

SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:

MYSQL - TEST12 - # Anomaly|Write Skew - Isolation|Repeatable Read

UPDATE doctors SET on_call = IF(@doctors_on_call >= 2,

SESSION

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM doctors;

e o et
| name | on_call | shift_id |
T e e +
| Alice | true | 1234 |
| Bob | true | 1234 |
| Carol | false | 1234 |
e G S +

3 rows in set (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]>
MariaDB [testdb]> CALL currently_on_call(@doctors_on_call)
Query OK, 1 row affected (0.001 sec)

MariaDB [testdb]> SELECT @doctors_on_call;

D +
| @doctors_on_call |
R +
| 2|
e —————— +

1 row in set (0.000 sec)

MariaDB [testdb]> UPDATE doctors SET on_call =
false", "true") WHERE name = "Bob" and shift_id
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0

1234;

MariaDB [testdb]> SELECT * FROM doctors;

e e R +
| name | on_call | shift_id |
e s G +
| Alice | true | 1234 |
| Bob | false | 1234 |
| Carol | false | 1234 |
e e G +

3 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.003 sec)

MariaDB [testdb]> --
MariaDB [testdb]>
MariaDB [testdb]> SELECT * FROM doctors;

- S e — +
| name | on_call | shift_id |
. . P +
| Alice | false | 1234 |
| Bob | false | 1234 |
| Carol | false | 1234 |
T — e e +

3 rows 1in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]>

Figure 3.13: Write skew in MySQL’s REPEATABLE READ isolation level

B
o

IF(@doctors_on_call >= 2, "

The REPEATABLE READ isolation level is known to not prevent the write skew problem.
MySQL’s REPEATABLE READ is no exception to the rule.
In Step 4 of Session B we note that the change at Step 3 of Session A, which changed Alice’s
on_ call status to false, is not seen and as a result the count of doctors on_call remains 2.
So, Step 4 succeeds in updating Bob’s on_call status to ’false’. After Session B commits

at Step 4, we see that now all doctors are out of call. This violates the hospital’s model

constraint mentioned above.
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3.3.12

%ESSION A

File Edit View Terminal

MariaDB [testdb]> --
MariaDB [testdb]> ---------ooomoooon
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

Tabs Help
STEP 1 --

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM doctors;

T — e e — +
| name | on_call | shift_id |
e S S +
| Alice | true | 1234 |
| Bob | true | 1234 |
| Carol | false | 1234 |
I —— A e +

3 rows 1in set (0.000 sec)

MariaDB [testdb]> CALL currently_on_call(@doctors_on_call)
Query OK, 1 row affected (0.001 sec)

MariaDB [testdb]> SELECT @doctors_on_call

SN +
| @doctors_on_call |
NN +
| 2|
NN +

1 row in set (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]>
MariaDB [testdb]>
"false", "true") WHERE name = "Alice" and shift_id = 1234;
Query OK, 1 row affected (0.000 sec)

Rows matched: 1 Changed: 1 Warnings: 0

MariaDB [testdb]> SELECT * FROM doctors;

e R e +
| name | on_call | shift_id |
N R R +
| Alice | false | 1234 |
| Bob | true | 1234 |
| Carol | false | 1234 |
e e R +

3 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.002 sec)

MariaDB [testdb]>l

MYSQL - TEST11 - # Anomaly|Write Skew - Isolation|Read Committed

UPDATE doctors SET on_call = IF(@doctors_on_call >= 2,

Write skew and READ COMMITTED

SESSION B
A - R ]

MariaDB [testdb]>
MariaDB [testdb]> --
MariaDB [testdb]> -----cccccmoooaaoan

MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> BEGIN;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM doctors;
e G G +
| name | on_call | shift_id |
e G G +
| Alice | true | 1234 |
| Bob | true | 1234 |
| carol | false | 1234 |
e e G +

3 rows in set (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]> ----c-ccccmcooaanaan

MariaDB [testdb]> CALL currently_on_call(@doctors_on_call);
Query OK, 1 row affected (0.001 sec)

MariaDB [testdb]> SELECT @doctors_on_call;

e +
| @doctors_on_call |
I +
| 11
e — +

1 row in set (0.000 sec)

MariaDB [testdb]> UPDATE doctors SET on_call =
false", "true") WHERE name = "Bob" and shift_id
Query OK, 0 rows affected (0.000 sec)

Rows matched: 1 Changed: 0 Warnings: 0

IF(@doctors_on_call >= 2, "
= 1234;

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> --
MariaDB [testdb]>
MariaDB [testdb]>

SELECT * FROM doctors;

e G e +
| name | on_call | shift_id |
e G e +
| Alice | false | 1234 |
| Bob | true | 1234 |
| Carol | false | 1234 |
R G G +

3 rows in set (0.000 sec)

MariaDB [testdb]> COMMIT;
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]>

Figure 3.14: Write skew in MySQL’s READ COMMITTED isolation level

As one can expect, due to its nature, the READ COMMITTED isolation levels are not vulner-

able to write skew phenomena.

So, we see in Step 4, that the second transaction correctly sees 1 available doctor on call and
as a result Bob is not allowed to take his absence leave, because the hospital must have at

least 1 doctor on call.
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3.4 Comparison of test results

This table sums up the findings of how MySQL isolation levels behave when encountering
the tested transaction anomalies.

Table 3.1: MySQL isolation levels and transaction anomalies

Read Committed Repeatable Read

NON-REPEATABLE READ Possible Not Possible
LOST UPDATE Possible Possible
GHOST UPDATE Not Possible! Not Possible!
PHANTOM UPDATE Possible Possible?
READ SKEW Possible Not Possible
WRITE SKEW Not Possible Possible

1 Exception does not occur.
2 Without phantom read.
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4.1 PostgreSQL Transaction Isolation Levels

There are four transaction isolation levels defined in the ANSI SQL ’92 Standard:
e READ UNCOMMITTED
e READ COMMITTED
e REPEATABLE READ
e SERIALIZABLE

Even though all of the four can be requested in PostgreSQL, only the last three are
implemented internally. PostgreSQL’s READ UNCOMMITTED mode behaves like READ COM-
MITTED. This is because it is the only sensible way to map the standard isolation levels to
PostgreSQL’s multiversion concurrency control architecture. [20]

4.1.1 READ COMMITTED

This is PostgreSQL’s default transaction isolation level. SELECT queries of a transaction
using this isolation level will see data that got committed exactly before the query took
place. Uncommitted changes, or changes that got committed after the query executed, will
not be seen. Uncommitted changes within the same transaction will be seen.

Transaction anomalies that are bound to happen when using this isolation level are non-
repeatable reads, lost updates, phantom reads, phantom updates as well as skewed reads.

The partial transaction isolation provided by the READ COMMITTED isolation level is
sufficient for many applications because it is fast and simple to use. The simplicity lies in
the fact that a transaction abort is possible only in the case of a failure, but not as a means
to prevent inconsistency [21], because a serialization error cannot occur. However, it is not
suitable for all cases. Applications that do complex queries and updates might require a
more rigorously consistent view of the database than the READ COMMITTED isolation level
provides [20].
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4.1.2 REPEATABLE READ

In this isolation level, SELECT queries see data committed before the start of the transaction
but not committed before each statement in the current transaction, as is the case in READ
COMMITTED isolation level. Uncommitted changes or committed changes by other concurrent
transactions are never seen. This provides the transaction with a more consistent view of the
database.

If a transaction, running with the REPEATABLE READ isolation level, tries to update
or delete a row that got changed and committed by another concurrent transaction, the
former will be rolled back with the message "ERROR: could not serialize access due
to concurrent update". Therefore, developers that are using this isolation level, should
bear this error in mind and handle it appropriately (e.g., by retrying the transaction).

Although most transaction anomalies are prevented by this isolation level, write skew
anomalies do occur. This makes it a convenient isolation level to be used in applications that
use mostly read-only transactions, such as report building applications.

4.1.3 SERIALIZABLE

This isolation level makes concurrent transactions behave like if they would run serially, one
after the other. Internally, there aren’t any significant differences between SERIALIZABLE and
REPEATABLE READ except that SERIALIZABLE monitors for conditions which could make
execution of a concurrent set of serializable transactions behave in a manner inconsistent
with all possible serial executions of those transactions. This monitoring does not introduce
any blocking beyond that present in REPEATABLE READ, but there is some overhead to the
monitoring, and detection of the conditions which could cause a serialization failure. [20]
The SERIALIZABLE isolation level, makes a developer not worry about inconsistencies but
only hande serialization errors by repeating the transactions. Applications using this isolation
level will have significantly reduced system throughput due to the additional overhead.

4.2 PostgresSQL and MVCC

Unlike Oracle, MySQL and SQL Server, which use a mechanism of storing each modification
in a separate data structure (e.g., Undo Segments), PostgreSQL’s approach could be consid-
ered more elegant. PostgreSQL stores multiple rows in the table’s data structure itself and
limits their visibility with the use xmin and xmax system columns [4].

When a transaction starts, the XID number (a transaction ID) gets incremented and
assigned to the current transaction.

In the case of an INSERT, the XID gets stored in the row as the value of xmin. Every row
that has been committed and has the xmin value less than the current transaction’s XID is
visible to the transaction. This means that you can start a transaction and insert a row, and
until that transaction commits, that row will not be visible to other transactions. Once it
commits, other transactions will be able to view the new row because they will satisfy the
xmin <= XID and xmax >= XID condition. The underlying mechanism works the same for
DELETEs and UPDATES, only in these cases it stores the xmax value (instead of xmin) on each
row in order to determine visibility.
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In the case of a DELETE, the XID value is stored in the xmax column and the row is marked
for deletion, without actually being deleted. This is because, an already open transaction
must be able to see a previous version of that row. Actual data deletion occurs when the
mechanism called vacuum takes action. This process looks up tuples that are no longer
accessible to any transaction and deletes them. Without vacuuming the database would only
grow in size, and even worse, it would eventually hit a transaction ID wraparound that can
have catastrophic consequences [4].

An UPDATE is essentially a deletion of the tuple and then an insertion. In Figure one
can see that the each process (A and B) sees a different tuple. Process B sees the old tuple
with its old values but the xmax value has been updated with the XID value of the transaction
A that updated (deleted and inserted) the tuple.

process A: BEGIN;
process A: SELECT txid current();

txid current

process A: UPDATE users SET name = 'Marko' WHERE id =
T .77' 3L 1y -,.ll,= JO '7. lock -7. = .',',,.l | .|

process A: SELECT *, xmin, xmax FROM users;
id | name | xmin | xmax
t t

| Marko |

process B: SELECT *, xmin,
id | name | xmin |

(1 rows)

Figure 4.1: PostregSQL’s UPDATE under the hood [4]
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4.3 Examples of isolation levels

The following scenarios are being tested in two, side-by-side active concurrent transactions.
The table that is being used got created with this SQL code:

CREATE TABLE T (id INT NOT NULL PRIMARY KEY, x INT);
INSERT INTO T VALUES (1, 1);
INSERT INTO T VALUES (2, 2);
INSERT INTO T VALUES (3, 3);

4.3.1 Non-repeatable read and READ COMMITTED

SESSION_A SESSION B
> POSTGRES - TEST1 - # Anomaly|Non-Repeatable Read - Isolation|Read Committed [x]
File Edit View Terminal Tabs Help
test=# test=#
test=# -- STEP 1 -- test=# -- STEP 2 --
test=f -—-----------eo—eeo test=# -------------eoeeee
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T WHERE id=1; test=# UPDATE T SET x=12 WHERE id=1;
id | x UPDATE 1
-------- test=# SELECT * FROM T WHERE 1id=1:
111 id X
R | e
1 12
test=# -- STEP 3 -- (1 row)
LEST=H# —-mmmemmmmmmeeeean
test=# SELECT * FROM T ORDER BY id; test=% —— STEP 4 --
id | x teSt=F ~-memmmmmm e m
———————— test=# COMMIT;
111 COMMIT
2| 2 test=#
3|3
(3 rows)
test=# -- STEP 5 --
D=7 SS=================
test=# SELECT * FROM T ORDER BY id:
id | x
1] 12
2] 2
SR
(3 rows)

test=# COMMIT;
COMMIT
test=# ||

Figure 4.2: Non-repeatable read in Postgres’s READ COMMITTED isolation level

This example demonstrates that PostgreSQL’s READ COMMITTED isolaion level does not
provide a repeatable read. If that was the case, Session A on Step 5 would not see the value
of 12 (that Session B committed at Step 4) but the value of 1, as it did at the beginning of
the transaction. Also, Step 3 (Session A) demonstrates that a Dirty Read is not possible, as
the not-yet-committed value of 12 is not seen.
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4.3.2 Non-repeatable read and REPEATABLE READ

SESSION B
N2

POSTGRES - TEST2 - # Anomaly|Non-Repeatable Read - Isolation|Repeatable Read

SESSION A
o

File Edit View Terminal Tabs Help
test=# test=#

test=# -—- STEP 1 -- test=# -- SETAENPERI NN
test=f# -------e-emeeemeeo test=# -------mmememmee—e
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T WHERE id=1: test=# UPDATE T SET x=12 WHERE id=1:
id | x UPDATE 1
- test=# SELECT * FROM T WHERE id=1:
111 id | x
(1 row) m===te===
1] 12
test=# - SETRENPEEI = (1 row)
test=f —-----omeooooooo
test=# SELECT * FROM T WHERE id=1: test=# COMMIT:
id | x COMMIT
———————— test=#
111
(1 row)

test=# COMMIT;
COMMIT
test=# SELECT * FROM T WHERE id=1;
id | x
1] 12
(1 row)

test=# COMMIT;
COMMIT
test=# ||

Figure 4.3: Non-repeatable read in Postgres’s REPEATABLE READ isolation level

The repeatable read, of course, is provided when the REPEATABLE READ isolation level is
selected for the transaction. And this is the reason why the committed change of Session B
at Step 2 is only seen after Session A commits (Step 3).

4.3.3 Non-repeatable read and SERIALIZABLE

SESSION A SESSION B
e - - o

POSTGRES - TEST3 - # Anomaly|Non-Repeatable Read - Isolation|Serializable

File Edit View Terminal Tabs Help

test=# test=#
test=# -- STEP 1 -- test=# -- STEP 2 --
test=# ---eeeceecceeceeea- test=# --emececceccmceemeee-
test=# BEGIN TRANSACTION; test=# BEGIN TRANSACTION;
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE; test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
SET SET
test=# SELECT * FROM T WHERE id=1: test=# UPDATE T SET x=12 WHERE 1id=1:
id | x UPDATE 1
sm=TrE test=# SELECT * FROM T WHERE id=1:

111 id | x
(1 row) s===timees

1] 12

test=# -- STEP 3 -- (1 row)
i P Sosoossomssosss s
test=# SELECT * FROM T WHERE 1id=1: test=# COMMIT:

id | x COMMIT
mmmete—- test=#

111
(1 row)

test=# COMMIT:
COMMIT
test=# I

Figure 4.4: Non-repeatable read in Postgres’s SERIALIZABLE isolation level

As expected for this anomaly, the SERIALIZABLE isolation level behaves exactly the same as
the REPEATABLE READ.
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4.3.4 Lost update and READ COMMITTED

SESSION_A SESSION B

o

> POSTGRES - TEST4 - # Anomaly|Lost update - Isolation|Read Committed

File Edit View Terminal Tabs Help

test=# test=#
test=# -- SETRENPENTE— test=# -- STEP 2 —
CESt=F === ———————— taSt—F =—==e==mm—mmm=m——==
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T WHERE id=1: test=# UPDATE T SET x=12 WHERE id=1:
id | x UPDATE 1
-------- test=# SELECT * FROM T WHERE id=1;
111 id | x
T |
1] 12
test=# -- STEP 3 -- (1 row)
tast=fF -cccccccccccccccaas
test=# UPDATE T SET x=13 WHERE 1id=1: test=# COMMIT:
UPDATE 1 COMMIT
test=# SELECT * FROM T WHERE 1id=1: test=#
id | x
1] 13
(1 row)

test=# COMMIT;

COMMIT

test=# SELECT * FROM T WHERE id=1:
id | x

test=# COMMIT;
COMMIT
test=# ||

Figure 4.5: Lost update in Postgres’s READ COMMITTED isolation level

Here one can see the classic behaviour of the READ COMMITTED isolation level that overwrites
a value (Step 3 of Session A) that got also updated (and commited) in Session B on Step 2
without throwing an exception or a warning.
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4.3.5 Lost update and REPEATABLE READ

SESSION_A SESSION B

[}

) POSTGRES - TESTS - # Anomaly|Lost update - Isolation|Repeatable Read

File Edit View Terminal Tabs Help
test=# -- STEP 1 -- test=#

EEEESY ssssssssssosssssoss test=# —- STEP 2 --
test=# BEGIN TRANSACTION: test=# --cccccccccccccccnaa
BEGIN test=# BEGIN TRANSACTION:
test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ: BEGIN
SET test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
test=# SELECT * FROM T WHERE id=1; SET
id | x test=# UPDATE T SET x=12 WHERE 1id=1:
s —— UPDATE 1
111 test=# SELECT * FROM T WHERE 1id=1:
(1 row) id | x
test=# -- STEP 3 -- 1] 12
CESEIESSSS (1 row)
test=# UPDATE T SET x=13 WHERE id=1:
ERROR: could not serialize access due to concurrent update test=# COMMIT:
test=# SELECT * FROM T WHERE id=1: COMMIT

ERROR: current transaction is aborted. commands ignored until end of tran|test=#
saction block
test=# COMMIT:
ROLLBACK
test=# SELECT * FROM T WHERE id=1:
id | x
1] 12
(1 row)

test=# COMMIT:
COMMIT
test=¢ ||

Figure 4.6: Lost update in Postgres’s REPEATABLE READ isolation level

The REPEATABLE READ isolation level protects against lost update phenomena. This can
be seen in Session A, where Step 3 tries to update a tuple that got updated and commit-
ted by Session B on Step 2. An exception ERROR: could not serialize access due to
concurrent update is thrown and the transaction automatically rolls back.
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4.3.6 Lost update and SERIALIZABLE

SESSION A

-] POSTGRES - TEST6 - # Anomaly|Lost update - Isolation|Serializable

File Edit View Terminal Tabs Help

test=# -—-
test=#
test=#
BEGIN
test=#
SET

test=#

BEGIN TRANSACTION;
SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
SELECT * FROM T WHERE 1id=1:

111
(1 row)
test=# --
test=#

test=#
ERROR:

UPDATE T SET x=13 WHERE id=1:
could not serialize access due to concurrent update
test=# SELECT * FROM T WHERE id=1:
ERROR: current transaction is aborted, commands ignored until end of tran
saction block
test=# COMMIT;
ROLLBACK
test=# SELECT * FROM T WHERE id=1;
id | x
R,
1] 12
(1 row)

test=# COMMIT:
COMMIT
test=# ||

test=#
test=# --
test=#
test=#
BEGIN
test=#
SET
test=#
UPDATE
test=#
id | x
i
1] 12
(1 row)

BEGIN TRANSACTION:

SET TRANSACTION ISOLATION LEVEL READ COMMITTED:

UPDATE T SET x=12 WHERE id=1;

SELECT * FROM T WHERE id=1:

test=# COMMIT;
COMMIT
test=#

Figure 4.7: Lost update in Postgres’s SERIALIZABLE isolation level

As we can see, SERIALIZABLE isolation level provides the exact same behaviour as that of

the REPEATABLE READ isolation level.
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4.3.7 Ghost update and READ COMMITTED

SESSION_A

[>.] POSTGRES - TEST7 -

File Edit View Terminal Tabs Help

test=#

test=# -- STEP 1 --

test=# -------------oooooo

test=# BEGIN TRANSACTION:

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED;

test=# SELECT * FROM T ORDER BY id:

test=# - SETRERPERIE

TS s SeSoossosoossTTsoTs

test=# UPDATE T SET x=12 WHERE 1id=1:

UPDATE
test=# COMMIT:

COMMIT

test=# SELECT * FROM T ORDER BY id:
id | x

o

test=# COMMIT;:
coMmMIT
test=# |

# Anomaly|Ghost update - Isolation|Read Committed

SESSION B

D>

test=#

test=# -- STEP 2

test=# -----eecmecceeeea--

test=# BEGIN TRANSACTION;

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED;

SET

test=# DELETE FROM T WHERE id=1:

DELETE 1

test=# SELECT * FROM T ORDER BY 1id:
id | x

test=# COMMIT;
COMMIT
test=#

Figure 4.8: Ghost update in Postgres’s READ COMMITTED isolation level

Ghost update anomalies are not expected to occur in the READ COMMITTED isolation level.
We can see that, in Session A, when Step 3 tries to update a row which got deleted by Session
B on Step 2, the command successfully executes, but with no effect (UPDATE 0) and without

throwing an exception or a warning.
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4.3.8 Ghost update and REPEATABLE READ

SESSION A SESSION B
L] -~ O

POSTGRES - TEST8 - # Anomaly|Ghost update - Isolation|Repeatable Read

File Edit View Terminal Tabs Help

test=# test=#
test=# - SETRENPERTE-— test=# - STEP 2 —
test=# ---rm--meeeceeme—e——- test=§ ----mm-cemceee————-
test=# BEGIN TRANSACTION; test=# BEGIN TRANSACTION;
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T ORDER BY id: test=# DELETE FROM T WHERE id=1;
id | x DELETE 1
s=m T test=# SELECT * FROM T ORDER BY 1id;
111 id | x
2
313 2] 2
(3 rows) 3|3
(2 rows)
test=# -- STEP 3 --
test=# ------------eoeoo-- test=# COMMIT:
test=# UPDATE T SET x=12 WHERE id=1: COMMIT
ERROR: could not serialize access due to concurrent update test=#
test=# COMMIT:
ROLLBACK
test=# SELECT * FROM T ORDER BY id:
id | x
2] 2
313
(2 rows)
test=# COMMIT;
COMMIT

test=# [l

Figure 4.9: Ghost update in Postgres’s REPEATABLE READ isolation level

The REPEATABLE READ isolation level is prone to ghost update anomalies, but PostgreSQL’s
REPEATABLE READ prevents them from happening by stopping the execution with a mes-
sage ERROR: could not serialize access due to concurrent update (Session A Step
3) and rolling back the transaction automatically.
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4.3.9 Ghost update and SERIALIZABLE

SESSION A
(>-]

File Edit view Terminal Tabs Help

test=#

EEEIE STEP 1 --

test=# ------------oem—ee

test=# BEGIN TRANSACTION:

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE:
SET

test=# SELECT * FROM T ORDER BY id:

test=# -----c-ccccccceeo
test=# UPDATE T SET x=12 WHERE id=1:
ERROR: could not serialize access due to concurrent update
test=# COMMIT:
ROLLBACK
test=# SELECT * FROM T ORDER BY id:
id | x

test=# COMMIT;
coMMIT
test=# |

POSTGRES - TESTY - # Anomaly|Ghost update - Isolation|Serializable

SESSION B
S

test=#

GESESENNE STEP 2 —

test=§ ------------e-—-o—o

test=# BEGIN TRANSACTION

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:

SET

test=# DELETE FROM T WHERE id=1:

DELETE 1

test=# SELECT * FROM T ORDER BY 1id
id | x

test=# COMMIT;
COMMIT
test=#

Figure 4.10: Ghost update in Postgres’s SERIALIZABLE isolation level

Once again, the SERIALIZABLE isolation level handles the same anomaly like the REPEATABLE

READ isolation level does.
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4.3.10 Phantom update and READ COMMITTED

SESSION A SESSION B
- O

> POSTGRES - TEST10 - # Anomaly|Phantom update - Isolation|Read Committed

File Edit View Terminal Tabs Help

test=# test=#
test=# - ST EE U == test=f¢ - STEP 2 —
R e I e e
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T ORDER BY id: test=# INSERT INTO T VALUES (4.4):
id | x INSERT 0 1
SE=TrETS test=# SELECT * FROM T ORDER BY 1id:
1901 id | x
2| 2 .
3|3 111
(3 rows) 2] 2
3|3
test=# - STEP 3 4| 4
test=F -----------mmmmmmoo (4 rows)
test=# UPDATE T SET x=42 WHERE id=4;
UPDATE 1 test=# COMMIT:
test=# SELECT id,x FROM T ORDER BY id; COMMIT
id | x test=#
1] 1
2| 2
3] 3
4| a2
(4 rows)
test=# COMMIT:
COMMIT
test=# SELECT id.x FROM T ORDER BY id:
id | x
1] 1
2| 2
3] 3
4| 42
(4 rows)

test=# COMMIT;
COMMIT
test=# ||

Figure 4.11: Phantom update in Postgres’s READ COMMITTED isolation level

Session A in Step 3 will try to update a row that has not been read in Step 1. The update
will be successful, since this row got inserted (and committed) by the concurrent Session B.
This is the case of a phantom update that the READ COMMITTED isolation level did not
prevent.
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4.3.11 Phantom update and REPEATABLE READ

SESSION A SESSION B
e - - o

POSTGRES - TEST11 - # Anomaly|Phantom update - Isolation|Repeatable Read

File Edit View Terminal Tabs Help

test=# test=#
Cest=Fa-— SETRENPERTE - — eSSt ST ENRERD S ——
test=# ----------emeeeeeo test=F --------c---eome—ee
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T ORDER BY id: test=# INSERT INTO T VALUES (4.4):
id | x INSERT 0 1
- test=# SELECT * FROM T ORDER BY id:
111 id | x
2] 2 ———de-
3|3 111
(3 rows) 2] 2
3|3
test=# - STEP 3 - 4| 4
test=# ------------mmmmo (4 rows)
test=# UPDATE T SET x=42 WHERE id=4;
UPDATE 0 test=# COMMIT:
test=# SELECT id,x FROM T ORDER BY id:; COMMIT
id | x test=#
111
2|2
3] 3
(3 rows)

test=# COMMIT;
COMMIT
test=# SELECT id,x FROM T ORDER BY id:

test=# COMMIT;
COMMIT
test=# I

Figure 4.12: Phantom update in Postgres’s READ COMMITTED isolation level

In the REPEATABLE READ isolation level, Step 3 will fail to update the row that got inserted
and committed by the second concurrent transaction. The phantom update anomaly got
prevented without an exception or a warning.
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4.3.12 Phantom update and SERIALIZABLE

SESSION A SESSION B
g

(-] POSTGRES - TEST12 - # Anomaly|Phantom update - Isolation|Serializable

File Edit View Terminal Tabs Help

test=# test=#
CestEa— SUTER U == test=# -- SUTGEE 4 ==
e ) s=ssssssssssssssass CESEEEEESS
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE: test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
SET SET
test=# SELECT * FROM T ORDER BY id: test=# INSERT INTO T VALUES (4.4):
id | x INSERT 0 1
====t=== test=# SELECT * FROM T ORDER BY id:
111 id | x
2] 2 -
313 111
(3 rows) 2] 2
3|3
test=# - STEP 3 — 4 | 4
test=# ---ccccmmcmmeeaaaao (4 rows)
test=# UPDATE T SET x=42 WHERE 1d=4;
UPDATE 0 test=# COMMIT:
test=# SELECT id,x FROM T ORDER BY id: COMMIT
id | x test=#
111
2] 2
3|3
(3 rows)
test=# COMMIT:
COMMIT
test=# SELECT id,.x FROM T ORDER BY id:
id | x
e
111
2] 2
3|3
4] 4
(4 rows)
test=# COMMIT;
COMMIT
test=# [|

Figure 4.13: Phantom update in Postgres’s SERIALIZABLE isolation level

Similar to the REPEATABLE READ, SERIALIZABLE isolation level will also prevent a phantom
update anomaly without an exception or a warning.
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4.3.13 Read skew and READ COMMITTED

Read Skew anomaly is going to get examined using the following table which is a simulation
of two bank accounts belonging to a user. The user is attempting to transfer money from
one account to the other.

CREATE TABLE accounts (account_id INT NOT NULL PRIMARY KEY, balance INT);
INSERT INTO accounts VALUES (1, 500);
INSERT INTO accounts VALUES (2, 500);

SESSION_A SESSION B

> POSTGRES - TEST13 - # Anomaly|Read Skew - Isolation|Read Committed o

File Edit View Terminal Tabs Help

EaSE=Fa=——— HSUELY 1 =—=— test=#
test=# BEGIN TRANSACTION: test=# ---- STEP 2 ----
BEGIN test=# BEGIN TRANSACTION;
test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED: BEGIN
SET test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
test=# SELECT * FROM accounts; SET
account_id balance test=# SELECT * FROM accounts;
---------------------- account_id balance

1 sco = |ee=eeceecccectocccmaea-

2 500 1 500
(2 rows) 2 500

(2 rows)

LESEEEIIE S SETRERNERETIE
test=# UPDATE accounts SET balance = balance - 100 WHERE account_id = 1: |test=# ---- STEP 4 ----
UPDATE 1 test=# SELECT balance from accounts WHERE account_id = 2;
test=# SELECT * FROM accounts; balance
account_id balance e
———————————— tome 500

2 500 (1 row)

1 400
(2 rows) test=# ---- STEP 6 ----

test=# SELECT balance from accounts WHERE account_id = 1;

eSS GUEE & === balance
test=# UPDATE accounts SET balance = balance + 100 WHERE account_id = 2; |---------
UPDATE 1 400
test=# COMMIT: (1 row)
COMMIT
test=# SELECT * from accounts: test=# COMMIT:
account_id | balance COMMIT
—————————————————————— test=#

1 400

e 600
(2 rows)

test=# COMMIT;
COMMIT
test=# I

Figure 4.14: Read skew in Postgres’s READ COMMITTED isolation level

In Steps 3 and 5 of the left session (Session A) of Figure , an attempt is made to transfer
€100 from account 1 to account 2. In Step 4 of the session in the right (Session B) of
Figure the current balance of account 2 is read before Step 5 (of Session A) adds €100
to it. The value read equals €500. Next, Step 6 of Session B reads the current balance of
account 1, following the subtraction of €100 in Step 3 of Session A. The value read is €400.
As a result, the transaction in Session B has read a combined value of accounts 1 and 2 that
is equal to 500 + 400 = €900 instead of the correct value which is €1000. This comprises
the so called read skew problem. In essence, it is a violation of the data integrity constraint
requiring the combined value of the two bank accounts to always remain equal to €1000.
PostgreSQL’s READ COMMITTED isolation level is prone to read skew anomalies.
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4.3.14 Read skew and REPEATABLE READ

SESSION_A

e POSTGRES - TEST14 - # Anomaly|Read Skew - Isolation|Repeatable Read

File Edit View Terminal Tabs Help

test=# ---- STEP 1 ----
test=# BEGIN TRANSACTION;
BEGIN

test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:
SET

test=# SELECT * FROM accounts:

account_id | balance

1] 500
2| 500
(2 rows)
test=# ---- STEP 3 ----

test=# UPDATE accounts SET balance = balance - 100 WHERE account_id
UPDATE 1

test=# SELECT * FROM accounts:

account_id | balance

2 | 500
1] 400
(2 rows)
test=# ---- SETRERPRRG ==
test=# UPDATE accounts SET balance = balance + 100 WHERE account_id
UPDATE 1
test=# COMMIT:
COMMIT

test=# SELECT * from accounts;
account_id | balance

(2 rows)

test=# COMMIT:
| commIT
test=# ||

SESSION B
S E

test=#

test=# -——- SSTEP 2 ————

test=# BEGIN TRANSACTION:

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:
SET

test=# SELECT * FROM accounts;
account_id | balance

1 500
2 500
(2 rows)
test=# ---- STEP 4 ---—-
test=# SELECT balance from accounts WHERE account_id = 2;
balance
500
(1 row)
test=# ---- STEP 6 ----
test=# SELECT balance from accounts WHERE account_id = 1;
balance
500
(1 row)

test=# COMMIT;
COMMIT
test=#

Figure 4.15: Read skew in Postgres’s REPEATABLE READ isolation level

Expectedly, the REPEATABLE READ isolation level will consistently read the same values in
the beginning as well as in the end of the transaction. As a result, a read skew anomaly will
always be prevented when using this isolation level.
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4.3.15

SESSION A
[>_]

File Edit View Terminal Tabs Help

test=# ---- STEP 1 ----

test=# BEGIN TRANSACTION:

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
SET

test=# SELECT * FROM accounts;
account_id | balance

1 500
2| 500
(2 rows)
test=# ---- STEP 3 =----
test=# UPDATE accounts SET balance = balance - 100 WHERE account_id
UPDATE 1

test=# SELECT * FROM accounts:
account_id | balance

2 | 500
1 400
(2 rows)
EEEE= G === STEP 5 ----
test=# UPDATE accounts SET balance = balance + 100 WHERE account_id
UPDATE 1
test=# COMMIT;
COMMIT
test=# SELECT * from accounts;

account_id | balance

(2 rows)

test=# COMMIT:
COMMIT
test=# ]

POSTGRES - TEST15 - # Anomaly|Read Skew - Isolation|Serializable

Read skew and SERIALIZABLE

SESSION B
- o [x]

test=#

o= === SETRERNERRINE

test=# BEGIN TRANSACTION:

BEGIN

test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
SET

test=# SELECT * FROM accounts;

account_id | balance

(2 rows)

test=#¢ ---- STEP 4 ---—-
test=# SELECT balance from accounts WHERE account_id = 2;
balance

500
(1 row)

o= === SETRENPER G-
test=# SELECT balance from accounts WHERE account_id = 1:
balance
500
(1 row)

test=#
COMMIT
test=#

COMMIT:

Figure 4.16: Read skew in Postgres’s SERIALIZABLE isolation level

PostgreSQL’s SERIALIZABLE isolation level provides the same consistent read as the REPEAT-
ABLE READ isolation level does. This means that it will behave the same when encountering
a read skew anomaly, which is to never allow it to happen.
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4.3.16 Write skew and REPEATABLE READ

To examine the write skew anomaly, the SQL code below is used.

The code creates a hospital table with doctors and their "on call" status.

Note: The hospital database model has a constraint requiring that at least one doctor
must always be on call.

CREATE TABLE doctors (name VARCHAR(10),
on_call VARCHAR(10), shift_id INT);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Alice’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Bob’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Carol’, ’false’, 1234);
CREATE FUNCTION currently_on_call() RETURNS BIGINT AS \$\$
SELECT COUNT (%)
FROM doctors where on_call = ’true’ and shift_id=1234; \$\$
LANGUAGE SQL

Figure below illustrates a case where Alice and Bob apply for a leave simultaneously.

Alice: Bob:
i begin transaction i begin transaction
name on_call
currently_on_call = ( Alice  true currently_on_call = (
select count(*) from doctors Bob true select count(¥) from doctors
where on_call = true Carol false where on_call = true
and shift_id = 1234 and shift_id = 1234
) )
Now currently_on_call=2 Now currently_on_call =2
O if (currently_on_call >=2) {
update doctors ‘
set on_call = false ‘ Alice  false ‘
where name =‘Alice’
and shift_id = 1234 & if (currently_on_call >=2) {
} update doctors
‘ Bob  false ‘ set on_call =false
& commit transaction whare name =Bob/
name on call and shift_id=1234
Alice false }
Bob false

Y . .
Carol  false O commit transaction

Figure 4.17: Example of Write Skew occurring (all false) [2]
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POSTGRES - TEST17 - # Anomaly|Write Skew - Isolation|Repeatable Read

SESSION A SESSION B
e - o

File Edit View Terminal Tabs Help

test=# ---= STEP 1 ---- B | test=# ---- sSTEP 2 ----] 17111
EXEES  Sssssssossossssssssos=s CEE TS
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ: test=# SET TRANSACTION ISOLATION LEVEL REPEATABLE READ:
SET SET
test=# SELECT * FROM doctors ORDER BY name ASC: test=# SELECT * FROM doctors ORDER BY name ASC:
name | on_call | shift_id name | on_call | shift_id
_______ fmmmm———— i —m e —— o B
Alice | true | 1234 Alice | true | 1234
Bob | true | 1234 Bob | true | 1234
Carol | false | 1234 Carol | false | 1234
(3 rows) (3 rows)
test=# ---- STEP 3 ---- test=# ---- STEP 4 ----
EE B seesmsssssmesse e e e s e
test=# UPDATE doctors SET on_call = CASE WHEN ( (SELECT currently_on_cal$|test=# UPDATE doctors SET on_call = CASE WHEN ( (SELECT currently _on_call$
()) >= 2) THEN 'false® ELSE on_call END WHERE name = 'Alice" and shift_id$|)) >= 2) THEN "false' ELSE on_call END WHERE name = 'Bob" and shift_id=123%
1234;
UPDATE 1 UPDATE 1
test=# COMMIT: test=# COMMIT
COMMIT SELECT * FROM doctors ORDER BY name ASC:
test=# SELECT * FROM doctors ORDER BY name ASC: COMMIT
name | on_call | shift_id test=# SELECT * FROM doctors ORDER BY name ASC;
....... N name | on_call | shift_id
Alice | false | 1234 e e Fommmmmeee -
Bob | true | 1234 Alice | false | 1234
Carol | false | 1234 Bob | false | 1234
(3 rows) Carol | false | 1234
(3 rows)
test=# COMMIT:
COMMIT test=# COMMIT;
test=# COMMIT
test=#

Figure 4.18: Write skew in Postgres’s REPEATABLE READ isolation level

Write skew anomalies are present in the REPEATABLE READ isolation level. PostgreSQL’s
REPEATABLE READ isolation level is no exception to the rule, as it is prone to write skew
phenomena.

In Step 4 of Session B we note that the change at Step 3 of Session A, which changed
Alice’s on_call status to false, is not seen and as a result the count of doctors on call
remains 2. So, Step 4 succeeds in updating Bob’s on_call status to ’false’. After Session B
commits at Step 4, we see that now all doctors are out of call. This violates the hospital’s
model constraint mentioned above.
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4.3.17 Write skew and SERIALIZABLE

POSTGRES - TEST18 - # Anomaly|Write Skew - Isolation|Serializable

SESSION A SESSION B
e - - o

File Edit View Terminal Tabs Help

test=# ---- STEP 1 ---- BB |test=# ---- sTEP 2 ---- 27121
teSt=#f -—----em-meeeeeeeee—aaa- test=# —--------cmmcmmeemaeeaa-
test=# BEGIN TRANSACTION: test=# BEGIN TRANSACTION:
BEGIN BEGIN
test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE; test=# SET TRANSACTION ISOLATION LEVEL SERIALIZABLE;
SET SET
test=# SELECT * FROM doctors ORDER BY name ASC; test=# SELECT * FROM doctors ORDER BY name ASC;
name | on_call | shift_id name | on_call | shift_id
,,,,,,, e B
Alice | true | 1234 Alice | true | 1234
Bob | true | 1234 Bob | true | 1234
Carol | false | 1234 Carol | false | 1234
(3 rows) (3 rows)
test=# ---- STEP 3 ---- test=# ---- STEP 4 ---—-
test-# --------=--==-=c=-===-=-=- test=~# ---------==-=c===-=====
test=# UPDATE doctors SET on_call = CASE WHEN ( (SELECT currently on_cal$|test=# UPDATE doctors SET on_call = CASE WHEN ( (SELECT currently on_call$
()) >= 2) THEN 'false' ELSE on_call END WHERE name = "Alice” and shift_id$|)) >= 2) THEN “false" ELSE on_call END WHERE name = ‘Bob’ and shift_id=123%
1234;
UPDATE 1 ERROR: could not serialize access due to read/write dependencies among tr$
test=# COMMIT; nsactions
SELECT * FROM doctors ORDER BY name ASC;COMMIT DETAIL: Reason code: Canceled on identification as a pivot, during write.
test=# SELECT * FROM doctors ORDER BY name ASC: HINT: The transaction might succeed if retried.
name | on_call | shift_id test=# COMMIT;
....... o ROLLBACK
Alice | false | 1234 test=# SELECT * FROM doctors ORDER BY name ASC;
Bob | true | 1234 name | on_call | shift_id
Carol | false | 1234 e e
(3 rows) Alice | false | 1234
Bob | true | 1234
test=# COMMIT; Carol | false | 1234
COMMIT (3 rows)
test=#
test=# COMMIT:
COMMIT
test=#

Figure 4.19: Write skew in Postgres’s SERIALIZABLE isolation level

PostgreSQL’s SERIALIZABLE isolation level, prevents write skew anomalies while at the same
time maintaining REPEATABLE READ’s benefits.

As one can see, in Step 4 of Session B, even though the doctors on call seem to be 2,
the update is not allowed and a "could not serialize access due to read/write dependencies
among transactions" exception is thrown. This ensures that the hospital’s constraint of at
least one doctor being on call is not violated.
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4.3.18

SESSION A

Write skew and READ COMMITTED

_SESSION B
- N [x]

- S
> POSTGRES - TEST16 - # Anomaly|Write Skew - Isolation|Read Committed

| :
File Edit View Terminal Tabs Help

ftest=#¢ ---- STEP - B |test=# ---- sTEP 2 ----] /111
test=# EIEES S SessssssssosssossssTess

rtest=# BEGIN TRANSACTION; test=# BEGIN TRANSACTION:

BEGIN BEGIN

ptest=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED; test=# SET TRANSACTION ISOLATION LEVEL READ COMMITTED;

NSET SET

ptest=# SELECT * FROM doctors ORDER BY name ASC;

test=# SELECT * FROM doctors ORDER BY name ASC:

L name | on_call | shift_id name | on_call | shift_id
| e I Al R e
L Alice | true | 1234 Alice | true | 1234
¢ Bob | true | 1234 Bob | true | 1234
Carol | false | 1234 Carol | false | 1234
€(3 rows) (3 rows)
:test=# ==== SV ELR & === eSS ST EL 2 ====
| ) Someoecoseo oo seoe test=# --ceccccccccccccccccnaas
|test=# UPDATE doctors SET on_call = CASE WHEN ( (SELECT currently on_cal$|test=# UPDATE doctors SET on_call = CASE WHEN ( (SELECT currently_on_call$§
|()) >= 2) THEN "false' ELSE on_call END WHERE name = 'Alice’' and shift_id$|)) >= 2) THEN "false' ELSE on_call END WHERE name = "Bob" and shift_id=123$

|1234J
| COMMIT;UPDATE 1
|test=# COMMIT
|(0MMIT

UPDATE 1
test=# COMMIT:
SELECT * FROM doctors ORDER BY name ASC;

rtest=# SELECT * FROM doctors ORDER BY name ASC: COMMIT

name | on_call | shift_id test=# SELECT * FROM doctors ORDER BY name ASC:
---------------------------- name | on_call | shift_id
1 Alice | false | 1234 e Fommmm e Fmmmm e

Bob | true | 1234 Alice | false | 1234

Carol | false | 1234 Bob | true | 1234

(3 rows) Carol | false | 1234

(3 rows)

test=# COMMIT:
COMMIT
test=#

test=# COMMIT:;
COMMIT

test=#

Figure 4.20: Write skew in Postgres’s READ COMMITTED isolation level

The READ COMMITTED isolation level is not prone to write skew phenomena. We can
observe the expected behaviour in PostgreSQL’s READ COMMITTED isolation level example.
Session B on Step 4 will return "1" when currently_on_call is called, so the UPDATE query
will not set Bob’s on_ call status to "false".
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4.4 Comparison of test results

This table sums up the findings of how PostgreSQL isolation levels behave when encountering
the tested transaction anomalies.

Table 4.1: PostgreSQL isolation levels and transaction anomalies

Read Committed Repeatable Read Serializable

NON-REPEATABLE READ Possible Not Possible Not Possible
LOST UPDATE Possible Not Possible! Not Possible!
GHOST UPDATE Not Possible? Not Possible! Not Possible!
PHANTOM UPDATE Possible Not Possible? Not Possible?
READ SKEW Possible Not Possible Not Possible
WRITE SKEW Not Possible Possible Not Possible?

! Exception occurs and transaction rolls back
2 No exception, transaction continues
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5.1 SQL Server Transaction Isolation Levels

SQL Server implements all four isolation levels that are defined in the ANSI SQL 92 stan-
dard. Two additinal isolation levels are implemented using row versioning. The one is the
statement-level snapshot isolation equivalent of READ COMMITTED, which SQL Server calls
Read Committed Snapshot Isolation (RCSI). The other one provides transaction-level read
consistency and it is called SNAPSHOT, often referred to as Snapshot Isolation (SI). This
thesis is going to focus on those two isolation levels since only they use MVCC technology
under the hood.

5.1.1 READ COMMITTED with Snapshot Isolation

This isolation level is oftentimes called RCSI. The reason is that, in order to use it, one must
first set the READ_COMMITTED_SNAPSHOT database setting to ON [22]. By default, this option
is set to OFF, which means that if someone sets the transaction isolation level to READ COM-
MITTED, they will be using the pessimistic locking implementation of READ COMMITTED.
Both regular READ COMMITTED and RCSI, see only committed data. The main difference
lies in the fact that RCSI doesn’t cause blocking.

SQL Server stores the data of a row, in tempdb, before they get modified. In that way, any
operation that relies on a previous version of data, will be able to access them. Exclusive locks
are still acquired by update transactions but, because we now have a previous committed
version of the row, a concurrent read transaction can proceed without being blocked. Fach
query will read the database at a consistent point-in-time using row versions. If a query
encounters a row that has been updated since the query began, the previous version of the
row Is read from the tempdb [23]. Even though there is the convenience of not needing to
handle exceptions in this isolation level, developers must be wary of the potential anomalies
that might occur. These include non-repeatable reads, lost updates, phantom updates and
skewed reads.

5.1.2 SNAPSHOT

Snapshot Isolation (SI) is the second isolation level that implements MVCC in SQL Server.
The term "snapshot" reflects the fact that all queries in the transaction see the same version,
or snapshot, of the database, based on the state of the database at the moment in time when
the transaction begins [24]. Changes made by other transactions after the transaction began
will not be visible but changes made by the transaction itself are visible to all its subsequent
queries.

Database setting ALLOW_SNAPSHOT_ISOLATION must be set to ON before one is able to
use this isolation level. One important characteristic of SNAPSHOT is that if a transaction
attempts to commit modifications to data that have changed since the transaction began, the
transaction will roll back and an error will be raised [24]. Such errors will not be encountered
when running RCSI. In terms of anomaly prevention, this isolation level is susceptible only
to skewed writes.
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5.2 SQL Server and MVCC

Row versions (logical copies) are kept for all data before they get modified in the database,
when either READ_COMMITTED_SNAPSHOT or ALLOW_SNAPSHOT_ISOLATION is set to ON. Copies
are kept, even if there are not any active transactions using a row versioning-based isolation
level.

These copies are kept in SQL Server’s tempdb. Every time a row is modified by a
transaction, SQL Server stores the image of the previously committed version in tempdb and
stamps it with the transaction’s sequence number (XSN). The versions of modified rows are
chained using a link list. The newest row value is always stored in the current database and
chained to the versioned rows stored in tempdb [22)].

Row versions must be stored for as long as an active transaction needs to access them. In
order to free up space in tempdb, a background operation removes rows that are no longer
needed by active transactions. This operation tracks the earliest useful XSN and periodically
deletes all row versions stamped with XSNs that are lower than the earliest useful one.

In SNAPSHOT isolation level, every time a row is read, SQL Server follows the chain and
retrieves the row where the XSN is:

e Closest to, but lower than, the XSN of the snapshot transaction reading the row

e Not in the list of the transactions that where active when the snapshot transaction
started [22]

The READ COMMITTED with snapshot isolation (RCSI) works almost the same way. The
difference is that a transaction using RCSI will not use its own XSN for retrieving versions
of rows from tempdb. It will use the latest (committed) XSN that exists before the current
statement gets executed. This is to guarantee statement level consistency.
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5.3 Examples of isolation levels

The following scenarios are being tested in two, side-by-side active concurrent transactions.
The table that is being used got created with this SQL code:

CREATE TABLE T (id INT NOT NULL PRIMARY KEY, x INT);
INSERT INTO T VALUES (1, 1);
INSERT INTO T VALUES (2, 2);
INSERT INTO T VALUES (3, 3);

Every scenario using the READ COMMITTED isolation level has previously enabled the READ_COMMITTED_SNA
setting, as well as the ALLOW_SNAPSHOT_ISOLATION in order to be used with the SNAPSHOT
isolation level.

5.3.1 Non-repeatable read and READ COMMITTED

SESSION_A SESSION B
(>_] SQLSERVER - TEST1 - # Anomaly|Non-Repeatable Read - Isolation|Read Committed
File Edit View Terminal Tabs Help
2> -- STEP 1 -- Btech123 -d T -S 127.0.0.1
3> GO 1> SET IMPLICIT_TRANSACTIONS ON
L it 2> :RESET
2> GO 1>
1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED; 2> - STEP 2 --
2> GO 3> GO
1> BEGIN TRANSACTION: 1> cmecmeeemeeaas
2> GO 2> GO
1> SELECT * FROM T WHERE 1d=1; 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
2> GO 2> GO
id X 1> BEGIN TRANSACTION:
7777777777777777777777 2> GO

1 1 1> UPDATE T SET x=12 WHERE 1d=1;

2> GO

(1 rows affected)
1> -- STEP 3 -- (1 rows affected)

2> GO 1> SELECT * FROM T WHERE id=1;
0% ======ssss=ssso-cas 2> GO
2> GO id X
1> SELECT * FROM T ORDER BY id; e e
2> GO 1 12
id X
7777777777777777777777 (1 rows affected)
1 1 1> -- STEP 4 --
2 2 2> GO
3 3 1> e
2> GO
(3 rows affected) 1> SELECT * FROM T WHERE 1d=1;
1> -- STEP 5 -- 2> GO
2> GO id X
e et
2> GO 1 12
1> SELECT * FROM T ORDER BY 1id:
2> GO (1 rows affected)
id x 1> COMMIT;
~~~~~~~~~~~~~~~~~~~~~~ 2> GO
1 12 1>
2 2
3 3
(3 rows affected)
1> COMMIT;
2> GO
1>

Figure 5.1: Non-repeatable read in SQL Server’s READ COMMITTED isolation level

The example above demonstrates that SQL Server’s READ COMMITTED isolation level does
not provide a repeatable read, as Session A on Step 5 shows the changed value that the
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Session B committed in Step 4. Also, a dirty read is not allowed as Session A on Step 3
would be able to see the changed value if that was the case.

5.3.2 Non-repeatable read and SNAPSHOT

SESSION A SESSION B

(>} SQLSERVER - TEST2 - # Anomaly|Non-Repeatable Read - Isolation|Snapshot

File Edit View Terminal Tabs Help

== STEP 1 — Btech123 -d T -S 127.0.0.1
3> GO 1> SET IMPLICIT_TRANSACTIONS ON
12 —-mmmmmmmm e - - 2> :RESET
2> GO 1>
1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT: 2> == SO TRENBE S —
2> GO 3> GO
1> BEGIN TRANSACTION: 1> coccmccmccmccceeee
2> GO 2> GO
1> SELECT * FROM T WHERE id=1; 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
2> GO 2> GO
id X 1> BEGIN TRANSACTION:
7777777777777777777777 2> GO

1 1 1> UPDATE T SET x=12 WHERE id=1:

2> GO

(1 rows affected)
1> -- STEP 3 -- (1 rows affected)
2> GO 1> SELECT * FROM T WHERE id=1:
s 2> GO
2> GO id X
1> SELECT * FROM T WHERE id=1; e oo
2> GO 1 12
id X
—————————————————————— (1 rows affected)

1 1 1> COMMIT;

2> GO

(1 rows affected) 1>
1> COMMIT:
2> GO
1> SELECT * FROM T ORDER BY 1id:
2> GO
id x

1 12

2 2

3 3

(3 rows affected)

Figure 5.2: Non-repeatable read in SQL Server’s SNAPSHOT isolation level

SNAPSHOT isolation level provides repeatable reads.
One can observe that Session A on Step 3 sees the table value unchanged, even after Session
B has committed on Step 2.
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5.3.3 Lost update and READ COMMITTED

SESSION A SESSION B

[>_] SQLSERVER - TEST3 - # Anomaly|Lost Update - Isolation|Read Committed

File Edit View Terminal Tabs Help

2> -- STEP 1 -- Btech123 -d T -S 127.0.0.1

3> GO 1> SET IMPLICIT_TRANSACTIONS ON

L 2> :RESET

2> GO 1>

1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: 2> -- STEP 2 --

2> GO 3> GO

1> BEGIN TRANSACTION; 1> e

2> GO 2> GO

1> SELECT * FROM T WHERE 1d=1; 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;

2> GO 2> GO

id x 1> BEGIN TRANSACTION:

AAAAAAAAAAAAAAAAAAAAA 2> GO

1 1 1> UPDATE T SET x=12 WHERE id=1;

2> GO

(1 rows affected)

1> -- STEP 3 -- (1 rows affected)

2> GO 1> SELECT * FROM T WHERE id=1:

1> cemmmmmmmmme e e 2> GO

2> GO id X

1> UPDATE T SET x=13 WHERE id=1;  femmmmmmmmme mmmmmme e

2> GO 1 12

(1 rows affected) (1 rows affected)

1> SELECT * FROM T WHERE 1d=1; 1> COMMIT;

2> GO 2> GO

id x 1>

1 13

(1 rows affected)

1> COMMIT;
2> GO
1> SELECT * FROM T ORDER BY 1id:
2> GO
id x
1 13
2 2
=] 2]

(3 rows affected)

Figure 5.3: Lost update in SQL Server’s READ COMMITTED isolation level

Here one sees the lost update phenomenon occurring in SQL Server’s READ COMMITTED
isolation level. Session B’s update (x=12, on Step 2) gets overwritten by Session A’s update
(x=13, on Step 3), without a warning or an exception.
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5.3.4 Lost update and SNAPSHOT

SESSION_A SESSION B

(>_] SQLSERVER - TEST4 - # Anomaly|Lost Update - Isolation|Snapshot

File Edit View Terminal Tabs Help

2> -- STEP 1 -- Btech123 -d T -S 127.0.0.1

3> GO 1> SET IMPLICIT_TRANSACTIONS ON

I ==m=—mmmm—m————————e 2> :RESET

2> GO 1>

1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT; 2> -- ST ENEE

2> GO 3> GO

1> BEGIN TRANSACTION; 15—

2> GO 2> GO

1> SELECT * FROM T WHERE 1d=1: 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:

2> GO 2> GO

id b 1> BEGIN TRANSACTION:

ffffffffffffffffffffff 2> GO

1 1 1> UPDATE T SET x=12 WHERE 1id=1;

2> GO

(1 rows affected)

1> -- STEP 3 -- (1 rows affected)

2> GO 1> SELECT * FROM T WHERE 1id=1;

L ettt 2> GO

2> GO id x

1> UPDATE T SET x=13 WHERE id=1: | emmmmmmemee mmeeeee e

2> GO 1 12

Msg 3960, Level 16, State 3, Server debian10, Line 1

Snapshot 1solation transaction aborted due to update conflict. You cannot

use snapshot 1solation to access table 'dbo.T' directly or indirectly in d

atabase 'T' to update, delete, or insert the row that has been modified or
deleted by another transaction. Retry the transaction or change the 1isola

tion level for the update/delete statement.

1> SELECT * FROM T ORDER BY id:

2> GO

id x

(3 rows affected)
1>

1
1>
2>
1>

rows affected)
COMMIT;
GO

Figure 5.4: Lost update in SQL Server’s SNAPSHOT isolation level

In a SNAPSHOT isolation environment, an exception is thrown the moment a lost update
phenomenon is about to occur. This can be seen in Session A, where Step 3 tries to update
a tuple that got updated and committed by Session B on Step 2. An exception "Snapshot
isolation transaction aborted due to update conflict” is thrown. Session A’s update (x =
13, on Step 3) is not completed and the transaction is automaticially rolled back. The
next SELECT statement demonstrates that Session A (after the rollback) can see Session B’s

committed change (x = 12).
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5.3.5 Ghost update and READ COMMITTED

SESSION_A - SESSION B

(>} SQLSERVER - TESTS - # Anomaly|Ghost Update - Isolation|Read Committed

| File Edit View Terminal Tabs Help

et == STEP 1 -- Btech123 -d T -S 127.0.0.1
3> GO 1> SET IMPLICIT_TRANSACTIONS ON
15> cmmmmm e 2> :RESET
2> GO 1>
1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: 2> -- STEP 2 --
2> GO 3> GO
1> BEGIN TRANSACTION: S
2> GO 2> GO
1> SELECT * FROM T ORDER BY 1id: 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
2> GO 2> GO
id X 1> BEGIN TRANSACTION:
7777777777777777777777 2> GO

1 1 1> DELETE FROM T WHERE id=1:

7] 2 2> GO

3 3

(1 rows affected)
(3 rows affected) 1> SELECT * FROM T ORDER BY id;
> -- STEP 3 -- 2> GO
2> GO id x
(% =================== . |ooooo—oooos —oooooooooo
2> GO 2 2
1> UPDATE T SET x=13 WHERE id=1: 3 3
2> GO
(2 rows affected)

(0 rows affected) 1> COMMIT:
1> COMMIT; 2> GO
2> GO 1>
| 1> SELECT * FROM T ORDER BY id;
2> GO
id x

2 2

3 3

(2 rows affected)

Figure 5.5: Ghost update in SQL Server’s READ COMMITTED isolation level

The ghost update that was about to happen, in Session A on Step 3, did not occur and
the UPDATE query resulted in (0 rows affected). This is because it was previously deleted
in Session B on Step 2. Notably, no exception or rollback took place, and the transaction
continued. Ghost update phenomena do not take place in SQL Server’s READ COMMITTED
isolation level.

Konstantinos Diamantidis, MVCC' in the Modern RDBMS 78



Chapter 5

5.3.6 Ghost update and SNAPSHOT

SESSION A SESSION B

(>_] SQLSERVER - TEST6 - # Anomaly|Ghost Update - Isolation|Snapshot

File Edit View Terminal Tabs Help

2> -- STEP 1 -- Btech123 -d T -S 127.0.0.1
3> GO 1> SET IMPLICIT_TRANSACTIONS ON
L 2> :RESET
2> GO 1>
1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT: > == SHTNENPERO S
2> GO 3> GO
1> BEGIN TRANSACTION: 1> cmmememmeeeeaa.
2> GO 2> GO
1> SELECT * FROM T ORDER BY 1id: 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
2> GO 2> GO
id X 1> BEGIN TRANSACTION:
7777777777777777777777 2> GO

1 1 1> DELETE FROM T WHERE id=1;

2 2 2> GO

3 =]

(1 rows affected)

(3 rows affected) 1> SELECT * FROM T ORDER BY 1id:
1> -- STEP 3 -- 2> GO
2> GO id X
]+ ===================  llzz========= ===========
2> GO 2 2
1> UPDATE T SET x=13 WHERE id=1; 3 3
2> GO
Msg 3960, Level 16, State 3, Server debiani10, Line 1 (2 rows affected)

Snapshot isolation transaction aborted due to update conflict. You cannot (1> COMMIT;
use snapshot isolation to access table "dbo.T' directly or indirectly in d|2> GO
atabase "'T* to update. delete, or insert the row that has been modified or (1>
deleted by another transaction. Retry the transaction or change the isola
tion level for the update/delete statement.
1> COMMIT:
2> GO
Msg 3902, Level 16, State 1, Server debiani10, Line 1
The COMMIT TRANSACTION request has no corresponding BEGIN TRANSACTION.
1> SELECT * FROM T ORDER BY id;
2> GO
id x

(2 rows affected)
1>

Figure 5.6: Ghost update in SQL Server’s SNAPSHOT isolation level

The REPEATABLE READ isolation level is prone to ghost update anomalies, but SQL Server’s
SNAPSHOT prevents them from happening by stopping the execution with a message transaction
aborted due to update conflict (Session A Step 3) and rolling back the transaction au-
tomatically.
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5.3.7 Phantom update and READ COMMITTED

SESSION A SESSION B

(>_] SQLSERVER - TEST7 - # Anomaly|Phantom Update - Isolation|Read Committed

File Edit View Terminal Tabs Help

2> -~ STEP 1 -— md -U SA -PDBtech123 -d T -S 127.0.0.1
3> GO 1> SET IMPLICIT_TRANSACTIONS ON
1> ccccccccccccccccnas 2> :RESET
2> GO 1>
1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: 2> -- STEP 2 --
2> GO 3> GO
1> BEGIN TRANSACTION: 12 cmmmmmmmmm e -
2> GO 2> GO
1> SELECT * FROM T ORDER BY 1id; 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
2> GO 2> GO
id X 1> BEGIN TRANSACTION;
AAAAAAAAAAAAAAAAAAAAAA 2> GO

1 1 1> INSERT INTO T VALUES (4.4):

2 2 2> GO

3 <

(1 rows affected)
(3 rows affected) 1> SELECT * FROM T ORDER BY 1d:
1> == STEP 3 == 2> GO
2> GO id b 4
1> ecccccccceccccceces  |eeecececcces ccccccccaes
2> GO 1 1
1> UPDATE T SET x=42 WHERE 1d=4:; 2 2
2> GO = | < |
4 4

(1 rows affected)
1> SELECT * FROM T ORDER BY 1id; (4 rows affected)
2> GO 1> COMMIT:
id x 2> GO
---------------------- 1>

1 1

2 2

3 3

- 42

(4 rows affected)
1> COMMIT:

2> GO

1>

Figure 5.7: Phantom update in SQL Server’s READ COMMITTED isolation level

Phantom updates are not prevented in SQL Server’s READ COMMITTED isolation level. This
can be seen in Session A on Step 3 where it succesfully updates the new row that got inserted
(and committed) by Session B on Step 2.

Konstantinos Diamantidis, MVCC' in the Modern RDBMS 80



Chapter 5

5.3.8 Phantom update and SNAPSHOT

SESSION A SESSION B

[>_] SQLSERVER - TEST8 - # Anomaly|Phantom Update - Isolation|Snapshot

File Edit View Terminal Tabs Help

2> - STEP 1 -- Btech123 -d T -5 127.0.0.1
3> GO 1> SET IMPLICIT_TRANSACTIONS ON
B mmmmmmmemmm——mmee 2> :RESET
2> GO 1>
1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT: S == STEP 2 --
2> GO 3> GO
1> BEGIN TRANSACTION: 122 ======s=cs=========
2> GO 2> GO
1> SELECT * FROM T ORDER BY id: 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
2> GO 2> GO
id X 1> BEGIN TRANSACTION:
—————————————————————— 2> GO
1 1 1> INSERT INTO T VALUES (4.4):
74 2 2> GO
= =
(1 rows affected)
(3 rows affected) 1> SELECT * FROM T ORDER BY id:
1> -- STEP 3 -- 2> GO
2> GO id X
5 =================== . lesoo—ooo=os —ooo—-oo—oo
2> GO 1 1
1> UPDATE T SET x=42 WHERE id=4; 2 2
2> GO 3 3
Msg 3960, Level 16, State 3, Server debian10, Line 1 4 4

Snapshot isolation transaction aborted due to update conflict. You cannot
use snapshot 1solation to access table 'dbo.T' directly or indirectly in d|(4 rows affected)
atabase 'T" to update, delete, or insert the row that has been modified or|1> COMMIT:
deleted by another transaction. Retry the transaction or change the isola|2> GO

tion level for the update/delete statement. 1>
1>  COMMIT:
2> GO

Msg 3902, Level 16, State 1. Server debian10, Line 1
The COMMIT TRANSACTION request has no corresponding BEGIN TRANSACTION.
1>

Figure 5.8: Phantom update in SQL Server’s SNAPSHOT isolation level

In the case of the SNAPSHOT isolation level, because of its repeatable read functionality,
phantom phenomena are prevented.

As seen in Session A on Step 3, in the attempt to update a tuple that did not exist in the
start of a transaction, but got inserted and committed in another transaction (Session B Step
2) while the first was still active, he will be presented with "Snapshot isolation transaction
aborted due to update conflict" error.

Session A’s update (x = 42) is not completed and the transaction is automaticially rolled
back.
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5.3.9 Read skew and READ COMMITTED

The read skew anomaly is going to get examined using the following table, which is a simu-
lation of two bank accounts belonging to a user. The user is attempting to transfer money
from one account to the other.

CREATE TABLE accounts (account_id INT NOT NULL PRIMARY KEY, balance INT);
INSERT INTO accounts VALUES (1, 500);
INSERT INTO accounts VALUES (2, 500);

SESSION A SESSION B

[>_] SQLSERVER - TEST11 - # Anomaly|Read Skew - Isolation|Read Committed

File Edit View Terminal Tabs Help

1> ---- STEP 1 ---- Btech123 -d T -S 127.0.0.1
2> GO 1> SET IMPLICIT_TRANSACTIONS ON
1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED: 2> :RESET
2> GO 1>
1> BEGIN TRANSACTION: 2> = ST E PR~
2> GO 3> GO
1> SELECT * FROM accounts: 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
2> GO 2> GO
account_id balance 1> BEGIN TRANSACTION:
---------------------- 2> GO
1 500 1> SELECT * FROM accounts:
- 500 2> GO

account_id balance
(2 rows affectedy = |esesccaasae cmmmmmcaaaa

1> === S50 3B 2 ==== 1 500
2> GO 2 500
1> UPDATE accounts SET balance = balance - 100 WHERE account_id = 1;
2> GO (2 rows affected)

1> ---- STEP 4 --—-—-
(1 rows affected) 2> GO
1> SELECT * FROM accounts; 1> SELECT balance from accounts WHERE account_id = 2;
2> GO 2> GO
account_id balance balance

1 400 500
2 500

(1 rows affected)
(2 rows affected) 1> ---- STEP 6 ----
1> ---- STEP 5 ---- 2> GO
2> GO 1> SELECT balance from accounts WHERE account_id = 1;
1> UPDATE accounts SET balance = balance + 100 WHERE account_id = 2; 2> GO
2> GO balance
(1 rows affected) 400
1> COMMIT:
2> GO (1 rows affected)
1> SELECT * from accounts; 1>
2> GO

account_id balance

(2 rows affected)
1>

Figure 5.9: Read skew in SQL Server’s READ COMMITTED isolation level

In Steps 3 and 5 of the left session (Session A) of Figure an attempt is made to transfer
€100 from account 1 to account 2. In Step 4 of the session in the right (Session B) of
Figure the current balance of account 2 is read before Step 5 (of Session A) adds €100
to it. The value read equals €500. Next, Step 6 of Session B reads the current balance of
account 1, following the subtraction of €100 in Step 3 of Session A. The value read is €400.
As a result, the transaction in Session B has read a combined value of accounts 1 and 2 that
is equal to 500 + 400 = €900 instead of the correct value which is €1000. This comprises
the so called read skew problem. In essence, it is a violation of the data integrity constraint
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requiring the combined value of the two bank accounts to always remain equal to €1000.
SQL Server’s READ COMMITTED isolation level is prone to Read Skew anomalies.

5.3.10 Read skew and SNAPSHOT

SeESSION A SESSION B

SQLSERVER - TEST12 - # Anomaly|Read Skew - Isolation|Snapshot

File Edit View Terminal Tabs Help

1> ---- STEP 1 -——- Btech123 -d T -S 127.0.0.1
2> GO 1> SET IMPLICIT_TRANSACTIONS ON
1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT: 2> :RESET
2> GO 1>
1> BEGIN TRANSACTION: prs e STEP 2 ----
2> GO 3> GO
1> SELECT * FROM accounts: 1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT:
2> GO 2> GO
account_id balance 1> BEGIN TRANSACTION:
---------------------- 2> GO
1 500 1> SELECT * FROM accounts;
2 500 2> GO

account_id balance
(2 rows affected = |eseemmemmes cmmmmmeem e

1> ---- STEP 3 ---- 1 500
2> GO 2 500
1> UPDATE accounts SET balance = balance - 100 WHERE account_id = 1;
2> GO (2 rows affected)

1> --—- STEP 4 ----
(1 rows affected) 2> GO
1> SELECT * FROM accounts; 1> SELECT balance from accounts WHERE account_id = 2;
2> GO 2> GO
account_id balance balance

1 400 500
2 500

(1 rows affected)
(2 rows affected) 1> ---- STEP 6 ----
1> ---- STEP 5 ---- 2> GO
2> GO 1> SELECT balance from accounts WHERE account_id = 1
1> UPDATE accounts SET balance = balance + 100 WHERE account_id = 2; 2> GO
2> GO balance
(1 rows affected) 500
1> COMMIT:
2> GO (1 rows affected)
1> SELECT * from accounts; 1>
2> GO

account_id balance

(2 rows affected)
1>

Figure 5.10: Read skew in SQL Server’s SNAPSHOT isolation level

The SQL Server’s Snapshot isolation level, due to its repeatable read functionality, is not
prone to read skew anomalies. So no matter when Session B reads each bank account, it will
consistently read 500 for each one of them.
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5.3.11 Write skew and SNAPSHOT

To examine the write skew anomaly, the SQL code below is used.

The code creates a hospital table with doctors and their "on call" status.

Note: The hospital database model has a constraint requiring that at least one doctor
must always be on call.

CREATE TABLE doctors (name VARCHAR(10) NOT NULL PRIMARY KEY,
on_call VARCHAR(10), shift_id INT);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Alice’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Bob’, ’true’, 1234);
INSERT INTO doctors (name, on_call, shift_id)
VALUES (’Carol’, ’false’, 1234);
CREATE FUNCTION currently_on_call() RETURNS int AS BEGIN
RETURN (SELECT COUNT(*) FROM doctors
WHERE on_call = "true" and shift_id=1234); END;

Figure below illustrates a case where Alice and Bob apply for a leave simultaneously.

Alice: Bob:
i begin transaction i begin transaction
name on_call
currently_on_call = ( Alice  true currently_on_call = (
select count(*) from doctors Bob true select count(¥) from doctors
where on_call =true Carol  false where on_call =true
and shift_id = 1234 and shift_id =1234
) )
Now currently_on_call =2 Now currently_on_call =2
O if (currently_on_call >=2) {
update doctors ‘
set on_call = false ‘ Alice  false ‘
where name =‘Alice’
and shift_id = 1234 & if (currently_on_call >=2) {
} update doctors
‘ Bob false ‘ seton call =false
& commit transaction where name = Bolb
name on call and shift_id = 1234
Alice false }
Bob false

&S commit transaction

Carol false

Figure 5.11: Example of write skew occurring (all false)
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SESSION A
[>-]

File Edit View Terminal Tabs Help

> --——— STEP 1 -—-——-

2> GO

1> ALTER DATABASE T SET ALLOW_SNAPSHOT_ISOLATION ON:
2> GO

1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT:;
2> GO

1> BEGIN TRANSACTION:

2> GO

1> SELECT * FROM doctors;

2> GO

name on_call shift_id

Alice true 1234

Bob true 1234

Carol false 1234

(3 rows affected)

1> -- STEP 3 --

2> GO

1> SELECT dbo.currently_on_call():

2> GO

(1 rows affected)
1> IF dbo.currently_on_call() >= 2 UPDATE doctors SET on_call =

HERE name = 'Alice’ and shift_id=1234:
2> GO

(1 rows affected)

1>  COMMIT;

2> GO

1> SELECT * FROM doctors:

2> GO

name on_call shift_id
Alice false 1234
Bob true 1234
Carol false 1234

(3 rows affected)
1>
1>
1>
1>
1>
1>

SQLSERVER - TEST10 - # Anomaly|Write Skew - Isolation|Snapshot

“false' w

1> SET IMPLICIT_TRANSACTIONS ON

2> :RESET
1>
2> ---- STEP 2 ----
3> GO
1> ALTER DATABASE T SET ALLOW_SNAPSHOT_ISOLATION ON:
2> GO
1> SET TRANSACTION ISOLATION LEVEL SNAPSHOT;
2> GO
1> SET LOCK_TIMEOUT O:
2> GO
1> BEGIN TRANSACTION;
2> GO
1> SELECT * FROM doctors:
2> GO
name on_call shift_id
Alice true 1234
Bob true 1234
Carol false 1234
(3 rows affected)
= == SuBRD 4 =—
2> GO
1> SELECT dbo.currently_on_call();
2> GO

2

(1 rows affected)

1> IF dbo.currently_on_call() >= 2 UPDATE doctors SET on_call = "false’

ERE name =
2> GO

‘Bob® and shift_id=1234;

(1 rows affected)

1> COMMIT:

2> GO

1> SELECT * FROM doctors;

2> GO

name on_call shift_id
Alice false 1234
Bob false 1234
Carol false 1234

(3 rows affected)
1>

Figure 5.12: Write skew in SQL Server’s SNAPSHOT isolation level

Write skew anomalies are typically present in REPEATABLE READ isolation levels.

SESSION B
- o c

WH

SQL

Server’s SNAPSHOT isolation level, could be compared to other Database Management Sys-
tems’ REPEATABLE READ isolation level.
In Step 4 of Session B we note that the change at Step 3 of Session A, which changed Alice’s
on_ call status to false, is not seen and as a result the count of doctors on call remains 2.
So, Step 4 succeeds in updating Bob’s on call status to ’false’. After Session B commits
at Step 4, we see that now all doctors are out of call. This violates the hospital’s model

constraint mentioned above.
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5.3.12 Write skew and READ COMMITTED

SESSION A SESSION B
e ]

SQLSERVER - TEST9 - # Anomaly|Write Skew - Isolation|Read Committed

File Edit View Terminal Tabs Help

1> =-== STEP 1 =--=-- 1> SET IMPLICIT_TRANSACTIONS ON
2> GO 2> :RESET
1> ALTER DATABASE T SET READ_COMMITTED_SNAPSHOT ON: 1>
2> GO 2> ---- S uUlEF 2 ===
1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED; 3> GO
2> GO 1> ALTER DATABASE T SET READ_COMMITTED_SNAPSHOT ON:
1> BEGIN TRANSACTION: 2> GO
2> GO 1> SET TRANSACTION ISOLATION LEVEL READ COMMITTED;
1> SELECT * FROM doctors; 2> GO
2> GO 1> SET LOCK_TIMEOUT O:
name on_call shift_id 2> GO
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 1> BEGIN TRANSACTION:
Alice true 1234 2> GO
Bob true 1234 1> SELECT * FROM doctors;
Carol false 1234 2> GO
name on_call shift_id
(3 rows affected) e e e
1> -- STEP 3 -- Alice true 1234
2> GO Bob true 1234
1> SELECT dbo.currently_on_call() Carol false 1234
2> GO
(3 rows affected)
----------- 1> -- STEP 4 --
2 2> GO
1> SELECT dbo.currently on_call()
(1 rows affected) 2> GO
1> IF dbo.currently_on_call() >= 2 UPDATE doctors SET on_call = 'false' W
HERE name = "Alice’ and shift_id=1234; feeememeoooo
2> GO 1
(1 rows affected) (1 rows affected)
1> GO 1> IF dbo.currently_on_call() >= 2 UPDATE doctors SET on_call = "false' WH
1> GO ERE name = "Bob' and shift_id=1234;
1> COMMIT: 2> GO
2> GO 1> GO
1> SELECT * FROM doctors; 1> GO
2> GO 1> COMMIT:
name on_call shift_id 2> GO
——————————————————————————————— 1> SELECT * FROM doctors;
Alice false 1234 2> GO
Bob true 1234 name on_call shift_id
Carol false 1234 e e —ee
Alice false 1234
(3 rows affected) Bob true 1234
1> Carol false 1234
1>
1> (3 rows affected)
1> 1>

Figure 5.13: Write skew in SQL Server’s READ COMMITTED isolation level

As expected, write skew phenomena are not encountered in the READ COMMITTED isolation
level. So, one can see in Session B, that Step 4 correctly sees 1 available doctor on call and
as a result Bob is not allowed to take his absence leave, because the hospital must have at
least 1 doctor on call.
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5.4 Comparison of test results

This table sums up the findings of how SQL Server isolation levels behave when encountering
the tested transaction anomalies.

Table 5.1: SQL Server isolation levels and transaction anomalies

Read Committed Snapshot

NON-REPEATABLE READ Possible Not Possible
LOST UPDATE Possible Not Possible!
GHOST UPDATE Not Possible? Not Possible!
PHANTOM UPDATE Possible Not Possible!
READ SKEW Possible Not Possible
WRITE SKEW Not Possible Possible

! Exception occurs and transaction rolls back
2 No exception, transaction continues
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Conclusion

This thesis presented Multi-Version Concurrency Control (MVCC) as a means of implement-
ing transaction concurrency control in modern RDBMSs. A comprehensive review of the
relevant literature has been conducted. Particular emphasis has been given to the liter-
ature relating to Oracle, MySQL, PostgreSQL and SQL Server, four of the most popular
RDBMSs. A number of test scenarios, identical for all four RDBMSs, have been executed in
order to be able to compare and contrast the way the latter implement MVCC. The results
are summarized in Table [6.11

Detailed knowledge was obtained regarding not only the general scope of the MVCC
technology, but also the specifics of each one of the four RDBMSs. A software application
(MVCC _sim.py) has been developed along the lines of this thesis. The application can be
extended to support more RDBMS environments. It can be used as a supporting tool (e.g.,
to facilitate the presentation of examples like the ones considered in chapters 2-5, instead of
executing one SQL command at a time).
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Conclusion

Table 6.1: Transaction anomalies in all four RDBMSs

NON LosT GHOST PHANTOM READ WRITE
REPEATABLE
UPDATE UPDATE UPDATE SKEW SKEW
READ
ORACLE
Read Possible Possible th . Possible Possible th
. Possible Possible
Committed
Not Not Not Not Not

Serializable Not Possible Possible? Possible?  Possible!  Possible  Possible?

MYSQL

Read Possible Possible th . Possible Possible th
. Possible Possible
Committed
Repeatable . : Not . Not .
Read Not Possible  Possible Possiblol Possible Possible Possible
POSTGRES
Read Possible Possible th 1 Possible Possible No.t
. Possible Possible
Committed
Repeatable : Not Not Not Not .
Read Not Possible Possible® Possible?>  Possible!  Possible Possible
Not Not Not Not Not

Serializable  Not Possible 5 1163 Possible?  Possible!  Possible  Possible?

SQL SERVER Not Not
Read Possible Possible .., 1 Possible Possible i
C . 4 Possible Possible
ommitted
Snapshot Not Possible Not Not Not Not Possible

Possible? Possible?  Possible®  Possible

1 No exception, transaction continues

2 Exception occurs and must be handled programmatically. Otherwise, the transaction continues
3 Exception occurs and transaction rolls back

4 Using READ_COMMITTED_SNAPSHOT ON
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Prerequisites

e Debian GNU /Linux 10

Oracle Database 11g Express Edition Release 11.2.0.2.0
MariaDB Version 15.1 Distrib 10.3.15

PostgreSQL Version 11.5

Microsoft SQL Server 2017 Version 14.0

Python 2.7

Installation

The accompanying application can be downloaded from https://github.com/kdmnt/mvcc.
The main executable file is MVCC_sim.py and comes along with mvcc_runner. py

and mvcc_tests.yml. There is no installation needed, the first execution of MVCC_sim.py
will install all the necessary libraries and python modules.

Usage

Navigate to the directory of the downloaded files and simply execute the following command:
$ python MVCC_sim.py

The following screen is displayed:

[=] Terminal - dbtech@debian10: ~/dbtech/diamantidis/pychar
File Edit View Terminal Tabs Help
Choose a dbms
==> oracle
mysql

postgres
sqlserver

Figure A.1: Inital screen where user can select their preferred DBMS
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After selecting the preferred DBMS (assuming its service is running), the next screen is
displayed:

(>_} Terminal - dbtech@debian10: ~/dbtech/diamantidis/pycharm/mvcc_remote

I»
1

File Edit View Terminal Tabs Help

Choose a test to run in mysql dbms:

==> test1# Anomaly|Non-Repeatable Read - Isolation|Read Committed
test2# Anomaly|Non-Repeatable Read - Isolation|Repeatable Read
test3# Anomaly|Lost Update - Isolation|Read Committed
test4# Anomaly|Lost Update - Isolation|Repeatable Read
test5# Anomaly|Ghost Update - Isolation|Read Committed
test6# Anomaly|Ghost Update - Isolation|Repeatable Read
test7# Anomaly|Phantom Update - Isolation|Read Committed
test8# Anomaly|Phantom Update - Isolation|Repeatable Read
test9# Anomaly|Read Skew - Isolation|Read Committed
test10# Anomaly|Read Skew - Isolation|Repeatable Read
test11# Anomaly|Write Skew - Isolation|Read Committed
test12# Anomaly|Write Skew - Isolation|Repeatable Read
~ Restart mysql ~ (1f an error occurs, restart the service and re-run the test)
=D EXTTN=

Figure A.2: Test scenario selection
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These are the predefined test scenarios that a user can choose from. After selecting one, e.g.
test2#, the following screen is displayed:

>.] MYSQL - TEST2 - # Anomaly|Non-Repeatable Read - Isolation|Repeatable Read a - R ]

File Edit view Terminal Tabs Help

MariaDB [testdb]> MariaDB [testdb]>
MariaDB [testdb]l> -- STEP 1 -- MariaDB [testdb]> -- STEP 2 --
MariaDB [testdb]> --------coooooooooo MariaDB [testdb]> ----------o--ooooooo
MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL REPEATABLE READ: MariaDB [testdb]> SET TRANSACTION ISOLATION LEVEL READ COMMITTED:
Query OK, 0 rows affected (0.000 sec) Query OK, 0 rows affected (0.000 sec)
MariaDB [testdb]> BEGIN; MariaDB [testdb]> BEGIN;
Query OK. 0 rows affected (0.000 sec) Query OK, 0 rows affected (0.000 sec)
MariaDB [testdb]> SELECT * FROM T WHERE id=1: MariaDB [testdb]> UPDATE T SET x=12 WHERE id=1:
et e + Query OK, 1 row affected (0.003 sec)
| id | x | Rows matched: 1 Changed: 1 Warnings: 0
e +
1 11 1] MariaDB [testdb]> SELECT * FROM T WHERE id=1
e + e +
1 row in set (0.000 sec) ] id | x

g —— +
MariaDB [testdb]> -- STEP 3 =-- | 1 12
MariaDB [testdb]> ------------------- R +
MariaDB [testdb]> SELECT * FROM T WHERE id=1; 1 row in set (0.000 sec)
e +
| 1d | x | MariaDB [testdb]> COMMIT:
Rt ST + Query OK, 0 rows affected (0.002 sec)
[ R
R T + MariaDB [testdb]>

1 row 1n set (0.000 sec)

MariaDB [testdb]> COMMIT:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> SELECT * FROM T ORDER BY id;

PO +
| id | x I
PO +
I 11 12
1 21 2|
I 31 31
PO +

3 rows 1n set (0.000 sec)

MariaDB [testdb]l> COMMIT:
Query OK, 0 rows affected (0.000 sec)

MariaDB [testdb]> []

Figure A.3: Test scenario executed

These are two fully interactive shells.

To move the cursor from the left pane to the right, press CTRL + B, release them and then
press the Right Arrow key.

To scroll up, "scroll mode" must be enabled. To enable, press CTRL + B, release them and
then press "[". To exit "scroll mode", simply press "q".
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Chapter 6

mvcc_tests.yml

Figure A.4: YAML file with the test#2 steps

Figure shows how test#2 steps where defined inside the mvce tests.yml file. These can
be extended, and anyone can add any sequence of SQL steps to be executed.

Each step must be in the format step<sequence number> T <transaction number>.
More details can be found inside the mvce tests.yml file in the form of comments.
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