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Befoidve on gipar o ovyypapéos avtig e epyacias kor ot kabe fonbeio v omoio eiya yia v
TPOETOLUATIO THS EIVOL TANPWS AVOYVWOPLOUEVH KOl AVOPEPETOL OTHY Epyaaio. ETIons, Exw kotaypdyel
TIG OTOIES TNYES OO TIS OTMOLEG EKOVA YPHOH OEOOUEVV, L1OEWDV, EIKOVWYV KOl KEWWEVOD, EITE OVTES
avapépovror axplpwg eite mapappoouéves. Emmléov, fefoidyvaw ot ovth n epyocio mpoetoiudotnke
OO EUEVO, TPOOWTIKG, EI0KG (WG TTVXIOKY epyaoia, ato Tunua Munyovikov TIAnpopopikng koi

Hlextpovikav Zvotquadtwv tov ALTIA.E.

H rapodoa epyacia amotelel mvevuotixy 1010ktnaio tov portyty Kokkvov Mdapilov mov v ekmovyoe.
210 TAQIOL0 THG TOMTIKHG QVOIKTHS TPOTHAsHS, O GLYYPOPEAS/ONUIOVPYOS ekYwpel ato Aiebdvég
Hovermotiuio ¢ EJAGdo¢ doeio yprions tov StkoimUaToS OVOTopaywynS, dOVELTUOD, ToPOVTIOCTHS
070 KOIVO K01 WHPLOKNGS OLOYDONS THS EPYOCLOS OlEBVAS, o€ NAEKTPOVIKY LOPPH KoL GE OTOI00NTOTE
HECO, YLo. OLOOKTIKODG KOL EPEVVHTIKODS OKOTOVS, GVED avioAAdyuotog. H avoikty mpoofacny oto
TANpeS Keluevo S epyaoiag, oev onuaivel ko’ 010VvONTOTE TPOTO TOPOYWDPNON OKOIWUATDV
O1OVONTIKNG  1010KTHOIOG TOD  OVYYPOQPEQ/ONULOVPYOD,  OUTE  EMITPEMEL  THY  OVATOPOYOY,
OVAONUOCIELGT], AVTIYPAPY, TWOANTH, EUTOPLKN YPHOY, O10VOUT, EKOOTH, UETOPOpTaY (downloading),
avaptyon (uploading), petappaon, tpomomoinon pue OTOLOVONTOTE TPOTO, TUNUOTIKG 1] TEPIANTTIKG, THG

EPYACIAS, XWPIS TH PHTH TPONYOOUEVH EYYPOPY TOVOIVEGH TOV TVYYPOPEQ/ONUIODPYOD.

H éyxpion g mroyloknig epyaciog omd to Tuqpo Mnyoavikov TTAnpogopikng kot Hiektpovikmv
Yvompdtev tov Atebvoic [avemotnpiov g EALGS0G, 6ev bITOSNADVEL OTOPALTTOS Kol OTodoyN

TOV OTOYE®V TOV GLYYPAPED, €K LéEpoug tov Tunpatog.






Iepiinyn

H mopovoa wruyloxn viomolel éva Xvomuo Ewomomocewv Acedielng Ecwtepikov Xdpov pe
éupaon 610 Aoyokd kol yopic yprion hardware, afomowdvtag “Virtual Sensors”. O ypniotng
(client) dnuiovpyel Alarm Systems kot TpocBétel kOuPovg (nodes) pe HOVOSIKO OvVayVOPLGTIKO, OL
omoiotl amootéAlovy alarms otov server pécw REST API. O Flask backend mpoaypoatonotel éheyyo
gykvpotntog, vroroyilet deiktn Kvdvvov (risk score 0—100) kot kataypdpel o coppdvta oe Pdon
MySQL. X1t ovvéyeto, ta dedopéva npofdirovior oe web nepidirov (Bootstrap) pe oyeddv real-
time evnuépwon péom polling, kabbg kot cerido analytics avd node pe mivakeg, delktes Kot
ypaonuata. o dokipég kot a&loAdynon avantocoetat simulator mov mapdyet alarms kol cevapilo
@OpTOV, EMITPEMOVTAG HETPNOES amddoong kot a&lomotiog. Télog, divetar éupacr oe Oépota
aopdAielag (authentication, tokens, validation) kot 7poteivoviol UEALOVTIKEG EMEKTAGELS OTMG

WebSockets, push notifications kot o gEghrypévog rule engine.
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« Indoor space security notification system »

Abstract

This thesis implements an Indoor Space Security Notification System with a software-focused
approach and no hardware, using “Virtual Sensors.” A single user role (client) creates Alarm Systems
and adds nodes with unique identifiers, which send alarm events to the server through a REST API.
The Flask backend validates incoming data, computes a risk score (0—100) and stores events in a
MySQL database. The system then presents alarms through a web interface (Bootstrap) with near
real-time updates via polling, as well as a per-node analytics page featuring tables, key indicators,
and charts. For testing and evaluation, a simulator generates alarms and load scenarios, enabling
performance and reliability measurements. The project also emphasizes security practices such as
authentication, token-based access, and input validation. Finally, it outlines realistic future
extensions, including WebSockets for true real-time dashboards, mobile push notifications and a

more advanced rule engine for event correlation and escalation.



Evyoprotieg

Evyapiotd mold tovg Yyovelg pHov, Tovg GIAOVG Hov Kot Tov eMPAET@V KOONYNTH KOV Yoo TNV

GUUTOPACTOCT) KO TV KATAVONOT UEXPL VO OLOKANPADC® TNV TTUYLOKN LoV EPYUGIa.
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Kepaiawo 1o: Ewsayoy

1.1 TMpépinpa ko kivntpo

H acedlela evoc ecmtepikod ydpov (m.y. omitl, Ypopeio, epyactnplo, amodnkn) sival éva Bépa mov
oamacyohel TOALOVG avOpPOTOVG Kol OpYOVIGHOVG. AKOUO KOl GE YDPOLG TOV PAiVOVTIOL «1GUYOL,
UTOPEL VO TPOKVWYOVV TEPIOTATIKA OTTMG TTapaficoT 16000V, KIVoN GE U EXITPENTEC MPEG, N AKOLA
KOl OTPOCUEVES KOTACTAGELS OV OTOLTOVV GLECT EVNUEPMOT TOL XPNOTY. € ALTA TO GEVAPLI, TO
Kpicwo dgv eivar povo va “cuuPel’” m aviyvevon, oA Vo QTACEL YPYOPO KOl LE cOpn TPOTO M

TANpoQopio GTOV YPNOTY, MGTE VO, UTOPEL VOL OVTIOPAGEL EYKAIP®G.

To mapadociaxkd cuetiato cuvayeppov Bacilovtol kupiog og hardware aicOntpeg (.. poyvnTikég
EMOPES TOpTAG/TapafHpov, aviyveutés Kiviiong, GEPNVES) Kol GLYVO GE L0 KEVIPIKN LOVAdQ OV
OLAAEYEL Ta onpota. AV KOl ovTO TO CLGTHUOTO €ivol OTOTEAECUHOTIKG, £YovV OO0 PociKd
LELOVEKTNUATO YIOL U0 TTUYOKY TTov OEAEl vo. €0TIAGEL 6TO AOYIoHKO: (o) ¥pedlovTol QUGIKN
gykatdotocn/covtipnon kat (f) duckoAgbovv TV a&loAdynom Kot Tig SOKIUEG o HEYAAN KAMUOKOL,

e1Kd 6tav BElovpe va Tapdyovpe TOAAG SLOPOPETIKA GEVAPLA GUUPAVTOV.

Mo avtév tov AdYo, N Tapovoa TTVYLOKY EMAEYEL pia software udvo Tpocéyyion, dnUovpyeiTaL pio,
KEVTPIKY] TAATOOPLO. EWQ0TOMGEMV, OOV 01 “oodntipec” Tpocsouot@vovtol og Virtual Sensors. Mg
amAG A0y, OVTL VO EYOVIE TPAYLOTIKOVG 0leONTNPES 08 TOPTES Kol SWUATIN, EYOVUE AOYIKEG OVTOTNTEG
(nodes) mov otélvovv ewbonomoelg (alarms) oto cvotuo uécm APL. Avti n emhoyn emitpénet va
peAetnOel To MO GNUAVTIKO KOUUATL EVOC GUYYPOVOL CLUGTHUATOS AGPAAENG OTWG 1| POT} OEOOUEV®V,

1 a&loAdynoen Tov Kvdhvov, 1 ELPAVION GE TPAYUATIKO ¥pOVo Kot 1) a&loTIeTIo TOL GLGTHLLOTOC,

Emumiéov, évo cdotnuo €100mOMGEDY OV TPEMEL VO, AELTOVPYEL OMAG ©C “unyovn kataypueng”’
ocvpPavtav. Av gpeavilel cuveymg E100TONCELS YWOPIG SIAKPIoT, O ¥PNOTNG KATUANYEL VO OYVOEL TIG
onuavtikés. Apa, etvar amapaitnto va vépyet pe Aoyikn agloldynong omme moto cupPdv gival o
coPapd, moto ypelaletal dpecn EVUEPMOT] KOl TOWO UTOPEL VO Kataypagel xwpig va. evoyAceL Tov
ypnot. ‘Etol pmaivovv ot évvolec g coPapotntag (severity), tov kavévov (rules) kot gvog risk

score.

Télog, N TTVYLOKT OTTOKTA L0 WPOio YopaKTNPa 0TV deV TEPLOPIleTal LOVO 6TO va “dovAevel”, aAld
otav umopei va dokipootel, va petpnel kot va agroroyndel. I'ia avtd, to cvotpa oyxeddletor dote
va vrootnpilel testing ko peTproeig (m.y. andkpion APIL, pubuog alarms avd devtepodrento). ‘Etot, 1

gpyacia dgv Topovotalel LOVO pio EQAPLOYN.
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1.1.1 XT16)0g KO AVTIKEIPNEVO TG TTVYLUKNG

O Bookdc 6T0X0¢ NG TTLYWOKNAG €ivar 1 ovamtuén evog Tvotiuoatog Ewdomomoewv Acpdleiog
Ecwtepucot Xmpov, 10 0010 AEITovpyEl G KEVIPIKN TAATQOPLO GLAAOYNG, KOTOYPOENS KOl TPOBOANG
alarms. To cvotnpa emtpénel o Evav ypnot (client) va dnuiovpyel TIg SIKEG TOV EYKUTAGTAGELS
acpoAeiog (AlarmSystems), va mpocBétel koppovc/acOnmpeg (Nodes) kot va Aaufdaver coppdvra

(Alarms) wov mapdyovtol amd avTovg TOVG KOUPOLC.
[To ovykekpipéva, N EPappoyn TepIAapPivet:

e Awygipion Alarm Systems: o ypnotng pmopet va dnovpyel, vo emeEepydletal Kol vo
dwypdopel “ocvotiuota’ (mwy. “Apartment A”, “Office Lab”). KdBe cvomua avtiototyel oe

évav ydpo 1 YKOTAGTAOT).

e Awygipron Nodes: péca o€ kdBe cuoTNO, 0 ¥p1oTNG UTopel va TpocBétel nodes e povadiké

avayvopletiko (node_uid). KdOe node Aertovpyel cav eikovikdg oioOnipag.

e Amootoin alarms péom API: o1 nodes otéhvouv alarms otov server péow HTTP APIL. Kdabe
alarm pumopei va mepiéyel £wg 6 Typég (v1..v6), dGTE Vo TPOCOUOIDVOVTUL TPOYUOTIKA dedoUEVAL

(m.x. “motion=1", “confidence=86%", “battery=88%").

e Scoring kKivdvvov: kdbe alarm a&lodoyeitan kKo Aapfaver éva risk score (0—100). Avtd Bonbd

oTN JIAKPIoT TOV CNUAVTIKOV GUUBAVTOV.

¢ Real-time mopokorovOnon: to web dashboard eppaviler ta mo mpoéceata alarms Kot

emutpénel otov ypnot vo PAénet “Covtovd” Tt cupPaiver.

e Analytics ava node: vrdpyet €101k oeAida avd node Tov mapovoidlel mivaxa alarms, facicd

GTOTICTIKA KO YPAQT LOTA.

To avtiKeipevo T TTUYIOKNAG OEV EIVOL VO OVTIKATOOTNOEL VO, EUTOPTIKO GUGTNIO GUVAYEPLOD, OAAA
VO DAOTIOGEL KOl VO TEKUNPLDGEL 10, PEUAGTIKT TAATQOPLL E100moMceny, e kabapd MVP scope,

woTte va gival VAOTOMGun o€ mAaicto wruytakng [1].

1.1.2 Xvuvelo@opa Kol KOvoTopio TG EPYACLaG
H gpyacia Eeympilel xuping 610 0TL avtipetonilel to Bépa “cHomua cvvayeppod” amd v TAELPA
TOV AOYIGHIKOV KOl TG TAATQOPLAS, Ot LOVO amd Trv TAELPA TV arsbntipmv. Ot KOPLEG GUVEICPOPES
UTOPOVV VO GLVOYICTOOV MG EENG:

1. Virtual Sensors avti hardware: dnpovpyeiton o TApng vrodour nodes mov Agttovpyei OTMG

Bo Aertovpyovcay TpaypatiKol aentpeg, OAAG Y®Pic PLOIKEG GLOKEVEG. AVTO EMITPETEL VO

SOKILAOTOOV TOAAG GEVAPLO Kot POPTIaL.
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Kevtpu mAateoppo €00motcemy: 0 server AETovpyel g “core system” mov JdE€xeTat,

KaTaypaeet kot TpoPdAdet alarms and ToAAATAODG KOUPOVC.

Risk scoring ka1 Bdon yio £éEumvovug kavoveg: kabe alarm agloloyeiton Kot amroktd 6Kop. Avtd
elvar 1o Tp@TO Prina Yo wo e€ehypévn Aok, Omw¢ Kavoveg cvoyétiong (correlation) kot

escalation.

Real-time Ul kot analytics: to cbotnua dev delyvel povo Aloteg alarms, odAd divel ko

OTOTIOTIKG/Ypaprinata, fonddvTog Tov xpnot va KataAdfel T cvurepipopd twv nodes.

Acopdleln kot aSlomotio ¢ Pacikd KOUUATL: EXEWON LAALE Y10, GOGTN O 0CQAAELNS, diveTon

Wiaitepn éupoon oe authentication, validation, logging kot cwot Asttovpyio APIL

Testing kot a&loAdynon: 10 cVOTNUO OYENALETOL UE TPOTO TOL EMITPEMEL QOKIUEG KoL

LETPNGELS, KATL TOV KAVEL TNV TTUYLKN TTLO “EMGTNUOVIKY” Kot Ol OAG Lol EQOPLLOY.

1.1.3 Ilepropropoi kor mtapadoyés (MVP)

INa va givar peaiiotikd to £pyo wg mruyax, opiletor £va kabopd MVP (Minimum Viable Product -

ELdyioto Bunowo [1poidv). Avtd onuaivel 6T vmipyovv GuYKEKPLUEVE OpLo. 6To Tt Bo vAoTonOel otV

TpoO TN ékdoon [1].

Yrapyetl évag pohog ypriot (client). Aev vAomolobvton porotl 6w admin/operator, GGTE va

petvel To cuoTHO ATAG Kol OAOKATpP®OGLULO.

To oot pa ypnoonotet Virtual Sensors, dniadr| Ta alarms npoépyovtar and simulator 1§ and

eEmTeEPIKES EQUPIOYEG TOL KahoOV To AP,

H “real-time” Aettovpyia apyicd vAiomoteitar pe polling oto web UL Avtod givorl apketd yia
MVP, evd mio mpoywpnuéveg Avoeig (WebSockets, push notifications) pmopovv va umovv g

LEALOVTIKY] EpyaGial.

To risk scoring Eexva ¢ amAd povtélo (heuristic), dote va ival KATOvoNTo Kol EAEYELLO0. XN

ouvéyeln umopei va enektabel pe mo cuVOETOVS KAVOVEC.

[Mopd tovg meplopiopos avtovg, 10 MVP mapapével TAnpec og mpog T Pacikég Asttovpyieg:

dwxeiplon ocvotnudtov kot KopuPov, Aqyn alarms, anobnkevorn ot Pdaon, epedvion kot Pacikn

avaivon.

1.1.4 Aopn ¢ gpyaociog

H vrdéiown wruylakn opyovavetol oe 7 kKepaono:
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Y10 Kepdiao 2 mapovacialetal 1o Oewpnricd vwofabpo: Evvoieg alarm systems, EL00TOUGEDV,

real-time puebodwv, Kavovov kat risk scoring, kabmg kot factkd OEpata acpArenS.

Y10 Kepdhato 3 yivetar aviivon onortioemv kot opiletar to MVP scope e use cases kot

AELTOVPYIKES/ UN-AEITOVPYIKEG QAT GELS.

Y10 Kepdrowo 4 mopovoidletar 0 oyedlOGUOG TOV GUGTHKOTOC: OPYLTEKTOVIKY, Pdon

dedopévav, API, ko dtorypdppota pors.

Y10 Kepdiaio 5 meprypapetar n vionoinon (Flask, MySQL, Bootstrap, real-time dashboard,

analytics, simulator).

210 Kepdhato 6 avarvovror Bépata acedieiag, allomotiog, Kabde kot 1 dadikacia testing
Kot 0EOAGYNONG e LETPTCELS.

10 Kepdhoro 7 mapovotdloviot To GUUTEPAGLOTA, Ol TEPLOPICHOL KOt Ol TOAVEC LEAMOVTIKEG

BeATiDOELS TOV CLGTHHOTOG.

13



Kepalaro 20: Oeopntiké Yaopadpo kor Xyetikég Evvoleg

2.1 Ewoayoyn 610 0c0pnTiké mhaicro

‘Eva. “chomua cvvayepuov” oty mpdén dev eivor uoévo ot oicOnmpeg kot 1 GeEpNvo, oAAG pio
oAOKANPN Sadikacio OTmG GLALOYN onudtev, PeTATPONY| TovG o€ cuuPdvta (events), a&loAdynon,
amofnkevon kal TeEMkd evnuépmon tov ypnot (notification). Ztnv mapovoa epyacio o hardware
avtikadiotator and Virtual Sensors, OpLog 1 “AoyiKn” €vOG TPAYLOTIKOD GUGTHLOTOS TAPAULEVEL 1010,
&yovpe kOuPovg (nodes), £yovue alarms Kot EYOVUE U0 KEVTIPIKT TAATPOpUa oV emeepydletal Ta
dedopéva.

Eniong, enedn 10 cvotua £xel otoyo va divel €100MOMCES GTOV XPNOTN, TO “TOTE” Kot TO “TMdS”
yivovtot ot evpuepdoelg tailel tepdotio poro. AAAo vo PAETEL 0 xpotng o Aiota alarms dtov pmet
oto dashboard kot dAAo vo evnuepovetar dueca 6tav cLpUPel KUTL ONUOVTIKO. LTO KEPAAOLO QLTO
neprypdpovtot Pacikéc emloyég real-time evnuépmong Kabd¢ kat ot Evvoleg mov 00N yov og “eEumveg
ewdonomoels”, ommg severity levels, rules xau risk scoring.

2.1.1 Baowég évvoreg: Sensor, Node, Event, Alarm, Incident
€ GLOTNLOTA AGPAAELNG GUVAVTAUE GUYVA TIG TOPAKATWO EVVOLEC:

e Sensor (AwcOnTipag): n YN mOL oviyveEDEL (o KatdoTaon 1 aAlayr| (Y. kivnon, dvorypo
TOPTOC, dOVNON). L€ TPAYLATIKA cLGTHHOTO givar hardware, €0 OU®G TPOGOUOIDVETOL.

e Node (Koppog): po povada mov aviimpocsonedel Evov aictntipa 1 €va GOVoAo aicOnTipov.
YV gpyacio, o node &yl povadikd node uid kot otéAvel alarms oto cvoTUa pécw APIL.

e Event (Zoppav): o “amAn” kataypoen 0Tt Katt cuvéPn (m.y. “motion detected”). To event
umopel va gtvan avene&épyacTo.

e Alarm: évo event Tov Oewpeitar opkeTd GNUAVTIKO OGTE VO, KOTOYPoEEl ¢ alarm kot wihavov
Vo 00N YN OEL GE €100T0INoT).

e Incident: o mo “Bapid” évvoln, 6mov cvvNBWOC LUAGE YL TPOYUOTIKO TEPIGTUTIKO
acpaielng. Zuyva éva incident Tpokvmtel amd cuvovaoud alarms 1 and emPePaimon omd Tov
xpnotm.

H didxpion avtq Ponbdel oto va kotardpfovue yati ypeidletal a&loAdynon. Av kébe event ywvotav
alarm pe ewdomoinon, o ypnog 0o Adupave vrepPoikd mOAAE unvopota kot Oo kKatéAnye vo to
ayvoel. Apa, To GOOTNUA TPEREL VAL £XEL TPOTO Vo, Eeympilel T “onUavTiKO” amd To “Ur oNUAVTIKO”.

2.1.2 Severity (copfapotnta) ko yroti givon amapaitnTy

H severity gival évag amdlog TpdmoC va, yopaktnpicovpe 1660 coPapd givar éva alarm [2]. ZvvOwmg
YPTNOLLOTOLOVVTOL EMUTEDN OTMG:

e  LOW: pkpn onuocia (m.y. kivnon 6tov 1o svotnua dev givol omAMopévo)

¢ MEDIUM: pétpro onpaocio (7). Gvolypo mOpTag o TeEPiepyn MdPA)
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e  HIGH: vynAn onpacia (.y. kivron eved to cuotnua givat armed)

e CRITICAL: xpiown xotdotoaon (7). panic button 1§ dwonto potifo ToALATAGY events)
H severity givai ypiown yoti:

1. emupémel va yivetal iepapynon TV EL00TOWCEMY,

2. Ponba va gpeoaviovior dtapopetikd oto Ul (.y. ypdpota),

3. Aerrovpyei og Pdon yo “kavoves” kot yio escalation.

2mv gpyaoia, 1 severity mepvdel eite amd Tov node (g pépog tov payload) eite umopel va mporxvyet
Kot 076 T0 1010 T0 GVoTNUA, avaAoya pe To risk scoring Kot TOVG KAVOVEG TOL EPaPHOLOVTOL.

2.1.3 Risk scoring: a6 anin edomoinon o “éEvmvn” s16omoinon

H severity 6ivel katnyopiec, oAAG mOALEG @opég dev eivan apket) [3]. o mapdderypno, dvo alarms
“HIGH” pmopei va. dtapépovv moAd: éva umopel va givar Alyo ¥momto, eved T0 GALO va givar oyeddv
oiyovpn mapaPiaon. Exel BonBdet to risk score, dniadn évag apBuog (n.y. 0—100) wov ekppaletl m6G0
emkivouvo Bempeital To cuykekpipévo alarm.

To risk score umopei va vwoAoyiotel e dAPOPoVE TPOTOVE. LTV TTLYLOKN EEKIVALE HE €va, amAD,
katavonto poviédo (heuristic), faciouévo ce:

e tov tomo event (MOTION, DOOR «k.Ax.),

e 1T severity,

e v TO cVuoTNUO eivon armed,

* KOl TPOOUPETIKA KATOEG THEG TOPAUETPOV (Y. “confidence”).
Hopdderypo amiod ckenTUCoD:

e Av éyovpe MOTION evd to suotnua givar armed — ov&dvetal To 6Kop.

e Av 10 “confidence” givar vynid — av&dveton Aiyo akdpa.

e Av eivon disarmed — peldverar.

Av106 10 PoVTELO £)XEL HVO TAEOVEKTILOTOL:

(o) elvar edkoho vo e€nynBet kat va tekunplodet,

(B) pumopel va e&elybei apydtepa. o€ mo cvvOeTn pnopen (kavoveg, weights, axopa kot ML).

Rule-based Loyui): kavoveg, thresholds kot cveyétion (correlation)

Ta ocvotnpata acedielng cuyva oev Pacilovtar povo oe “éva alarm”, aAAd oto potifo alarms. [Na
avtd ypnoponotodvion Kavoveg tomov IF/THEN:

e IF event type=MOTION AND armed=TRUE THEN severity=HIGH
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¢ JF DOOR opened AND péoa og 20s ouppet MOTION THEN severity=CRITICAL

e [F 5 alarms péoa og 1 Aentdé THEN escalation

Edm éyovue n évvola g oveyétiong (correlation), dSniadn va cvvdvalovpe multiple events yio va
TapovE o aoPoAég cvunépacpa [4]. ‘Eva povo “MOTION” umopel va eivar yevdng cuvayepuog,
aArd “DOOR + MOTION ot Alya devuteporenta” gival TOAD O VTOTMTO.

"Eva mpaxtikd (o mov gpepaviCetor ota rules givat ta cooldowns [5]. Av évag awebntpag otédvel
ouvveymg alarms (m.y. kaOe 2s), To cvotnua dev mpénel va “PouPapdiler” tov ypiot. Ondte cuyvd
uroivouv mePLoptG Lol OTMG:

e “un otéhvelg €100moinon Yo ToV 1010 TOTO event TAve and 1 popd avd X devtepdienta”

e ‘“ovvévmoe alarms og éva summary”

2y mToylokn, N opyikn €kdoon epapuolel Pacucd scoring, aAAd o oyedlaopog Yivetor MoTE Vo
emutpénel enéktoon pe rules kot correlation.

2.1.4 Real-time evnuépoon: Polling, Long Polling, WebSockets, Push

Mo va “xatorafer” o ypome o1t vdpyel véa €100m0INGT, TO GUGTNUO TPENEL VO TAPEYXEL KATO10
unyoviopo real-time evnuépwong [6-9].

Yrdapyovv d1Gpopeg EMAOYEG:

2.1.4.1 Polling

To polling eivor n o amAn mpocéyywon: o client (web UI 1} mobile app) pwtdetl tov server kabe X
devtepdienTa: “Exelg KATL VED;” .

[Meovektpara:
e TTOAD €DKOAO GTNV VAOTOINGN
e dgv amattel E101KEC TEXVOAOYIEG

e 13oviko6 yio MVP
Melovektpota:

e KAGvel TOALG requests (101ka av To interval givon pukpo)

e Oev givon “instant” (eEaptdTon amod to interval)
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2.1.4.2 Long Polling

O client kdvel request Kol 0 server “kpoTAel” Tr GOVOECT OVOIKTI PEXPL VO ELPAVIOTEL KATL VEO.

[MAeovektnpara:

e Alyotepa dokoma requests o€ oyéomn pe polling
Meovektpota:

e  T10 TEPITAOKO

e 0élel mpocoyn oe timeouts/clients

2.1.4.3 WebSockets

Y1oug WebSockets ovoiyet o povipn oouvoeorn Kot o server Pmopel vo oTeidel 0e00UEVO QUETTL.

[TAeovektpata:
e TPOyHOTIKO real-time

e 10aviko yio dashboards

Melovektpota:
e 0 obvOeTO setup

e 0élel cwotn dlayeipion connections

2.1.4.4 Push Notifications (xivntd)

Mo kvntég cvokevég, 0 cmwotdg Tpomog eival push notifications (m.y. Firebase Cloud Messaging).

[Mieovektnuara:

e TPOAYLOTIKY EWOOTOINGCT OKOLA KL OV 1] EPOAPLOYT| OgV glval avolkTi

Meovektpota:

e amortel emmAEoV VANPEGiEC Ko setup

21nv mapovca epyocia, yio vo KpatnOel 1o scope peoiiotikd, To MVP viomotel real-time evnuépmon
oto web Ul pe polling. H vroompi&n push notifications pmopel va pumet og LEAAOVTIKY EXEKTOOT).
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2.1.5 Kevrpui mhot@iéppo e1domonjccmv Kot “event pipeline”

"Eva onuavtikd koupdrt tng Bewpiog givar to g Aettovpyei to “pipeline” gvog alarm:

L.

N

A O

Hapaymyn event: o node “mapdyet” éva event (.y. motion=1).
Amootoli otov server: péow API request.

EneEepyacia: validation, violoyiopdg risk score, epoppoyn Kavovav.
AmoOikevon otn Baon: to alarm yiveton record otn DB.
Hapovsiacn/edomoinen: to Ul 10 eppavilet oe real-time.

Avtidpaon ypnotn: mBoavo acknowledge 1 opdon.

Av10 10 pipeline gival yprioyo yoti emttpénel va yopilotel o cvotnua og Eekabapa otddia. Emiong,

OlevKoAVDVEL TNV 0E0AOYOT: UITOoPoVUE Vo LETPGOVUE ¥PpdVO amd TO 0TAd0 2 UEYPL TO0 GTAdo 5

(latency) kot va 600E TOGO ATOSOTIKO EIVOL TO GUGTI LA,

2.1.6

Boaowéc apyéc ao@aielos 6€ GLGTNATO ELOOTON|CEOV

Emedn 1o cvotnpa oyetiletor pe aoc@aiela xdpov, TPEMEL Vo, Eivol 0o@oAEc kol ¢ Aoyloukd. Ta

Boaokd onueio eivart:

Authentication: va punv propel onolocdnmote va otéAvel alarms 1 va, PAETEL dedopéEVaL.

Token-based mpéoPaon ywo nodes: kdbs node éxel token, doTE Vo amo@evYyOVTOL TAOGTA
alarms.

Password hashing: o1 kmoikoi dev amobnkebovion moté e amAd Keipevo.
Input validation: ov tapdapetpot (values v1..v6, TOmog event) mpémet va eAEyyovTaL.
Logging: xataypaon yio debugging kot auditing.

Rate limiting: npoctacio and flooding (moAAd alarms o€ Aiyo ypdvo).

Yrdapyovv Pacikéc évvoleg mov ypetdlovior yio vo Katavondel To chotnua €100TOMGEDY OTME Ol

dwpopég event/alarm/incident, ta enimeda severity, 1 Aoy risk scoring, ot kavdveg Kot 1) GLGYETION

alarms ka0®g Kot o1 dSrobéoipeg Texvikég real-time evnuépmong.
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Kepararo 30:  Avaivon Awedikaoct®v ko Opiopoc MVP

Ye auTd TO KEPAAOLO YIVETOL M avAAVLOT Ol001KACIOV TOV GUOTNUATOG EOOTONCEDMV AGPAAELNG

€0MTEPIKOV YOPov. O 6T0Y0¢ givat va opilotel Eekdbapa TL TpEmel va kavel 1 pappoyn (Aertovpyucég

OTOTNOEL) AAAG Kot TG TPEMEL Vo, TO KAvel (Un Aettovpykég anartnoelg). [lapdiinia, kabopiletat

10 MVP scope.

3.1 Asrovpyikég dwodkaoieg

Hopoakdto Ttapovcialovtat ol facicég Aeltovpyieg Tov Tpénel va vtootnpilel To choT .

PR1 — Eyypaon/Eicodog ypiiotn (Client Authentication)
To cOotua Tpénel va emtpénel og Evay ypnotn (client) va kdvet login.

Metd v €ic000, 0 ¥PNOTNE ATOKTA TPOSPUoT HOVO 6T Ok Tov dedopéva (alarm systems,

nodes, alarms).

["oa to web mepipdrrov ypnoyomoteitan session-based authentication, evd yia API calls pmopet

va ypnoipomromBel token.

PR2 — Anpwovpyia ko dwaygipion Alarm System

O client pmopei va dnpovpyel éva véo Alarm System (.. “Home”, “Office”).
Mmnopei va tpottomolel Totyeio Tov Alarm System (dvopa, TepLypan).
Mmnopei va doypdepet Alarm System.

Ye mepinTmon daypapng, TpEnel va TpoPfAémetat Tt yiveton pe to nodes/alarms (7). cascade

HEC® EQOPHOYNG).

PR3 — Awyeipion Nodes (Virtual Sensors)

O client umopei va mpocBétel nodes péca og évo Alarm System.

Kd&Be node mpémet va éxetl povadiko node uid.

O client umopei va eneepydaletar otoyyeio node (6voua, {dvn/xdpog, enabled/disabled).
Yroompilovtau labels yio mapapétpovg v1..v6 (dote va EEpovpie Tt onpaivel KAOe Tiun).

O client umopet vo dtaypdget node.
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¢ PR4 — Afyn Alarms péom API (Alarm Ingestion)

To cvotpa tpénet va d€xetan alarms péow REST APL.
Kd&0e alarm cvvdéeton pe:

o system id/node id

o event type

o severity (1] TpoTEVOLEVT Severity)

o Tég v1..v6 (TpoopeTikeg)

o message (TpoapeTIKO)

To API npénel va ehéyyet Ta dedopéva (validation) kot va amoppintel AdBoc/ehlinn requests.

e PR5 — Ymoloyiopog Risk Score kot facikn} agroréynon
I'a k60e incoming alarm wpénel va vroloyiletan risk score (0—100).
To risk score anofnkevetan otn Pdon pali pe To alarm.

H oapykn viomoinon umopel va eivon heuristic (kavoveg/Papn), oAdd mpémer va eivor

TEKUN PLOUEVT.

e PR6 — IIpofoiq Alarms o€ web dashboard
O client fAémet Alota alarms (tedevtaio copPdvta) oe dashboard.
YrootmpiCovtotl piktpa (w.). severity, ypovikd €0pog).

Yroompileton pagination/limit (yio am6doom).

¢ PR7 — Real-time gvnuépmon oto Ul
To dashboard wpénel va evnuepdveral “oyeddv 6 TPOYUATIKO XpOVO”.
210 MVP avtd yivetou pe polling avd X devteporenta.

O ypnomg PAémel ueca av gpeavioTnray véa alarms.

e PR8 — X¢)ioa Node Analytics (alarms/Tipuéc ava node)

I kéBe node vrdpyer oerida mov eppavilet:
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o mivaka alarms tov node
o Poowd KPIs (cOvoro alarms, televtaio alarm, avg risk)
o ypaonuata (risk over time, severity distribution, time series yio v1/v2/v3)

o eme&niynon mapapétpmv (Tt onpaivovy v1..v6)

e PRY9 — Virtual Sensors / Simulator
To ovotpa Tpénet va dtabétel unyaviopd Topaymyng test alarms (simulator).
O simulator propei va dnuovpyst:
o Touyoio copPdvra
o ogvipla (t.y. DOOR — MOTION — escalation)

21006 elvar va emtpémeton testing ko a&loAdynon yopic tpaypaticd hardware.

3.2  Alkeg dwndkaoieg ko Tpovmodécers

o Aco@dlrera (Security)
Password hashing (kopio arobfjkevon plain password).
Token auth yia API, €1d1kd yio. nodes.
Input validation kot Tpootacio and SQL injection (parameterized queries).
[epropiopog mpdcsPacng: o client PAErel Lovo ta dtkd ToL.

Rate limiting (é¢otm amAd) yia npoctacio ond flooding.

o Amé6ooon (Performance)
To cOotua mpénetl va yepileton “€dAoyo” apBud alarms ywpic KabvotepnoelC.
Y1ox0c MVP: .y. 1-5 alarms/sec og testing ywpig va TéQTel.

DB indexes og Pacikd nedia (node id, created at, severity).

¢ AZiomortia (Reliability)

Ta alarms dev Tpémetl va yavovtot E0KOAQ.
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O server npénel va yepiletal cmoTa errors (EMoTPoPt cOoT@V status codes).

[poapetikd: amopuyn dimhoeyypapdv (idempotency key 1 simple dedup logic).

o Enextaocipotnra (Extensibility)

e O oyedoudg vo enLTPETEL LEANOVTIKG.:
o rules engine
o push notifications
0  TWEPLEGOTEPOVS POAOVS YPNOTMOV

e H Bdon kot 1o API va eivon “kaBapd” kon oyt depéva pe UL

¢ Evypnotia (Usability)
e Am\d kot kaBopd UL
e Eugpdvion severity pe badges/ypopata.

e KaBapd unvouata o tepintmon cOOALOTOC.

e Maintainability
e KaBapn doun kmdiko.
e Aoywmn dwuympiopévn (routes, db utils, scoring, templates).

e Logging yio debugging.

3.3 Xevapw Xpnong

[opokdro divovtar Pacikd use cases 6€ oA LOPOT.

Login ypfijot

Heprypagi: O ypnotng eodyel email/kwdikd kat amoktd tpoécfocm.
Emroyio: Anpovpyeitan session/token kot pgoviCeton dashboard.

Amotvyio: AdBog otoryeic — pUMVVUO GOAALOTOG.
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Anpovpyia Alarm System
Heprypa@iy: O yprotng dnovpyei véo cvotnua (“Home™).
Emroyia: To cbomua amobniedeton kot epeaviletor otn AMota.

Amotoyia: Kevo dvopo/Adboc dedopéva.

IIpocOikn Node o€ Alarm System
Heprypa@i: O ypriotng mpocbétel node pe povadikd node uid.
Emroyia: O node gppaviletar 6to cbomua, pe token/labels.

Amotvyio: node uid 7on vdpyst.

Node otéhver alarm otov server (API)
Heprypa@i): O node kéver POST oto API pe event type kot Tipéc.
Emroyia: To alarm amofnkevetar, vmoroyiletan risk score.

Amotoyia: AdBog token/AdBo¢ payload — error response.

Client BA¢émer alarms 6710 dashboard
Heprypa@i): O ypriotng PAénel Tpocpata alarms kot gidtpa.

Emroyia: Epedvion Aotag, severity, risk score, timestamps.

Client BAémer node analytics
Heprypagi): O ypnotng avoiyel node alarms page.

Emroyio: EpeaviCovral KPI/ypaeruoto/aivakag.

3.4 Opwopoc MVP Scope

INoa va givat peaiiotikd, 1o MVP meptiapfavet:
1. Movadkog porog client (login).
2. CRUD AlarmSystems kot Nodes.

3. API ingestion alarms pe token €\eyyo.
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Risk score (0-100) pe texunpropévn heuristic Aoyu.

Dashboard pe real-time polling.

Node analytics ogiida pe KPIs + charts + ene&nynon mapoapétpmv.
Simulator / Virtual Sensors ywo topoaymyn alarms.

Baowka security features (hashing, auth, validation).

Testing & agrordynon (unit/integration + Pacikég LETPNOELS).
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Kepdalawo 40: Xyeowoopog Xvotipatog (Architecture, DB, API,

Diagrams)

4.1 T'evikn] 0PYITEKTOVIKI] GLUOTI|LOTOS

To ovotnuo oyeddoke pe Aoyikn “kevipikng miateoppag” (Core System). Olo ta alarms, eite
nwpoépyovral omd virtual sensors/simulator gite and e€wtepucong clients, kataAryovv otov Flask server
pécm APIL O server avaloppdvel va edéyéel Tta dedopéva (validation), va vmoloyioet risk score, va
amofnkevoetl ot Paon MySQL kot va ta tpoPdiet oto web Ul [10-12].

Yy mpa&n, vTAPYOLY TEGGEPO, BOCTKA KOUUATIOL!
1. Web UI (Bootstrap + Chart.js): to interface tov client (dashboard, nodes, analytics).
2. Flask Backend: routes yio web pages + REST API endpoints yio alarms.
3. MySQL Database: amofrjkevon clients, alarm systems, nodes, alarms.

4. Virtual Sensors/Simulator: dnpovpyel alarms yuo testing kot aloAdynon.

Mnyeg
Makopotng

0{ Ynoloyiopog Kivduvou }—.\

Mpocgopowwtng

Egappoyn KoupBou

MySQL

NeAatng

Aemapn Web

— L

Ewova 4.1: Apyrrextovikn Kevrpung [TAateoppog Ewdomomoewmy

To odypappa 4.1. deiyvel ta Pacikd vrocvetiuota (Web Ul, Flask API, DB, Simulator) kot tn pon|
emkowvoviog. Ta alarms ecépyovian péow APIL amobnkevoviar otn Pdon, kot gpeavioviar 6to
dashboard o€ mpaypatikd ypovo (polling).

4.2 Pon dogdopévov ko facikn) Aoyik AgrTovpyiag
H pon| gvog alarm a6 tn oTiypn mov “yevviEtar” puéypl vo ELPUVICTEL GTOV YPNOTN EIVOL GUYKEKPIUEVN
Kol exavaiapPovopevn. Avto givol Koo ylati KAvel To cOGTNUA LETPTCLLO: LTOPOVLLE VO LETPTIGOVLLE

latency, va Beltidoovpe queries, kot vo eAéyEovpe v aSlomiotio (.. av @Tavouy OAa Ta alarms).
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levikad, To Pripoto sivol:

L.

2.

Hapaywyn alarm (simulator 1} node).

AmootoM) oto API (POST pe token/uid).

Validation (¢\eyyog token, required fields, tomor Tipav).
Scoring (risk score + gvdeyouévag severity adjustment).
AmoOnkevon ot MySQL.

Avaxton amé Ul (polling/refresh).

Mpofoin oc dashboard + analytics.
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Apam

ki

Anoortahn alarm aroy AP]

Eykupo taken ko dedapeeo

Y
Mol
1

"

Ynoloyopos risk wooos
¥
Anabdneevan alarm atn
O ~
Boon
¥
To Ul nonpvel veo alarms
N L
Emwatpogpn apadyarog Evnprpaon dashboard

Tehorg

Ewova 4.2: Flowchart eneéepyaciog kot mpoPoing evog Alarm

Onwg paivetal omv Eucova 4.2. 1 pon Eexvd amo ) dnpovpyio alarm, mepva amd ELeyy0 €YKOPOTNTOC,
scoring, amofnkevon kot teAkd Tpoforn oto dashboard. Ze mepintwon amotvyiog (m.y. Adbog token),

1o API emotpépet error ko To alarm dev Katoypapetal.

4.3 Xyeorwoopog 0edopivav (oYKl OVTOTHTOV)
H Xoyu) tov Pacikdv ovtotitov:

e Client: o ypfotng 10V cueTNUHATOC (évag pdhog 6To MVP).

27



e AlarmSystem: évo “y®pog/eykatdoTacn” mov avikel o€ client.

e Node: o ewovikog acntipag péca oe éva AlarmSystem, pe povadikd node uid ko labels

v1..v6.

e Alarm: évo record mov meprypagel event type, severity, risk score, v1..v6, timestamp,

message.

H mo onpoavtikn oyedlootiky entloyn eivon 6t ta alarms cuvdéovtar ple node Kot system, MGTE va

yiveton evKoAoL:
e QUATpAplopa avd system,
e mpofoAn analytics avd node,

e real-time dashboard pe “tedevtaio copPavta”.

4.4 Xyedwoopog API

Y10 MVP, 10 API ypeialetar va kaivmtel 2 Baoikéc avaykeg:
1. Ingestion alarms: endpoint mov 6€yetan alarms and nodes/simulator.

2. Retrieval yio Ul/mobile: endpoint mov emotpépet “0,11 véo vrdpyer” (m.y. since id), dote 10

polling va gtvot ghapp.
Mopaderypo Aoyiknc:
e POST /api/nodes/<node_uid>/alarm (1] avtictotyo)

e GET /api/alarms/latest?since id=...
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Kepdarawo 50: Yiromoinon  Xvotquotog (Backend, Baon,

Frontend, Virtual Sensors)

H vlomoinon tov cvotiuatog sdomooewy pe Tig teyvoroyieg Python Flask, MySQL ka1 Bootstrap
(ne ypnon ypapnuatwv oto Ul) akolovBei to MVP dniadn évag porog ypnotn (client), CRUD yia
AlarmSystems kot Nodes, Afqyn alarms péow API, vmoloyiopog risk score, real-time mpofoin kot
oeAioa analytics avd node. EmmAéov, viomoteitan évag Virtual Sensors Simulator, ®ote va, pmopovv vo

apayBovv dedopéva Yo SOKIUES Kal agloldynon.

INoa va givor To oo katovontd diveton Epueacn oto web Ul (templates), ta endpoints (routes) ko

oT1G Pondnrikég Aettovpyieg Omm 1 cOvoeon ot Pdor kot To scoring.

5.1 Yhlomoinon Backend pe Flask

5.1.1 Aopn gpappoyig
H doun paxérwv givor ) e&nc:

app.py (k0pro apyeio Flask)

templates/ (HTML templates: welcome, login, dashboard, node alarms x.Am.)

static/ (CSS, JS, ewéveq)

db_config.py 1| config.py (ctoiyeio chvdeong DB)

simulator.py (virtual sensors generator)

5.1.2 Authentication (Web ka1 API)

¥t0 web Ul ypnowonoieiton session-based authentication 6mov 6tov o ypiortng kdéver login,

amoOnkeveton client id 670 session kot £161 TpocTaTeEVOVTAL Ol GEAIdEC TOov dashboard.

I'a 1o API (e1dkd v mobile 1y e€mtepikéc epapproyéc) ypnotponoteitol token-based npdosPacn. Etou
e o client pmopei va mapet token pe login,
e 10 endpoints emotpoeng alarms gA&yyouvv o token,

e Kot To ingestion endpoints pmwopovv va eAEyyovv node token yio amoeuyn mAacT®v alarms.
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Avt M S| AoyiKn glval xpioun Yot KAVEL TO GOOTNIO ETEKTAGILO: TO Web Agitovpyel e0Kolo pe

sessions, evd o1 epoppoyég (simulator/mobile) Aettovpyodv Kodvtepa pe tokens.

5.1.3 CRUD Agrtovpyieg (Alarm Systems kar Nodes)

I'a 10 MVP o1 Bacikég CRUD Aettovpyieg vAomotovvTol o¢ routes:
e Alarm Systems:
o onuovpyia (create)
o mpoPoAn Alotag oto dashboard
o enegepyaocia (edit)

o owypaoen (delete)

o TPOCONKN 0& GLYKEKPILEVO system
o enefepyacio node (6vopa, {dvn, enabled, labels)
o Owypapn node
o mpofoAn analytics ceridog (node alarms)
Y10 Ul emidéyovton amhéc poppeg pe Bootstrap, eved oto backend yivovtal €édeyyol 6mwc:
e povodwotnta node uid,
e amayopevon mpdcPacng o€ cuotHuata GAlov client,

e owotn dwyeipion errors (flash pnvopota).

5.1.4 Yhomoinon Baong Agdopévov MySQL

5.1.4.1 AmoOnkevon alarms kot dgtkt0d6TN O (indexes)
Ta alarms givat o wivakag mov “yepiler” mo ypryopa. ['a awtod ypeidlovral indexes, €101ka Yo queries

OV TPEYOLY GLYVA:
e avalnmnon alarms avé node Kot ypovikd €0pog,
e gupdvion tedevtainy alarms oto dashboard,
e  @iATpa severity Kot sorting avd ypovo.

"Eva ovvoio indexes eivat:
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e (node id, created at)
e (system_id, created_at)

e (severity, created at) (av yprnoponoteital cuyva eiATpo severity)

5.1.4.2 last_seen kon wapaxoAiovONon KOOV
Mo va paivetar av évag node eivar evepydc, evnuepmvetot £va medio last seen kdbe popd mov Epyetan

alarm oam6 tov node. ‘Etot:
e o710 dashboard pumopei va paivetar “tedevtaio exucovovia”,

e KO LEALOVTIKA Umopel va pumel kavovag “ov dgv govpe onua yuo X Aemtd, Oewpeiton offline”.

5.1.5 Ymoloyiopog Risk Score (MVP viomoinon)
To risk score (0—100) givain kapdid g “EEumvne” a&loAdynong. Xtnv apyikn Lopen, epapuoletal Eva

amAo6 heuristic povtélo:
e [don ava event type (m.y. DOOR > MOTION)
e av&non av to system gival armed
o LKpEG dlopBdsElg amod TipéEg Onmg v2 (m.y. confidence)
e clamp oto 0-100
[Mopddetypo amAng Aoykng:
¢ DOOR 6tav armed — 70
e MOTION 6tav armed — 60
e av confidence >80 — +10

e v moAld alarms og piKpo ypovo — +10 (TpoapeTikd)

5.1.6 Frontend pe Bootstrap kot Real-time evnuépoon

5.1.6.1 Dashboard
To dashboard givor 1 KOpra oerida Tov ¥priot. Eppavilet:

e Alota AlarmSystems kot Nodes,

e Poaowkn cvvoyn terevtoinv alarms,
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e Kovumid Srayeipiong (create/edit/delete),
e évoeldn last seen ava node.

H real-time evnuépmon yiveton pe polling: to Ul kdver request kd0e X dgvtepodrenta kot “tpaPdet” véa

alarms.

5.1.6.2 Xeghidoo Node Analytics

H og)lida node_alarms (mov gidape kKot oyeddoope) etvar 1o mo “evrvnmotaxo” pépog tov UL, yori:
o ¢&yet KPIs (obvoio alarms, avg risk, last event)
e  ¢&yetcharts (risk over time, severity distribution)
o ¢&yel emeEnynon mapapéTpov v1..v6

e ¢&yel oiktpa (range, severity)

5.1.7 Virtual Sensors Simulator

O simulator givau éva script wov wailel poro “virtual ccOnmipav”. O cKomdc Tov gival STAOG:
1. Noa mapéyet dedopéva yro demo yopig hardware.
2. No mopayel peydro 0yko alarms yuw testing (performance, reliability).
O simulator umopet va vAomotet dvo gidn Aertovpyiog:
¢ Random mode: tuyoio events o€ Tuyaiovg nodes, pe toyoieg Tipnég v1..v3.
e Scenario mode: tpoxafopiouéva cevapia, m.y.:
o DOOR open — péca oe 10-20s MOTION — escalation oe CRITICAL

o ovveyoueva alarms (flood) yuo stress test
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Kepaiawo 60: Acealero, AStomotio kou Testing / ASodoynon

Y éva mepPAAlov aoQALELNG TTPETEL VO, VITAPYEL EUTIGTOGVVT] OTL T dedopEVa gival omoTd, OTL dgv
umopel Kamwolog Tpitog va oteidel yevtika alarms 1 va d€L TANPOPOPIEG TOL JEV TOV BVIKOLV, Kot OTL

70 ovotnua Bo Topapeivel oTadepd axdun Kot 6tav owénbdei o EOptTog (TOAAG alarms Ge pkpd ¥povo).

IMa tov Adyo avtd Eyxovpe tpia Pactkd pépn: (o) pétpa acedrelas, (B) aslomotio/aviextikdtnTa, Kot

(y) doxuég ko a&loldoynon pe LETPNGELS.

6.1 Aoco@dlrero (Security)

6.1.1 Authentication ko £Leyyog TpocPaong

210 MVP vrdpyel évag porog ypriot (client), OU®C akdUN Kol GE QLT TV OTAN LOPPT| OTALTEITOL
owoto authentication. Xto web mepifdAiov epapudoctnke login pe session, MGTE Ol TPOCTATEVUEVES
oelideg (dashboard, nodes, alarms) vo punv gival TposPdoipeg ywpig eicodo. Iapdiinia, yio to API
ypnowonoteitan token-based mpocPaocn, €0Kd Yoo KANceS mov yivovtar and external epappoyEs

(simulator | peAlovtikd mobile app).

Inuovtikd onpeio givar 6t ke query oto backend gidtpdpet pe Paon to client id. Etot, akdun ki av
Kkdmotloc mpoomaldnoet va “pavtéyel” éva system_id 1] node_id, To backend dev emiotpépet dedopéva av

dgV VKoLV GTOV cLYKEKPLUEVO client. Avti 1 Aoyikr| Bewpeital facicd eninedo authorization.

6.1.2 AmoOnkevon kwowkav pe hashing

Ot kdikoi ypnotdv dev amobnkevovtol ToTé oe amhd keipevo. Xpnowonoteitat hashing péow £roipnmv
ocuvoptioenv (.. Werkzeug security), dote ot Pdon vo vadpyel povo to hash. ‘Etol, akoun kot o€

nepinton dappong ¢ Paong, 0 TPAYHOTIKOS K®OKOG dev elval AUeso SBEGILOC.

EmutAéov, ot login drodikacio yiveton cOykpion hash avti va yivetal ovykpion “plain password”, kdti

7oV &tvor Bactkn apyn acPAAELNC G Web eQaprOYES.
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6.1.3 TlIpoctacio API (tokens yia client kot node)
Emedn ta alarms praivouv 6to svotua pécm API, gival amapaitnto vo vapyel EAeyyog MOTE Vo, unv

umopel onotocdnmote vo, oteiret alarms. o avtd, ypnolonotovvral tokens:

e Client token: ypnowonoteitor o€ endpoints avaktnong 6edopévev (T.y. “OMGE HOL TO VEQ

alarms”).

e Node token: pnopei va ypnoiponombei og endpoints sioaymyng alarms (ingestion), dote kéOe

node vo, TowtomolgiTot.

Me a1 oV TpOTOo, OKOUN Ko av Kdmolog yvopilel éva node uid, dev umopei va oteidet alarms yopic

70 6016 token. AVt N TPOGEYYION LEIDMVEL OCNILAVTIKE TNV TBavOTHTO TAACTOVY alarms.

6.1.4 Input validation ko awro@uvyn SQL injection
"Eva kpioo onpelo o epappoyéc mov déxovtar dedopéva eival o EAeyyog Tov payload. Xto oot
epappolovral facikol Ereyyot:
e amotovpeva media (m.y. event type),
®  EMUTPEMTEG TIUEG Y10 Severity,
o &leyyog OTL v1..v6 givor aptOunTIKEG TIHEG 1] KEVEG,
e  TEPLOPICUOG UNKOVS GE message mediO.
Hopdiinia, ot SQL evtolég ektelovvton pe parameterized queries (0L string concatenation), KTl TOL

nwpoototevel amd SQL injection. Avtd Oswpeitonr 0md TIC ONUAVTIKOTEPEG TPUKTIKEG OCPAAEING O

GLOTHHOTO TTOV YpNGLoTolovy SQL.

6.1.5 CSREF, Rate limiting kol Kataypa@n evepyar@v

Y10 web uépog, v opueg mov kavouv arlayég (create/edit/delete), n mpootacia amd CSRF sivat
OTLLOVTIKT EI01KA G€ EQAPLOYES TTOL TEPIAOUPAvVOLY sessions. 210 MVP uropei va ypnopomombei Evag

amAdC unyaviopog token otig @opueg (M Prprrodnkn tomov Flask-WTF).

EmnAéov, oe éva cvotua gdomotoewy vrdpyet kivovvog flooding: kdmotog node (1 kakdfoviog
YPNOTNG) v 6TéAVEL Thpa mToAAd alarms. o avtd mpoteiveton rate limiting oe API calls (axopun kot
amAd, my. X requests avd Aemtd avd node/token). ‘Etol mpoctatedetal to6co M Pdon 6co Kot

dloBecLdTN T TOL Server.

H xotaypaen evepyeidv (logging) Bonbd téco oty acpdieio 6co kot oto debugging. H vmapén logs

EMTPETEL VO EVTOTMIGTOVV DITONTES TPOSTADELES TPOGPaoNS 1 AGVVIOIGTN GLUTEPLPOPA.
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6.2 Alwomoria kou avlektikoTnTo (Reliability)
6.2.1 Xootm) dwyeipion cpaipdtov cto API
To API mpéner va emiotpépel cwotovg HTTP kmducovc:

e 200 OK o¢ emtvyio,

e 400 Bad Request oe AdBoc payload,

e 401 Unauthorized og AdBog token,

e 500 povo o€ TPAYUATIKE Server errors.

Av1 givar onpovtikod yroti o client (m.y. simulator 1] mobile app) pmopel va kotaAdPel T Tye AdBog

KOl VO, 0VTIOPAGEL GOGTA.

6.2.2 Amopuyn owrAowv gyypap®v (duplicate alarms)

€ GLOTNLATO TOV GTEAVOLV dedopéva LEGM SIKTOOV, Popel vo vTapEovV retries Kol SITAOEYYPUPEC.

INa va pewbet avtd, pmopoHv va eQaprocToVV TPAKTIKES OTWOC:
e povadwo event id mov otédvel o node,

e 1 oamAn dedup Aoywkn: “av idto event type amo tov 1010 node péca o€ 2 SeuTEPOLETTA, OYVONGE

2

TO .

Y10 MVP, axépn kot éva amAd cooldown avd node/event type fon0d onuovtikd va unv yepicetn fdon

amo “06pvpo”.

6.2.3 Offline évoeiEn kopPov ko last_seen

To medio last_seen emttpénel va gavei av Evag node eivan evepyog. Av dev £xel oteidet alarm yio, peydAo
dlaotnpa, uropet va epeoviletor o¢ “offline”. Avtd elvar otoyeio a&lomotiag yoti dev apkel vo

nmepévoope alarms — yperdletal va EEpovpe 6TL 0 node “Cer”.

6.3 Testing ko a&loroynon

6.3.1 Xtpatnyw testing

INa va Bempnbel cootd ereypévo 10 cHoTNA, oKoAOVOEITOL OTTAT] OALL OAOKANP®UEVT GTPOTIYIKN:

e Unit tests: éAeyyog risk scoring cuvdptnong, validation cuvaptioewv, helper functions.
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o Integration tests: é\eyyog API endpoints (login, ingestion, retrieval).

e Ul sanity tests: facwkd oevipio (login — create system — add node — PAénw alarms).

6.3.2 Xegvapro doxkip@v (test cases)

Mepwcd amd avtd sivor:
e TCI1: Login pe cootd otoyygioo — emtruyio.
e TC2: Login pe AdBog password — amdppiym.
e TC3: Node otélvel alarm pe cootd token — gyypagn ot Pdon.
e TC4: Node otélvetl alarm pe AdBoc token — 401.
e TCS5: Alarms retrieval pe since id — emiotpépovtal Lovo véa.

e TC6: Risk scoring clamp — moté <0 v >100.

6.3.3 Performance testing pe simulator

O simulator propei va ypnoyomondei yio pétpnon amddoons. I'a mopadetypos:
o Tpéyovpe puOuo 1 alarm/sec yuo 5 Aemtd ko petpdpe latency.
e Av&avovpe ota 5 alarms/sec kai fAémovpe av to dashboard mopapével Agttovpyo.

e Metpdape ypdvo sloaymyng ot Pdon.
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6.4 H mhateéppa

Indoor Security

ZUOTNUX ELOOTOLCEWVY
ACPAAELAG ECWTEPLKOU
Xwpovu

Software-only mhatgpoppa pe Virtual Sensors, alarms, scoring

MVP

AlarmSystems + Nodes
API alarms p values
KwdUvou kot real-time dashboard.

Demo: test@example.com / 123456|

Live feed

L
L
* Risk scoring
L
L

MpopoAn alarms ava node

Ewova 6.1: Apykn oelido TAateopog Kot tapovciocn MVP

Yty Ewova 6.1 mapovoialeror n welcome oerida g epappoyng “Indoor Security”, 6mov gppavifeton
0 TiTAOG TOL £pYOV KO [0, GLVOTTIKY KApTa pe Ta Pacikd ototyeio Tov MVP (AlarmSystems, Nodes,
API alarms pe tuég, risk scoring, live feed xai mpoPoin alarms avé node). IMapdAinia mopéyeton

Kovumi €166d0v kot demo credentials yio ypriyopr dokiun.
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Indoor Security | Dashboard |

Dashboard

KoAwe ripBeg, Test Client

Lﬂn proupyic AlarmSystem Live Alarms [ error |
AutopcTo refresh kals 3s.
Ovopa (.. Apartment A) TomoB:oia (MpoqIpeTIKG)
HIGH - MOTION (80,/100) 2026-01-20 20:48:43

System: Apartment A | Node: NODE-APT-MOTION-002
v1=1.0, v2=86.0, v3=88.0

Apartment A it Mation detected while armed
di
Thesszloniki - Center - Armed: YES o
MEDIUM - DOOR (55/100) 2026-01-20 20:38:43

System: Apartment A | Node: NODE-APT-DCOR-001

Nodes + Add Node v1=1.0, v2=592.0, v3=-67.0

Door opened (unexpected hour)

uIiD Name Zone Enabled Alarms Actions
- LOW - MOTION (15/100) 2026-01-20 19:58:43
Edit System: Office Lab | Node: NODE-LAB-MOTION-101
WODE-APT-DOOR-061  Door Sensor  Entrance m yatem: Lmee I Mec
a v1=1.0, v2=40.0, v3=76.0

Mation detected (system not armed)

Motion Livin -
NODE -APT-MOTION-882 9 ©
Sensor Room

Office Lab Edit Delete
Campus Building B - Armed: NO

uIiD Name Zone Enabled Alarms Actions

NODE-LAB-MOTION-181  Motion Sensor  Hall  ([E))

Ewodva 6.2: Kevtpucd Dashboard ypiotn pe diayeipion cvotnudtov kot live alarms

v Ewodva 6.2 eaivetor 1o kevipikd dashboard petd to login, pe dvvotdtmro onpovpyiag véov
AlarmSystem, Alota  vropydviov cvotnudtov kot Ttov  nodes tovg (Ue  evépyeleg
npoPoing/enelepyaciog/daypapnc). n de&1d Thievpd eppavifetol n evotra “Live Alarms”, n onoia
EVNUEPMVETOL QLTOHOTO ava Alyo devtepdrenta Kot TpoPdAiel Tpdopata cuUPavTa Le severity Kot

risk score.

Anpovpyia AlarmSystem

Ovopa (.. Apartment A) TomaBsolo (MpoapeTKG)
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Ewova 6.3: ®opua dSnpovpyiog AlarmSystem

Ymv Ewéva 6.3 mapovcialetar n opua dnuovpyiog AlarmSystem, 6wov 0 ¥pnotng E164YEL TO Gvoua
ToV GVoTAUATOG (.. “Apartment A”) Kol TPOALPETIKA TNV TOTODEGI0, MOTE VAL OPYAVAOVEL TOAAATAODG

XDPOVC/EYKATACTAGEIS LEGO GTNV 1010, TAATPOPUAL.

Apartment A

‘ ‘ Delete ‘
Thessalaniki - Center - Armed: YES | ' '

‘ Edit

Apartment A Thessaloniki - Center Armed v

Ewova 6.4: Eneéepyacio AlarmSystem kot KatdoTta.or OTAMGHOD

H Ewoéva 6.4 anewcovilel ny eneéepyacia evog AlarmSystem, 67tov 0 ¥pfoTNg UTOpEL VoL TPOTOTOGEL
ovopa kot Torobecia, kabmg kot va opicel Ty katdotaor “armed/disarmed”. H katdotaon onlopod
aflomotgitor ot Aoy afloddoynong  ovuPdviov  (scoring) kot emnpedlel

GOBOPOTNTA/TPOTEPAUOTNTO TV EIOOTOMGEWDV.
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Apartment A

Thessaloniki - Center - Armed: YES

Apartment A Thessaloniki - Center Armed v
Nodes + Add Node

uiD Name Zone Enabled Alarms Actions
NODE - APT-DOOR - 881 Door Sensor  Entrance [ ON ] [ View l [ Edit H Delete ]
Door Sensor Entrance Enablec v open(0/1) battery(%6)

rssi{dBm)

last_seen: 2026-01-20 20:58:42

NODE -APT-MOTION-002 Motion Living R [ ON ] [ Vi l [ Edit H D ]
L -APT-M ON- IVIN oom lew di glete
Sensor 9
Motion Sensor Living Root Enablec v motion(0/1 confidence

last_seen: 2026-01-20 20:58:42

Ewova 6.5: Awyeipion Nodes kot opiopodg mapapétpov (labels) vli—v6

Yty Ewdva 6.5 mtapovcidletar n evotnta dwoxeipiong koppov (Nodes) evoc AlarmSystem. O ypfiotnc
umopel va opicevenebepyaotel otoyygio 6OTmg Ovopa, {mvn (zone), evepyomoinomn (enabled), kabhg Kot
ta labels tov mopopétpov (m.y. open(0/1), battery(%), rssi(dBm)), ®ote ov tég vl-v6 mov
amofnkevovtor ovd alarm vo amoktovv cvykekpuylévr epunveio. Epeaviletor emiong m évoeidn

last_seen yia wapakolohOnon g “televtaiog emkovmviag” Tov node.
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Live Alarms [ error |

Avutopato refresh kaBe 3=,

HIGH - MOTION (80/100) 2026-01-20 20n48:43
System: Apartment A | Node: NODE-APT-MOTION-002
v1=1.0, v2=86.0, v3=83.0

Motion detected while armed

MEDIUM - DOOR (55/100) 2026-01-20 20:38:43
System: Apartment A | Node: NODE-APT-DOOR-001
v1=1.0, v2=92.0, v3=-67.0

Door opened (unexpectaed hour)

LOW - MOTION (15/100) 2026-01-20 19:58:43
System: Office Lab | Node: NODE-LAB-MOTION-101

v1=1.0, v2=40.0, v3=76.0

Motion detected (system not armed}|

Ewova 6.6: IMivaxog “Live Alarms” pe severity ko risk score

Ymv Ewova 6.6 eaiveton 1 kaptéra “Live Alarms”, 1 onoia eppavilel o€ mpaypatikd ypdvo ta mo
npocoata alarms. Kébe eyypapn cvvodedetan and eninedo coPapdmnrtog (LOW/MEDIUM/HIGH),
risk score (m.y. 80/100), ypovikn onpaver, TAnpoeopia cuetiatog kot node, kabdg Kot Tig Tég v1—

v3 Kot £€va GOVTOHO UNVVLLO TEPLYPAPTG TOL GLUPEVTOG.
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Node Analytics
Syctem: Apartmiemt A - Mode MOOE - 89T 0006 281 - Doar Sensor (Entrance)

KporRd Sip0g Severity

Teheumicg, T npipeg * Db = Apply ast_soan: 2026-01-20 205842 - erabied [EF)

Tiveoda alaams Mioo Risk HIGH,

RITRCAL TeRouTaln et
H026-01-20 20:38:43
1 55.0

Risk Score oTov ypovo [ 0100 | Korrovopr Severity

HMprpmyacmeieiTen i "sonning oo Ko escalation oMo Ty CLda Tow "Moo Cofasnd” o Ta JupBauTe

[ Fie eooee

RT3 233

B LT N MECIUW m HIGH

CRIMCAL
Napapstpot (v1/v2/v3) otov xpovo open{n/Ty
Hpipmyeo o Sadepuaony (1. confidenoehattangREST} 0o yus oraduir ik
[ D ) e CIZT
0
o
EmzEnynon Mopapetpuy
Oyt w1 vl amoBnioodoeTan avd alarm [fwe B mesi]
LY
008 openi{ly 1y e
%
battery(%} .2 gt
34
RT3 233
rssi(dBm) 3 o
wd W
w5 v A
wh A

Tiee ASOTERD B T BETOUHE Tig TOgEas i TRolG pa
Routlics Evvgine (ry. "o w2 =50 ko aimed - HIGHT),

Events Table

fha; 300 records [JE impal
Time Type Sewverity Risk  open{0/1) battery{%) rsi[dBm) wd wi wi Message
2026-01-20 20:38:43 ) mms) 55 10 220 570 — — —  Dooropenod [uncxpected hour

Ewova 6.7: Zehida Node Analytics pe KPIs, ypapruota Kot Tivako coppdviov

2mv Ewova 6.7 mapovcialetoar n tinpng oekidao “Node Analytics” yia évav cuykekpipuévo koppo.
[epapPdver pidtpa (ypovikd €0pog Kol severity), cuvorTikovs dgikteg (ovvoAo alarms, péco risk,

minboc HIGH/CRITICAL, televtaio event), ypapnuata (risk score tov ypdvo, KoTtavour severity,
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e&EMEN emeyévng TapapETPOL), EVOTNTO

table) pe OAeC TIG KOTOYPOPEC.

Node Analytics

System: Apartment A - Node: NODE- APT-DOOR -8e1 - Door Sensor (Entrance)

¥povio elpog Severity
Teheutoizc 7 nuépsg A Oha
Iuvoho alarms Mzgo Risk

eneNyNong ToPAUETPOV

e Apply

HIGH/CRITICAL

0

Ewova 6.8: diktpo kot focikoi deiktec katdotaong kOupov

Kot wivako cupPaviov (events

ast_seen: 2026-01-20 20:58:42 - enabled: ()

Teheutaio event

2026-01-20 20:38:43

Ymv Ewoéva 6.8 gaivetor to emdve tuqpa e oeiidag analytics, 6Tov 0 ypnotng EMALYEL YPOVIKO

e0pog kot severity yio eiitpépiopa. Iapdiinia mpoPdiiovior Pacikoi deikteg mov cuvoyilovv

GUUTEPLPOPA TOV KOUPOV KabMG Kot TANpoPopieg kKatdoTaong Ommg last seen kot enabled, yio Gueon

€IKOVO, AetTovpyiog.

Eneinynon Napapétpwv

i~

open(0/1) v

Boowkn &vEBaEn auuBdvTor (myx. 0/1)

i

O Tpes v1.vE amoBnKEuoVToL o alarm (Ews & TIESL).

XpnouyoTolEIToL YI EVERYOTIOUNGH Kooy (arm,

correlation k).

battery(%) 2
rssi(dBm) v3
vd i

v5 3

vb v

Tip: ApyoTepo Bo CUVEETOU|IE TIC TTOPOUETDOUE JIE
Rules Engine {m.y%. “av v2=80 koL armed — HIGH").
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Ewova 6.9: Evotra “Eneénynon Hopapétpov” (v1-v6) pe avantuooOUEVES KAPTES

Ymv Ewoéva 6.9 mapovoidletor n evoémmra eneEnynong mopauéTpoyv, omov kdbe medio v1—v6
avtiototyiCeton oe label (m.y. open(0/1), battery(%), rssi(dBm)) ko1 cvvodebetor and cbHvtoun
mePLypopn ypNons. Me avtdv tov Tpomo, ot aplOunTikég TIHEG TV alarms yivovTol KatovonTég Kot

umopovv va a&lomombodv 6g kavOVeG Kol scoring.

Events Table #we 300 records {ue pikTpa)
Time Type Severity Risk  open(0/1) battery(%) rssi(dBm) vd v5 v6 Message
2026-01-20 20:38:43 m MEDIUM 55 1.0 92.0 -67.0 — — — Dooropened (unexpected hour)

Ewova 6.10: Iivakag copuPavtov (Events Table) avd koppo

H Ewodva 6.10 anewkovilet Tov mivaxko cuppdvtov (events table) mov cuykevipdver o alarms tov node
og dounuévn popoen. EpgaviCovrol facikd media 0nmg ypdvog, Tumog cupupdvtog, severity, risk score,
Tég mapapétpmv (open, battery, rssi, v4—v6) Kol WVOUO, ETITPETOVTAG YPIYOPO EAEYYO Kol GUYKPION

KOTOYPAPDV.
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Kepdhiorwo 70: Xvpnepacpata kor Merlovtiki) Epyacio

71

YUVORTIKT GVOGKOTNON TN VAOTOINGTG

H mroyioxn avéntuée éva Zootnua Ewdonomoenv Acodielog Ecotepikod Xmpov pe facikn 0éa v

OIopEn oG KEVIPIKNG TAOTOOPUOG TOL GVAAEYEL Ko eppavilel alarms. To cvoTnua LAOTOMONKE pE

Python Flask, MySQL ka1 Bootstrap kot k@Avye T1g factkéc Aettovpyieg evog MVP:

Anpovpyio kot diayeipion Alarm Systems avd ypfotn.

[pocOnkn kot dwoyeipion Nodes pe povadiko avoayvoplotiko (node uid).

Anyn alarms péoo REST API ond nodes 1 amd simulator.

Yroloyiopdg risk score yia ke alarm kot kotoypaen Tov ot faon.

Dashboard pe mpofoir mpéceatmy alarms kot 6yedov real-time evnuépwon pe polling.
XeAido node analytics pe mivaka alarms, KPIs kot Bacikd ypoerpata.

Virtual Sensors / Simulator yio waparywyn dedopévev Kot GeEvApLa SOKIUMOV.

7.2  Emitevén otoymv ko facikd aroteléopata

O1 61601 MOV eMTEVYONKOAV:

L.

Kevrpwi] mthat@oppo €180morjoe®v: vAomomOnke évog core server mov d&yxeTat alarms, ta

emeEepydleton kot ta epeavilet.

Virtual Sensors avti hardware: n Agttovpyia nodes kot alarms tpocopoi@Onke pe emtroyia,
EMTPETOVTOG SOKIUEG XWOPIG PLGIKT] EYKOTACTOGCT.

Risk scoring ka1 paon ywo “s&vmvovg kavoves”: ke alarm amoktd score, KATL TOL BonOd
va Egyopilovv ta onuavtikd coppdva.

Real-time tapakoiovOnen: 1o polling téTvye Tov 6T0YX0 ToL MVP, LE ypriyopn evnuépmaon

tov dashboard.

Ac@drera ko o&romotio: cpoapuootnkay Pacwéc mpaxtikég (hashing, token checks,

validation, logging), onuavtikég yio pio epopproyn mov oyetiletot e ac@aAELd.

Testing ko aglohdynon: o simulator exétpeye SoKIES, EVO TPOTAOMKAV CLYKEKPLUEVA test

cases Kot LETPNGELS amdOO0oTG.

Axoun kot yopig hardware pmopet va avantuydei kot va a&loAoyndet 1o cHGTNO EWOOTOINCEWY.
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7.3 Ilepropiopoi tov MVP

[Moporo mov 10 MVP kahdTel onpavTiKd LEPOG TNG AEITOVPYIKOTNTAG, VITAPYOLY TEPLOPICHOL:

Real-time pe polling: to polling eivor oA kol Aeltovpykd, oAAG OV gival 1) IO ATOSOTIKN

AOon oe TOAD peydio optio. e mo @puo cvotnua Oo mpotiundei WebSockets 1 push
unyovicpog.
Amh6 risk scoring: to scoring eivor heuristic kot Pociletor oe aniovg kavoveg/fapr. Eivar

emopkég yioo MVP, aldd umopel vo Bertimbel ue mo covlern Aoyikn (correlation, ypovikd,

mopaduvpa).

"Evag poiog ypfioth: 10 chotnua el novo client. Te Tpaypotikég EQapUOYEG VTTAPYOLY POAOL

o6mwg admin, operator, security manager.

Virtual sensors: av kot givor ToAD ypMolo yio SoKES, dev KAADTTEL TANP®S TIG SOVCKOAIEG

€VOC TPOYUATIKOD S1KTVOV atsOnTpav (actdbeia cvvdeons, pratapia, offline Asttovpyia).

[epropropévn Aertovpyia gdomomoewv ektég web Ul: to MVP dev mepihapfdaver push
notifications og Kivnto, dpa N “aueon evnuépmon’” tpodmobétel 6Tl 0 YpNoTNg TapakoiovBel

1o dashboard.

7.4 MelhOVTIKEG ETEKTAGELS

Ol mo

PEOMOTIKEG KOL YPNOLLES EMEKTACELS YLO. TNV EMOUEVY €KOOGT TOV GLGTHUOTOG E€lval Ot

TOPOKATO:

Push Notifications 6g xivnto

H onuovtkotepn avofaduion yuo évo cOoTNUO E00TOMGENDY Eival VO LWTOPEL VO, EVIIUEPADVEL TOV

YPNOTN GUESO, akopo Kot otay dev eivarl avotktd to web Ul Avtd umopel va yivel pe:

Firebase Cloud Messaging (FCM) yia Android,
amoOnkevon device tokens ot Baon,

gvepyomoinon swbonoinong dtav £pbet alarm pe vynAo risk score 1) severity.

WebSockets yia mpoypotuco real-time dashboard

Avti vy polling, to dashboard pmopel va evnuepmveror pe WebSockets, dote to alarms va

“eppaviCovtor” apéong ywpig meplodikd requests. Avtd eEATIOVEL TV AmOKPLIoN Kol LELOVEL TO AGKOTO

eoptio.
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Rules Engine kot correlation

To scoring pmopei vo, eglyOel o€ mo olokAnpopévo rules engine, pe duvatdTTES OTOG:
e yxpovikd mapdBvpa (m.y. 3 alarms o€ 10s),
¢ ovoyétion DOOR + MOTION,
e escalation 6tav av&averal n cuyvotnto alarms,

e cooldowns yia amwo@uyn spam.

IIeprocdTepoL poOLOL KO STKOLDPLATO,
Melrovtikd, pmopel va mpootebei:
e poiog admin yia Stayeipion xpnoTdv,
e pOAOG operator Y10 ToPaKOAOVON O TOAADY EYKATAGTAGEWY,

o JupopeTikd enimeda mpodcPaocng (read-only, read-write).

[Iponypévn aviyvevon avopoi®v
e anomaly detection (m.y. aocvvOiGTN dpacTnpoTTA VOYTA),
e  OTOTIOTIKY AVAALOT) patterns,

e 1 axopo kot ML povtéia

Eidope o xevipikn TAQTQOPHO E00TOMCEMV AGPAAEING UE EUPOCT] GTO AOYICHIKO YWPIg va
amorteiton euoiko hardware. Méca, and ) ypnon virtual sensors, risk scoring, real-time dashboard kot
Booikéc TPOKTIKEC aoPAAElag/doKiumy, onuovpyhinke éva olokinpouévo MVP mov upmopel va

Aertovpynoel ¢ Paon av BEAOVUE VA TO ETEKTEIVOLLE.

To onpavtikdétepo amotéleopa eival 6Tt T0 cHOTNIA OgV TEPLOPIleTOL GTNV KOTAYPOP] SLUBAVT®Y,
oAG mpoomabel va mpocoBécel a&lo otov ypnotn wéocw afordynong (risk score), koAvTEPNG

napovoinong (analytics) kot cootng doung (API + DB + Ul).

47



BIBAIOT'PA®IA

(1]
(2]
(3]

(4]
(5]
(6]
[7]
(8]
9]

[10]
(1]

https://en.wikipedia.org/wiki/Minimum_viable_product
https://igss.schneider-electric.com/Files/Doc-Help/Webhelp/VV14/Alm/Content/Alarm_Severity.htm
https://support.activtrak.com/hc/en-us/articles/33013617024539-Alarm-Analysis-Risk-Level-
Report

https://www.manageengine.com/network-monitoring/alarm-correlation-rule.htmi
https://www.sciencedirect.com/topics/biochemistry-genetics-and-molecular-biology/cool-down
Fette, I., & Melnikov, A. (2011, December). The WebSocket Protocol (RFC 6455). Internet
Engineering Task Force (IETF). https://datatracker.ietf.org/doc/rfc6455/

MDN contributors. (2025, December 15). The WebSocket APl (WebSockets). MDN Web Docs.
https://developer.mozilla.org/en-US/docs/Web/API/WebSockets_API

Kantor, . (2022, December 12). Long polling. JavaScript.info. https://javascript.info/long-polling
Google. (n.d.). Get started with Firebase Cloud Messaging in Android apps. Firebase
Documentation. Retrieved January 21, 2026, from https://firebase.google.com/docs/cloud-
messaging/android/get-started

https://flask.palletsprojects.com/en/stable/

https://www.mysql.com/

[12] https://www.chartjs.org/

48



ITAPAPTHMA A

import o0s
import secrets
from functools import wraps

from datetime import datetime

from flask import Flask, render template, request, redirect, url_for, session, flash, jsonify
import mysql.connector

from werkzeug.security import check password hash

app = Flask(__name )

app.secret_key = os.environ.get("FLASK SECRET KEY", "dev_secret")

DB_CONFIG = {
"host": os.environ.get("MYSQL_HOST", "127.0.0.1"),
"user": os.environ.get("MYSQL_USER", "root"),
"password": os.environ.get("MYSQL PASSWORD", ""),
"database": os.environ.get("MYSQL DATABASE", "indoor_security"),

"autocommit": True,

def db():

return mysql.connector.connect(**DB_CONFIG)

def login_required(fn):
@wraps(fn)
def wrapper(*args, **kwargs):
if "client_id" not in session:
return redirect(url_for("login"))
return fn(*args, **kwargs)

return wrapper

defapi_get token():
# 1) Authorization: Bearer <token>
auth = request.headers.get(" Authorization", "")
if auth.lower().startswith("bearer "):

return auth.split(" ", 1)[1].strip()
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# 2) Query param token=...
t = (request.args.get("token") or "").strip()
if t:

return t

# 3) JSON body token (optional)
data = request.get_json(silent=True) or {}
t2 = (data.get("token") or "").strip()

return t2 or None

defapi_auth_client():
token = api_get token()
if not token:

return None

con = db()

cur = con.cursor(dictionary=True)

cur.execute("SELECT id, full name FROM clients WHERE api_token=%s", (token,))
client = cur.fetchone()

cur.close()

con.close()

return client

@app.post("/api/login")
def api_login():
data = request.get_json(silent=True) or {}

email = (data.get("email") or "").strip().lower()

"

password = data.get("password") or

if not email or not password:

"n.n

return jsonify({"ok": False, "error": "email and password required"}), 400

con = db()
cur = con.cursor(dictionary=True)
cur.execute("SELECT id, password_hash, full_name, api_token FROM clients WHERE email=%s", (email,))

user = cur.fetchone()
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if not user or not check password hash(user["password hash"], password):
cur.close(); con.close()

return jsonify({"ok": False, "error": "invalid credentials"}), 401

# av dgv €yet token, QTIOEE éval
token = user.get("api_token")
if not token:
token = secrets.token_urlsafe(24)
cur2 = con.cursor()
cur2.execute("UPDATE clients SET api_token=%s, api_token_created at=%s WHERE id=%s",
(token, datetime.utcnow(), user["id"]))

cur2.close()

cur.close()

con.close()

return jsonify({
"ok": True,
"token": token,

"client_name": user["full name"]

b))

@app.get("/api/alarms/latest")

defapi_alarms_latest public():

Query:

token=...

since_id=0

limit=20
client = api_auth_client()
if not client:

return jsonify({"ok": False, "error": "unauthorized"}), 401

try:
since_id = int(request.args.get("since_id", 0))
except ValueError:

since_id =0
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try:

limit = int(request.args.get("limit", 20))
except ValueError:

limit = 20

limit = max(1, min(100, limit))

con = db()
cur = con.cursor(dictionary=True)
cur.execute("""
SELECT a.id, a.event_type, a.severity, a.message, a.risk_score,
a.vl,a.v2,a.v3,a.v4,a.v5,a.v6,
a.created_at,
n.node_uid, n.name AS node name,
s.name AS system_name
FROM alarms a
LEFT JOIN nodes n ON n.id=a.node_id
LEFT JOIN alarm_systems s ON s.id=a.system_id
WHERE s.client_id=%s AND a.id > %s
ORDER BY a.id ASC
LIMIT %s
""" (client["id"], since_id, limit))

items = cur.fetchall()

cur.close()

con.close()

# max_id yia va evnuepavet to app to last_id
max_id = since_id
for it in items:
if it["id"] > max_id:
max_id = it["id"]
if isinstance(it["created at"], datetime):

it["created_at"] = it["created_at"].strftime("%Y-%m-%d %H:%M:%S")

return jsonify({"ok": True, "items": items, "max_id": max_id})

defrisk score(event_type: str, severity: str, system_armed: bool, vl=None, v2=None) -> int:
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nn

MVP scoring (Ba to kévovye rules engine petd).
Emm\éov boost otav:

- armed + MOTION/DOOR

- vynAo "confidence" (v2) 6tav vdpyet

et = (event_type or "UNKNOWN").upper()

sev = (severity or "LOW").upper()

base = {"MOTION": 35, "DOOR": 30, "GLASS": 60, "PANIC": 80, "UNKNOWN": 20} .get(et, 20)

mult= {"LOW": 0.6, "MEDIUM": 1.0, "HIGH": 1.4, "CRITICAL": 1.8} .get(sev, 1.0)

armed_bonus = 15 if system armed else 0

conf bonus =0
try:
if v2 is not None:
v2f = float(v2)
if v2f>=80:
conf bonus =10
elif v2f >= 60:
conf bonus =5
except Exception:

pass

score = int(base * mult + armed_bonus + conf bonus)

return max(0, min(100, score))

@app.route("/")
def welcome():

return render _template("welcome.html")

@app.route("/login", methods=["GET", "POST"])
def login():
if request.method == "POST":
email = request.form.get("email", "").strip().lower()

password = request.form.get("password", "")
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con = db()

cur = con.cursor(dictionary=True)

cur.execute("SELECT id, email, password_hash, full name FROM clients WHERE email=%s", (email,))
user = cur.fetchone()

cur.close()

con.close()

if not user or not check password hash(user["password hash"], password):

flash("AdBog email M) kwducde.", "danger")

return redirect(url_for("login"))

session["client_id"] = user["id"]
session["client name"] = user["full name"]
"non

flash("Emtuyng eicodoc.", "success")

return redirect(url_for("dashboard"))

return render_template("login.html")

@app.route("/logout")
def logout():
session.clear()
flash(""Eywve amocvvdeon.", "info™)

return redirect(url_for("welcome"))

@app.route("/dashboard")
@login_required
def dashboard():

client_id = session["client id"]

con = db()
cur = con.cursor(dictionary=True)
cur.execute("""
SELECT * FROM alarm_systems
WHERE client_id=%s
ORDER BY created at DESC
" (client id,))

systems = cur.fetchall()
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system_ids = [s["id"] for s in systems] or [-1]
cur.execute(f"""
SELECT * FROM nodes
WHERE system_id IN ({",".join(["%s"] * len(system_ids))})
ORDER BY created at DESC
""" tuple(system_ids))
nodes = cur.fetchall()
cur.execute("""
SELECT a.id, a.event_type, a.severity, a.message, a.risk_score, a.vl, a.v2, a.v3, a.v4, a.v5, a.v6, a.created_at,
n.node_uid, n.name AS node name,
s.name AS system_name
FROM alarms a
LEFT JOIN nodes n ON n.id=a.node id
LEFT JOIN alarm_systems s ON s.id=a.system_id
WHERE s.client_id=%s
ORDER BY a.created at DESC
LIMIT 20
" (client_id,))

alarms = cur.fetchall()

cur.close()

con.close()

nodes_by_system = {}
for n in nodes:

nodes_by_system.setdefault(n["system_id"], []).append(n)

return render _template(
"dashboard.html",
systems=systems,
nodes_by_ system=nodes_by_system,

alarms=alarms

#

# AlarmSystem CRUD
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#

@app.post("/systems/create")

@login_required

def systems_create():
name = request.form.get("name", "").strip()
location = request.form.get("location", "").strip()
if not name:

flash("Adce dvopa yuo o AlarmSystem.", "warning")

return redirect(url_for("dashboard"))

con = db()

cur = con.cursor()

cur.execute(
"INSERT INTO alarm_systems (client_id, name, location, is_armed) VALUES (%s,%s,%s,0)",
(session["client_id"], name, location if location else None)

)

cur.close()

con.close()

flash("AnpovpynOnke véo AlarmSystem.", "success')

return redirect(url_for("dashboard"))

@app.post("/systems/<int:system_id>/update")
@login_required
def systems_update(system_id):
name = request.form.get("name", "").strip()
location = request.form.get("location", "").strip()

is_armed = 1 if request.form.get("is_armed") =="1" else 0

con = db()
cur = con.cursor()
cur.execute("""
UPDATE alarm_systems
SET name=%s, location=%s, is_armed=%s
WHERE id=%s AND client_id=%s
""" (name, location if location else None, is_armed, system_id, session["client_id"]))
cur.close()

con.close()

56




non

flash("Evnuepdbnke to AlarmSystem.", "success")

return redirect(url_for("dashboard"))

@app.post("/systems/<int:system_id>/delete")
@login_required
def systems_delete(system_id):

con = db()

cur = con.cursor()

cur.execute("""
DELETE a FROM alarms a
JOIN alarm_systems s ON s.id=a.system_id
WHERE a.system_id=%s AND s.client_id=%s
""" (system_id, session["client id"]))
cur.execute("""
DELETE n FROM nodes n
JOIN alarm_systems s ON s.id=n.system_id
WHERE n.system_id=%s AND s.client_id=%s

, (system_id, session["client_id"]))

cur.execute("""
DELETE FROM alarm_systems
WHERE id=%s AND client_id=%s

nn

, (system_id, session["client_id"]))

cur.close()

con.close()

flash("Awaypdonke to AlarmSystem (ko ot képfor/alarms tov).", "info™)

return redirect(url for("dashboard"))

#

# Nodes CRUD
#

@app.post("/systems/<int:system_id>/nodes/create")

@login_required
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defnodes_create(system_id):
node uid = request.form.get("node_uid", "").strip()
name = request.form.get("name", "").strip()

zone = request.form.get("zone", "").strip()

# optional labels
v1_label = request.form.get("v1 _label", "").strip()
v2_label = request.form.get("v2_label", "").strip()

v3_label = request.form.get("v3_label", "").strip()

if not node_uid or not name:
non

flash("Node UID ka1 6vopo. k6ppov eivorl voypemtikd.", "warning")

return redirect(url_for("dashboard"))

api_token = secrets.token_urlsafe(16)

con = db()

cur = con.cursor(dictionary=True)

cur.execute("SELECT id FROM alarm_systems WHERE id=%s AND client_id=%s", (system_id, session["client_id"]))
if not cur.fetchone():

cur.close()

con.close()

flash("Mn éykvpo AlarmSystem.", "danger")

return redirect(url_for("dashboard"))

try:
cur2 = con.cursor()
cur2.execute("""
INSERT INTO nodes (system_id, node uid, name, zone, enabled, api_token, vl label, v2 label, v3 label)
VALUES (%s,%s,%s,%s,1,%s,%s,%s,%s)
system_id, node uid, name, zone if zone else None, api_token,
vl label if vl _label else None, v2 label if v2_label else None, v3_label if v3_label else None

)

cur2.close()

flash(f"O kopupoc npootédnke. Token (kpdncé to): {api_token}", "success"

except mysql.connector.IntegrityError:
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flash("Ymapyet oM koppog pe avtd to UID (povadko).", "danger™)

cur.close()
con.close()

return redirect(url_for("dashboard"))

@app.post("/nodes/<int:node id>/update")
@login_required
defnodes_update(node id):
name = request.form.get("name", "").strip()
zone = request.form.get("zone", "").strip()

enabled = 1 if request.form.get("enabled") =="1" else 0

v1_label = request.form.get("v1 _label", "").strip()
v2_label = request.form.get("v2_label", "").strip()

v3_label = request.form.get("v3_label", "").strip()

con = db()
cur = con.cursor()
cur.execute("""
UPDATE nodes n
JOIN alarm_systems s ON s.id=n.system_id
SET n.name=%s, n.zone=%s, n.enabled=%s,
n.vl _label=%s, n.v2_label=%s, n.v3_label=%s
WHERE n.id=%s AND s.client_id=%s
name,
zone if zone else None,
enabled,
vl label if vl label else None,
v2_label if v2_label else None,
v3 label if v3 label else None,
node _id,
session["client_id"]
)
cur.close()

con.close()
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non

flash("EvnuepodOnke o képpoc.", "success")

return redirect(url_for("dashboard"))

@app.post("/nodes/<int:node id>/delete")
@login_required
defnodes_delete(node id):

con = db()

cur = con.cursor()

cur.execute("""

DELETE a FROM alarms a

JOIN nodes n ON n.id=a.node_id

JOIN alarm_systems s ON s.id=n.system_id

WHERE a.node_id=%s AND s.client_id=%s
""" (node_id, session["client id"]))
cur.execute("""
DELETE n FROM nodes n
JOIN alarm_systems s ON s.id=n.system_id
WHERE n.id=%s AND s.client_id=%s

, (node_id, session["client_id"]))

cur.close()
con.close()
flash("Awaypaonxke o kopfos.", "info")

return redirect(url_for("dashboard"))

#

# Node alarms page (values per alarm)

#

@app.get("/nodes/<int:node id>/alarms")
@login_required
defnode_alarms(node_id):
# range: 1d, 7d, 30d
rng = (request.args.get("range") or "7d").strip()
if rng not in ("1d", "7d", "30d"):
g ="7d"
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severity filter = (request.args.get("sev") or "ALL").strip().upper()
if severity_filter not in ("ALL", "LOW", "MEDIUM", "HIGH", "CRITICAL"):

severity filter ="ALL"

interval sql = {"1d": "1 DAY", "7d": "7 DAY", "30d": "30 DAY"}[rng]

con = db()

cur = con.cursor(dictionary=True)

# node + system ownership
cur.execute("""
SELECT n.*, s.name AS system_name
FROM nodes n
JOIN alarm_systems s ON s.id=n.system_id
WHERE n.id=%s AND s.client_id=%s
""" (node_id, session["client_id"]))
node = cur.fetchone()
if not node:
cur.close()
con.close()
flash("Mn éykvpog képfog.", "danger")

return redirect(url_for("dashboard"))

# alarms list (filtered)
where_sev=""

params = [node_id]

if severity filter !="ALL":

where sev ="AND severity=%s"

params.append(severity_filter)

cur.execute(f"""
SELECT id, event type, severity, message, risk score,
v1,v2,v3,v4,v5,v6, acknowledged, created at
FROM alarms
WHERE node_id=%s
AND created at >=NOW() - INTERVAL {interval sql}
{where_sev}

ORDER BY created_at DESC
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LIMIT 300
""" tuple(params))

alarms = cur.fetchall()

# KPIs (same filters)
cur.execute(f"""
SELECT
COUNT(*) AS total,
AVG(risk_score) AS avg_risk,
SUM(CASE WHEN severity IN (‘HIGH','CRITICAL'") THEN 1 ELSE 0 END) AS high_ecrit,
MAX(created_at) AS last_time
FROM alarms
WHERE node_id=%s
AND created at >=NOW() - INTERVAL {interval sql}
{where sev}
" tuple(params))

kpi = cur.fetchone() or {"total": 0, "avg_risk": 0, "high_crit": 0, "last_time": None}

# severity distribution (donut)
cur.execute(f"""
SELECT severity, COUNT(*) AS ¢
FROM alarms
WHERE node_id=%s
AND created at >=NOW() - INTERVAL ({interval sql}
{where _sev}
GROUP BY severity
""" tuple(params))

sev_rows = cur.fetchall()

sev_counts = {"LOW": 0, "MEDIUM": 0, "HIGH": 0, "CRITICAL": 0}
forr in sev_rows:

s = (1["severity"] or "").upper()

if s in sev_counts:

sev_counts[s] = int(r["c"])

# time series for risk score (line) - take last 200 points
cur.execute(f"""

SELECT created_at, risk_score, v1, v2, v3
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FROM alarms
WHERE node_id=%s
AND created_at >= NOW() - INTERVAL {interval_sql}
{where_sev}
ORDER BY created at ASC
LIMIT 200
""" tuple(params))

series = cur.fetchall()

cur.close()

con.close()

# parameter explanations (simple, editable later)
# If label is empty, fallback. You can enrich these texts later.

param_info = [

{

"key": "v1",

"label": node.get("v1 label") or "v1",

"desc": "Baoucr évdelén ovppavrog (m.y. 0/1). Xpnowomoteitat yua evepyomoinon kavovev (arm, correlation k.Ax.)."
55
{

"key": "v2",

"label": node.get("v2_label") or "v2",

"desc": "Agvtepevovoa pétpnon (w.y. confidence %, battery %, temperature). Mropei vao. ennpedlet to risk scoring."
}s
{

"key": "v3",

"label": node.get("v3 _label") or "v3",

"desc": "Tpitn pétpnon (m.y. battery %, RSSI). Xpriown ya didyvoon/aomotia.”
}s

{"key": "v4", "label": node.get("v4 label") or "v4", "desc": "[Ipoatpetikn emmiéov mapdpuerpog."},
{"key": "v5", "label": node.get("v5 label") or "v5", "desc": "IIpoarpetiky emmAéov TopapeTpoc.”},

{"key": "v6", "label": node.get("v6_label") or "v6", "desc": "IIpooupetikn emmAéov mapdpuetpog."},

# format datetime strings for JS
def fmt(dt):

if isinstance(dt, datetime):
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return dt.strftime("%Y-%m-%d %H:%M:%S")

return str(dt) if dt else None

chart _labels = [fmt(r["created at"]) for r in series]
chart_risk = [int(r["risk_score"] or 0) for r in series]
chart vl =[r["v1"] for r in series]

chart v2 = [r["v2"] for r in series]

chart v3 = [r["v3"] for r in series]

return render_template(
"node_alarms.html",
node=node,
alarms=alarms,
mg=rng,
severity_filter=severity_filter,
kpi=kpi,
sev_counts=sev_counts,
param_info=param_info,
chart labels=chart labels,
chart _risk=chart_risk,
chart vl=chart vl,
chart_v2=chart v2,

chart v3=chart v3,

#

# API: node sends alarm with up to 6 values

#

@app.post("/api/nodes/<node_uid>/alarm")
def api node alarm(node uid):

nn

JSON:

{
"token": "...",
"event_type": "MOTION",
"severity": "HIGH",

"message": "motion detected",

"values": [v1, v2, v3, v4, v5, v6]
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}

nn

data = request.get_json(silent=True) or {}

token = (data.get("token") or "").strip()

event_type = (data.get("event type") or "UNKNOWN").strip().upper()
severity = (data.get("severity") or "LOW").strip().upper()

message = (data.get("message") or "").strip()

values = data.get("values") or []

def pick(i):
try:
return float(values[i]) if i < len(values) and values[i] is not None else None
except Exception:

return None

v1 = pick(0); v2 = pick(1); v3 = pick(2); v4 = pick(3); v5 = pick(4); v6 = pick(5)

if not token:

return jsonify({"ok": False, "error": "token required"}), 400

con = db()
cur = con.cursor(dictionary=True)
cur.execute("""
SELECT n.id AS node_id, n.system_id, n.enabled, s.is_armed
FROM nodes n
JOIN alarm_systems s ON s.id=n.system_id
WHERE n.node_uid=%s AND n.api_token=%s
""" (node uid, token))

node = cur.fetchone()

if not node:
cur.close(); con.close()

return jsonify({"ok": False, "error": "invalid node uid or token"}), 401

if int(node["enabled"]) !=1:

cur.close(); con.close()

return jsonify({"ok": False, "error": "node disabled"}), 403
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score = risk_score(event_type, severity, bool(node["is_armed"]), vl=v1, v2=v2)

cur2 = con.cursor()
cur2.execute("""
INSERT INTO alarms (system_id, node_id, event_type, severity, message, risk_score, v1,v2,v3,v4,v5,v6, acknowledged)
VALUES (%s,%s,%s,%s,%8,%s,%s,%s,%8,%08,%s,%s,0)
" (
node["system_id"], node["node_id"], event_type, severity,
message if message else None, score,

v1,v2,v3,v4,v5,v6

)

cur2.execute("UPDATE nodes SET last_seen=%s WHERE id=%s", (datetime.utcnow(), node["node_id"]))

cur2.close()
cur.close()
con.close()

return jsonify({"ok": True, "risk_score": score})

#

# API: latest alarms for logged-in client (polling)
#

@app.get("/api/alarms/latest")
@login_required
defapi_alarms_latest():

limit = int(request.args.get("limit", 20))

limit = max(5, min(100, limit))

con = db()
cur = con.cursor(dictionary=True)
cur.execute("""
SELECT a.id, a.event_type, a.severity, a.message, a.risk_score,
a.vl,a.v2,a.v3,a.v4,a.v5,a.v6,
a.acknowledged, a.created_at,
n.node_uid, n.name AS node name,
s.name AS system name
FROM alarms a

LEFT JOIN nodes n ON n.id=a.node_id
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LEFT JOIN alarm_systems s ON s.id=a.system_id
WHERE s.client_id=%s
ORDER BY a.created at DESC
LIMIT %s
" (session["client id"], limit))
rows = cur.fetchall()

cur.close()

con.close()

for r in rows:
if isinstance(r["created_at"], datetime):

r["created_at"] = r["created_at"].strftime("%Y-%m-%d %H:%M:%S")

return jsonify({"ok": True, "items": rows})

" "

if _name  =="_main_":

app.run(debug=True)
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