/\’8 INTERNATIONAL
HELLENIC
&) UNIVERSITY

DEPARTMENT OF INFORMATION AND ELECTRONIC ENGINEERING

MSc IN WEB INTELLIGENCE

Study of communication technologies for prediction and
mitigation of man-made disasters and emergency
situations

MASTER’S THESIS
OF

ALEXANDROS GIANNOPOULOS

Supervisor: Periklis Chatzimisios
Professor, International Hellenic University

Thessaloniki, September 2021



H cehida avt elvan oxdmyLo Avkr).




/ % INTERNATIONAL Department of Information and Electronic Engineering .H.U.
HELLENIC
e UNIVERSITY MSc IN WEB INTELLIGENCE

Study of communication technologies for prediction and
mitigation of man-made disasters and emergency
situations

MASTER’S THESIS
OF

ALEXANROS GIANNOPOULOS

Supervisor: Periklis Chatzimisios
Professor, International Hellenic University

Approved by the three-member selection board at 2/10/2021.

(Signature) (Signature) (Signature)
Name Surname Name Surname Name Surname
Professor, I.H.U. Professor, I.H.U. Professor, I.H.U.

Thessaloniki, September 2021




(Signature)

Alexandros Giannopoulos

BSc Applied Informatics in Management and Economy, Technological Educational Institute
of Western Greece

© 2021 Alexandros Giannopoulos. All rights reserved




Hepiinyn

H napovoa simhopatiky epyoacio xel G OVIIKEILEVO TNV UEAETN TOV TEXVOAOYIDV EMKOWVMVING Yo
TNV OVTIHETOTIOT KATAGTPOP®V (PUCIKAOV Kol avOpomoyevdv) pe Epeacn ot devtepn Katnyopio.
EmumAéov, vmépyer 1dwaitepn pvela otic te)vOAOYiEG EMKOWVMOVIOG YO TNV OVTILETOTION KOt
TPOA YN eKTAKTOV Kataotdoemv. [To cvykekpyéva €ytve AETTOUEPNC AVOPOPA GTLS PUGIKEG KoL
avOpOTOYEVEIC KATAGTPOPEG OMMOC KOl GTOVE YPNOTES KOl TIG EPUPUOYEG TEXVOLOYIDV EMKOVOVING
0€ £KTOKTO TEPIOTATIKA. TNV GLVEYXEWD OVOAVONKOV AETTOUEPDG [0 GEIPA OO VTAPYOVGES KOl
avEPYOLEVEG TEYVOLOYIEC Ol OTOIEG YPTCULOTOLOVVTIOL OO TIS VANPEGIEC TOMTIKNG TPOCTAGING.
Axdpo, ovaeépnkay TeEXVOLOYIEC EMKOWMVIOG OF GULYKEKPIUEVEG TEPMTMOCELS AVOP®TOYEVHV
KOTOGTPOPMY KOl TEPUTTMGELS VANPECLDV TOATIKNG Tpoctacioc. Emmpoctétmg yivetan avagopd o
évav peydAo aplud TpokANGEDY TOL TPOKVTTOVV Kol Sodpapatilovy onuoaviikd poAo Yoo TNV
OLOAN AglTovpyio Kol VAOTTOINGT TOV TEYVOAOYIDV ETIKOVOVIOG OE TEPIMTMOCELS EKTAKTNG OVAYKTG.
Téhog M mopodcO SUTAMUOTIKY OVOQEPETOL GTNV OVAYKN Ylo. DAOTOINGN KOl €VPECT VEMV
TEYVOLOYIDV EMIKOWVMVING £TOL MGTE OAEC Ol VANPEGIEC MOAITIKNG TPOOTUCING VO TPOCPEPOLV TIC
VANPEGIEG TOVG GTO KOWO pE TOV KAADTEPO duvatd Kot WEEMPO Tpomo. Emmiéov avapépetar otnv
avaykn Yyl OpPUOVIKY] GUVEPYOGIO TMV OPOPETIKOV TEXVOAOYIDV ETMIKOWOVING OAAGL KoL
SLPOPETIKAOV VINPESIOV TOMTIKNG TPOOTOCING KT TNV ddpkewn kpicewv. TErog, avapépovat
AEMTOUEPADC ONUAVTIKA GLUUTEPACHATO TO, oTToio eival Paciouéva oty PiPAoypagikn £pguva Kot
aQopolV TG SVOKOAIEG OPOUOIMONG VEMV TEYVOAOYIDV, TNV SuvOTAPEN S10pOpOV TEXVOAOYIHV

EMKOWOVING OAAG KOl TNV CLUVEPYOTTIO S10POPETIKMY VINPECIDOV TOALTIKNG TPOCTAGING.

AgEag Kierona:

Aiktoa TToMtikng Tlpoctaciag, teyvoAoyieg emkovmviag, avOpmTOYEVEIC KOTUGTPOPES, PUOIKEG

KataoTpoic, SG, Awadiktvo tav [payudtov, dtayeipion KaTasTPoQmV
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Abstract

The main objective of this M.Sc. thesis is the research and study of upcoming communication
technologies for prediction and management of disasters (natural & man-made), especially focusing
on the latter ones. In addition, the current thesis addresses communication technologies for
monitoring and prediction in emergency situations. Furthermore, we discuss about natural and man-
made disasters as well as critical communication technologies and their end users. A number of
communication technologies, techniques and hardware used by public safety agencies is discussed in
detail too. Moreover, communication technologies and technologies used by public safety agencies
in specific use-cases are discussed in detail. Furthermore, the current thesis emphasizes on a number
of challenges and open issues referring to establishment and operation of communication
technologies during emergency situations. In addition, the current thesis explains the urgent matter
of researching new communication technologies so that public safety agencies can provide their
services more efficiently. Finally, the thesis discusses important conclusions that are based on
scientific research after evaluating a number of communication technologies and public safety

agencies needs.

Keywords: Public Safety Networks, communication technologies ,man-made disasters, natural

disasters, 5G, Internet of Things (IoT), disaster management
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Introduction

1.1 Disasters & climate change

We can define a disaster as a “sudden, calamitous event that seriously disrupts the functioning
of a community or society and causes human, material, and economic or environmental losses
that exceed the community’s or society’s ability to cope using its own resources” [1].
Although disasters can be caused by nature (natural disasters), they can also have human
origins (man-made disasters).Some examples of natural disasters may include earthquakes,
droughts and floods. On the other hand, some examples of man-made disasters may include

oil spills and nuclear disasters.

The climate change of our planet has brought tremendous effects in the area of natural
disasters as well as their frequency and severity. Furthermore, human reckless activity for
many years is part responsible we witness natural disasters being more severe and
unpredictable. Recent research has shown that climate change will bring an increase in
strength and frequency of natural disasters. One example is droughts and storms. With
increasing global surface temperatures, the possibility of more droughts and increased
intensity of storms will likely occur. As more water vapor is evaporated into the atmosphere it
becomes fuel for more powerful storms to develop [2]. In addition, rising sea levels as an
effect of climate change can lead to the exposure of locations to the force of sea and its high

waves (tsunamis).

1.2 Man-made disasters

The current thesis is addressing both categories of disasters (natural and man-made), but
mainly focuses on man-made disasters like nuclear and oil spill accidents. We emphasize to
current and upcoming (state-of-the-art) technologies as well as their role in prevention,
response, preparedness and mitigation of such disasters. Communication technologies used by
public safety users are included too. Moreover, we discuss in detail how technologies and

communication techniques changed the way public safety agencies confront man-made




disasters. To conclude with, we refer to the human factor and its negative role in the

frequency and complexity of man-made disasters.

1.3 Critical communications & disaster management

Before emphasizing to Public Safety Networks (PSNs) terms like critical communication and
disaster management will be explained for better understanding of the topic. Critical
communications include telecommunication systems and devices that must provide reliable
and secure communication at all times [3]. Currently, critical communications are the spine of
functioning for emergency services. Disaster management can be defined as the organization
and management of resources and responsibilities for dealing with all humanitarian aspects of
emergencies, in particular preparedness, response and recovery in order to lessen the impact

of disasters [4] (Figure 1.1).

1.4 Public Safety Networks

Before moving on discussing about the services that should be supported by the PSN, it is
important clarifying that a PSN is the communication network used by officials such as police

officers, firefighters and healthcare personnel to coordinate their operations [5].
1.4.1 Types of Services that should be supported by PSNs

In this Section we refer to all the types of services that should be supported by PSNs. These
may include voice, data and multimedia services. All of these services will be discussed in

detail as follows.

Responding
to disasters

Preparing
for disasters

ioysesiq

Reducing risk
of disasters

:
g%
24
30
0=
3
-

Figurel.l:Disaster management [4]
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Voice services

A PSN should support a variety of voice services in order to be efficient. These voice

services include:

e Individual call: One to one basic voice communication between two public
safety users.

e Group call: One - to - many calls. Initiated by one public safety user to others
in a group.

e Acknowledged group call: Similar to group calls with one basic difference. In
order to be achieved, caller must receive a sufficient amount of
acknowledgements.

e Broadcast call: Similar to group call. The difference in this case is that
communication is unidirectional. Calling user broadcasts and other users just

listen.

Data services

They are divided into two main categories, namely Short Data Services (SDS) and Packet
Data Services (PDS). SDS can be used for individual or group messages. Messages are sent
instantly making the communication extremely efficient. On the other hand, PDS may be a
connection-oriented or a connectionless packet data service [8]. They establish a connection

between the source and destination and deliver the data needed.

Multimedia Services

Multimedia services supported by PSNs can include a combination of two or more media
components such as voice, data video and still image [6]. Multimedia services supported by a

PSN may also include video streaming, video on demand and images.

1.5 Thesis Overview

The current thesis is structured as follows. In Chapter 2 we analyze the users of public safety
communication technologies as well as public safety applications. Furthermore, we refer to
the technical requirements of critical communications and their characteristics. Moreover, the
second Chapter analyzes various techniques PSNs use and the hardware which is used by

public safety authorities.




In Chapter 3 we discuss about the evolution of communication technologies PSNs use until
the current 5 generation (5G). Furthermore, this Chapter includes an overview of cellular

technologies for public safety.

Chapter 4 discusses in detail various use cases and scenarios in which public safety
communication technologies are used. Moreover, the chapter refers to disaster management

cycle and its importance.

Chapter 5 refers to the challenges and open issues of utilizing communication technologies
for public safety needs. To conclude with, in Chapter 6 discusses important conclusions
which are based on scientific research after evaluating communication technologies and the

needs of public safety agencies.




Background

2.1 Users of Public Safety

In this Section we will discuss about the users of Public Safety Networks (PSNs). Throughout
the world a vast number of agencies use PSNs in order to minimize possible human casualties
during calamities. The use of PSNs by public safety agencies gives them the opportunity of

emergency response in critical situations. Some of these users/agencies are:

a. Police Departments

One important public safety authority is Police and its departments. The main obligation of
police officers is law enforcement. They serve and protect civilians and their main goal is to
keep communities safe. Along with paramedics and firefighters, police is one of the most

important public safety agencies.

b. Fire Departments

Fire departments are obliged to protect life and property and their main objective is
extinguishing of fires either large or small in scale. In case of large scale fire incidents, public
safety authorities and most importantly fire departments need to communicate fast and
efficient. Nowadays, Fire departments (especially in USA) use public safety platforms like
FirstNet for communication and coordination purposes. Using this kind of platforms increases

the efficiency as well as the cooperation of Fire departments with other public safety services.

c. Emergency Medical Services (EMS)

First Responders are the first medical service to arrive in critical situations. Main purpose of
EMS is to provide care to victims during calamities and emergency situations. We usually
consider as first responders law enforcement officers, paramedics and firefighters. First
responders depend on digital and connected technologies to quickly provide life-saving
assistance, deal with crisis situations, and bring order to chaotic situations [7]. Technology is
improving rapidly and there are several technology trends that are digitally aiding medical

care services as shown in Figure 2.1.
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Figure 2.1: Trends in First responders Connected Technologies [7]

d. Coast Guard, ocean rescue, shore safety, border protection,

A Coast Guard is a maritime security organization. This public safety agency protects ports
and coasts from all kinds of dangers. A typical Coast Guard, in the areas mentioned above,
provides safety and security to the people; protects the marine transportation system and
infrastructure and maintains the territorial integrity [8]. The main public safety
communication method of Coast Guard is the Very High Frequency (VHF) radio, a two-way
communication technique. Another PSN used by Coast Guard is Rescue 21, an advanced
maritime Computing, Command, Control, and direction-finding Communications (C4) system
designed to better locate mariners in distress and save lives and property at sea and on rivers
[8]. Coast guard officers are obliged to respond in natural disaster incidents too. For this

reason their means of communication must be adaptable and dynamically configurable.

Ocean rescue is one more organization which is using public PSNs. In addition, ocean rescue
is an expert team of first responders including Emergency Medical Technicians (EMTs) and
Paramedics which specialize in preventative actions, ocean rescues and emergency medical
assistance [9]. The main objectives of shore safety are the reduction of drowning individuals
and the perseverance of safety in the shores and beaches. These objectives require the use of

PSNE.

Border Protection (BP) agency of every nation includes a variety of obligations. Some of their
main objectives are the enforcing of customs and detection/prevention of terrorists and
terrorist weapons. One more obligation of a border protection agency is the prevention of
illegal trafficking of people and narcotics. In order to achieve these objectives BP is another

public safety agency which is using PSNs.

e. Military

The army of every nation is a powerful fighting force serving by land, sea and air. It has as its
main objective the perseverance of peace and defense from foreign and domestic enemies. In
order to achieve this, armies all around the world use PSNs to communicate more efficiently
and cooperate with other public safety authorities during critical incidents. For instance US
army has chosen FirstNet as its main public safety communication platform following the fire

and police departments of USA.




f- Individual /Personnel

Not only public safety authorities use PSNs but also common people as individuals.
Individuals use public safety systems by their initiative in critical and serious incidents. This
way they find valuable information about critical situations and seek ways to secure their
lives. In recent years public safety agencies urge people to use public safety systems in order
to gather information about a site of a disaster. This way with the valuable aid of civilians,
public safety agencies take better decisions and gain situational awareness. Decisions may

include evacuation plans or mitigation/response methods.

2.2 Critical communications for Public Safety applications

In this Section we will discuss about public safety applications and their valuable aid to public
safety agencies and first responders. We will also analyze the technical requirements needed
for the applications to operate. To conclude with, we will discuss about the critical

communication characteristics.
2.2.1 Public Safety applications

In order for public safety agencies to provide their services more efficiently and quickly they
use a number of public safety applications. These applications include a variety of state-of-
the-art technologies. In recent years public safety applications evolved rapidly. With the aid
of these applications public safety officers are in position to do things way faster and more
accurate. There are applications specifically designed for the needs for almost every public
safety agency. Particularly, police and Fire departments are in position of locating the position
of their officers using GPS as a location tracking technology which is embedded in their

radios and visualize it on an electronic map. The electronic map is situated in the departments.

Furthermore, Police officers can read license plates from remote locations with a local app.
They just program cameras in parking areas to snap license plates or ask officers on patrol to
take the picture with a handheld device [10]. They even have the ability to compare license
plates with the help of an app. Another useful application which is used by police officers is
background check application, officers simply type up the personal information of a civilian
into a form on their handheld device and see results in seconds. To conclude with, police
officers are in place to scan driver’s license and fingerprints with the help of an application

which is connected to the database of their department.

Moreover, EMS are in place to transmit data via an application to the hospital in critical
situations for example the current health status of an inbound patient. In fire and rescue

critical situations one efficient solution that has been proposed is SAFECommand app [11]. It

9




securely shares critical information with those operational resources that need it - whether on
the incident ground to incident commanders, control room staff or mobile resources. Officers

in the field with the help of this app get fresh information even without real-time connection.

In acts of terrorism, public safety agencies use applications for facial recognition on people.
These apps are directly connected to their database of their departments. Moreover, Tactilon
Agnet [12] is another public safety application that brings a revolution to the communication
of public safety agencies and their communication capabilities. It can be downloaded to your
smartphone like any other commercial application. With Tactilon Agnet downloaded on your
smartphone, you can also talk or send messages to people who carry a professional radio or
communicate with the central control and command room. Moreover, it carries a variety of

features like instant messaging, video communication and location mapping.

2.2.2 Critical communication technical requirements

Public safety agencies need to communicate and coordinate with precision in order to provide
their services. They need resilient and dependable mission critical communication
technologies. However, in order for these communications technologies to be effective they

need to meet a number of requirements. Some of them are the following [13]:

= Efficient group communications: A group call is an important feature in professional
communications. Moreover, a group call helps public safety users to communicate
and coordinate with each other. Every public safety agency must have one group call
for their particular needs. On the other hand, when officers from different
organizations need to communicate and cooperate, share the same group call and
coordinate a common emergency response.

= Fast and reliable connection: Public safety organizations need steady and reliable
connection in order to deliver efficiently their services. Furthermore, governments
created dedicated public safety networks especially for the needs of public safety.
Dedicated networks ensure availability and minimize the risk of a communication
failure. We call a network available when public safety users can access its resources
when they need them.

= Prioritization: Prioritize of public safety data ensures the safe delivery of critical
information. Communication of public safety officers must be on top of the
communication chain. This means their communication needs must be prioritized
over the communication needs of individuals. Furthermore, priorities must be given
among mission critical users. Certain users and teams have more critical data to share

than common population, so their communications must have different priorities.
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2.2.3

Critical communication characteristics

PSNs consist of special features and designed especially for the public safety user needs.

Some typical examples of these characteristics are [8]:

>

Features specified by public safety users: Majority of critical communication
characteristics are defined by public safety users and their special requirements.
Performance: Taking into account the fact that usage pattern of PSNs is extremely
unpredictable, in case of a sudden loss of network they have to perform to the
outmost level without any further problems. This is the reason why capacity and
latency of PSNs are designed to perform in the worst-case scenarios.

Live access to critical data: It is vital for public safety users to have live access on
data for instance reports or images from disasters sites.

Broadband data rates: This feature applies mainly to LTE networks. The idea is that
the network supports broadband data rates to allow public safety agencies to
exchange in real time critical information such as high-definition video, graphics,
photos, and high-fidelity audio, etc.

Availability: A PSN and its services must always be available to public safety users
no matter the difficulties that may occur.

Reliability: It is one of the top characteristics of PSNs. No matter the extreme weather
conditions or the destruction of the current network infrastructure a PSN must always
be able to provide its services to the public safety officers.

Security: An important characteristic that all PSNs should include. Security means
encryption of data of public safety users and of course the data they exchange during
critical incidents.

Location/ awareness: A PSN must be in a position to help first responders collect
relevant data depending on the critical situation. Sensors and a GPS system aid a PSN
in order to achieve this.

Situational awareness: An important feature which allows the exchange of important
data between first responders and public safety departments. This way both parties
analyze the situation better and collaborate in a better level.

Devices: Public safety users have in their position a large variety of devices to aid
them in order to provide their services. These devices can be either hands free or
implemented in vehicles. They carry technologies such as LTE, 3G, 4G and Wi-Fi.
Power consumption of devices: A feature of PSNs which allows batteries of devices
to last longer. Furthermore, it optimizes their battery life through a duty cycle which
contains functions such as transmission, speak and standby. A very critical feature

especially during calamites and serious incidents.
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2.3 Technologies

In this Section we will discuss about technologies and communication technologies used by
public safety agencies based on their coverage distance. In addition, we will refer to the
current standards with narrowband and broadband connectivity and their networks as well as
their communication techniques and hardware (equipment) they use. To conclude with, we

will discuss about the use cases these technologies can be deployed.
2.3.1 Standards with Narrowband Connectivity

Private Mobile Radios (PMRs) use a variety of narrowband technologies in order to operate
[14]. PMRs are widely used among public safety agencies as they provide first responders
with services such as private group calls and push-to-talk. PMRs are dedicated
communication networks designed for improved reliability and availability. Since they are
dedicated to the professional organization that deploys them, PMR networks deliver high
quality of service in a reliable, continuous and secure way. However, they are designed for
specific coverage needs. In addition, narrowband standards fail to handle a significant amount
of data because of the very narrow bandwidth of channels which restricts data rates.
Furthermore, they have long been reserved for critical voice communication among public
safety organizations but currently experiencing expansion with 4G and 5G technologies to
enhance their coverage. Standards which PMRs are based on are Project 25, TETRA,
TETRAPOL and DMR (Digital Mobile Radio).Project 25 is a standard developed by the
Telecommunications Industry Association (TIA) as TIA-102 Project 25. TETRA is a standard
developed by the European Telecommunications Standards Institute (ETSI). TETRAPOL is a
digital PMR standard developed by another industry group in Europe [8]. To conclude with,
DMR is another communication technology standardized by ETSI.

2.3.2 Standards with Broadband Connectivity

The advantages public safety agencies could gain from broadband communication
technologies are countless. Furthermore, broadband communication standards offer features
such as larger bandwidth and higher data rates. Public safety organizations using broadband
communication are in position to handle a significant amount of data with ease comparing to
narrowband standards. To conclude with, some of the broadband standards are Wi-Fi,
WiMAX and LTE. Both Wi-Fi and WiMAX are standardized by the Institute of Electrical
and Electronics Engineers (IEEE) [8]. On the other hand, LTE and LTE-A (Advanced) are the
only accepted broadband communication technologies worldwide for the 4™ generation of

mobile broadband communication technologies.
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2.3.3 Related Communication Standards & Networks

In this Section we will discuss about related communication standards and networks used by

public safety organizations.

2.3.3.1 Networks

Starting on with the area of networks, there are few examples worth mentioning.

(i) WMNs (Wireless Mesh Networks) / WSNs (Wireless Sensor Networks)

Wireless Mesh Networks (WMNs) are extremely helpful to first responders. Moreover, they
provide connectivity for emergency vehicles. Some of the advantages of WMNs are self-
configuration, fast and easy deployment and low installation cost. WMNs can provide
wireless network coverage of large areas without relying on a wired backbone infrastructure
or dedicated access points [15]. In addition, they give access to mobile users to a fixed
network infrastructure. Figure 2.2 depicts a typical example of a WMN network.

On the other hand, Wireless Sensor Networks (WSNs) are widely used by public safety
organizations for monitoring natural hazards such as floods and wildfires. WSNs consist of a
large number of pocket-sized sensors deployed in autonomous manner in the area under

surveillance [16]. Some of the main features of WSNs are:

e Collection of real-time data.

e They perform specialized tasks depending on the demands.

e Limited energy resources.

e They are extremely sensitive to noise.

e [ow maintenance and installation cost.
Furthermore, WSNs are also used in other areas like smart agriculture and healthcare. They
are used to gain knowledge via surveillance of vital characteristics such as temperature,
motions and vibration. However, WSNs face a large number of challenges. The most
important of them are security attacks. WSNs are extremely vulnerable to malicious attacks

and there is a big danger for corruption of data their nodes are carrying.
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Figure 2.2: Typical example of a WMN [15]

(ii) LPWAN (low-power wide-area network) (LoRa, SigFox, NB-IoT)

Low-power wide-area networking technologies (LPWAN) are in position of handling large-
scale applications of smart grids. LPWAN offers important features for its applications such
as delay tolerance, lower power consumption and low data rates. One of the major
applications of LPWANS is public safety. LPWANSs can be used for detection and monitoring
of fires, river flood monitoring and public safety management. In addition, low data rates
make LPWAN a good option for IoT applications. In addition, LoORaWAN which uses Long
Range (LoRa) as its modulation technique is one of the most promising LPWAN
technologies. LoRa is able to provide long range communications to its users. LoRa uses a
symmetric key cryptography to ensure security to its devices [17]. In addition, LoRa uses a
number of topologies for its networks like star and mesh. LoRa devices are connected to
LoRa gateways. Gateways are connected to the server and the servers are connected to the

internet. In Figure 2.3 we see a typical LoRa network architecture.

On the other hand, SigFox is one of the most interesting subsets of LPWAN technologies
[18]. This technology transmits data. The amount transmission data depends on the
geographical place the communication technology is established. Furthermore, SigFox
provides low power and low-cost communication devices. In Figure 2.4 we can see a typical

SigFox network architecture.
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Another famous LPWAN technology is Narrowband Internet of Things (NB-IoT). It means

NB-IoT technology acts in narrow-band for IoT solution such as E-health, smart agriculture,

smart city, energy and utilities, retail, and smart home [18]. A top feature of NB-IoT is low

power consumption. In Figure 2.5 we can see a typical NB-IoT network architecture.
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Figure 2.3: LoRa Network architecture [17]
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Figure 2.5: NB-IoT Network architecture [17]
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(iii) WiMAX - IEE 802.16

Worldwide Interoperability for Microwave Access (WiMAX) is a broadband network which
has as its top main features the provision of a low-cost network to public safety organizations
with capabilities equal to 3G and 4G public wireless networks. WiMAX was developed to
resolve all the WiFi issues for the public safety industry. In other words we can assume that
WIiMAX is an upgrade of WiFi specifically developed for public safety needs and
requirements. In addition, research has shown that a WiMAX network can support
applications that can help law enforcement [19]. WiMAX includes several advantages and

drawbacks shown in Table 2.1 [20].

WiMAX

ADVANTAGES DISADVANTAGES

Bi than WiF1i syst .
* 1eEet range than Wit systems e Current developments of the mobile

* Applicability to dedicated public WiMAX standard are not consistent

safety spectrum that is not shared

with the public at large with the fixed standard making

. D , compatibility an issue.
e Higher data rate which include voice, P 4

data and video services. e Still in development

e Adaptability

Table 2.1: Advantages and disadvantages of WiMAX [19]

(iv) PANs (Personal Area Networks - 6LoWPAN)

Personal Area Networks (PANs) are extremely valuable for public safety organizations. They
are able to connect different kinds of devices first responders carry. Furthermore, PANs can
create small scale communication networks for emergency responders by utilizing portable
devices and/or sensors. PANs greatest strength is its data transmission--a capability that not
only helps first responders to communicate but save lives [21]. In addition, PANs are in
position of enhancing situational awareness by providing information to public safety
agencies. Information may include for instance floor plans or burning buildings.

Furthermore,(IPv6 over Low-power Wireless Personal Area Networks) or commonly known
as 6loWPAN is a PAN standard. In addition, 6LoWPAN is the main competitor of ZigBee,
another standard of PANs.6LoWPAN offers interoperability with other wireless 802.15.4
devices as well as with devices on any other IP network link (e.g., Ethernet or Wi-Fi) with a

simple bridge device [22].
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(v) WPANs (Wireless Personal Area Networks - Bluetooth, ZigBee)

Wireless Personal Area Networks (WPANSs) can be used for public safety communication
needs. In addition, WPANSs applications were originally conceived as low power, short range
(under 10 meters) wireless communications among ad hoc groups of devices to eliminate
cables [23]. Both Bluetooth (802.15.1) and ZigBee (802.15.4) are standards for WPAN:S.
Bluetooth was originally created for commercial purposes for communication including voice
and data transferring and computing devices. Bluetooth can also be used by public safety

organizations as it offers several advantages. Some of them are:

e Quality of Service (QoS)
e Low power consumption
e High level of security

e Low cost of maintenance

e Peer to peer networking

On the other hand, ZigBee technology, one of the most popular technologies in the field of
WSN, gradually becomes a dispensable part of people’s life [24]. Lots of companies and
public safety organizations choose ZigBee as their standard due to its flexible characteristics
like low-cost and security. Furthermore, public safety agencies use the ZigBee standard for

safety monitoring systems.

(i) WANET/MANET (Wireless Ad hoc NETwork, Mobile Ad hoc NETwork)

Wireless Ad hoc NETworks (WANET) are used by public safety organizations mostly
because they are designed to connect two or more wireless devices without requiring a
network infrastructure or equipment for instance a router or an access point. In addition, they
have a set of special characteristics. They require minimal configuration and can be deployed
quickly, which makes them suitable for emergencies, such as natural disasters or military

conflicts [25].

On the other hand, Mobile ad hoc Network (MANET) is a set of nodes, which are basically
distributed spatially and communicating each other wirelessly and here smart things can
communicate with each other remotely[26].MANET has the ability to establish an
autonomous network in disaster sites using satellite links. This is the reason why MANET is
commonly used by public safety agencies, as it gives them the opportunity for clear and quick
communication. In other words, MANETS can be quickly deployed, operated and controlled
by the public safety organizations during operations, putting them in a position of confidence
and of being completely in control of their own communication resources [27]. Both MANET
and WANET are Self Organizing Networks (SONs) with characteristics like self -

configuration, self-forming and self-healing.
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(vii) VANETs (Vehicular Ad hoc NETworks)

Vehicular ad hoc networks aid public safety agencies in multiple ways. One particular way is
monitoring and controlling traffic by using different communication nodes. It is a SON which
and has the ability of self-configuration and a high level of adaptability. In addition, it is
important to mention that VANETS are increasing their efficiency if they are used in a smart
grid. They can be used as intelligent transportation systems (ITS). Vehicles act as carriers of
wireless transceivers. Furthermore, already VANET is well established to monitor and control
vehicular traffic using the concept of Vehicle to Vehicle (V2V) and Vehicle to Infrastructure
(V2I) communication. Moreover, VANET shares similar features with MANET. In other
words VANET is a sub-type of MANET. In addition, VANET comparing to MANET offers a
better mobility of nodes. Better mobility of nodes offers more efficient communication for
public safety users. We refer as nodes to both vehicles and base-stations infrastructure. To
conclude with, VANETS are applicable to a number of safety applications. Some of them are
[28]:

» Public safety: Warning message to the driver of a vehicle for an approaching
emergency vehicle.

» Collision avoidance: A warning message is sent to vehicles so they take a necessary
action to avoid a car accident.

» Communication between Vehicles: This application involves the V2V
communication for exchange of information between vehicles about the various
events like forward collision warning, road condition warning etc.

» Vehicle problem: This VANET safety application sends a warning message to drivers

for possible fault within the vehicle.

(viii) SPANs (Smartphone ad hoc networks - WiFi, WiFi direct)

Smartphone ad hoc networks (SPANs) are extremely helpful to public safety organizations.
They are ad hoc networks that use smartphones. In addition, a group of smartphones close in
range can cooperate and create an ad hoc network. In order to create networks they use the
existing available hardware such as WiFi. Furthermore, they use multi hop routing and for
this reason they differ from traditional networks such as WiFi direct. On the other hand, WiFi

direct supports single hop routing.
Some of the applications of SPANs in public safety can be:

» Creation of a dynamic network when there is no current infrastructure to use.
» SPANSs can also be used during critical situations like natural disasters or terrorist

attacks when current infrastructure is unavailable or partially destroyed.
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2.3.3.2 Hardware

In this Section we will discuss in detail the current hardware which is used by public safety

agencies and organizations.
(i) End user devices

In order for public safety agencies to provide their services efficiently, they use a number of
end user devices. In addition, end user devices are extremely valuable for critical
communication and transferring data among public safety users. Some typical examples of

end user devices are [8]:

=  Mobile radios: They are installed in vehicles such as cars or motorcycles. They are a
heavier than portable radios mainly because they are attached to the vehicles. We can
see a mobile radio in Figure 2.6.

= Portable radios are always carried (handheld) by the users. Therefore, they are
relatively small and lightweight. A portable radio is illustrated in Figure 2.7

= Dispatch consoles: Systems that are used by public safety officers to locate end user

devices.

KENWOOD

Figure 2.6: Typical examples of portable radios [8]

Figure 2.7: Example of a Mobile radio device [8]

19




(ii) Wearables

Public safety officers use many devices and gadgets in order to provide their services quickly
and with precision. Moreover, evolution of technology brought groundbreaking technologies
which made a huge difference to the way first responders operate. Research has shown that
wearable tech improves rapidly situational awareness of first responders. In addition,
wearables such as smart watches have the ability to receive and send critical data to Police
departments. By this way police officers can protect the public more efficiently and respond

to various unpredictable critical situations.

Furthermore, for public safety agencies, wearable devices offer a new way to connect police
officers to Computer-Aided Dispatch (CAD), detect signs of distress and potentially save
lives [29]. Smart watches have the ability of silently alerting police officers for upcoming
critical data and most importantly they can connect to other applications. This gives first
responders the feeling of a full situational awareness on the scene. Moreover, Samsung a
popular company for its smart phones and gadgets, claims that its product the Galaxy Watch
is ready for public safety use — it can be used to monitor the user’s heart rate, location

tracking and display images and alerts[30].

Another important gadget which can make a difference in the area of public safety is smart
glasses. In the not-so-distant future, smart glasses can work as powerful platforms which run
applications in a similar way to smartphones [30]. Furthermore, the main challenge is about
the creation of these applications with functions designed especially for public safety needs.
Moreover, public safety officers are currently using body-worn camera systems. These
systems have a number of features rather than just recording. Some smart body-worn camera
systems can include automated transcription, Wi-Fi connectivity and other solutions to help

with storing and processing the large amount of video data [31].

(iii) UAV’s

Nowadays drones or UAVs gained mass popularity in various use cases and scenarios. In
addition, we can witness the use of drones in more and more cases. One of them is public
safety. Moreover, UAVs have countless remarkable abilities which can aid public safety
officers. The benefits that drones can enable for public safety officials are as numerous as
they are powerful, with the potential to do everything from gather info about a fire to find a
missing person quicker to ensure officers are not putting themselves in harm’s way [32].
Furthermore, firefighters can use drone technology to observe and set boundaries to wildfires.
Drones can also enable wireless communication in order to enhance connectivity among
public safety users. Moreover, they have the ability to go in dangerous areas and operate

where humans cannot.
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If drones are placed correctly during large-scale disasters, they can rapidly increase their
operation efficiency. The placement of UAVs can provide a flexible and promising services
for public safety officers as shown in Figure 2.7 [33]. However, UAVs still face a number of
challenges during the design process. The most important of them is the efficient utilization of
energy because that affects the complete performance of the UAVs [34]. Environmental
parameters, flight time duration, payload and real-time deployment altitude are the basic

constraints that also affect the consumption of energy [35].

(iv) Sensors

Public safety users have a lot of equipment and technologies to use in their disposal in order
to provide their services with precision and efficiency. Nowadays, sensors have gained
popularity in the area of public safety. Moreover, a particular example is the use of body-
worn sensors from firefighters. Body worn sensors are available with technologies such as
LTE, WiFi and Bluetooth. Often a dedicated device with a single purpose, wearables and
sensors can provide beneficial functions such as authentication, heart rate monitoring, video
recording, hands-free communication, or location tracking[36].Particularly, wearable body
sensors for firefighters can detect distress and gather data like heat temperature. Moreover, an
EMS employee in a hazardous environment is utilizing multiple wearable devices and sensors
to monitor their health status (e.g., blood pressure, heart rate, respiration, temperature, blood
oxygen, head orientation, external temperature, and environment information, including air

quality readings) and enable voice communication [36].

In addition, body-worn sensors can aid firefighters by computing the heat risk for hot
environments. Sensors also have the ability to measure skin and body-core temperature.
Furthermore, they allow users to set upper and lower thresholds for body temperature, heart
and breathing rate and combine this with a red/amber/green alert index [37]. We can see a

typical example of a body-worn sensor in Figure 2.8.

Unmanned Aerial
Vehicle

UAV Coverage Area

((§1§>) 0_‘;@

Figure 2.8: Public safety services of UAVs [33]
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Figure 2.9: Body-worn sensor for public safety users [37]

(v) Robotics

The massive evolution of robotic technology has made it a powerful ally of public safety
agencies in order to constrain natural disasters or confront emergency situations. Robots have
the ability to interact with the physical word unlike other technologies. Moreover, robots, just
like other complex systems such as cars, airplanes, and manufacturing facilities, require
longer times to adapt, deploy, and make reliable than many software applications [38].
Robotic technologies are inherently programmable, and robots have been adapted and

deployed, to various use cases of public safety.

With the current pandemic crisis robotic technologies could prove to be extra helpful for
healthcare and public safety. First of all, they can be used to carry touchless sensors for vital
signs which can collect vital measurements from the patients. Secondly, they are able to clean
and disinfect areas without demanding human presence. This way human life is preserved
from the danger of being infected from the virus. Furthermore, robots can take temperature,
blood pressure, capture sounds such as coughing and can even perform basic imaging
functions (e.g. ultrasound) and perform sample collection (e.g., nose swabbing, phlebotomy)
[36].

In other areas of public safety robots are being used for patrolling as well as search and rescue

missions. Some of the key features robotic technologies offering to public safety are [39]:

Sharing of information and exchange of digital evidence based on blockchain.

A\

Threat detection

A\ 4

Video streaming

A\ 4

Detection capabilities for early identification of criminal activities and hazardous
incidents.
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» Data collection from disaster sites
» Quick response in order to minimize human casualties and environmental damage.

» Providing resilient communication in the field for public safety users.

2.3.3.3 Techniques

In this Section we will discuss about a number of techniques and technologies public safety

agencies use in order to provide their services.

(i)Software Defined Networks (SDNs)

In order for 5G networks to lower their latency, increase their reliability and assure more
capacity combine a set of technologies. One of them is Software Defined Networks (SDN).
SDN technology has the ability to enhance PSN communication methods. Moreover, SDN is
the new trend in PSNs referring to network management and control. Primary goal of a SDN
is to bring to the networks the software flexibility and scalability that will allow them to better
fulfill the upcoming needs of network operators and their users [40].Today’s networks have
become so complex that it was necessary to rethink their design and simplify the way they
operate. In addition, PSNs need to have a level of fault tolerance and priority management.
The generalization of the software approach in networking with SDN permits the design of
new generation of PSNs in an elegant way [40]. SDN separates the data-plane, composed of
the various devices, and the control-plane which includes the network control logic. In order
to achieve this, SDN uses a technology which is called OpenFlow. In addition, OpenFlow can
enable efficient priority management for PSNs. OpenFlow network decisions are decided on a
flow basis, for arbitrary flow definition, and implemented in the form of rules with priority
levels [40]. Furthermore, flows are treated differently depending the policies of each country

a PSN operates. To conclude with, OpenFlow ensures the strict respect of such policies.

(ii) Network Function Virtualization (NFV)

Primary goal of Network Function Virtualization (NFV) is the enhancement of
communication efficiency of networks, in our case PSNs. Moreover, we can refer to NFV as
the replacement of the current network hardware with virtual machines (VMs). These VMs
have the ability to use a hypervisor to run networking software and processes such as routing
and load balancing [41]. A NFV separates communication services from dedicated hardware,
for instance routers. In addition, this gives the vital ability to a PSN to upgrade dynamically

without demanding installation of new hardware. It is important to mention that services
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which run on virtual machines can run on less expensive servers. The implementation of NFV

offers PSNs a number of advantages such as [41]:

= Fewer appliances: Because NFV runs on virtual machines instead of physical
machines, fewer appliances are necessary and operational costs are lower.
= Scalability: When the network architecture is scaled with VMs it becomes faster and

easier to use. Furthermore, it does not require the purchase of further hardware.

On the other hand, the use of NFV includes a number of risks. Malware is difficult to isolate
within the VMs and network traffic becomes less transparent. Moreover, virtualizing network
components increases their vulnerability to new kinds of attacks compared to physical

equipment that is locked in a data center [41].

(iii) Network Slicing (NS)

The term network slicing is a design technique for building and managing a network that
meets the requirements of its users. The way to achieve a sliced network is to transform it into
a set of logical networks on top of a shared infrastructure [42]. Each logical network serves a
predefined purpose. One of the top benefits of network slicing not only in public safety area
but in business models too is that it provides service flexibility and ability to deliver services
faster with high security and more efficient. PSNs such as Firstnet are dedicated networks for
first responder communication during disasters. However, these networks face challenges
such as the increasing data traffic and users. Furthermore, these challenges force PSNs to

increase their capacity in order to deliver their services efficiently.

For these reasons, governments enabled “Public Safety Slices” based on network slicing
technology. The main idea is to quickly develop and deliver dedicated PSNs to first
responders outside the current operating PSNs such as FirstNet. The main goal is the relief of
current overused PSNs. An adoption of a Public Safety Slice rather than building dedicated
networks from the beginning not only saves cost, but also provides flexibility and options for
public safety customers [43]. The latest network slicing standard is Release 16 of 3GPP and is

already in the disposal of public safety organizations to use.

(iv) Blockchain

Blockchain technology refers to a system of recording information in a way that makes it
difficult or impossible to change, hack, or cheat the system [44]. It is extremely helpful for
public safety agencies such as police departments to implement technologies such as
blockchain. Furthermore, blockchain technology holds the potential to help transform public

safety by improving the way agencies handle their most sensitive evidence and data,
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enhancing interagency cooperation and promoting greater public trust in the integrity of
investigations [45]. In addition, blockchain is a decentralized database shared across a
network, in our case a PSN. Blockchain technology provides a way to incorporate a variety of
data from multiple sources, anonymize it, track it and ensure its authenticity without the need
for third-party validation. The public-safety implications of such a technology are enormous
[45]. To conclude with, critical information public safety users exchange is more than
valuable during disasters, blockchain technology is the answer of ensuring the integrity and

authenticity of them.

(v) Artificial Intelligence (Al)

The popularity of Artificial Intelligence (Al)is increasing rapidly and is used in many cases.
One of them is public safety. Al technology has been systematically used by public safety
agencies in the area of decision making. Governments have long been using computer
algorithms like Al to assist government officials make decisions and increasingly to automate
those decisions without human involvement [46]. Furthermore, governments are also
deploying Al to upgrade public safety and security. Al is also used to identify real-time
patterns for enabling emergency response in case of cyber attacks.Al can enhance operational
effectiveness through automation and augmentation [47]. Moreover, Al technology can aid

public safety in various ways.

In the area of EMS, Al is able to do a real time injury diagnosis of passengers after a car
crash. In a car crash case, data is being transmitted and translated into a medical report in real
time, which is in turn being sent automatically to the hospital. In the area of law enforcement
Al is linked to video-protection, especially in situations involving crowd movements,
abandoned objects, searches of persons of interest, and so on [48]. In addition, through the use
of Al crime prevention and prediction is possible. Moreover, an Al-enabled human & object
detection and tracking combined with a knowledgebase and behavior analysis could make
video surveillance much more effective, and even help prevent crime [48]. To conclude with,
Al technology has been by public safety agencies to identify response and mitigate crises and
disasters like floods, earthquakes and wildfires. Al and ML algorithms have been also

combined and used for severe weather forecasting.

(vi) Data Analytics

The rapid development of data analytics technology has given the chance to public safety
agencies to upgrade their decision making in disaster management. In other words data
analytics have made it possible to employ advanced techniques to reveal patterns, trends, and

associations that enhance situational awareness in emergency scenarios [49]. Emergency
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response is becoming more and more data-driven. In addition, the use of data analytics can

offer a number of benefits to all public safety organizations. Some of them are:

= Storage of Data: Huge volumes of heterogeneous data can be stored through the use
of data analytics. With data analytics technologies such as Hadoop, large-sized
structured or unstructured datasets can effectively be stored on low-cost commodity
hardware [50].

= Real time analysis of Data: During disasters public safety organizations receive large
volumes of unstructured data. Data analytics technology has the ability to perform
fast analytics with real-time queries which is vital to help decision makers obtain
required results for an effective emergency response.

= Cost - effectiveness: Data analytics tools are most commonly open-sourced.
Governments all over the world which simply lack the funds can easily access to
these tools for free instead of spending large amounts of money for other software.

= One of the main advantages of using data analytics is that it enables data scientists to
analyze huge volumes of data involving different data sources that may not be

collected using traditional tools [51].

Through the use of data analytics, public safety agencies have the ability to find hidden
patterns. In addition, these hidden patterns are extracted for various sources of data from

disaster sites.

(vii) eXtended Reality (XR) (umbrella term for AR,VR,MR)

We refer to eXtended Reality (XR) as the umbrella term for other technologies such as
Augmented Reality (AR), Virtual Reality (VR) and Mixed Reality (MR) as well as all the
future technologies yet to be developed. Furthermore, VR introduces the user to a virtual but
interactive environment. In addition, AR has the ability to mix  digital content with the
psychical world surrounding the user. Moreover, MR is able to blend the real and the virtual
word by creating complex environments for the users. These technologies are already used for

public safety purposes.

For instance, the healthcare sector is already using AR to bring significant advantages to
practitioners who can benefit from digital information projected over real-life images used to
prepare operations [52].The next big thing of XR technology is about training first responders
in real scenarios. Public safety organizations now aim to make virtual reality simulations for
first responders, enabling firefighters, law enforcement officers and others to learn and
practice how to best operate and communicate in emergencies [53]. These virtual scenarios

could include firefighting in hotels or responding to terrorist attacks for police officers.
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(ix) Deep Learning

Deep Learning is one of the techniques based on Computational Intelligence (CI) and has its
origin for Artificial Neural Networks (ANNs). ANNs are computational models inspired by
neural networks a human brain pocesses. It allows computational models that are composed
of multiple processing layers to learn representations of data with multiple levels of
abstraction and is able to discover intricate structures from natural data in its raw forms
without the needs of sophisticated feature engineering and tuning [54]. Deep Learning can
analyze a large amount of complex data (sensing devices, image, video streaming etc.) in
smart cities. Researchers in smart cities have applied deep learning in many domains, e.g.,
traffic prediction, healthcare, air quality prediction and public safety[55]. With the use of deep
learning and analyzing data extracted from various sources in the city, public safety agencies
are able to enhance the security of civilians. In the area of law enforcement, the use of Deep
Learning has given the chance to police departments to run face recognition algorithms. It is
the process of uniquely verifying (1:1 match) or identifying (1:N match) a person by
comparing and analyzing patterns based on the person’s facial contours [55]. In addition, face
recognition is a powerful tool for law enforcement as it aids crime investigations. Another
way of using deep learning for public safety needs is about automatic vehicle detection and
recognition. Data is gathered from traffic surveillance cameras situated in city roads. With the
use of Deep Learning police officers have the ability to detect and recognize possible black

listed or stolen cars almost instantly.

(x) Mobile Edge Computing (MEC)/Fog Computing (FC)

Mobile Edge Computing (MEC) refers to computing at the edge of a network. The edge is
similar to a distributed cloud with proximity close to the end user that delivers ultra-low
latency, reliability, and scalability [56]. In other words, MEC is in position to enable a wide
range of benefits for first responders, including real-time analytics of video surveillance, V2V
communications and traffic management. Moreover, through MEC technology first
responders such as firefighters and police officers will be able to connect to live surveillance
feeds for facial recognition and produce alerts. Furthermore, MEC enables V2V feature. This
means vehicles of first responders have the ability to communicate to each other and

exchange critical information.

Nowadays, public safety agencies gather data from various sources such as sensors, mobile
devices and common people. This is called crowdsourcing. In addition, cloud computing is a
technology used by public safety services to analyze this kind of data. In disaster scenarios
(natural and man-made) early detection is vital for the perseverance of human lives. In such

scenarios crowdsourced data is created and analyzed to a cloud platform. However, analyzing
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crowdsourced data to the cloud takes time and precaution measures cannot be executed by
public safety officers in order to protect civilians. Therefore, fog computing is the new and

efficient way to analyze such critical crowdsourced IoT data of disasters [57].

Fog computing is more efficient in analyzing critical data than cloud computing for a number

of reasons. Some of them are [58]:

» Low latency.

» Loss of connection is impossible.
» High level of security.

» No bandwidth problems.

Therefore, it is important to mention that cloud computing is more powerful that fog

regarding computing capabilities and storage capacity [58].

(xi) Cognitive Radio

Cognitive Radio (CR) is defined as “an intelligent radio that can obtain the knowledge of
radio operational environment and established policies and monitor usage patterns and users’
needs; to dynamically and autonomously adjust its operational parameters and protocols [59].
In addition, some of the functions CR provides to its users are spectrum mobility and
spectrum management. These functions enable the needed flexibility for public safety users
during emergencies when current fixed infrastructure is destroyed or partially destroyed.
Furthermore, during disasters public safety agencies use a large number of wireless
communication technologies. The use of multiple communication technologies and frequency
bands allocated for public safety needs leads to network congestion. Existing network
infrastructure won’t be able to provide stable and efficient communication to public safety

users due to their increasing demands.
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Figure 2.10: Data processing in the Fog [58]

28




The CR technology is the answer to this problem. With the CR technology, public safety
users can use additional spectrum such as TVWS for daily operation [59]. In addition, CR
creates additional network capacity for public safety needs providing relief to the existing
network infrastructure. In addition, CR technology provides additional flexibility and
efficiency for overall spectrum use [60].Moreover, public safety agencies can access licensed
spectrum in 700 Mz (band for emergency use)by doing spectrum sharing partnerships with
commercial operators, e.g., in areas where public safety wireless network is not available or
an effective response to emergency requires more network capacity [60]. CR enabled
emergency networks can be used for locating survivors in harsh environments and operate as
a stable network platform for devices which use different frequency bands. By this way CR
technology gives solution to another big issue which is device interoperability. As we can see
in Figure 2.10 in a CR enabled network, CR devices along with the spectrum coordinator
respond to the emergency and coordinate with users in the emergency incident area to ensure

that first responders can communicate efficiently [62].
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Figure 2.11: CR enabled emergency network [59]
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Communication

Technologies

3.1 Overview of cellular technology for PS

Throughout the years public safety organizations used cellular technologies in order to deliver
their services efficiently. In addition, every generation of cellular communication technology
used by public safety is categorized by (G). It is worth mentioning that every generation
brought a set of new and groundbreaking features to the table for first responders and public
safety agencies to use. Furthermore, these new technologies may include new frequency
bands, higher data rates or interoperability. Since the establishment of the first generation
(1G), we can say that movement from one generation to another takes approximately 10 years
[63]. Moreover, the first generation was situated in 1980. 1G was established in the 1979. On
the other hand 2G was established in 1991. In addition, third generation brought new
revolutionary characteristics such as support for multimedia (video, image) and spectrum. 3G
network was developed and deployed in 2002. However, a serious amount in operational
disadvantages of (3G) led the governments and public safety organization to the creation of
the fourth generation (4G). 4G was introduced in 2009 and supported all [P-switched
networks [63]. To conclude with, growth in mobile technology and the rising demands of
mobile data services has gone beyond the 4G capabilities. Thus, the need of researching a

new generation (5G) to respond with the new status was more than urgent.

3.1.1 Roadmap to 4" Generation - Long Term Evolution

In this Section we will analyze in detail cellular communication technologies up until the 4%
generation and their unique features. Figure 3.1 depicts the timeline and summarizes some

characteristics of the generations of cellular technologies used by public safety agencies.
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Released: 1979 Released: 1991 Released: 2002 Released: 2009

Standards: NMT, AMPS & TACS Standards: GSM & COMA Standards: UMTS & EV-DO Standards: LTE
Capabilities: Capabilities: Capabilities: Capabilities:

* Analog voice * Digital voice * Mobile broadband * High Speed mobile Internet

* Encrypted communication

* Locating services

* IP-based packet switching

* Limited roaming * Multimedia streaming * HD multimedia streaming
* SMS & MMS + Seamless global roaming + Seamless global roaming
Extensions: Extensions: Extensions:

* GPRS (2.5G) = H5PA+ (3.5G) * Feature extension through
» COMA2000 (2.5G) new categoryireleases
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to remote machines
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* Remote Access to machines
(e.g. for teleservice)

* Remote Condition Monitoring

Figure 3.1: Generations of Cellular technology for public safety [68]

(a)First generation (1G)

Starting with the first generation of cellular technology for public safety, devices supported by
this current network were all analog. Furthermore, 1G technology brought forward analog
cellular networks for use. In addition, these devices mainly operated in the frequency band of
150 MHz.1G introduced the use of multiple cell sites, and the ability to transfer calls from one
site to the next as the user travelled between cells during a conversation [64]. However, 1G
networks had a number of operational problems that limited their use, which made the need

for advancement to the generation urgent.

(b) Second generation (2G)

The main feature introduced by the second generation was the use of digital transmission
instead of analog which was used by the first. Passing from analog to digital signal led to
mass-adoption by consumers businesses and public safety organizations on a scale never
before seen [64]. In addition, 2G was more advanced as it used digital signals for voice
transmission that had a speed of 64 kbps [63]. It is also important to mention that this
generation also supported an instant text messaging service (SMS) and a multimedia service
(MMS). Furthermore, a number of mobile technologies were used by this generation such as
GPRS and GSM. Digital signals used by 2G required less battery consumption. Moreover,
Digital coding improves the voice clarity and reduces noise in the line [65]. Digital signals
produced by 2G are friendly for the environment. To conclude with, 2G upgrade safety of

communication with digital encryption which provided secrecy to data and voice calls.
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(c) Third generation (3G)

Third generation uses a large variety of wireless communication networks. These networks
are the first with broadband technology introduced to the public. In addition, 3G networks are
designed for voice communication but also support data-based characteristics such as
multimedia and text messages. The widespread use of mobile phones required the need of
greater data speeds. 2G generation was incapable of supporting these data speeds so the 3G
was established to cover the needs. The main technological difference that distinguishes 3G
from 2G technology is the use of packet switching rather than circuit switching for data
transmission [65]. 3G increased data transfer capabilities and brought a revolution in the way
public safety services or simple consumers communicate. Moreover, increased data transfer
capabilities offered new services. 3G networks operate at 2100 MHz and have a bandwidth of
15-20 MHz, thus offering high-speed access to internet services such as video streaming and
video chatting [63]. To conclude with, some of the main drawbacks of 3G comparing to the

former generation are:

e Higher price due to high adoption rate of 3G from the public.
e Higher power consumption due to high bandwidth transmission.

e Big network overload caused by high bandwidth transmission.

(d) Fourth generation (4G)

Fourth generation is an extension of 3G offering more bandwidth and services. 4G offers fast
mobile web access (up to 1 gigabit per second for stationary users) which facilitates gaming
services, HD videos and HQ video conferencing. The first two commercially available
technologies billed as 4G were the WiMAX standard and the LTE standard, first offered in
Scandinavia by TeliaSonera [65]. The adoption of 4G LTE as candidate for public safety
communications introduces a unique opportunity to improve the response of PPDR
organizations and it will bring high-level applications to first responders [66]. LTE networks
include a flexible air interface with low latency making them ideal for public safety use. In
addition, another important feature of LTE is the enhanced performance supporting flexible
channel bandwidths from 1.4 to 20 MHz in both uplink and downlink directions[66].Some
other advantages of 4G comparing to 3G include [67]:

= Shorter round trip delays (RTT) giving more responsive systems

= Improved Quality of Service (QoS)

= Carrier aggregation enabling frequency band combining to make more bandwidth
available for users

= Lower implementation costs for public safety operators due to simplified 4G network.
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However, the fourth generation includes a number of drawbacks such as the creation of higher
bit rates in large cells. Furthermore, another important disadvantage is the issue of different

frequency bands limiting the use of similar devices in different continents [66].

3.1.2 Jumping from the 4G to 5G

Differences between 4G and 5G are enormous as we can see in Figure 3.2. More importantly,
features such as latency and data rates have upgraded dramatically with the use of 5G.
Furthermore, the available spectrum has increased from 3 GHz to 30GHz. Another important
feature which was improved is the connection density from 100 thousand connections/km? to
1 million connections/km?. In addition, 5G provides ultra-high reliability comparing to 4G
and is ready for the use of [oT technology. 5G could has enormous effects in public safety as
it offers the possibility of innovations such as remote surgeries, telemedicine and even remote
vital sign monitoring that could save lives [64]. Furthermore, 5G is set to have a massive
impact on public safety. Public safety organization with the use of 5G networks will be able
to operate security systems for monitoring vast regions in case of emergencies. These security
systems will be equipped with millions of sensors which can locate emergency situations, for
instance a natural disaster. To conclude with, 5G generation offers higher quality of voice and

video calls and faster download and upload speeds comparing to 4G.

Figure 3.2: Comparison between 4G and 5G [69]

3.1.2.1 5" Generation

5G is the next generation of telecommunication. 5G is gaining vast attention from the
research community. 5G overcomes many 4G limitations as it provides high data rates,
massive connectivity, ultra-reliability, high spectral efficiency and very low
latencies.Moreover,5G is standardized by 3GPP Releases 15-16. In addition, 5G is addressing
multiple professional markets apart public safety. Some of them are smart cities, automobile

industry and education. Government services could also be highly benefited with the
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implementation of 5G. In order for 5G to be implemented faster for use several techniques

are proposed. One of them is the cooperation between multiple radios in wireless devices. The

upcoming 5G systems are envisioned to have the crucial capabilities such as network

flexibility, (re)configuration and resilience and therefore, expected to play a key role in

improving disaster situation communications [70]. In addition, these capabilities can prove to

be more than crucial during emergencies and calamities as they enable faster response and

decision making for public safety agencies. Figure 3.3 depicts the key content of 5G. 5G is

aiming to implement better from the previous generations in several features [63]:

>

YV V VYV V V

Reduction in power consumption

Reduction in total costs

Higher data rates

A high number of concurrent data transmission paths and hand over

Interactive Multimedia services such as voice calls and video calls.

Reliability and Security. 5G will provide several new technologies which improve the
reliability, availability and security of communications. These include Device-to-
Device (D2D) communication, user- and control plane separation by using Software
Defined Networking (SDN) and Mobile-Edge Computing (MEC) [67].

Traffic prioritization. Communication among first responders during emergency
incidents must be the top priority of networks instead the communication needs of the
public.
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Figure3.3: 5G key content [67]
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3.1.2.2 5G’s New Radio (NR)

The 5G wireless communication networks will use a new wireless access technology called
New Radio (NR) [71]. NR is standardized by 3GPP in the Release 15. In addition, NR has the
ability to support a number of wireless requirements and different communication protocols.
Wireless networks and communication protocols differ in terms of data rates, coverage and
latency.5G NR system will offer a much faster, scalable and efficient network which can
support billions of devices and emerging technologies like IoT [72].Moreover, one of the
most important advantages of NR is its compatibility. NR is expected to be compatible for the
next 10-15 years. It is also worth mentioning that NR is capable of new enhancements in the
years to come without interrupting existing networks. Furthermore, NR is able to support
various uses cases. Some of these use cases include M2M, industrial use and V2V
communication. In addition, Key NR features include ultra-lean transmission, support for low
latency, advanced antenna technologies, and spectrum flexibility including operation in high
frequency bands, interworking between high and low frequency bands, and dynamic Time-
Division Duplex (TDD) [73]. Furthermore, radio interface of NR includes multiple layers.
The first layer is the physical layer. Other layers include medium access control and Radio

Resource Control (RRC).

As we can see in Figure 3.4, NR includes a diverse spectrum for use, diverse services and
diverse deployments. In addition, NR is also highly adaptable to diverse deployments and

topologies.

Diverse Spectrum Diverse Services & Devices

d Licensed, & : From Multi-Gpbs to
ensed spectrum 10s of bits per second

Spectrum bands below 1GHz, ; Efficient multiplexing of low
1GH to 6 GHz, & above - latency and nominal traffic
NR .

High user mebility to no

FOD, TDD, Half Duplex s
mobility at all

Davice-to-device, mesh, relay From wide area to enterprise /|
network topologies residential deployments

Diverse Deployments

Figure 3.4: 5G New Radio [72]

Furthermore, NR offers scalability to address diverse services use cases. These services may
include Massive 10T, Mission-critical control and enhanced mobile broadband. Some of the

applications of NR include [73]:
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= Healthcare and wearable applications
=  Mission critical applications

=  Autonomous driving

= Position mapping

=  Smart city and security applications

= HD multimedia download and streaming
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Figure 3.5: Scalability of NR to address diverse services and devices [74]
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Selected use cases and

Scenarios

Before moving on analyzing specific use cases and scenarios it is vital to discuss about the
importance of the Disaster Management Cycle (DMC) which involves four stages. Each stage
is used by public safety agencies all over the world in order to mitigate or prevent possible

calamities that may occur.

4.1 Disaster Management Cycle

In order to understand the exact definition of the DMC we must first define what disaster
management is about. Disaster management is defined as ‘the integration of all activities
required to build, sustain and improve the capabilities to prepare for, respond to, recover
from, or mitigate against a disaster [75]. For example, it is the obligation of an emergency
medical service to provide care to victims in various disaster scenarios and use cases. Medical
services have to cope with difficult situations fast and precise. One bad call could cost lives.

Some of the activities related to disaster management are mentioned in the current Chapter.

Disaster management is an important global challenge especially for the case of large-scale
disasters that affect many countries and are related to multi-hazards. We will next discuss
about the DMC which includes four phases. Two of them (Mitigation and Preparedness) are
about risk management and the other two (Response and Recovery/Restoration) are about

crisis management (Figure 4.1).
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Figured.1: The four phases of Disaster Management Cycle (DMC) [76]

Mitigation

Mitigation phase includes actions taken to prevent or reduce the cause, impact, and
consequences of disasters [76]. Mitigation examples can be found all over the world. From
constructing barriers to control flooding, to tying down homes to withstand wind damage.
These measures are taken during non-disaster times. To conclude with, mitigation can include

development initiatives that enhance physical and social infrastructures [77].

Preparedness

Preparedness phase involves plans and actions conducted in a pre-disaster context [77]. This
context includes the response time of public safety agencies right after a calamity strikes.
Preparedness phase is slightly different from the mitigation phase which includes more long-
term efforts. In addition, preparedness phase includes planning, training, and educational
activities for events that cannot be mitigated [76]. Drills can also be conducted by emergency
agencies in order to help civilians evacuate disaster sites more safely and quickly. During the
preparedness phase public safety officers also inspect buildings, current infrastructure and

improve possible vulnerabilities of them in case of a large-scale calamity strikes.

Response

Response phase which occurs in the post-disaster context is linked to the preparedness phase,
as it constitutes the efforts carried out during and in the immediate aftermath of a disaster
[77]. It is important to remember that businesses and operations do not function 100% during
the response phase. During the response stage, public safety agencies implement disaster
response plans and conduct search and rescue missions. Evacuation processes are also

conducted by public safety agencies.
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Recovery (Restoration)

The recovery phase follows the response phase and is aimed at returning normalcy to the
communities [77]. Recovery phase may include the restoration of damaged buildings and
infrastructure. It is also a vital lesson for public safety operators. During the recovery phase
they can learn by the mistakes done during the mitigation phase and try to reduce

vulnerability from future disasters.

4.2 Use Cases

We previously referred to DMC and the four stages taking place when a calamity strikes. In
the next Section we discuss in detail some of these use cases (man-made disasters, public
safety services). Technologies both in communication and application level will be mentioned

and discussed too.

4.2.1. Emergency Medical Services (EMS)

(i) Importance of EMS

The first use case we consider is Emergency Medical Services (EMS). EMS is a system of
coordinated response and emergency medical care, involving multiple people and agencies
[78]. It is also important to mention that EMS is one of the most important health care
services as it plays a vital role in saving people’s lives and reducing the rate of mortality and
morbidity [93]. Figure 4.2 illustrates an EMS system and its complexity. The elements around
the circle represent every system activated to respond in a critical situation. Arrows inside the
circle indicate the specialty cares that can occur. Finally, the list inside the circle indicates

each element which is enabled to support EMS.

These services or systems play a crucial role when it comes down to emergency situations. An
emergency situation is called either a natural or a man-made disaster. Moreover, EMS plays a
critical role in pre-hospital care during both routine and catastrophic circumstances [94]. The
main objective of EMS is to provide instant care to possible victims not only during these
events but in any kind of hazard or emergency. In addition, EMS may be involved in search
and rescue during earthquake incidents [96]. In order for EMS to be more efficient and
resilient activities must be conducted to raise situational awareness and preparedness. In other
words, preparedness activities enhance the ability of EMS to deliver care during an event and

help mitigate the impact the event will have on a region [95].
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Figure 4.2: Emergency Medical Services [78]
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Figure 4.3: The three main pillars of EMS [78]

EMS focuses their operation on three main pillars which are health care, public safety and
public health (Figure 4.3). During disaster incidents, response time is a crucial factor, and
therefore it is vital that emergency medical services to act quickly and efficiently. Pre-hospital
care is another important contribution of EMS especially during catastrophic events and
disaster scenarios as mentioned above. Unfortunately, Pre-hospital EMS is effective and
efficient under certain circumstances. The performance of Pre-hospitalEMS relies on the
existing transportation infrastructure and the medical resources, which are limited and critical

[79].
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(ii) EMS Technologies

In the previous Section we discussed about the importance of EMS. In order for EMS to be
effective, it uses a set of high-end technologies/applications. First responders and medical
services use a variety of technologies/applications in order to cooperate and provide care to
possible victims during catastrophic events. There are technologies that are already tested and
established for healthcare response. On the other hand, there are technologies that could bring
a massive change in the way EMS operate but they need further testing in real-time scenarios.

The next Section introduces a variety of applications and technologies used by EMS.

Technologies - Applications

a.5G

5G communication technology offers a variety of advantages in various public safety areas.
One of them is the area of EMS. Due to these advantages the research community and public
safety agencies all over the globe are researching ways to incorporate this technology to their
cause. Nonetheless, 5G communication faces many issues. There are numerous challenges
and open research yet to be done before 5G technology is implemented in healthcare and
EMS. Some issues and challenges of 5G are connectivity in IoT (Internet of Things),
interoperability, low power and low-cost communication, big data analytics, security, trust
and privacy [81]. Moreover, post-disaster EMS which is currently using wireless
communication infrastructure is staying behind in terms of innovation. 5G is the answer to
this problem. More specifically, 5G is the revolution of the telecommunication industry,
provisions of efficiently handling EMS is expected to be distributed, autonomous, and

resilient to the network vulnerabilities due to both manmade and natural disasters [82].

5G is currently serving efficiently and effectively many countries in terms healthcare and
EMS. 5G can aid EMS in multiple ways. First of all, 5G is enabling the widespread adoption
of IoT for smart healthcare. Secondly, traffic control could be enhanced through the use of5G
using vehicles as nodes. In addition, with the use of 5G, public safety is enhanced through
surveillance. Finally with the establishment of 5G in ambulances which is the example we

will discuss further in detail.

By implementing 5G in ambulances a two-way data communication including audio-visual
multimedia flow between ambulances and hospitals [80].This includes in-ambulance video
live streaming communication with the hospital. This type of communication allows doctors
to give instructions to the ambulance crew about the medical care of the patient when an

incident occurs. Doctors can receive the vital signs of the patient such as heart rate, blood
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pressure and body temperature. Ambulance is connected to 5G network through a micro cell
base station (Figure 4.4). Connectivity between the ambulance and the remote-end user

(doctor/physician) is achieved by two cases of 5G network eMBB and URLLC.

b. Artificial Intelligence (Al)

Emergency services are required to upgrade with state-of-the-art technology. Artificial
Intelligence (Al) is one of the upcoming technologies which can make a great difference in
public safety agencies.Al refers to the stimulation of human intelligence in machines that are
programmed to think like humans. Devices with the help of Al can become even smarter.
Integrating various machine learning algorithms in smart devices helps in making more
intelligent predictions [83]. Therefore, these devices in order to be helpful for EMS need to be
supported by 5G networks. Smart health-care applications within networks are slowly
developing with the help of Al. Al can be established in smart health-care applications used
by EMS in the following three ways.

e Via Al algorithms that can be embedded for rapid decision making.
e For low latency services provided by a public safety agency an Al algorithm can
perform real time computation.

e Al algorithm can be embedded for the computation and storage of medical data.
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Figure 4.4: 5G enabled connected ambulance [80]
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c¢. Big Data

Big Data is related to large data sets that can be analyzed to reveal patterns. Nowadays Big
Data is commonly used in different situations and circumstances providing reliable and
effective solutions. The various applications of Big Data analytics include smarter healthcare,
multi-channel, finance, log analysis, homeland security and traffic control. In terms of EMS,
Big Data can be retrieved from victims located in disaster areas. Analyzing and using these
kind of data could prove to be extremely important in terms of minimizing possible casualties.

Smart cities use big data to enable crisis response and resiliency.

By gathering and analyzing data, EMS receive real time information about disaster events.
With the analysis of Big Data, public safety operators can identify the potential risk, make
actions to prevent the risk and finally enable city’s resilience [84]. By gathering and
monitoring data, EMS disseminates information and gets a better situational awareness about
what is happening on ground during a crisis. Therefore we can say that Big Data could play a
crucial part in emergency management and could prove to be a powerful tool/technology in
the hands of EMS. Big Data and Emergency Management (BDEM), is an emerging research
area which springs from fundamentally different intellectual lineages and societal contexts
[91]. Figure 4.5 illustrates how big data is gathered during a calamity to help in terms of
prevention - response (Learn the Past), Mitigation - Response (Know the Present) and

recovery (Future).
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Figure 4.5: Using big data in emergency management during the whole stages [84]
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Big data can also be gathered by smart phones and the use of social media applications with
the use of crowd sourcing technology. From big data analytics, patterns in the movement of a
group of people can be detected, based on their tweets with geo-tag [90]. To conclude with,

big data can also be collected by loT and wearable devices.

d. Cloud Computing

Cloud computing is the delivery of computing services. These services include storage,
servers or databases. In terms of EMS, cloud computing can be used to coordinate multiple
resources from multiple safety agencies. This is called ubiquitous data accessing. Nowadays,
public safety agencies face difficulties in gaining access to critical data simultaneously.
Therefore cooperation between them becomes challenging risking human lives. Cloud
computing offers a solution to this problem and gives the advantage to each and every

medical service to access important data on its own interface.

Different medical services coordinate and cooperate by gaining access simultaneously in a
cloud and mobile computing platform which includes medical records. Thus, agencies are
making faster and better decisions during disastrous events. Resident health document
systems have been built in some districts of cities for residents to store and access their
electronic medical records in a cloud computing environment [85]. Public safety operators are

able to access data instantly and easily anytime.

e. Intelligent Transportation Systems (ITS)

During disaster events sometimes there is a lack of first responders to provide ambulance
services. Moreover, many countries face staffing problems especially in pre-hospital and
public safety personnel. A possible solution to this problem is an upcoming technology in
transportation of pre-hospital emergency medical services which is the driverless ambulance.
It seems that very soon many automotive companies will be focusing on this innovative
product. Therefore, autonomous vehicle technologies can make a contribution with the
creation of driverless ambulance. However, they are still in the development, testing and

approval stages [88].

Despite the fact that a driverless ambulance is an innovative idea which could make a huge
difference in the area EMS, there is a vast amount of people openly expressing their concerns

referring about the safety and security of this project.
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f- UAV (Unmanned Aerial Vehicles)

Unmanned Aerial Vehicles (UAVs) or commonly called as drones, are becoming a more and
more popular technology used in search and rescue operations and disaster events. During a
calamity some areas are far too risky and dangerous for EMS to approach. The solution to this
problem is the use of UAVs. UAVs radically improve the efficiency of EMS in many aspects.
First of all, in healthcare possible advantages of using a UAV to transport medicine(s),
especially for emergencies, was immediately recognized [92]. Secondly, they can also be sent
to a disaster area to gather, analyze and send back to public safety operators valuable data
about the size of the calamity. Moreover, UAVs can be combined with infrared cameras to
record during nightfall. Finally, as mentioned earlier they are capable of search and rescue

operations searching for people reported missing in dangerous areas.

Despite their crucial aid during disaster events UAVs still face a number of challenges and
open issues. One challenge is power consumption. Their flights are limited in time due their
limited battery. Another important drawback is that although many modern drones are
enriched with GIS (Geographic Information System), they still lack the precise sense of
location. The drones must have a precise sense of location and understanding of where it
needs to go without colliding with moving objects (“sense and avoid”) like humans and

vehicles [87].

4.2.2. Oil Spill

(). Oil Spill as a man-made disaster

The second case we consider is about oil spills. As an oil spill we refer to the escape of oil
into the sea or other body of water and is considered to be one of the most dangerous
calamities existing and sometimes it is nonreversible. There is a number of serious challenges
for this disaster to be contained and confronted. Even today the risk of an oil spill is still very
high. The main reason is because oil transportation worldwide continues to increase. Number
one danger is oil transportation comes from tankers. One small mistake could bring a total
catastrophe. In the next Section we will discuss about the environmental effects of oil spills,
reasons that cause the calamity and technologies which capable of identifying and containing

such disasters.

(ii). Environmental effects - Consequences

Oil spills have enormous impacts both in natural environment and people’s lives. Oil spills

are environmental disasters that often lead to negative and long-term impacts on the

45




environment [98]. Economic losses of companies and individuals making a living by the sea
are huge. Animal life can be severely damaged by the disastrous effects of an oil spill. The
first and most obvious effect of an oil spill is the contact of oil with shorelines and organisms
that inhabit surface waters, including birds, marine mammals, and reptiles [105]. A potential
oil spill can be extremely harsh for nations which base their entire economies in the sea. This
is the reason billions of dollars are spent every year for researching and implementing new

technologies for response and recovery of such a calamity.

(iii). Reasons that cause the calamity

There are various reasons that can cause oil spills. They are mainly caused by accidents in the
ocean, leakage of oil, crude oil or gasoline pipelines [97]. In addition, oil spills can be caused
by the human factor itself. Mistakes can be made by individuals being careless or making bad
decisions. Furthermore, the breaking down of equipment is a serious factor for causing the
disaster. There is a strong possibility that another type of disaster, this time a natural disaster
like a hurricane can be the cause of an oil spill. To conclude with, acts of terrorism is one

more factor. Oil as a precious liquid can easily be the target of terrorists.

(iv) Identification & detection technologies

In the previous Section we discussed about the disastrous effects of an oil spill. A man-made
calamity causes huge problems both in environment and humans. Identification and quick
detection of an oil spill disaster is extremely essential. Efficient monitoring and early
identification of oil slicks are vital for the corresponding authorities to react expediently,
confine the environmental pollution and avoid further damage [99]. Government agencies
seek ways to identify and confront faster calamities like an oil spill. A fast response is more
than vital. Disaster response and management variables directly influence the severity of an
oil spill [106]. Oil can be contained faster making the cleanup process easier. Furthermore,
there is a less impact of the operations and less economical damage if it is occurred inside a
port. For all these reasons a fast identification (less than 30 min) is important to achieve
[103].Public safety services research ways to combine technologies in order to identify and
confront an oil spill more efficiently. One specific example of combined technologies will be
introduced too in the following Chapter along with other important identification and

detection techniques.

(a) Boundary determination and leak detection for oil spill using loT

When an oil spill disaster occurs, it is important to calculate the full extent of the damage.

Determining the bounds of an oil spill can be a very difficult task. The severity of a calamity
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like this can be measured by setting up nodes on a grid creating a Wireless Sensor Network
(WSN) underwater system for surveillance. Nodes are distributed by an underwater robot at
specific coordinates. These coordinates are usually determined by the area the calamity
covers. These nodes can detect the presence of oil and give back data when a threshold is
overtaken. Each high-power node broadcasts a beacon message to the ground level sensor
node to indicate its presence in the grid [97]. In the final stage, after all observed data is

collected by the nodes, boundary determination of the calamity is calculated.

In addition, IoT technology can be used to detect possible leaks from oil pipelines. Oil spills
from pipelines are extremely easy to happen and difficult to detect. These pipelines are
usually buried beneath the ground and factors such as rust and breakage could cause an oil
spill accident. IoT technology has the ability to collect and process pressure signals, and
detects the leakage by using negative pressure wave method to locate the leakage position, it
is effective and exact[104]. This way when a blowout or an oil spill accident occursthe
negative pressure waves send back signals defining which pipeline presents oil leakage almost

instantly.

(b) Identification of oil spill using SAR images and Deep Neural Networks

An extremely reliable way of identifying an oil spill is SAR images. Active microwave
sensors like Synthetic Aperture Radar (SAR) capture two-dimensional images [105]. SAR
images can operate efficiently even in bad weather conditions. In other words, Imaging
radars, like the Real Aperture Radar (RAR) and SAR, are key instruments for oil spill
monitoring, because they yield data independent of the time of the day and independent of
weather conditions as mentioned previously [107]. SAR images define the oil spills as black
spots. Black spots probably related to oil spills can be clearly captured by SAR sensors, yet
their discrimination from look-alikes poses a challenging objective [99]. In order for this
discrimination to become easier neural networks are used for classification. Neural networks

follow three main steps in order to discriminate oil spills from look-alikes via SAR images.

e Detection of dark spots in the SAR image by applying binary segmentation
e Feature extraction from regions
e Yes/No classification as oil spill giving the ground truth.
Figure 4.6 depicts the main SAR image as it is without processing and the same image after

the three processing stages.
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Figure4.6: SAR image before and after processing for identifying an oil spill [99]

(c)Combination of Deep Learning and UAV

As mentioned earlier in this Section, in order to for an oil spill disaster to be identified and
detected more than one detection technology can be implemented. The combination of Deep
Learning (DL) and UAVs is a reliable solution. UAVs are commonly used by companies to
inspect their facilities. With the development of Al, the use of deep learning to process
images can enable UAVs to automatically and accurately detect oil spills [101] .UAVs are a
cheap solution for quick detection and early warning not only for an oil spill calamity but all
kinds of disasters man-made and natural. UAVs are cheaper, smaller, lighter, practical and

more user friendly than all other geo-informatics observation equipment [102].

They can provide the public safety agencies high resolution images without demanding large
organizations in confined spaces. Figure 4.7 depicts the way UAVs collect images (data sets)
used by DL models for oil spill detection. After data is gathered by the UAVs it is sent
through a wireless base station to an oil spill detection model for further analysis and finally

to an oil control and monitor center for the final classification results.

On the other hand, DL technology through a neural network can be used to process images
taken by UAVs directly from the disaster site. A Deep Convolutional Neural Network
(DCNN) model is created which separates the data set into two subsets the training and the
test set. The separation is done for faster and more efficient results in order to classify a
potential oil spill. Before the separation a preprocess method is implemented by adding
brightness to images. An oil spill probability is determined by preset thresholds given by the

model.
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Figure 4.7: Data set acquisition from UAVs [101]

4.2.3. Nuclear disasters

The third use case we consider is nuclear disasters. A nuclear disaster is one of the most
devastating man-made disasters. Multiple events can trigger a nuclear emergency. This kind
of disaster can be triggered either by an act of war, sabotage or a nuclear accident. More
specifically a nuclear disaster can be caused by nuclear atomic bombings or malfunctional
nuclear power plants. There have been a number of nuclear disaster incidents throughout the
human history. The most serious of them are the SL-1 accident in 1961, the Three Mile Island
accident (1979), the Chernobyl disaster (1986) and finally the most recent one the Fukushima
daichi nuclear disaster (2011). It is important to mention that the first nuclear horror mankind

faced is the nuclear strikes in the cities of Nagasaki and Hiroshima in World War IL

(i)Management of a nuclear disaster

After providing the definition of what exactly a nuclear calamity is, it is important that we
point out possible ways to manage it. A nuclear disaster is extremely difficult to handle, many
possible factors must be considered by public protection agencies. A nuclear calamity is far
more complex than a natural disaster. Public protection agencies have the huge burden to
reduce radioactivity. This task requires a set of technical equipment. It is also important to
mention that many ministries must cooperate with each other in order to provide the ultimate
protection to the people near a nuclear calamity. The human factor is also vital. Individuals

should be a part of management. There is growing realization that no public awareness
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program has materialized so far [108]. Aspects of a nuclear disaster management plan should

be known to public for its protection. Some of the aspects are:

1) Nuclear disaster shelters
2) Water supply in radioactive zones

3) Rescue and evacuation plans

(ii)Effects of a nuclear disaster

A nuclear calamity causes countless negative effects both in humanity and the environment.
The effects of nuclear disasters on individuals and society can be diverse and long lasting
[115]. After a nuclear disaster is caused by a power plant meltdown high levels of radiation
are released. Nuclear radiation can fatally damage human DNA. Radiation can also alter the
DNA of animals too. Nuclear accidents such as Chernobyl and Fukushima became evident
that have socio-economic and psychological impacts on the human factor. Stigmatization of
both exposed and evacuated populations following both accidents has strongly contributed to

a significant rise in alcoholism, depression, anxiety, bullying and suicides [109].

(iii) Social media as a mean of communication during nuclear disasters

In this Section, we will refer to social media as a communication medium used by public
authorities during a nuclear calamity. Social media are mainly used by public protection
agencies in order to inform, aid and eventually prepare the people about an upcoming nuclear
calamity. Efficient communication is vital for mitigating calamities such as nuclear disasters,

as it saves countless human lives.

Mass media take an important role in emergency management during disasters. They are also
important for communication with the public in the post-phase of a disaster, in our case a
nuclear disaster. Moreover, emerging and evolving digital technologies, such as social media,
offer the possibility of improved nuclear emergency communication, as these technologies
have the potential for increased information capacity, dependability, and interactivity [115].
Mass media has the ability to increase public awareness and response during emergency
situations. Nowadays, social media has led the communication with the public to a whole
another level. Social media allow people to exchange information in virtual communities and
networks (e.g., Twitter, Facebook, YouTube, etc.)[110]. These platforms instantly provide
information to public safety agencies and eventually aid them. Over the past few years, people
facing crisis situations have frequently turned to social media to share crucial information and
coordinate their actions [117]. In the example of a nuclear incident social media can provide

to individuals and public safety agencies with [110]:
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= Crisis communication: Information is given instantly to the public. Rapid flow of
information.

= Crowdsourcing: Enabling citizens to do a common task in order to preserve their
safety.

= Empowering citizen relationships: During hardships such as hazards civilians need to
stay together in order to endure.

=  Open data: Open platforms where civilians express their opinion. Active citizens are
important especially during nuclear disasters. Social media have enabled an explosion

of citizen initiatives in the nuclear and radiological field.
(iv)Technologies for Monitoring, Evacuation& Response

In the previous Section we referred to the social media as a mean of communication public
agencies use to communicate with civilians when a nuclear accident occurs. In the next
Section certain technologies in terms of monitoring, evacuation, response and mitigation in

case a nuclear calamity strikes will be discussed in detail.

(a)Monitoring

Monitoring plays a crucial part when it comes to facing upcoming disasters. In the example of
a nuclear calamity, monitoring not only gives the opportunity to public safety agencies to
form a sufficient response but saves countless lives too. Various activities in a nuclear power
plant such as radiation leakage and nuclear fuel recycling demand constant monitoring. When
nuclear radiation is leaked to an open environment the atmospheric parameters like
temperature, smoke, humidity, sound and carbon monoxide level increase [114]. Many
nuclear power plants have implemented the groundbreaking technology of IoT to monitor
these parameters in their facilities. They use a wireless sensor network (WSN) with the help
of IoT to provide low cost effective environmental radiological monitoring system. The WSN
includes nodes which gather all the vital information and reports back to the workstation

every time radiation is released from the nuclear power plant.

(b)Evacuation

Evacuation in the post phase of a nuclear calamity could be a serious challenge for public
safety authorities. It includes the withdrawal of population from a nuclear disaster site. An
evacuation plan raises the awareness of the public in case of an upcoming threat. It also raises
preparedness of individuals and companies. Evacuation is an important protective action for
mitigating the consequences of a disaster, especially if an evacuation can be carried out in
time before the disaster strikes [116]. In order for an evacuation to be successful

communication must be solid and efficient before the calamity strikes. Pre-crisis
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communication is essential in emergency preparedness, which, in turn, is the key to an

effective management of nuclear emergencies [112].

More and more people are living nearby nuclear power plants making extremely difficult for
public safety agencies to quickly and efficiently evacuate nuclear disaster sites. As we can see
in Figure 4.8 more than 3 million people are living in a 30km radius of nuclear power plant. If
the evacuation area were increased to a 75 km radius from the NPP, 152 NPPs would need to
evacuate more than 1 million people [111]. There is still big uncertainty of governance plans

in case a nuclear disaster occurs.

(¢)Response

In case a nuclear calamity strikes response must be not only quick to mitigate the possible
effects but efficient too. An example of such a response plan proposes to use the architecture
of Intelligent Internet of Things (AloT) (Artificial Intelligence + Internet of Things) to
coordinate with ground, surface and aerial and underwater robots, and apply them to disaster
response [113]. The main cause of these robots will be to collect environmental big data from
the disaster site and report back to the workstations. With the aid of the robots and their
reports, public safety agencies have the ability to create efficient disaster response plans

extremely quick.
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Figure 4.8: Population living within 75 km of nuclear power plants in Europe [111].
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4.2.4. Law Enforcement (Crime prevention, crowd control, terrorism)

The fourth use case we consider is law enforcement. The role of Law Enforcement Agencies
(LEAs) in each and every country is to fight crime and preserve the law. The biggest
challenge LEAs face is how to efficiently and accurately analyzing the increasing volumes of
crime data [118]. With the arising use of data LEAs have enabled the ability to collect
detailed information of crime data. Technologies used in law enforcement areas like Crime

Prevention, Crowd Control and Terrorism will be discussed in detail.

(i)Crime prevention

Crime prevention is one of the most important obligations of LEAs. In order for LEAs to
efficient prevent and face upcoming crimes certain technologies are used. Some of them will
be discussed in detail below. Upcoming technologies like Machine learning (ML) and Data
Mining (DM) provide valuable aid to LEAs. These technologies allow LEAs to analyze large
volume of crime data and conduct very important outputs about crime patterns. Thus, one of
the challenges faced by the police departments is to minimize threats to society by

investigating large volumes of data.

(a) Crime analysis using Data Mining& Machine Learning

Data Mining (DM) plays a crucial role for crime analysis.DM consists of collecting raw data
and creating information that can be used to make accurate predictions and applied to real
world scenarios [118]. Thus, it has become an upcoming technology in the field of resolving
crimes. Analyzing crime data can provide valuable aid to public safety agencies. DM software
packages such as the Waikato Environment for Knowledge Analysis (WEKA), the DM
software package is used to conduct analysis of data sets by utilizing ML algorithms [119].
Some of these algorithms include:

e Linear Regression

e Additive Regression

e Decision Stump
In order for WEKA to implement these algorithms and output a crime prediction strategy a
dataset is required. A crime data set can be used and analyzed by WEKA in order to conduct
violent crime patterns. These data sets are provided by public safety agencies.
Another DM technique in order to analyze crime data and conduct valuable output for LEAs
is SEMMA which is developed by SAS institute. SEMMA stands for “Sample”, “Explore”,
“Modify”, “Model”, “Assess”[127]. Sample stands for various sampling strategies which are

used when a data set is too large or complex. Explore stands for visualizing the data. Modify
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stands for adding extra features to the existing dataset. Model stands for creating predictive
models by implying algorithms and creating crime patterns from the given dataset. Finally,

Assess stands for the evaluation of the performance of the predictive model.

b. Crime analysis and mapping through online newspapers

Recently, LEAs gained the ability to analyze crimes through implementations of information
technologies. It is now possible to define crime trends and patterns by the use of mapping and
crime analysis. Information for investigating and analyzing pattern and trends in crimes may
come from various sources. The sources may include blogs, news feed and Social Media. One
of them is online Newspapers. Online Newspapers refers to the electronic version of the
known newspapers. Through online newspapers Text Mining (TM) and Crime Mapping (CM)
is possible. Through CM LEAs can identify crime hot spots along with their trends and
patterns. In Crime Mapping, we follow the following steps in order to reduce the crime rate
are [130]:

» Collection of crime data

» Group data

» Clustering

» Forecasting data.

TM is the process of extracting interesting patterns from very large text database for the
purpose of discovering knowledge [128]. TM is also known as (KDT) Knowledge Discovery
from Text. It is and IR (Information Retrieval) technique for extracting relevant information
wanted from text. The TM methodology of newspapers requires a number of steps. Steps are

given below in Figure 4.9.
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Figure 4.9: Methodology of TM for crime prediction [128].
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TM for analyzing and creating patterns from online newspapers starts with the web crawler.
The web crawler is an internet bot which systematically browses the World Wide Web,
typically for the purpose of web indexing [128]. It is used for extracting relevant information.
In this case it is searching details-words about crimes. The next step is about document
classification. Documents in this case are online newspaper columns and are classified to as
crime and non crime based on their content. Next step is about entity extraction. Here the
crawler extracts all the valuable information from crime relevant online documents. Entities
such as the date and the place of one crime are retrieved. Furthermore, the next step is about
duplicate detection. In this step similar documents are found and deleted. This action saves
valuable time in order to analyze other unique documents. In the final step crime analysis and
mapping is conducted. The results are displayed in graphs and diagrams that include hot spot
detection, crime comparison and finally crime pattern visualization. LEAs use this technology

to manage the prediction of possible crimes.

¢. Crowd Control

Crowd-sourcing enables information to flow quickly and efficiently between emergency
management specialists and the public [120]. Tools as Pathfinder and Many Eyes are used for
the analysis of the crowd-sourced information. The efficient management of a crowd and the
control of huge masses has been one of the top responsibilities of law enforcement officers. A
large number of people can be gathered in one place for different purposes and reasons. A
crowd may be politically motivated with their own agenda at a political event or supporting
their own sport team with heightened emotion at a sporting event [126]. There is a strong
possibility one crowd turn violent both to other people and law enforcement officers. It these

kinds of behavior LEAs need to counter.

(ii)Terrorism

Terrorism is a crucial problem LEAs face. Terrorist attacks are becoming more and more
frequent especially in rapidly developing countries. In order for LEAs to efficiently increase
their response in such incidents they use a set of technologies. Some of them include the use

of social media, Artificial Intelligence (Al), and unmanned vehicles (ground and aerial).

(a) Unmanned vehicles (ground & aerial)

Nowadays, LEAs use all the possible technologies in order to act quickly and efficiently. One
such technology is the use of unmanned vehicles, aerial and ground. An Unmanned Ground
Vehicle (UGV) is a vehicle that operates while in contact with the ground (Figure 4.10). An
Unmanned Aerial Vehicle (UAV) (Figure 4.11), commonly known as a drone is an aircraft

without a human pilot on board [121].
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Figure 4.10: The Unmanned Ground Vehicle (UGV) [121]

Figure 4.11: The Unmanned Aerial Vehicle (UAV) [122]

Robotic technology has made a huge difference in disaster response, preparedness and relief.
In case of a bio-terrorist attack they can deliver face masks and antidotes to victims. UAVs
can also fly in dangerous zones and diffuse bombs planted by terrorists. Robotic technology
can be extremely valuable in an active shooter situation. They can provide the swat teams and
public safety operators with the shooter’s location and movements. In addition, an unmanned
aircraft could likely have collected vital intelligence to aid LEAs in more accurately assessing
the nature of the threat presented by the shooter [122]. In other words UAVs have a huge

contribution in minimizing human casualties.

Furthermore, they even have the ability to create self contained communication networks
when the current infrastructure is damaged. In other words they are the eyes and ears of
public safety authorities in dangerous times. Drones are systematically used by public safety

agencies for search and rescue operations.
(b)Social media

Social media play a crucial part in people’s lives. As cybercrime and cyber terrorism threats
increase, so does the requirement to consider the potential application of social media as a

vital aspect of any cyber defense strategy [120]. With the right use of social media platforms
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LEAs possess a powerful tool capable of aiding them in very difficult situations. LEAs can
use the social media platforms in critical situations to communicate with the public. Social
media platforms depend on civilian engagement too. The more civilians create content the
more data LEAs have in their disposal to use. Nevertheless, data must pass through certain
stages in order to be used by LEAs. Figure 4.12 shows all the stages content passes through
from the moment of its creation to the stage LEAs use it to extract valuable information. This

way LEAs fully exploit the use of social media as a communication method.

Twitter is used by LEAs as a crisis communication tool. LEAs use a large variety of social
media platforms to share information about an incident with the public. As an incident we
refer to crimes, traffic road conditions and other breaking news including a terrorist attack.
LEAs also use other kinds of social media platforms such as Facebook and YouTube.
Nevertheless, twitter became the number one tool for communication with the public due to
its effectiveness. It is very timely, you can update very quickly if we have something, we can
send it out immediately [125]. Figure 4.13 shows all the current social media platforms LEAs

use to provide the public with breaking news.

Open source | Value added knowledge | LEA
intelligence I processing intelligence

Imelligence filter

Feedback loop |

Figure 4.12: From social media to LEA intelligence [120]

57




6_

44

' I = Bn
0 4 : ; - - T T

Twitter Facebook Alerts Websites  YouTube Blogs Other

Figure 4.13: LEAs use of communication platforms [125]

(c) Monitoring Terrorist attacks through the use of Social Media

Social media platforms such as Twitter can be used in critical situations by LEAs. One such
critical situation is a terrorist attack. Twitter is often used by terrorists to communicate and
disseminate their activities. User accounts are extensively analyzed by LEAs in order to
counter terrorist actions. LEAs are interested in tracking and flagging terrorist-related
activities in social media networks [124]. Tracking terrorist activity in one of the most used
social media platforms (Twitter) in the world could prove to be an extremely difficult task. In
order to overcome this hardship LEAs use crawlers which search for specific keywords given
by the officers. A crawler is a bot that systematically browses the World Wide Web (WWW)
in our case twitter and searches for specific content. This crawler searches for the keywords in
an extensive amount of tweets for any terrorist activity. Data (tweets) are randomly chosen.
Systems with crawlers are currently made by open source tools and extract useful data with
the use of R language. The visualization of data can be developed using simple web

technologies like JavaScript, HTMLS5 and CSS.

(d) Artificial Intelligence (AI)

LEAs in order to ensure the safety of civilians in case of critical situation are using all the
possible upcoming technologies which can make a difference. One of them is Al and the use
of Deep Neural Networks (DNNs). Technology is a powerful ally. The advances of
information and communication technologies significantly eased the access to critical and
tactical information which can be acquired from various sensors and sources, e.g., wide

networks, surveillance cameras and UAVs [123]. Manual analysis of this information is no
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longer a viable solution. Al gives the opportunity to LEAs to analyze this enormous amount
of information and extract strategic knowledge.Al is becoming common among LEAs.
Typical applications include suspect profiling (e.g., on social media), traffic control
(automated license plate detection and vehicle identification), analyzing dark web money
flows, child pornography detection and anomaly detection in surveillance footage of public
spaces [129].

In addition, with the help of Al and the analysis of the visual data LEAs can detect strange
behaviors (Crowd Behavior Analysis), strange objects bomb-alike (object identification), Lip
reading and psychological signals analysis (Body movement). Each and every one of them

could be proven to be a very crucial factor in a terrorist attack incident.

4.2.5. Traffic/Transportation Safety (Roads, Air, Trains)

The fifth use case we consider is traffic/transportation safety, one of the biggest challenges
public safety agencies have to face. The vast amount of passengers using the public means of
transportation urges the safety upgrade of them as soon as possible. There is of course a large
variety of upcoming technologies and communication technologies which can aid towards

that big step. Some of them will be discussed further in detail below.

(i)  Road traffic safety

In the area of traffic safety in roads there are several communication and other technologies

aiming to enhance vehicular safety and minimize human casualties.

(a) V2V (Vehicle to Vehicle) communication for traffic safety

Vehicle to Vehicle (V2V) technologies for traffic safety is a look in the future. Automotive
industry has been searching ways to reduce the number of human lives caused in the road and
reduce traffic congestion. V2V technology is one of the communication technologies capable
of resolving this matter. V2V and Vehicle to Infrastructure (V2I) communication are two
proposed technological innovations which can change current transportation [132]. V2V is
one upcoming communication technologies for vehicular safety. V2V communication enables
vehicles to wirelessly exchange information about their speed, location, and heading [131].

In V2V communications, vehicles with V2V software can broadcast and receive directional
messages including the proximity of other vehicles. These way road accidents are
dramatically reduced. According to NHTSA (National Highway Traffic Safety
Administration) 615.000 motor vehicle crashes could be prevented if V2V was used by

vehicles nowadays. V2V technology can be implemented in all kinds of vehicles from tracks
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and buses to motorcycles. It is also important that V2V communication is not only about road
traffic safety but preserving the environment too. In addition to their safety applications, V2V
and V2I communications can potentially contribute towards reducing fuel consumption and
emissions[133]. To conclude with, one of the most important aspects when V2V

communication is regarded as a sensor system is the real time ability [134].

(b)Real Time edge analytics and 5G

In order to increase traffic control and safety, certain technologies were introduced to LEAs.
Two of them are Real time edge analytics and 5G. Traffic control systems can use these two
technologies to minimize the risk of car crashes and human casualties particularly pedestrians.
One such system is called InTraSafEd5G which combines real time edge analytics and 5G. It
is a system for detecting pedestrians and cyclists in drivers’ blind spots at critical traffic
intersections and reporting their presence to drivers [135]. Detection of pedestrians or other
cars nearby are taken by applying an object detection algorithm on video from edge devices
attached on traffic lights. Detection results are delivered to the drivers (using real time low
latency 5G communication) to their smart phones providing them with critical situation early

warnings for objects to their path.

(ii) Traffic safety for aviation

In the area of traffic safety and aviation there is a number of communication technologies and
technologies aiming to enhance safety and minimize the risk of airplane collision. Two of

them are ML and the SANDRA project.

TRANSMITTED MESSAGES
COMMON TO ALL VEHICLES

Figure 4.14. Vehicles transmit and receive messages from other vehicles (V2V) [131]
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(a) Machine Learning for future aviation communications

ML seems to have great potential for upcoming technology for aeronautical communication
systems. It is a tool for cognitive radio networks. Cognitive Radio (CR) is an intelligent,
adaptive radio network technology in which channel measurements and spectrum sensing are
used to automatically detect available channels in a section of wireless spectrum [136].
Applications as CR can be used in aeronautical communication systems. They can help

airplanes share resources more efficiently and increase their reliability in safety.

(b). Sandra Project

Air transportation is expected to at least double by 2050. Coping with these needs and the
resulting overcrowded sky requires top-notch communication technologies [137]. While the
aviation companies provide internet to the customers, pilots have to work with outdated
communication equipment such as analogue voice communication causing delayed reaction to
upcoming serious incidents. The need to digitalize communication of aviation is greater than
ever. A digitalized communication will enhance safety of the passengers dramatically.
SANDRA a project from SESAR as a European sky initiative is set to provide to aviation
companies increased data traffic and better cabin and passenger communication systems.
SANDRA consortium has taken radical approach. It has as its main goal to revolutionize in-
flight communications and leads the pilots to the next level of aviation communication.
SANDRA project is a single system based on Internet Protocol technology, it is capable of
transmitting data through multiple data links, directly to the ground and via satellite, digitally

and at high speed, providing communication services for all aircraft needs [137].

(iii) Traffic safety for railways
In the area of traffic safety in railways there are a number of communication and other

technologies aiming to enhance safety and minimize human casualties. Some of them are:

(a) DSRC-Enabled Train Safety Communication

DSRC (Dedicated Short-Range Communication) has as one its main goal to implement at
unmanned railway crossings. Every year throughout the world there is a number of collisions
of trains with vehicles at unmanned railway crossings. It is a very dangerous phenomenon
which costs lives of civilians. DSRC has been the main protocol for V2V and V2I
communications, and a key technology enabler for Intelligent Transportation Systems (ITSs).
One of its applications is early warning. In this case a warning for a collision with a vehicle.
DSRC as a wireless communication technology enables vehicles to communicate with each

other and other road users directly, without involving cellular or other infrastructure. Each
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vehicle sends 10 times per second its location, heading and speed in a secure and anonymous

manner [139].

(b)Radio communication for Communications-Based Train Control (CBTC)

With the European rail market increasing, railways need to be upgraded with every possible
way. A modern communication-based signaling system is required and installed.
Communications-Based Train Control (CBTC) is a modern communication-based system that
uses radio communication to transfer timely and accurate train control information [140]. It is
the main choice of mass transit railway operators. CBTC is modern signaling communication
system transferring the data of the trains much faster than the previous radio communication
infrastructure. It includes high resolution and provides real time data of trains. With this
communication method safety is increased as every train knows the exact location of other
trains avoiding the risk of collision. It also reduces the risk of traffic and possible in case of
two trains travel in the same railway. CBTC is the first choice of railway operators for mass-
transit operations today with currently over one hundred CBTC systems installed worldwide

[140].

(iv) Sea traffic safety
(a) Artificial Intelligence (Al) for ship collision avoidance

With the seas congesting more and more with ships and vessels the danger of an upcoming
collision is greater than ever. Collision may happen by many factors. One of them is a simple
human mistake. It has been estimated that human error is responsible for anywhere
between 75% and 96% of all marine accidents [141]. Al could give the answer to such
dramatic incidents. With the help of Al and Big data Fujitsu Limited managed to construct a
risk calculation model for ship collision. Using risk values calculated by Fujitsu’s
technologies, operators can proactively detect vessels at risk and prioritize them [141]. This
will help in preventive planning while offering accurate information to vessels. The main
advantage is that Al can gather and analyze data in real time fast and accurate. In our case,
gathering the location of other vessels and their proximity. This risk calculation model could
be a powerful tool in the hands of maritime industry and their struggle to minimize the cost of
human lives from ship collisions. In Figure 4.15 we can observe a screen image from the

Fujitsu collision risk calculation model.
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Figure 4.15:Screen image of fujitsu’s risk collision model [142].

4.2.6. Recreational (Stadiums - Arenas, Theme Parks) Safety

The sixth use case we consider is recreational safety. Recreational safety refers to safety
pertaining to leisure or risk-taking activities [143]. Every activity which includes a vast
number of civilians or spectators (sporting event) must be followed by precautionary public
safety protocols. Recreational Safety can be found in many aspects. Some typical examples
are stadiums - arenas and theme parks. In this Section we will discuss about certain
technologies and communication technologies used by public authorities and organizations to
enhance public safety in these cases. We will also discuss about communication technologies

also used by public safety operators.
(i) Stadiums - arenas

The IoT technology which refers to “all things are connected” sets the foundation of an
intelligent stadium-arena. It can be a groundbreaking and revolutionary technology for the

operation of a stadium in terms of safety and communication between public safety operators.

(a)loT (Internet of Things) for stadiums-arenas

IoT can be combined with other groundbreaking technologies such as RFID, sensor networks,
remote sensing, M2M communication network, the Internet, LAN, and cloud computing to
introduce us the smart stadiums - arenas. These technologies increase the efficiency and
safety of a stadium. An intelligent stadium is one of the important signs of modern sports
venues, stadiums are automation, digital and information development reflects the intelligent

stadium, not a unified definition [144].

Nowadays, communication among security employees in stadiums - arenas and public safety

officers is the number one priority, especially when it comes down to emergency situations.
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Figure 4.16: Devices in IoT [144]

Communication methods must be efficient and steady. For these reasons an intelligent
stadium must include a smart communication system. This system increases the
communication capability. This system also achieves all kinds of information flow in the
internal and external transmission network based on communication between inside and
outside the construction of intelligent high-speed processing various images, text, voice and

data, information processing and information to meet user needs [144].

The use of IoT which sees people as “objects” gathering data and feedback from them
enhances the operational efficiency of the intelligent security system of a stadium - arena. [oT
gives the opportunity of high-speed processing of real data taken from the spectators via the
LAN network, increasing the ability of preventing disastrous situations like fire and

earthquake or even a terrorist incident.

b. UAV’s for Stadiums-Arenas

Another important factor capable of enhancing and upgrading communication of stadiums
both in normal and critical situations are UAVs or commonly known as drones. UAVs can
play a crucial role when comes to communication in sports events. Stadiums - arenas with the
use of UAVs can increase network connectivity using the existing infrastructure. This is
called UAV-aided communication. UAV-aided communication is an emerging topic in the
field of next generation networks [145]. This technology is said to be the next big thing of
public safety networks. During sports events with massive number of spectators, UAV-aided
communication can enhance the efficiency of communication. UAV aerial BSs can play an
important role in improving the network capacity and coverage in crowded areas such as

stadiums by offloading the traffic from the cellular infrastructure with minimal network

64




planning [145]. UAVs can also serve as GSM base stations during sports events, not only in
normal condition but in critical situations too especially when the current infrastructure is
damage. By implementing the GSM technology and they can provide network coverage to
users within their vicinity. They can also improve wireless throughput during temporary

events such as football games in large stadiums [146].
(ii) Theme parks

Nowadays, amusement park operators are seeking ways to make to manage their premises
more efficiently. Their main goal is to provide visitor with a safe environment especially
when a critical situation arrives. There is a large number of emerging security technologies
and communication technologies that can be implemented successfully in theme parks. Some

of them will be discussed further in detail above.

(a)loT (Internet of Things) for theme parks

IoT technology is said to be the next big thing as it comes to the operation of theme parks. It
is said that will transform the experience of visitors. Norton, the security specialists, estimate
11.6 billion devices will communicate with one another over the internet by the end of next
year (2021)[149]. The level of security is more efficient once internet connected devices
communicate with each other. Real-time communication of these devices is extremely helpful
for security employees of the park. IoT technology combined with Al gather a large variety of
data of implemented devices throughout the park area and make autonomous decisions

without human aid.

Figure 4.17: Connected devices via loT [149]
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Furthermore, IoT technologies aid the theme park industry with multiple ways upgrading
security of the visitors dramatically. With the help of IoT maintenance of the theme park rides
can be done quicker and smarter. Thus, [oT sensors embedded in theme park rides can collect
and transmit a stream of valuable data pertaining to the ride’s performance, enabling
managers, technicians and engineers to gain unparalleled insight into when the ride needs
checking, repairing or upgrading [150]. Other ways IoT technology could contribute in the
area of theme parks are proximity marketing and intelligent ticketing. Proximity marketing is
done by setting up beacons inside the theme park area. These beacons send signals to the all
the visitors smart phones guiding them to particular rides and events. Intelligent ticketing is
an IoT technology used by Disney. Disney is one of the biggest brands in the field of theme
parks. Disney used IoT technology by implementing into the visitors wristbands. These
wearable wristbands, used in conjunction with RFID tags and radio frequency technology
throughout Disney’s parks, act as a substitute for paper tickets and grant the wearer admission
to rides and fast-track queues based on the account information associated with the device
[150]. In addition, visitors can use these wristbands to make payments in restaurants and

shops located inside the theme park.

There are serious circumstances where implemented [oT technology in theme parks can prove
to be extremely helpful and valuable. One of them is missing child scenario in large areas like
stadiums and theme parks. A localization framework implemented in the current
infrastructure of a theme park is recommended. This framework uses the RSSI localization
solution. RSSI is a technique that finds the distance between the transmitter and the receiver
by measuring the signal strength on the receiver [151]. With RSSI, IoT localization
framework staff of the theme will be able to find out the location of a missing person. Parents
and children will wear a smart band with BLE technology. Bluetooth Low Energy (BLE)can
work combined with the beacons implemented inside the theme park area and can utilized by

multiple devices such as smart phones.

When visitors receive wristbands download an application and in case of a missing child
scenario pushes the alarm button to inform the theme park security. The location of the child
is calculated by the passing of the worn wristband from each beacon. Beacons are used like
nodes in this current situation to calculate the exact position. These wrist bands also include
RFID technology. Currently, Radio Frequency Identification (RFID) systems are used in
modern theme parks to locate lost visitors [148]. Every wrist band is embedded with active
RFID tag. When the visitor is in the coverage area of each reader, the reader senses its

presence and sends its location to a server [ 148].
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(b)Push To Talk communication technology

A traditional communication technology used in theme parks by the staff in order to
communicate is PTT (Push -To Talk). This way of communication can prove to be extremely
helpful in serious situations like a fire incident. PTT provides instant communication among
the staff of a theme park. Using PTT for theme parks and large-scale amusement parks allows
you to communicate with specific departments that work within your organization such as
maintenance and security [152]. A very helpful feature of PTT communication in a theme
park is the panic button. It allows the staff of the theme park to send a specific SOS message

for a large variety of emergencies such as accidents fires and calls for security.

4.3 Natural Disasters

After analyzing various use cases of man-made disasters it is important to discuss about the
other big category of disasters. This of course refers to natural disasters. In the last twenty
years extreme weather events tend to be more severe due to the phenomenon of climate
change. Figure 4.18 illustrates a large number of natural disasters that may take place. Each
natural disaster can be defined as any event with an environmental cause or process that

negatively impacts humans.

Natural hazards are naturally occurring physical phenomena caused either by rapid or slow
onset events which can be geophysical (earthquakes, landslides, tsunamis and volcanic
activity), hydrological (avalanches and floods), climatological (extremetemperatures, drought

and wildfires), meteorological (cyclones and storms/wave surges) or biological (disease
epidemics and insect/animal plagues) [156]. Every natural disaster has its own level of
severity and they are highly unpredictable. Some of them are extremely rare to happen and

some of them occur more often in specific geographic locations.

We can classify natural disasters into four categories. Atmospheric, Terrestrial, Aquatic and
Biological. In Table 4.1 we can see the full extent of these categories with specific examples

in each and every one of them.
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Figure 4.18: Typical examples of natural disasters [153]

Classification of Natural Disasters
Atmospheric Terrestrial Agquatic Biological
Blizzards Earthquakes Floods Plants and Animals as
Thunderstorms Volcanic Eruptions Tidal Waves colonizers (Locusts, etc.).
Lightning Landslides Ocean Currents | Insects infestation - fungal,
Tornadoes Avalanches Storm Surge bacterial afld viral discases
such as bird flu, dengue,
Tropical Cyclone Subsidence Tsunami etc.
Drought Soil Erosion
Hailstorm
Frost. Heat Wave or
Loo, Cold Waves etc.

Table 4.1.: Classification of Natural Disasters [157]

Not all natural disasters are deadly. Some of them record a worrying number of human
casualties. According to USnews floods, earthquakes and tsunamis are among the deadliest

natural disasters worldwide for the year 2018 [154]. Specifically in USA, floods record the
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biggest number of human casualties than all the natural disasters together. In case of a flood
hospitals and public safety authorities must be alerted and ready to medically treat people.
Floods cause a number of injuries to people. Some of these injuries need instant medical
attention. Hypothermia, trauma from falling debris, and lacerations are just a few of the
injuries a hospital will encounter during a flood [155]. We can witness the ferocity of a flood

situation in Figure 4.19.

Figure 4.19: A flood situation in USA [155]
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Challenges/Open Issues

Technologies and applications, which public safety agencies utilize,actually aim to assist first
responders to provide more accurate care to possible victims. Nevertheless, technologies and
applications of used emergency operations and public safety agencies face also a number of

challenges. Some of them are:

5.1 Interoperability

PSNss used by first responders face a variety of challenges. One of them is interoperability. In
order to enhance public safety a large number of PSNs have been introduced throughout the
years. Nonetheless, these different technologies fail to coordinate and cooperate causing big
problems to public safety operators. The reasons that interoperability remains a challenge are
many, and include both technical and non-technical issues (e.g., governance, policies,
procedures, and training) [158]. There are many cases which the failure of communication
and data sharing among public safety networks costs money and more importantly human
lives. Moreover, the use of multiple, potentially incompatible, technologies leads to

interoperability problems [159].

It is important to mention that the need of interoperability becomes more necessary as the
scale of the incident becomes more complex including more and more agencies. In Figure 6.1
we examine a scale of an incident from a local state to national. In national level the need of
coordination and cooperation of public safety agencies becomes vital. As an incident grows in
scale and complexity, integrating new agencies and personnel into the response becomes
more challenging, and lack of interoperability between communications systems can result in

slow and uneven distribution of information to the people and agencies in need of it [160].
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INCIDENT SCALE/PUBLIC PREPAREDNESS
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Bus Accidents = Major Truck Accidents « Multi-vehicle Accidents ~ + Industrial Incidents Collapse
« Accidents W/ Injuries = Multi-vehicle Crashes + Tunnel Fires + Major Tunnel/ « Extended Power/Water Outage
but no Fatalities - Hazmat Spills - Multiple Injuries & Bridge Closure ~Riots
= Injuries & Fatalities Fatalities » Mass Casualties
Exprered 0-2 HOURS 2-24HOURS DAYS WEEKS
Event Duration

‘—— Systems Must Expand with the Event —_—)

Figure 5.1: Incident scale and interoperability needs [160]

In order to resolve the issue of interoperability USA introduced FirstNet. FirstNet is capable
of adopting broadband technologies to improve, enhance, and extend the effectiveness of
emergency responders [161]. In other words FirstNet secures first responders communication
and delivers interoperability between 2-way radios and smart phones. FirstNet is the only
network that gives first responders a/ways-on, 24-hours-a-day priority and preemption across

voice and data [162].
5.2 Connectivity/reliability

Another important issue for public safety agencies is the lack of connectivity between their
communication hardware/Software equipment. Different kinds of software or hardware
devices public safety operators use, could easily lead to loss of communication. Loss of
communication between public safety agencies during disasters is a serious matter as it may
lead to human casualties. Recent disasters have emphasized the need to enhance
interoperability, capacity and broadband connectivity of the wireless networks used by PS
organizations [163]. Connectivity issue could be solved by the next generation of cellular
networks which is represented by Long Term Evolution (LTE). LTE is able to provide
broadband connectivity services dedicated specifically to the needs of public safety agencies.
These services may include a priority call service or the transferring of emergency call data.
Governments all over the world have gathered their recourses to enhance their reliability and

connectivity among their public safety agencies. Any interruption in connectivity that delays
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critical information from getting where it is needed can put first responders, the public and

property at risk [164].

5.3 Resource Scarceness - Network Congestion

PSNs have to deal with a large number of challenges during disasters. Two of them are the
scarcity of existing communication technologies and the network congestion. Both of these
problems make the work of public safety agencies extremely difficult. Nowadays, public
safety networks share infrastructures and radio resources with commercial networks. Because
of the mixture of two types of networks (commercial & public safety) a phenomenon which is
called network congestion is occurred. This is particularly important in case of emergency
situations. Consequently, public safety communications compete with general public
communications with unpredictable effects on high priority emergency services [165]. It is
important to research techniques to prevent as much as possible network congestion in order
forPSNs to exchange critical information during emergency situations without any further

delay.

Every public safety organization uses their own network infrastructure for its communication
needs during emergency incidents. However, this fact may lead to resource scarceness. In
future PSNs, sharing resources with commercial cellular networks can result in resource
scarceness in disaster situations. Allocating more radio resources does not solve the problem
of spectrum efficiency [166]. Different kinds of networks and radio resources with different
kinds of communication techniques make the work of public safety agencies very hard to
deliver. The large variety of resources does not guarantee the full availability of services
PSNs deliver. A future and more convenient direction to resolve this issue can be the research
of standards for unique communication ways among public safety agencies in order to avoid

scarcity of resources.

5.4 Privacy & Security

Privacy and security of PSNs has been an extremely big issue since the beginning of their
existence. Therefore, PSNs are extremely vulnerable from malicious attacks. Different
communication technologies public safety agencies use and interoperability between them
leads to security threats. Network sharing with commercial cellular networks will further
tighten security requirements in PSNs. In shared networks, PS services must have their own
mechanism for user authentication and authorization, which should be managed by PS service
providers [166]. It is also important to mention that there are many factors that make the

design of PSNs very challenging. The need for privacy and security in PSNs is extremely
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vital. Moreover, PSNs carry information for all the public safety agencies personnel

(Firefighters, police officers, EMS). In order to achieve security and privacy for their

operational and personal data public from outside threats public safety agencies design their

PSNs with a number of requirements. Some of them are [167]:

Protection against corrupted information: Accurate information sent to first
responders. Critical information which is sent to first responders must be exactly the
same without any changes.

Protection against Denial of Service (DoS): Attackers execute DoS attacks to a PSN.
In order for a PSN to prevent this, it must be architected to provide redundancy,
detect and isolate these threats.

Protection against data exfiltration: Protection of IDs and passwords as well as their
personal profiles inside a PSN.

Authentication and Acknowledgement: In order to ensure that only legitimate
communication occurs across the public safety network, senders must be
authenticated and acknowledgement must be sent when data is received.

Authentication of the sender ensures that the information which is sent is genuine.

Furthermore, the involvement of drones raises new security issues in public safety networks

[168]. Protection of data is extremely difficult and the information UAVs carry is vulnerable

to outside threats. These security threats in drone-assisted PSNs include passive attacks and

active attacks. Passive attacks include interception and modification of critical data. On the

other hand, active attacks include DoS and message forgery (Figure 6.2).

Security threats on drone-assisted public safety networks

I I

Passive attacks Active attacks
L _ |
Interception (attack Modification Fabrication (attack Interruption (attack
on confidentiality) (attack on integrity) on authenticity) on availability)
« Traffic analysis » Fabrication of new + Message forgery » Routing attack
« Man-in-the-middle information « UAV spoofing » Channel jamming
attack » Modification of o Mobile device » Denial of service
¢ Viruses, malwares, existing information spoofing .o

trojans, keyloggers .o + GPS spoofing attack

Figure 5.2: Security threats on the drone-assisted PSNs [168]
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5.5 Big Data - Data Analytics/Run time analytics

Big Data is expected to play a key role in the operation of public safety organizations. In
order for PSNs to deliver their services more efficiently they must use all of the
groundbreaking technologies. One of them is the Big Data analytics. PSNs use a large variety
of applications during emergency incidents to gather critical data, from body-worn cameras
first responders use to traffic cameras situated in roads. Gathering data from social media is
another aspect that we must take into consideration. The overall potential of efficiently
analyzing even a small portion of the available data is immense [169]. History of Big Data
analysis in terms of PSNs has proven to be extremely valuable. As an example, analysis of
crime historical data is proved valuable in predicting how to effectively deploy officers [170].
Big Data analysis has been helpful for PSNs for crime prediction and prevention by

constructing crime patterns.

However, analysis of Big Data to extract valuable information can be a challenging task.
Analyzing big datasets could take a long time and when public safety officers have to face
disasters time is not by their side. The most considerable challenge for implementing Big
Data to public safety needs is to optimize the runtime analysis of large-scale datasets, for
faster and better decision making during calamities. However, many interested public safety
organizations lack the computing power and software tools required to integrate, analyze, and
visualize Big Data [171]. Aspects such as data storage, computing power and specialized
personnel (data scientists) are essential in order to optimize run time analysis of Big Data for

public safety needs.
5.6 Environmental conditions

One of the key factors which affect the proper functionality of PSNs is about environmental
conditions. PSNs and the public safety organizations they use them need to adapt and adjust
to the changes of environmental conditions that may occur during their operations. Public
safety management can be seriously affected by a number of extreme weather conditions. In
addition, severe storms, tropical cyclones, winter storms and high winds are the weather
parameters with the greatest effects on emergency management [172]. Network infrastructure
must be protected in order for public safety agencies to communicate efficiently during crisis
situations.

Recently, emergency managers depend on weather forecasts and observational weather data
in order to protect critical communication infrastructure and improve their emergency
response. Moreover, more and public safety organizations tend to observe meteorological

data during the formation of an emergency response plan.
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5.7 Cost effectiveness

Nowadays, public safety organizations invest a lot of money in order to upgrade their
communication technologies. By upgrading their communication capabilities they are able to
provide their services to the public more efficiently. Communications investments are among
the most significant, substantial, and long-lasting capital expenditures that public safety
agencies make [173]. However many of the new technologies public safety organizations
invest are not cost effective and have no significant value to their users. This remains until
today an open issue for the operation of public safety agencies. New technologies don’t
always guarantee the desired results as they require a lot of money for maintenance and don’t

make the work of first responders easier.

Cost effectiveness is one of the many reason public safety organizations fail to upgrade and
evolve in terms of communications. In addition, PS communications still primarily use land
mobile radio (LMR) system standards, such as Project 25 (P25) and terrestrial trunked radio
(TETRA) [174] . These communication technologies are still used for a number of reasons.
They are reliable, cost effective and tested many times in real time scenarios for mission
critical voice applications. Cost effectiveness is serious factors that must be taken into
seriously into account by the governments and public safety agencies as it ensures the

survivability of a PSN especially during a disaster scenario.

5.8 Fault tolerance

It is vital that crisis situations PSNs will continue to work without interruption even though
one or more of their components fail. A fail in communication among public safety agencies
may cost time, money and more importantly human lives. One of the main challenges for
public safety organization is to build fault-tolerant PSNs which will withstand any component
system failure and ensure no loss of service. Fault tolerance can play a role in a disaster
recovery strategy. For example, fault-tolerant systems with backup components in the cloud
can restore mission-critical systems quickly, even if a natural or human-induced disaster

destroys on-premise IT infrastructure [175].

PSNs which are fault tolerant have the privilege to maintain essential functions for public
safety agencies during a disaster. However designing fault tolerant PSNs can be a difficult
task. Certain factors must be taken into account. Two of them are cost and testing. Cost is one
of the biggest disadvantages for adopting a fault-tolerant PSN. Fault-tolerant systems require
organizations to have multiple versions of system components to ensure redundancy, extra
equipment like backup generators, and additional hardware. These components need regular

maintenance and testing. They also take up valuable space in data centers [176]. The second

75



https://www.imperva.com/learn/availability/disaster-recovery/
https://www.imperva.com/learn/availability/disaster-recovery/

one is testing. A fault-tolerant PSN requires constant testing of its components and their
correct functionality. Components must be continuously tested for performing to the expected

level.

5.9 Dedicated Spectrum

First responders and public safety agencies need their own network infrastructure in order to
communicate with each other especially in large-scale disasters. In many cases public demand
for cellular networks is jamming the functionality of PSNs. During disasters heavy public use
leads to wireless communication networks becoming unable to use. Public safety users as
commercial users have limited communication capability due to congestion and capacity
issuers. Therefore, a need for a dedicated network with dedicated frequencies for public safety
needs is one of the main challenges governments and public safety organizations have to face
permanently. The primary reason governments look to utilize existing commercial networks
as a basis for their PSNs is the promise of cost-efficiency [178]. The use of commercial
networks is extremely unreliable and risky and most likely could cost lives in disaster
scenarios due to difficulty of communication. Commercial networks are designed for different
needs and different situations compared to dedicated networks which are designed exactly for

the needs of public safety (Figure 5.3).

Mission critical network failure can cause lives and only dedicated
based network with full redundancy can provide required reliability

Comparison of Commercial o Dedicated
use cases of network T network
networks

Businesscritical |  Critical level | Mission critical
Work at "reasonable | Assumptionof | Work even at
assumption” of use case exceptionally congested/
condition | severe conditions (e.g.,
large scale disaster)
Inconvenience | Damage of | Human lives
of users failure
T T
Feature oriented | Network design | Reliability focus
Simple architecture | principie | Full redundancy
with minimum
redundancy
—
—

Figure 5.3: Fundamental differences between commercial and dedicated networks [178]
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However, a dedicated spectrum for communication needs in public safety also brings an
amount of difficulties. In case dedicated spectrum is used that is otherwise not used for public
services means that devices with receivers for dedicated spectrum are required. In other words

no mass products can be used which is always a cost driver [184].

During crisis situations PSNs need to communicate in dedicated networks exclusively for the
needs of public safety. In USA, the need for a first responder network with dedicated
spectrum was recognized in the wake of September 11" in 2001, after first responders found it
difficult to communicate on the congested cell phone network [177]. An answer to this
problem is FirstNet. With the FirstNet Network, public safety gets a dedicated “fast lane” that
provides highly secure communications every day and for every emergency [179]. FirstNet
delivers vital features to public safety users such as priority access more network capacity and

a resilient connection.

5.10 Moving cells and network mobility

Public safety agencies face the ultimate challenge of designing field communications with
high mobility during critical situations. Moreover, field communications must be deployed in
a way that provides network access and coverage on scene to all first responders. The
technology which is currently used by public safety agencies is the Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) which operates as the radio technology used
between mobile terminals and the base stations of 3GPPTM systems Radio. E-UTRAN is
considered fixed and detection as well as discovery of a network while moving cells are being
deployed, remains unspecified [180]. However, when high mobility is achieved, another
problem appears which is about network availability. Moving cells have limited network
coverage so inter-cell discovery features must be enabled for proximity awareness. Proximity

awareness gives the advantages of self-healing and intelligence to a PSN.

5.11 Programmability and flexibility

Programmability and flexibility are two main key factors of setting up the base of next
generation smart PSNs. Both of these factors give the critical advantage to a PSN in
responding to a variety of disaster scenarios with specific requirements and needs. PSN with
such characteristics become more adaptable regarding the critical situation and provide
valuable critical services which are required. Moreover, a high degree of programmable
network components will be able to offer scalable and resilient network deployment on the-
fly without the need of previous network planning by using network function virtualization

and software-defined networking [180]. In addition, a PSN which is designed with high
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standards of programmability and flexibility is always able to visualize network infrastructure

and create network services for first responders with flexible and intelligent control.

5.12 Location tracking

Currently public safety coordinators face difficulties on locating first responders during crisis
situations. Location tracking of a number of public safety users remains until today an open
issue. Some agencies have improved the tracking process by attaching GPS tracking sensors
to emergency vehicles, enabling dispatch to track a unit’s location and send the closest unit
available. Still, once responders leave their vehicles, they become disconnected and their
location unknown [181]. The developed broadband PSN FirstNet in USA has the advantage to
provide the first responders with location services. Through this network which can carry high
speed data like images and videos, first responders can pinpoint their exact location during
disasters. Another technology which can aid dealing with the issue of location tracking is GIS
(Geographic Information System). By making use of GIS, the control center can track where
public safety agents are located and group agents together based on their location (Geo Fencing)

[182].

5.13 Optimization of performance metrics to support sufficient QoS

A PSN must always be able to provide its services even if a component faces interruption or
backhaul connectivity. In addition, a PSN especially during large-scale disasters requires a
mechanism to invoke the appropriate complementary resources (e.g. additional bandwidth,
alternate communication links, and complementary bearers) for self-healing operation and re-
establishment of disrupted end-to-end bearers [180]. It is for the operation of a PSN that the
same mechanism is in place to take critical decisions during disasters taking into account not
only the availability of the resources but also the metrics of the communication performance.
These metrics may include latency and spectral efficiency. Public safety agencies with the use
of these metrics are able to improve their operational capabilities and provide more efficient
services (QoS) during critical situations. By measuring the communication performance of a

PSN sets the base of future improvements.

5.14 Traffic steering and scheduling

Recently, one of the biggest challenges of PSNs is traffic steering. Traffic steering is a
technique applied to network traffic when additional filtering, modification or optimization is
needed [183]. A component of the PSN is selected to steer the data traffic. Through this

technique public safety users are able to connect the best fitted network which matches their
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QoS requirements. Aiming at overall network optimization, traffic steering techniques can be
leveraged to balance the network load and satisfy carrier and user demands by properly

enabling data offloading, interference management or energy saving policies [180].

5.15 Network Infrastructure Replacement Cycles

New generation of hardware forces the upgrading of PSNs and radio base stations every 5
years approximately. New generation of public safety hardware has the ability to handle
higher data rates. For this reason they consume and require less power, they are more efficient
and smaller in size. Therefore the upgrading of the current network infrastructure becomes
inevitable. Network infrastructure must be upgraded to match the requirements of the new
generation in order of keeping the efficiency of a PSN to an accepted operational level. In
current Private Mobile Radios (PMRs) timeframes are conservative and network capacity is
limited. New generation of hardware in PSNs and in extent in PMRs requires a lot of
performance testing which is costly for governments and public safety organizations. PMRs
tend to upgrade their network infrastructure cycles when the current equipment becomes
obsolete and no longer match the requirements of public safety users. However this brings
another problem to the table. In case a PMR upgrades its network infrastructure after 10 years
when the current equipment no longer serves the public safety purposes, pain of upgrading at
that point is even more severe. Technology has advanced so far and there will be many

problems when going from very old hardware to the current generation [184].

5.16 Power saving

In the area of public safety power consumption of devices is one key designing factor and a
challenge. In all communication technologies public safety agencies use, power consumption
could make a huge difference. Release 17 by 3GPP (3rd Generation Partnership Project)
brings a set of groundbreaking enhancements in the area of public safety applications and
power consumption of devices first responders carry. 3GPP Release 17 will mark the next
chapter in New Radio (NR) standardization. In Release 17 enhancements to the sidelink and
proximity services are being introduced to support public safety applications, for example
where emergency workers can benefit from direct device-to-device communication [185].
Handheld devices first responders carry will have sidelink power - saving features. Top
priority of Release 17 is power - saving enhancements for device that are inactive or idle
nodes in order to improve battery life. 3GPP release 17 is expected to be completed and given

for use by the end of 2021.
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5.17 Scalability

Network scalability refers to how well a network can handle sudden changes in workload
brought about by sudden spikes or drops in the volume of data it processes [186]. We refer as
spikes to the sudden loss of internet connection. Developing a PSN is full of designing
challenges. Design must include a number of characteristics. A top feature of modern PSNss is
scalability. PSNs should be designed and developed to be scalable in order to address the
specific communication needs of public safety agencies. Scalability gives the advantage of
robustness and resilience to a PSN. Moreover, PSN can adapt to different critical situations

quick and efficiently providing adequate services.

5.18 D2D communications

Establishment of D2D communications can bring huge difference in the way a PSN operates.
In critical situations wireless coverage and communication between first responders and
mobile users must be maintained and protected at all costs.D2D communication is a technique
that enables the direct communication of User Equipment (UE) when the parties are within
range for direct communication[187].Many benefits can be obtained using D2D
communications such as providing wireless coverage beyond cellular networks, reducing
burdens on the core network, providing high-speed communications, and supporting device
discovery in rescue missions [188]. Both D2D communications on the user side and DWN
deployment on the network side can be integrated as orthogonal and complimentary solutions
for a PSN [187]. D2D sets the base of critical communication between first responders,
independent of the current network infrastructure and outside of coverage areas or areas with
limited network capacity. To enable D2D, 3GPP has standardized the concept of Proximity
Service (ProSe)that can establish the communication path directly between two or more

public safetyProSe-enabled UEs.

5.19 SDR and Cognitive Radio (technical & operational challenges)

Recently, several large-scale disasters motivated public safety agencies on how to evolve and
use the SDR and Cognitive Radio technology in order to face critical communication
challenges. One of these challenges is interoperability. First responders from different public
safety agencies fail to communicate efficiently. SDR and Cognitive radio achieves
interoperability in a simple way. Radio operating parameters such as frequency band,
modulation type, and power are controlled by software [158]. Software which is
reconfigurable allows radios used by first responders to be more flexible during critical

situations and support multiple frequency bands.
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Conclusions and Future

Work

6.1 Conclusions

The main objective of the current thesis is the study and research of communication
technologies for prediction and monitoring of disasters (natural & man-made) and emergency
situations. After discussing in detail all kinds of disasters (natural &man-made), we also refer
to the importance of critical communication services as well as critical communication users.
In addition, we refer to applications used by public safety organizations their characteristics
and their functional requirements. Furthermore, we discuss about the current hardware used
by end users in emergency situations. Hardware such as UAVs and wearables give critical
advantages to first responders during crisis situations. There has been an extensive report on
narrowband and broadband networks used by public safety agencies as well as a number of
communication techniques. The primary goal of every technique is the increase in operational
efficiency of public safety users in the field. In addition, techniques such as Al and Data

analytics are becoming powerful tools in the hands of public safety officers.

Moreover, the current thesis emphasized to the importance of disaster management and the
upcoming 5™ generation of cellular technology. 5G and in particular 5G NR is expected to
bring revolutionary changes in the way public safety users operate in critical situations. In
addition, various use cases and scenarios of public safety and their communication
technologies are discussed in detail too. Moreover, last chapter includes an analysis of
challenges and open issues concerning the operational and functional requirements of PSNs.
Many countries simply lack the infrastructure and funds to support emerging technologies for
public safety. New technologies demand improvements to the current grid, improvements
which could prove to be extremely expensive specifically for countries not being a part of EU.
This results to having a great number of countries using obsolete technology and not be able
to upgrade to the latest technology. In addition, the need for interoperability in PSNs is

greater than ever. The large amount of communication technologies and techniques used by
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different public safety agencies has caused great difficulties in terms of coordination and
cooperation during disasters. A viable solution to this matter is given by USA with the
establishment of FirstNet. A communication platform capable of coordinating different public

safety agencies.

Lack of hardware and software connectivity between public safety agencies is a serious
matter as it leads to loss of communication in the field for first responders. Furthermore, the
adaptability of new technologies is still a big issue for public safety. More and more public
safety users simply lack the knowledge to use new technologies, either to lack of training or
lack of scientific knowledge. As mentioned earlier, 5G will change dramatically the way
public safety organizations operate. In addition, 5G brings faster adoption of loT technology.
This combined with the continuous improvement of Al will give a massive advantage to first
responders. First responders will be able to receive and analyze critical information about an

incident from all kinds of devices giving them better situational awareness.

6.2 Future work

The current thesis discussed in detail only a certain number of use-cases of public safety
where communication technologies are used by public safety agencies. Moreover, we mainly
emphasized in man-made disasters, their complexity as well as their impact on humanity. The
other big category of disasters (natural disasters) also includes a large variety of examples
worthy of researching and discussing in detail. In addition, we have also referred to several
computing and communication technologies used by public safety in emergencies.
Furthermore, there is still a big number of technologies implemented in various public safety
use cases yet to be discussed. In addition, there are several emerging technologies connected
to public safety worth mentioning and researching. The current thesis also referred to several
operational challenges and open issues of PSNs. Once again, these challenges were only a
small portion, as new issues and problems appear every day due to the rapid evolution of
communication technologies. New open issues and challenges could be addressed to a future

thesis with the same subject of scientific research.
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