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Befatove 0611 glpon 0 cuyypagioc avtig g epyasiog kot 0tt kabe Ponbeia v omoia elya Yo
TNV TPOETOAGIO TNG Elval TANPMOG AVAYVOPIGUEVT Kol avaeEpetatl oty epyacio. Emiong, &y
KOTOYpAYEL TIC OMOlEG TNYEG amd TIC OMOieg €Kovo ypNom Oedopévev, 10edV, EKOVOV Kol
KeWWEVOD, elte aTéC avapépovtal akplpag ite mapappacuéves. Emmiéov, Pefardve dtL avt) M
EPYOCI0 TPOETOUACTNKE OO EUEVO TPOCMOTIKA, €101KA MG TTLYOKN €pyocio, oto Tunua

Mnyovikav ITinpogopikng kot Hiektpovikdv Zvompdtov tov ALITIA.E.

H napovoa epyasio amotedel mvevpatikn okt oia tov ottt Maveoiéckov Eppavovnk tov
Vv ekndvnoe. XT0 MANIGLO TNG TOATIKNG OVOIKTAG TPOCPACONC, O GLYYPUPENS/ONHOVPYOS
exympel oto Aebvéc Tavemomuo g EALGS0G Gdela xpriong Tov STKOUMUATOS OVOTOPOYMYNG,
OOVEIGHOV, TOPOLCIOCcNG OTO KOWO KOl Yneuokng owdyvong g epyociog owebvac, ot
NAEKTPOVIKY] LOPPY] KO GE OTOLOONTOTE UEGO, Y10 HOAKTIKOVS KOl EPEVVNTIKOVG GKOTOVS, (IVEDL
avtoAldypotos. H avowtr| mpoécPaocn oto mAnpeg keipevo g epyaciag, dogv onpaivel ko’
OlOVONTOTE TPOTO TOPOYDPNON SKOOUATOV SLOVONTIKNG wwoKkmoiag  Tov
GLYYPAPER/OMOVPYOD, 0VTE EMTPEMEL TNV OVATAPAYMOYY], AVOINLOGIEVOT|, AVTLYPOQT], TOANGCT,
EUTOPIKY XpNom, Owvoun, €xdoor, petaedptmon (downloading), avdpmmon (uploading),
UETAPPOGT, TPOTOTOINOT LE OTOLOVONTTOTE TPOTO, TUNUATIKA 1] TEPIANTTIKA TNG EPYACIAS, XWPIG
TN PNTH TPONYOVUEVN £YYPOPT] CLVOIVEGT] TOV GLYYPUPEN/OMULOVPYOD.

H éykpion g mruylakng epyasiog and to Tunua Mnyovikov [TAnpoeopiknig kot Hiektpovikdv
Yvomudtov tov Atebvoug Tlavemotnuiov ™c EAAGSOG, 0ev vIOdNADVEL OmOpOoITTOS KOt

amod0YN TOV ATOYEDV TOV CLYYPOUPEN, EK LEPOVS Tov Tunuotog,.



ITPOAOI'OX

H mapovca epyacio peretdel Kupimg 1o BN TNG ACPAAELNG TOV TOPEYOVV TO ETOLLO GUGTLLOTOL
dwyeiprong mepieyopévov (CMS) dnwg to Joomla kot 1o Wordpress 6Gov apopd o€ 10T0GEAIDEG
NAEKTPOVIKOV Kataotnudtov (ecommerce). H pehétn mpaypotonoteital 6to mAAico TTUYLOKNG

gpyaciog Kot £xel ympiotel o 000 Pacikd pEPN, T0 Be®PNTIKO TAAIGIO KOl TO TPUAKTIKO HEPOG.

EYXAPIXTIEX

H mapodoo mruylakn epyacio mpaypoatonomdnke oto Tunquo Mnyoavikov [TAnpoeopikng kot
HAextpovikav Xvomudtov tov AtebBvoig Iavemiompiov e EAAGdoc (uépog tov mpaomyv T.E.I
®eoocarovikng, oxoAn Teyvoloywv Eeappoydv, tpuqua ITinpogopikng) katd to €tog 2023. H
gpyacia avtn dev Ba pmopovoe va glye oAokANpwBel ywpic TV KOTOAVTIKE GLVOPOUN TOL K.
Kovotavtivov 'ovAidva tov onoio vyaptotd Pabud yio v vropov Kot v oTipiEn Tov Hov
TPOGEPEPE, TOGO GE POLTITIKO OGO KOl GE TPOSOTIKO Minedo. Oa Mfedo akdU Vo EVYAPIGTHC®
tov K. Bacihelo Kdotoylov yio Ti¢ KotevbOveelc Kot TIG EMAOYEG TOV OV TPOGEPEPE, ELOTKA
ota televtaio xpovia eoitmong pov oto tunuo. Emiong 6éAm va guyoplotiowm tovg mpdnv
ocopportntég pov XtvAovd Mooyo kot lwdvvn Bapodun, tovg mponv cvvepydrteg Hov
Kovortavtivo kot Muydin Aalopidn kot Quoikd Tovg T0600¢ avOp®TOVS GTO GTEVO QIAKO Kol
GUVTPOPIKO LOL TEPIPAAAOV Y10, TNV EMLHOVN GTAPIEN TOVS GTNV ETIAOYT LOV VO, OAOKANPDO® TIG
OTOVOEG PETA oo YpdVLa, TOPE TV OTOYONTELGT KOl TIS TOGES OVCKOAES TOV TPOEKLILTOV KOLTOL
KapoLS kol Kabiotovoav ™ mepdtmon g aféPain. Télog, Ba nBela vo evyaploTHcm oA TO
HEAN NG OWKOYEVEWNG MOV Kot 10taitepa TOV eKMTOV matépa pov Duuov Moavolécko, v
untépa pov Xuapdydo Mmopumn, Tov ayamnuévo pov adedeo I'empylo-Biktwpa AleEdmovio
Kot tov 0etd pov matépo Ztavpo AAeEOHmovAo, ot omoiot LVANPENV TAVTO VO AVEKTIUNTO
OTNPLYHO Y10, LEVO KOl GTOVG OTTO10VG OQeiAm peydAo uépog yio OAN ) ddpoun g {mng kot

TV GTOLODV OV, UEXPL GTILEPQL.



INEPIAHYH

To cvotuata dayeipiong mepieyopévov (Content Management System) kepdilovv oAoéva Kot
TEPLOCOTEPO £00POG GTN ONUIOVPYIO 1IGTOCEAID®MVY Kol EWOIKOTEPO NAEKTPOVIKAOV KOTAGTIULATOV

Yo TV EVKOMO TOL TTAPEYOLYV GTOVS YPTOTEGS.

21006 TNG TOPOVGAS £PYACIg £fval 1 avAAVOT TG CPAAELNG Y10, TOL NAEKTPOVIKA KOTAGTHLLOTOL
ta. omoia £yovv onpovpyndel pe Aoyiopikd CMS (Content Management System) Onwg eivat to
Joomla xor 1o Wordpress. Ta mepiocdtepa TAEOV MAEKTPOVIKG KOTOGTHUOTA EYOVV
Katookevaotel pe kdmoro CMS kobnhg mapéyovv TANOdpa SLVOTOTHTOV PECH ATO TO EPYOAEia

(plugins) mov mapéyovv, gite dwpedv gite Oyt

210 TPOTO HEPOG NG epyaciog yivetan pa PAoypa@iky ovaskOTNon Yo TOLg KvoHVoug TV
10T0cEAId®Y, TL akplpadc eival, moG mpokaAovviol kot wov eviomilovial. AvaAvovtal ot

mhoteoppeg CMS mov Ba ypnoiponomBovyv 6To TPOKTIKO LEPOG.

210 KUPIOG HEPOC TO OTOT0 OTOTEAEL KO TO TTPOKTIKO KOUUATL TNG epyaciog avaivovtol OAa Ta
epyodrein KaBOG kol ot avaAivoelg (1eot) ta omoio Ba yivouv GTA €VOEIKTIKA TMAEKTPOVIKA

KOTAoTHHATO TOL B 6TNOOVV 181Kd Y10 TO GKOTO QVTO.

Télog, yivetar o mpoondOela va cuykevipmBohv Odeg o1 evmtdbeteg mov Ha VITOTIGTOVV KOOMDG

KO TPOTAGELS Y10l TNV OVTILETOTLICT] TOVG.



ABSTRACT

Content Management Systems (CMS) are increasingly gaining ground in website creation and
particularly in the development of online commercial stores due to the convenience of creation
they offer, both to developers and users. The aim of this study is to analyze the security of online
stores that have been created using CMS software such as Joomla and WordPress. Nowadays,
most online stores are built using some CMS because they offer a plethora of capabilities through

tools (plugins) that are entirely free, or not.

In the first part of the study, a literature review is conducted on the risks of websites—what they
are exactly, how they are caused and where they are located. The CMS platforms that will be
used in the practical part of the study are analyzed.

In the main part, which also constitutes the practical segment of the study, all tools and analyses
(tests) that will be performed on representative online stores specifically set up for this purpose

are examined.

Finally, a try-of-effort is made to compile all the vulnerabilities that were located as well as

recommendations for addressing them.
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EIXATQI'H

To tedevtaia ypovia, 1 TexvoroYia £xel dielcdvoel BabvTata oTnY KaONUEPVOTNTA TOV TOANTOV
KOl TOV KOTOVOAOTOV, OOV OTOTEAEGHO 0VTOV €lval Kot 1 avdykn onpiovpyiog NAEKTPOVIKAOV
KOTOGTNUATOV 6TO TOUEN TOV eMyEPNoeV. QoT1d60, poll e TIC EVKApieg TOV TPOCPEPEL M
€VKoAia. Onuovpyiag €vOG MAEKTPOVIKOD KOTOGTNUOTOC, eu@avilovtor kot moAAol kivovvol
OYETIKA PE TNV ac@dAeln TV mAnpoeopldv. H kuPepvoacepdiela eival évag topéag mov £yel
AaBel Wwitepn mpoocoyn AOY® TV avEUVOUEVOV KLPEPVOEMBECEDY KOl TNG OVAYKNG Yol
npootocios Tov dedouéveov. H aocpdieln Tov SIKTLOK®V GLOTNUATOV £XEL LETATPONEL GE
TPOTOPYIKO HEANUO YL OPYOVAOCELS Kol W0pOHata. To 0edopévVa OTOTELOVY TO UEYOADTEPO
TEPLOVGLOKO GTOLYEID TMV TEPIGGOTEPOV KOl 1] TPOGTAGIN TOVS OO KLPEPVOEMOETELS, O10PPOES
Kot Topaflacelg amotelel Oepeldon TpotepadOTNTA. € £va TETO10 TEPPAALOV 1 AGPAAELD eV

amotelel ToALTEAELD, OAAG OVAYKT).

KébBe 1ot0o0erida kot nAekTpovikd Kotdotnpo, avedptnra amd to péyebog 1 Tov okomd NG,
QEPEL TNV €VOVVN VO TPOGTATEVEL TOL SEGOUEVH TV YPNOTOV TS H gumotocvvn tov ypnotomv
glval evaicOnn, kot o pdévo mopafiocn Uropel va 00N YNOEL GE OMMOAELN TNG EUTIGTOCVVNG, LE

GUVETEIEG TOAD TTEPAV TG ATOAELNG OEOOUEVMV.

To mepPdArov To0L AtadikTOoL E€ival SLVOUIKO Kot cuvey®ds petaforidpevo. Ot TeyVIKEG
emifeomng Kol EKUETAAAELOTG TOV ELTOOELDY GTO AOYICUIKO Kol TO VAIKO, cuveyms e&eAicovtat.
I avtd t0 AOYO, N AVATTTVEN OG 10TOGEMONG OEV TTPEMEL VO CTAUOTA GTOV GYEOAGUO KoL TNV
viomoinon g, oAAd va cvveyileton pe TN OpKYy evnuépmon kot avaPaduon tov pETpwv

aGQaAElngG.

[Tépav TV Bacikdv TEYVIKOV UETPOV, OMMG 1 €YKOTACTOON TPOCTUTEVTIKMOV TEWYMOV KOl TO.
oLOTHNOTA avixvevong eofoidv, M ekmaidevon Kot M gvaicOntomoinon Tov AvOpOTIVOL
napdyovta givarl e€icov onuavtikés. [ToAAES popéc, ot kuPepvoemBéoelc Exovv emtuyio AOy®

TV TTO TPOPAVOV avOpOTIVOV AaB®V.

H acediela ota niektpovikd kataotipota (e-shops) ivar amd ta mAéov kpicipa {ntypato g
YNEuIKNG emoyng. Xta e-shops vmdpyetr dwyeipon gvaicOntov dedopéva TOV ¥PNOTOV, Ao

TPOCOTIKES TANPOPOPieG OmmG 01EVOVVGEIC Kot TNAEP®VA, UEXPL OTOLYEIN TICTOTIK®OV KAPTDOV



Kot dALeg TAnpopopieg mAnpouns. Mo mapafioon g acedielag oe Eva e-shop pumopet va et
KOTOOTPOPIKES GUVETELEG, TOGO Y10 TOVG TEAATEG OG0 Kot Yo TV gToupeia. [T€pav ¢ anmAglog
NG EUTIOTOGVVIG TOV TEAUTAOV, VITAPYEL KOl O KIVOUVOG VOLUK®V ETOKOAOVO®MV Kol CUOVTIKOV
OKOVOLIK®V  omtwAel®v. Emopévmg, m emévovon o€ adliGEIGTO CGLGTNHUOTO ACQOAELNG,
TPooTaciog omd eMOEGEIC KAl 1 GUVEXNS EVNUEPMON OTIS KOADTEPES KOl VEOTEPES TPOKTIKEG
KuPepvoacedrelag eivarl avaykaio yio k6Oe etapio Kol KOTAGTNUO TOV EMOIOKEL TN S0THPN O

g alomotiog 6.

BIBAIOTI'PA®IKH EINXKOITHXH

H acpddea tov 10T100eA0®V glval po amd TiG To KPIGHES d1GTACELS TG KLPEPVOUTPAAELNG
otV €noyN ToL A dkTO0L. ME TNV EMEKTACT TNG YNPLOKNG AYOPAC, Ol IGTOGEAIDEG LN PETOVV

WG TPOTEVOVGEC TOHAESG Y10 TNV OAANAETIOPOOT HETAED TOV ETYEIPNOE®V KOl TOV KOTOUVOADTOV

[1].

[Ipoxtikd, 1 acedrelnr T@V 10TOGEAId®Y ovvicTatol o€ TOAAATAG emimedo mpootaciog. H
KPLTTTOYPAPNON HE TN XPNON TPOTOKOAL®Y Otmwg to SSL/TLS elvan amapaitnn yio v acQoAn
petapopd dedopévev peta&h Tov dtakoot kot Tov teldt [2]. Extog and avto, sivon kpiciun
N wpoeVAaEN and embéoelg 0nwg SQL Injection, 6mov ot ei6forelg mpoomabodv va ekTeEAEGOVY
KkakoPoviec evtoréc SQL ywa va amoxtioovv mpdsPfacn o€ gvaicOnteg mAnpopopieg 0TS Kot
embéoeig Cross-Site Scripting (XSS), mov emtpémovy 6tovg eIGPOAEIC Vo EKTEAECOVV EVEPYELEG

€K LEPOVS TV YpNoTOV [3].

Ot xivovvor mov avtipeTOmilovy o1 16ToGEAIdEG elval motkilol kol cuyva eéedicooviat. Extog
and TG emBécelg SQL Injection kot XSS, vmapyet o kivovvog twv DDoS embéocewv, mov
ATOGKOTOVV GTNV TANPY GOPAVELD TNG LOTOGEMONG ONUOVPYADVTOG UEYAAN €KOVIKY Kivnon
«flood» oto diktvo [4]. AAlot kivdvvor mepthapPdvouy v KAOT Sed0UEVOV, TNV ATOKAAVYT)

VTOOELDVY KO TNV KOK YPNOoT TOV EPYOAEi®V dayelpiong TePLEXOUEVOV.

210 TAAIC0 aVTO, £ival amapoiTNTO Y0 TIG EMXEPNGELS TOVG OPYOVIGLOVG KOl TL ETOIPLES VO

EQOPUOGOVY GLUGTNUOTIKA TPOTOKOAAD ACPAAELNG KOl VO TAPAKOAOVOOVV cuvey®g Yo ThavEg



ancihés. H acpdiela Tov 16T06eMOmV dgv gival TAEOV TPOALPETIKY, OAAL OVGLOCTIKN Yol TNV

TPOCTUGIO TOV TANPOPOPLOV KOl TNG SLOTHPNOT TNG EUTIGTOGVVIG TV YPNOTAOV.

Aoxkipég oeicdvong (Penetration Testing)

H doxyn deiodvong, yvowor) kot o¢ Penetration test, amotelel o eEetducevpévn TEXVIKN
a&loAOYNoNG TG AGPAAELNG 1GTOGEAId®Y, SIKTO®MV Kol GAA®V LTOSOUMV TANPOPOPIKNG. XTO
TAOIG10 aVTHG TS SL0OIKAGIOG, TPOCOUOIOVOVTOL EMOEGELS OO U1 EE0VGLOOTNUEVOLS XPTOTES
1 GLOTNUATO, EITE ECOTEPIKA £lTE EWTEPIKA, [l GKOTO TNV OmOKTNON TPOSPacnS oe gvaichnta

dgdopéva, Omwg kot tnv TpdkAnon Prapdv ot Asttovpyia.

O kVplLog 6TOYOC TG doKIUNG dteicdvong eivan 1 a&loAdynon g AGPAAEINS TOV CLGTNUATOV,
Kkaté 160 givarl Pkt N wopaPioon aVTOV Kot 1 ovEALeT TV TOOVAOV GUVETEIDV TOV PTOPEl

va £xovv tétoteg TapoPLicelS GTOVG GYETIKOVS TOPOLG 1 AELTOVPYIES.

H doxyn oOweicdvong cupPfdiiel otV OVIWEIOMICN TOV YEVIKOV TTLYOV EAEYXOL Kol
CUUUOPPMONG TOV KOVOVICUAOV KOl TOV PEATIOCTOV TPOKTIKOV TOL KAAdoL. Mécm g
EKUETAAAEVONG TNG LTOSOUNG MG OpYyavmong, 1M dokiur dieiocdvong pmopel vo amodeibet

axplPdg Tmg Evag emTifépeVoc pmopet vo amokmoetl TpdcPact oe gvaicOnta dedopéva.

H odwodwoacio g dokiung Oieicdvong amoteleitor and ddpopa oTddo, OTMG 1 GLAAOYN
TANPOPOPLOV, 1 EPELVA KO EKUETAAAELGN, 1] GUVTAEN AVOPOPAS KOl GVOTAGEMY, KOODS Kot 1
AVTILETOTION HE ovveyn VTooTHPEN. Ot JoKIHEG TPOYHATOTOOUVTOL KLUPI®MG HE GKOTO TN
dwnpnon g acPdArelag TG ovATTLENS AGPAAODS AOYIoUIKOD KATA TN SLUPKELL TOL KUKAOL

Cong Tov.

Xe ¢pevva mov deENyn 1o 2022 amd v etoupion Sucuri, eviomioOnke mog 14.51% twv
evnabeldv eiyav mpokAnbel oe 10t0cEAdEG pe Aoyiopkd Wordpress mov Agrtovpyodoav pe
alaidtepeg ekddoel; Tov Woocoomerce, epyaieio (plugin) to omoio Ponbdel ot dnpovpyio
niektpkov Kataotpatog [1]. v b €pevva a&oroyndnkav kot Gileg emiBéoelg kot

EVTAOEIEC MOTE VO, EVIOTIGTOVV 01 GUYVOTEPES €€ OVTMV LE GKOTO TNV OVTILETMOMTIGT TOVG.
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Malware Family Distribution - 2022

100%

75% 72.72% 69.63%

<o 46.76%
23.63%
25%
8.12% 6.71% 5.95%
- B == 1.04%
0%
@ & & ® <& o Y *
& o & o & & & &
¢ ¥ e v & & T
& <! ‘2@ K
QZ

Ewxova 1: H ovyvotnro ue v omoia evtoriloviol o evwaleieg (mnyn. hitps.//sucuri.net/)

To mapamdve didypoappo epEavifel To evprHaTa KOTA TV EKKABAPION TOV VTOAOYIGTOV. AVTO
TPOKTIKA SNUOEVEL TOG P 16TOCEAD EVOEYOUEVMS Va. EYEL TPOGPANOEL amd dVO 1| TEPIGGOTEPES

evmadelec.

2y 0w épevvar EVIOTIGTNKOV TOAAEG TEPIMTMOGELS VITOKAOTNG GTOLEIDV MIGTOTIKNG KAPTOG.
210 90% TV TEPIMTOGE®Y, Ol 16TOTOTOL BPEdnKaV Vo TEPLEYOLY GVGTNO VTOKAOTNG ad TNV
TAEVPA TOV OOKOUIGTH UE TN Hopen KakOBovAov khdwke PHP mov dev etvan eEmtepikd opatog
KOl UTOPOVV VO EVTIOTIGTOVV HOVO o€ eminedo dwakopotr. 'Eva dAlo 14% tov 1otéTonmv glyov
GUGTNUO VTOKAOTNG omd TNV TAELPA TOv TEAATN oL Ppébniav pe ™ popev Kakdfovimv
exteléoewv KMOka (injections) JavaScript. Ot mo cvvnbiouéveg tonobecieg o6mov Ppébniav
OVTA TO, TUAHOTO KOOTKOL Y10, VTOKAOTEG MOTOTIKAOV KAPTOV EUQAVILOVTOL GTNV ETOUEVN EIKOVA

Omov eaivetal To apyelo Kot 1 cuyvoOTNTA LE TNV ool €iye LOAVVOEL.

11



Credit Card Skimmer File Locations - 2022

_

./wp-content/plugins/woocommerce/templates/checkout/form-checkout.php 29.37%
Jwp-includes/vars.php 25.99%
./wp-content/plugins/wpyii2/wpyii2.php 20.68%
Jwp-content/plugins/wpzip/wpzip.php 13.72%
./app/Mage.php 5.02%
Jwp-content/plugins/wpputty/wpputty.php 5.02%
./app/code/core/Mage/Core/Helper/Cookie.php 4.73%
./app/code/core/Mage/Core/Model/Config/Base.php 4.44%
./Japp/code/core/Mage/Core/Model/Abstract.php 4.25%
.Japp/code/core/Mage/Core/Model/Session/Abstract/Varien.php 4.25%

Ewova 2: Xvykevipowurn Avalvon Zvyvotnrog EvmaOov Apyeiov yio Skimmers oe Xvotijuoro. WordPress — 2022 (mnyn:
https://sucuri.net/)

ATO TV TOpaTOve €IKOVO, £IvOl EULPOVEG TOG TOV HEYOADTEPO Kivouvo OloTpéyel 1o apyeio
“form-checkout.php” 1o omoio givar vmevBvvo Y TV oAokAnpwon oG oyopds HEGH TOV
Woocoomerce, Tov ONUOPIAESTEPOL  OMAON  gpyoAeiov  Onmuovpylag  MAEKTPOVIKOD

KOTOGTLLOTOG.

INPAKTIKO MEPOX

210%0G TNG TOPOVCAG HEAETNG Elval 1 AvAALGON TNG ACPAAELNG Y10 TO NAEKTPOVIK( KOTOGTLOTO
T omoia €govv onpovpyndel pe Aoyiopkd CMS (Content Management System) Onwg eivar to
Joomla xor to Wordpress. H emdoyn tov mopandve AOYIGIIKAOV £Yve PE POCIKO KPLTHpLo N
YPNON TOVG, ONAAON TO HEPISIO ayopdg mov £xel To Kabéva otn dnpovpyio 10TOCEAId®V. Xg
épevva mov deENyon to 2023, mepimov 810 exaToppvplo 16TOGEADES £xovy dnovpynOel pe v

mhotedppe. Wordpress. Avtd avtiotoyel 6to 43% OA®V TV 16TOGEMO®MV TOL VIAPYOLV GTO
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dwdiktvo, kabotdviag to Wordpress otnv mo onpoedr] mhotedpue CMS pe peydin dopopd
amd T dAdec mhateoppes. [o 1o Adyo avtd oty mopovca gpyacio emAéyOnkav 600
mhoteopueg CMS yuo i dokpég kabmg emiong dlvetar peydin éugaocrn oto Wordpress. H
deutepn mAaTEOpUO oL €xel emAeyBel elval to Joomla, o mhatedpua pe 30 ekatoppvplo
10T00eAdEC marykoopimg (ntepimov to 1.8% g maykodcag ayopdg) [1]. Ta dvo awtd cvuotipata
Oumg gtvar oty TpdTN TEVTAdQ 000V apopd T CMS kat edkdtepa otnv EALGSA givar ta dvo
mo dnpoein. ITo ovykekpéva, to pepidlo g ayopdc povo ota CMS Stapopedvetol wg eENg
[1]:

WordPress — 64.2%
Shopify — 6.2%
Wix —3.4%
Squarespace — 3%

Joomla —2.5%

A e

Me dedopévo mwg to. Shopify, Wix kat Squarespace d100£Tovv TIg VANPEGIEG TOVG ML TANPOUN,

emhéyOnkav to Wordpress kot to Joomla yo t1¢ dokipéc.

Me0Ooooroyia

210 TAAIC10 TNG TOPOVCOS EPYAGIAG, VAOTOWONKE Lo TPOGEKTIKA oyedacévn pebodoroyia yio
™V ektéheon doKIUdV dieicdvong (penetration tests) kot TNV aviyvevon evTabEIdV G€ d1APOPES
OLOVKTIOKEG EQAPUOYES Ol OTOIEG ONUIOVPYNONKOV HE OMOKAEICTIKO GKOTO Vo gAeyyBovv Yo
evndOetec. Evdegyouévog oe mpaypotikéc cvvOnkeg, onAodn o€ 10T0ceAideG ol omoieg Oa
QULOEEVOUVTOL GE TTPOYHOTIKOVG SErvers KOmTolo OmOTEAEGUOTO VO TTOV OLOPOPETIKA AAAL AOY®
NG EMKIVOLVOTNTOG OV £YOVV TOAAES pHEBOdOL amd avtég mov Ypnoomoldnkay, OAEC Ot
OoKIEG éywvav oe eheyyduevo mepiaiiov (localhost) kKaBdG Kol Ge €KOVIKOOG VTOAOYIGTEG

(virtual machines). H peBodoloyia mov akolovbnOnie mTeptypaeeTol ovOAVTIKE GTO TOPAUKATM

rjuaro:

Anmovpyio Ewovikaov Mnyovav: Apyikd, onpiovpynnkav Tpelg Ol0pOpeETIKES EIKOVIKES
unyovég oto Amazon Web Services (AWS), ot omoieg giyav €yKoTeSTNUEVO TAL AELITOVPYIKA

ovotiuata Windows 11, Windows 10 ko Kali Linux avtiotouyo.
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Eykatdotaon Java JDK: Xe Okec T ewovikég pnyovég eykataotddnke to Java JDK,
pokepEvoy va efacpaiotel n copPatodtnta pe Tig epappoyég mov Ba ypnoponomBovv yio Tig

doK1EG dieioduong,.

Eykotaotaon XAMPP, WordPress kor Joomla ota Windows: Xtig sikovikég unyavég pe
Aertovpykd cvotnuo Windows, eykotactddnke 1o XAMPP, to onoio gival éva AoylopHikd mov
napéyxel mepPdilov Apache, MariaDB, PHP kot Perl. Xtn ocvvéyswa, dnuovpyndnkav dvo
totoceAidec e-shop, pio pe v ypron tov CMS WordPress kou pio pe v yprion tov CMS
Joomla. KdBe 1ot00eMda avoantoyfnke kot pubuictnke pe okomd v mpocopoimorn evog

TpaypHaTIKov mepPdAiovioc e-shop.

Eykotdotaon Kali Linux kot XAMPP: v tpitn ewkovikn unyavn, eykataotddnke to Kali
Linux kot to XAMPP. To Kali Linux givai éva Aertovpyikd cOGT TOL £XEL GYEOOGTEL E101KA

Yol TNV TPOYLOTOTOIN oM SOKIU®VY S1€160VONG Kot ovAALGONG EVTOOEIDV.

Aoxipég Awgicdvong ota Windows: Xpnowomowwvtog ta gpyoreic OWASP ZAP, Nessus,
Zenmap wou Wireshark, mpaypoatomombnkay dokipég deicdvong otig 16T00eAdeg e-shop mov
onuovpyndnkav ota Windows. Kabe gpyadeio ypnoyomonke yio S10popeTIKONG GKOTOVG,
Omm¢ M aviyvevon evmabeldv, N avdAlvon g Kivnong SIKTOov Kal 1 e£EPEVVIOTN TWV SIKTLAK®OV

VINPECIOV.

Aoxipéc Aeiodvong oto Kali Linux: Xmyv ewovikd nepifairov Kali Linux, gionydncav ot
10t00eAideC e-shop kot mpaypatoromnkay SoKIUES SEIGOVONG YPNOIUOTOIDOVTAG TO. EPYAAEiD
WPScan kot SQLMap. To WPScan ypnowomomnke yw v aviyvevorn esvmabeudv 610

WordPress, eved to SQLMap ya v aviyvevon gvmabeidv SQL Injection.

Avéivon Amotereopdtov: To amoteAéopota Kot Ot ovopopés mov moprydnocav omd kdbe
gpyorelo koatd 1N Suwdpkewr TOV OdokudV deicdvong Ba  avaivBovv Aemtopepds o€
petayevéotepo otddlo. H avdivon avty Oa mepilapfdaver v e&étaon kabe gumdbeiog mov
aviyvebnke, v aloAdynon g cofapdttdc ¢ Ko v ovalntnomn mbavov AceEmV Kot

TPOANTITIKOV UETPWV.

O1 Aertovpyiec wov Ba vroBAnbovv ce e€étoon kot Oo tefovv vitd Eheyyo givar ot ENc:
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1. 'EAeyyoc Tovtommrag kot E&ovcioddtnong (Authentication and Authorization): H
10TOGEAIDO TOL NAEKTPOVIKOD KOTAGTILATOG Oa Tpémet va 0100€teL £val AGPALEG GUGTN LA
oLVOEONC OV amoTel 1oYLVPOVE KOIKOVG TPOSPacng Kot €xel AdPet pétpa yioo v
arotpony] embéccwv. Oa mpémer emiong va  dwbétel  KATAAANAOLG  EAEYYOLG
€E0VG1000TNONG Y10 VO SCPOAAIGEL OTL Ol YPNOTES UTOPOLV VO XYoLV TPOcPactn HOVo
OTIG 6EMOEG KO TIG Agttovpyieg 6TIG omoieg glvat e£0VG1000TNUEVOL VO £XOVV TPOGRAGT).

2. Emudpwon Ewsdédov (Input Validation): H 16t06eMO0 TOV NAEKTPOVIKOD KOTAGTIUATOG
Oa TPEMEL VO ETIKLPDOVEL OO TOL GTOLYELD EIGOA0V TOL YPNOTN Yo Vo aoTpéyet v SQL
injection, tn dnuovpyia cross-site scripting (XSS) ko dAleg embéoerc.

3. Aocoalelg Emkowwvieg (Secure Communications): H 16toceAiida tov mAekTpovikon
KATOoTNUATOS Oo TPEMEL VO YPNOUYOTOLEL OGPAAT] TPMOTOKOAAD EMKOVAOVING OT®G TO
HTTPS yia v tpoctacio twv evoicOnTov dedouévmv KaTA TN HETAPOPA.

4. EmeEepyocia [Tinpopodv (Payment Processing): H 16tocelida 100 MAEKTPOVIKOD
KATOOTUATOS Ba TPEmeL vor S1a0€TEL AoPaAEG cVOTN O ETEEEPYOGIOG TANPOUDY TOL VO
cvppopeavetal pe tpotvmo Onwg to PCI DSS.

5. Awpopewon Awxopioty (Server Configuration): H 1otoceAida tov mAektpovikoD
KOTOOTNUATOG O TPEMEL VAL EYEL 0L AGPOAT] SIOUOPPMOT| JIOKOULGTN OV TEPIAAUPEVEL
KATAAANAES Gdgleg apyelwv, ac@aiel KodkoOs TpdSPaons Kol TOKTIKEG EVNUEPDOELS
acQUAELOG.

6. Evoopoatdoeg Tpitwv (Third-party Integrations): H 1ct00elida ToL mMAgkTpOVIKOD
KataotNUaTog Oo mpémel va edeyyBel yia TpwTd onueio 6€ 0TOEGONTOTE EVOMUATMOELG

TpitVv, OTMSC TOAES TANPOUDV, TAPOYOL ATOGTOANG KOl AALEG VN PEGIES.

AteEdryovtag auTEG TIG SOKILES Y10 TNV EVIOTMIGUO TPMT®V onpeiwv, propel va dtac@aiotel 6t
1OTOGEAIDO TOL MAEKTPOVIKOD KOTACTAUOTOS £ivol aGQOANG Kol TPOSTATELUEVT] Omd TOAvVEG

emBécelc.
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Penetration testing 6to WordPress (Woocommerce)

OWASP ZAP (WordPress Pen Tests)

To OWASP ZAP (Open Web Application Security Project Zed Attack Proxy) eivou éva avorytod
KOO epyoreio yo T dokyn TG acQAAEl0g 16TOGEAMDd®MV. ATotedel pio TOAD yproUN
TAOTEOPUO. Ylo. TOLG emayyeluaties aoceoieiog mov epyalovion pe dokipég Oeiocdvong
(penetration tests). To OWASP ZAP mopéyet duvatdomreg Ommg 0 avTOHATOS GOPMTNG, O 0T010g
umopel vo avakolOyel mOAAEG evmdbeleg o pol 16TOCEADN, cLpmEPIAAUPAVOUEVOY TMOV
nopafibcemv g moMtikng 1dag mpoérevong (Same Origin Policy), tov embécewv SQL
Injection kot tov embBécemv Cross-Site Scripting (XSS).Xe yevikéc ypappés, 1o OWASP ZAP
glval éva 1oyvpo epyoareio yu v €EQGOAAON TG ACPAAENS TV 10TOGEMOWV, TOPEYOVTOG

eKTEVELG dLVOTOTNTEG OOKIUNG O1EicOLONG.

Evykatdotaon kor poOuien oo OWASP ZAP

[Na v extéleon Tov epyadreiov dokiung deicdovong OWASP ZAP oty skovik] punyoavn, ftov
amopoitnTn 1 AYN Kot 1 €YKatdoTtoot e TAatedpuag avdmtuéng Java (Java JDK 20). Kotd
NV apyKomoinon g €poproyns, Mmonke amd tov ypnot vo emiééel €av embouesi va
amofnkevtel T0 TPOYPUUUATIOUEVO TEOT Oleicdvong. Me v emAOYN TOV TPOETIAEYUEVOV
puuicewv, Eexivnoe m dwdwaocia tov 180T, gv®d oto medio URL eonybn n oevbuvon
'http://localhost/wordpress'. Ot péBodot “crawling” mov ypnoyomomdnkay yoo v oviyvevon
TOV GUVOEGUMV NG 10TOCEASOC NTtav ol mpoemiheyuéveg  “Ajax Spider” kou “Traditional

Spider”.
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) UntitedSesion - OWASP 2P 2130

File Edit View Analyse Report Tools Impot Export Online Help

Sandardiode V|1 B 0 B @GO *EEDE0EEEEE 48 VO %m-me@ed
@ stes 4 $ 4 uickstat = Request = Response (5 Requester
enEd
() Contexts <
[©] Default Context
@ sies
URL o attack: http://127.0.0.1mwordpress/
Use traditional spider.
Use ajax spider. with | Chrome Headless v
tack | stop
Progress: Using ajax spiderto discover the content
B Histy  C\ Search  [UAlerts [ ] Ouput  #Spider % AIAXSpider * 3 D AdiveScan
N 1 [ Crawled URLs:12 @ Export
Processed D Req. Timestamp Nthod URL Code Reason
® 483 7122123, 452:03 P eT 200 0K
e 484 7122123, 45203 PM GET 200 OK
® 485 7122123, 452:03 PH = 200 0K
® 486 7122123, 452:03 PH = 200 0K
® 487 7122123, 452:03 P = 200 0K
® 488 7122123, 452:03 PH eT ifps:istats.wp.comiw s er=202320 200 0K
® 489 7122123, 452:04 PH = 200 0K
® 490 7122123, 452:04 PH = itpilocainostiwordpresswp-ncludesfiswe-emojiel 200 0K
@ Outof Scope 491 7122423, 452:04 PM GET http:/ipixel wp.comig.gifx_stats-initial-visibility=visible. 403 Forbidden
® 492 7122123, 452:04 PH = ip127.0.0.Ravicon.co 200 0K
Outof Scope 493 7122123, 452:04 PH posT itps:iaccouns google.comiListAccounts?gpsia=18s 403 Forvidden
@ Outof Scope 494 7/22/23, 45204 PN GET http:/lecalnostwordpress 403 Forbidden
@ Outof Scope 495 7122423, 452:04 PM GET http:/Mocalhostfavicon.ico 403 Forbidden
@ Outof Scope 496 7122123, 452:04 PH posT itps:iaccouns google.comiListAccounts?gpsia=18s 403 Forvidden
@ Outof Scope 497 7122123, 452:04 PH posT itps:iaccouns google.comiListAccounts ?gpsia=18s 403 Forvidden
@ outofscope 498 7122023, £52.05 PM POST hitps:/iaccounts.goagle comListAccounts ?gpsia=1&s. 403 Forbidden
@ outofScope 499 71221423, 452:05 P POST htips://accounts goagle.com/ListAccounts 7gpsia=1as. 403 Forbidden
@ outofScope 500 7122123, 452:06 PM GET hitp:/Mocalhostwordpress/my-account/ 403 Forbidden

Aerts [0 U4 (U6 I3 Main Proxy: localhost8080
—

This screen allows you to launch an automated scan against an application - just enter ts URL below and press ‘Atiack.

+

Automated Scan

Please be aware that you should only attack applications that you have been specifically been given permission to test.

RTT Size Resp. Header
ams 270 bytes
ame 268 bytes
ams 267 bytes
ams 267 bytes
ams 267 bytes
1ams 408 bytes
1ms 254 bytes
2ms 269 bytes
oms 130 bytes
1ms 259 bytes
oms 130 bytes
oms 130 bytes
oms 130 bytes
oms 130 bytes
oms 130 bytes
oms 130 bytes
oms 130 bytes
oms 130 bytes

Size Resp. Body
89,816 bytes
9,508 bytes
3,029 bytes
1834 bytes
2,139 bytes
10,778 btes
7,043 bytes
18,802 bytes
40bytes
30,894 bytes
40bytes
40bytes
40bytes
40bytes
40bytes
40bytes
40bytes
40bytes

v @selet

£

Highest Alert Note
o Low

o Low

o Low

o Low

o Low

P Medium

o Low

o Low

a

Tags

o Low

CurrentScans 40 &0 ®1 D0 @0 -0 #1 #o

Eixova 3: Avroporomomnuévy Zapwon OWASP ZAP yio. Aviyvevon Evrafeicpv

) UntitedSession - OWASP 24P 2130

File Edit View Analyse Report Tools Impot Export Online Help

StandardMode | |1 & & ER-IEIEE - == El === A0 % @ ] @€
@ stes 4 § 4 cuickstan <> Request = Response 5 Requester
ensEd
(5 contexts <
] Default Gontext
@ sites
This screen allows youto launch an automated scan against an application - ust enter its URL below and press ‘Attack.
Please be aware that you should only attack applications that you have been speciically been given permissionto test.
URLto attack it:11127.0.0.1wordpress/
Use traditional spider: ()
Use ajax spider (71 with | Chrome Headless
& Atack stop
Progress: Attack complete - see the Alerts tab for etails of any Iss ues found
sty O Search U Aletts Ouput  #spider  WAIAXSpider D ActveScan
00 /¢ Content Security Policy (CSP) Header Not Set

) GET: http1127.0.0.irobots txt
] GET: ht:1127.0.0.Visitemap xmi
] GET: ht1127.0.0. 1hwordpress/
[P Cross-Domain Misconfiguration
74 Higden File Found (2)
[P Missing Anti-clickacking Header
|4 Big Redirect Detected (Potential Sensitive Information Leak)
[~ Cross-Domain JavaSeript Source File Inclusion (13)
[ Server Leaks Information via "X-Powered-By” HTTP Respanse
71 Server Leaks Version Information via “Senver” HTTP Respanse
[ Strict-Transport-Security Header Not Set
|4 x-Content-Type-Options Header Missing (21)
% information Disclosure - Suspicious Comments (9)
R Modem Web Application
[ User Agent Fuzzer (12)

Aerts [0 (U4 U6 U3 Wain Proxy:localnost80so

hitp:71127.0.0.1irobots bt

Risk [ Medium
Confidence:  High
Parameter
Atack
Evidence

WE ID: 6o
wasciD: 15

Source Passive (10038 - Content Security Policy (CSP) Header Not et
Alert Reference: 10038-1
Input Vector:

Descrption:

)

+

Automated Scan

v | @ select

Content Security Policy (CSP} is an added layer of securty that helps to detect and mitigate certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks. These atacks are used for everything from data theftto site defacement or distribution of
malware. CSP provides a set of standard HTTP headers that allow website owners to declare approved sources of content that browsers should be allowed to 10ad on that page — covered types are JavaScript, CSS, HTHL frames, fonts, images and embeddable abjects

such as Java applets, ActiveX, audio and videofiles.
Other Info:

Solufinn:

Eixova 4: Kotnyyoproroinon Amoteleouarwv OWASP ZAP yio Avotvtikn Aidyvawon
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Katéd v ohokMpwon g cdpwong, Oa mpémel vo onuetwbel g 1 Paon dedopévav elyxe
KataoTpagel. Znv endpevn Aota mov 0KOAOLOEL givol Ol AEMTOUEPEIES GYETIKGL UE TLYOV

TPOPANLLOTA TTOV EVTOTIGTIKAY.
- AavBacpévn SlopdpemoT) S10POPETIKOL TOUEC.
- Evromiomnke kpued apyeio (2 mepintdoelg).
- Amovoia keparidag Anti-clickjacking.
- Evromiomnke peydin avakatevbovon (IIBavn dtappon) evaicOntmv mAnpoeopidv).
- Zoumepidnym apyeiov mnyaiov kddwa JavaScript amd dtapopetikd Topéa (13 TeprtOoELS).
- O dwkopotg dappéet mAnpopopieg pésm g andvimons HTTP "X-Powered-By".
- O dwakootg dappéet TAnpopopieg péow g amdvinong HTTP "Server".
- H xepaida Strict Transport-Security dev £xet oploTei.
- Aginel n kepaiida X-Content-Type-Options (21 mepuntdoeLg).
- ATokdAvym TAnpoeopldv - Yronta oyoAa (9 mepmtdoels).
- Z0Oyypovn epapuoyn 16Tov.
- User Agent Fuzzer (12 nepintooeig).

Yrdpyer po Aemtopepng ewomoinon oyetwkd pe v "Kepoiida ITloMrtikrg Acedieing
[Tepreyopévov (CSP) mov dev €xet opiotel” pe enimedo KvdHVoy HEGOIO KOl VYNAR EUTIGTOGVVN.
H meprypaen e€nyel T eivon 1o CSP ko T onpocio Tov 6tV avIETOTIOT OPICUEVOV TOTOV
embéoewv, ocvunepthapPavopévov tov embécewv Cross-Site Scripting (XSS) kot embéoewv

EI00YMYNG OEOOUEVMV.

AvailvTikoTtEpa :

To apyeio avagopdc chpwong ZAP mepiéyel T1g akdiovbeg edomomoelg HEGOV KvOHVOL

(medium risk):

o Aev &pet oprotel n keparida [Toltikng Acedreiag Iepieyopévov (CSP) yua tov 1otdtomo

http://127.0.0.1/wordpress . Avtiy n €wWdomoinon gpeaviletor 6tav €vag 16TOTONOG deV
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opiler wa xepoarida IMoMtkng Acpdieiag Ilepieyopévov (CSP), m omoio pmopel va
BonBnoel oty mpoOANYN Hog oepds embécewv, copmepthappavopévng me XSS. H
€100m0INoN EUPAVICTNKE LE VYNAT EUTIOTOCHVY).

Bpéonke Kpoppévo Apyeio oto http://127.0.0.1/server-status . Avtq n ewdomoinon
eppaviCeton 6tav avaKoAVTTETAL £va KPUIPEVO apyeio 1| KaTdAoyog 6Tov dakopoth. H
€100moINoN EULPAVICTNKE LE VYNAT EUTICTOCHVY).

AovBoopévn  Awpdpemon  Alatopswokng  Emkowwviog  yiwo  tov  16TOTOTO
https://stats.wp.com/w.js?ver=202329. Avt| mn ewdomoinon eueaviCeton oOtav  €vog
10TOTOTOG £V OUOPPOUEVOG DOTE VO EMTPENEL TNV TPOSPACT] GTOVG TOPOVS TOL OO
dALOVG 1GTOTOTOVG, TPAYIO TOV UTOPEL Vo, 0ONYNGEL GE AMOKAALYN TANPOPOPLOV N
dAlec evmdBetec. H e100moinom epeavionke e HEGT EUTIGTOCLVN.

Amovcia Keparidag Avti-Clickjacking yia tov iotdtomo http://127.0.0.1/wordpress. Avt
1N €womoinon gpeaviCetat 6tav Evag 16TOTOTOG 0V 0pilet Lo KEQOAOA Yo TNV TPOANYN
tov embécewv clickjacking, 6mov évag emrtiBépevog Eeyedd évav ypMotn va Kavel KAK
oe €vo KpLuppévo otoeio pog wotoceridag. H edomoinon eueoviommke pe péon

EUTIGTOCLV).

AK0A0VO0VV _KATOLES YEVIKESC AVGEIS VIO TIC E£100TOMOGELS UEGOV  KIVOUVOL TV

npocowpiotnkay oty ExOeon Tapowong ZAP:

Aev éyer oprotel 1 kepaAida TloAtikng Acpdieiag Tlepieyopévov (CSP): H Mol
Acodretlog TTepieyopévou (CSP) givor pia Aettovpyio ac@dietog mov uropet va fondnoet
oV POy HoG oepds embéoewy, copmeptrappavopévng g XSS. I'o va emAvOet
avtv TV &womnoinon, Bo mpénel va optrotel po kepoiida CSP yia tov 1otdétomo. H
ovykekplévn moMTikn) mov Bo opiotel Ba eEoptnBel amd TG AVAYKES TOL 1GTOTOTOL
aAAG pio Tomikny oMtk Ba pmopovoe va gaiveror kdmmg £tot  Content-Security-
Policy: default-src 'self’”. Avti n moAtikn Oa emtpénel pdvo T POPT®OT TOPWV OO TNV
010 Tpoéhevon.

Bpétnke Kpoppévo Apyelo: Avt n ewdomoinon epeaviCetar étav avokaAdmteTor Eva
Kpoppévo apyeio N katdroyog otov dtakopoty. o va emAvbel avtq n ewdonoinom, Oa
wpémel vo. apopehodv omoladnNmote TEPITTA apyeion omd TOV OOKOMOTH Kol Vol

dcealeOel 6TL Ta amapaitnto apyeio eivar KatdAAnia tpoctatevuéva. Edv o apyeio
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elval amopaitto kol Oa mpénel vo eivar mposPaciuo, mpénel vo emPePormbel OtL dev
nepéyel evaioOnteg mAnpopopies. Edv 1o apyeio dev eivar amapaitnto 1 dev Ba mpémet va
etvar TpooPacipo, va apoipedetl 1 mepropiotel | tpdésPaocn oe avto.

e AovBaopévn Awpopewon Awntopetokng Emikowvoviag: Avti n ewdonoinon epeaviCetat
OtV €vog 10TOTOMOG €ival OOUOPPOUEVOS DOTE VO EMITPETEL TNV TPOGPOCT GTOVG
TOPOVG TOV AmO GAAOVG 1GTOTOTOVG, TPAYUO OV UTOPEL VO OONYNGEL GE ATOKAALYT)
TAnpoeopdv M dAlec evmdbetec. o va emivbel avt) 1 €domoinon, Ba mpémer va
eetaotel n moAtikn Alatopetaxng Kowng Xprong IHopwv (CORS) tov 1016T0m00 Kot va
dwopalotel 0Tt emttpénetl TV TPOSPacn LOVO amd EUTIGTOVS TOLELS.

e Amovcio Keparidag Avti-Clickjacking: Avti n ewomoinon epeavietar otav €vag
10T0TOTOC dgV 0opilel o kePadida yio v Tpdinym tov embécewv clickjacking. T va
emAvOel avt N e10omoinom, Ba mpémel va opiotel n keparida  X-Frame-Options’ yio tov
ototond oe ‘DENY’ i1 ‘SAMEORIGIN’. Avtd Oo oamotpéyel v ep@dvion Tov
10TOTOTOV G €vo. TAaic10, TO 0moio €ival 0 TPOTOG e Tov 0moio cLVNB®G eKTEAOVVTOL O1

embéoerg clickjacking.

Nessus Essentials

To Nessus Essentials, yvaotd kot og Nessus, givatl éva gpyodeio avTopuaTomompévng e&€toong
eumobel®Y OV  YPNOIUOTOlEITOL  EVPEMS OTNV  KOWOTNTO  OACQAAELNG  TANPOPOPIOKAOV
ocvotnuatev. Avamtdydnke oapywkd omd v Tenable Network Security, eved mn £€kooon

"Essentials" etvot dteB€ciun dwpedv yia ypnon o€ KpOTEPEG KATLOKES.

To Nessus ypnoylomoleiton yio TV avakdAvymn evnafeidv og dikTLo, GUCTALOTO KOl EPUPUOYES
1670V. AvTd YiveTor LECH TG GAP®ONG SLPOP®V TPOTOKOAAMY KO VINPESLOY Y10 VO EVIOTIGEL
mBavég evmdbelec, OTMG OMOPYOOUEVO AOYIGHIKO, AGON OTNV TOPOUETPOTOINGT, Kol GAA

mpofAnuata mov Oa PropovcaY Vo EKUETUAALEVTOVV.

210 mhaicto tov Penetration Testing oe éva Web app, o Nessus uropet va ypnotpomom0et yo va
evromicetl Kot va a&lohoynoet eumadeieg mov Oa uropoHoay vo EKUETAAAEDTOOV KATH TN SLAPKELL
pog enifeong. Avtd pmopel va mepthappavel evmdbeleg oe eminedo epapuoyng, onwg Cross-Site

Scripting (XSS), SQL Injection, kot Cross-Site Request Forgery (CSRF), kaBd¢ kot gumadeteg
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o€ eminedo OKTVOV 1 AELTOVPYIKOV GULGTHLOTOS OV UTOPEL VO EMNPEAGOVV TNV AGPAAELL TNG
epappoyns. H xprion tov Nessus o€ avtd to mAaiclo pmopel va Bondnocel tovg emayyeipotieg
AGPAAELNG TANPOPOPIKNG VO, KOTOVOT|GOVY KOADTEPQ TIG ELTAOELES TG EQUPUOYNG TOVG KoL VOl

AdBovv To KatdAANAo LETPa Yo TNV TPOCTUGIN TNG.

Eykordaoctoon kol poOuien tov Nessus Essentials

[ v eykatdotaon tov Nessus Essentials, ntav amapaitnmn n onpiovpyia Aoyoplacpod oty
enionun  1otoceAida ¢ epappoyng  (https://www.tenable.com/products/nessus/nessus-
essentials), mopéyovtag éva emayyelpotikd email. O K®OKOG Yoo T ¥PNON TOL AOYIGLUKOV
amootdAOnke amd Vv etapeion o100 mapeyduevo email. Metd v gykatdotacrn tov Nessus
Essentials, dvoige pio véo KoptéAd GTOV TPOETIAEYUEVO TEPMYNTH TOL LIOAOYIOTY, (NTOVTAG
TNV EVEPYOTOINGT TOV AOYIGUIKOL HE TOV KOO AdE0G ¥pNoNG Tov TopacyEdnke Kot Tov

opopd evog admin username kot password.

H tomn oO1evbvvon amd v omoia Ba ypnoyomombei 1o Nessus Essentials eivar 1
https://localhost:8834/#/. And tov mivako eAéyyov TOL Aoylopkol, emAéyOnke 10 Web
Application Test am6d tv opdda Vulnerabilities. EmiléyOnkav ot mpoemileypévec emhoyég Kot
éva. Ovopa ylo T oladtkacio chpmong oto pevod pvbuicewv, evd oty Kaptéia Credential
AmEVEPYOTOINONKE OMOLONTOTE TMIGTONOINGCT OYETIKA Le TNV TPpdcPacn ot cerida démov Oa
npaypatoromn0el To 1e0T deicdvong. Qg otoyog emAéyOnke 1o 127.0.0.1 kot wg e0pog Bupdv ta
80,443,3306,8080. EmléyOnke kdbe owoyéveln mpocbétwv, m®ote vo mpaypotomombel po
oAOKANpoUEVT dladikacio dokiung dteicdvong. Metd amd Oia avtd, £yve m amobnKevon TV
PLOUCEMY KO 1 EKTEAECT) TOV TECT, Ol OTOIEG SNPKNCAV APKET OPA. LEYPL VO TOPOLGLUGTOVV

TOL OVTIGTOLYO ATOTEAECLLALTOL.

Nessus Essentials (WordPress Pen Tests)
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Eixova 7:Aerropepic Avapopd, Evrrobeiwov WordPress omo Nessus

CGI abuses : Avti 1 owoyévelo tpdsOetmv mepthapPaver SoKIHES Yo SAPOPeS EVTTADELES KoL
AavBacpéveg pubuiceig mov oyetiCovran edwkd pe to oevapla CGI (Common Gateway Interface).
Avtd pmopel vo mepriapfdavovv ntiuato Omw¢ evmdbelec injection evioA®v, vTAOELEG

OTOKAAVYTG TANPOPOPIDV K.

CGI abuses : XSS: Avti 1 owoyévela TPOGHETOV ETIKEVIPOVETOL EI0IKA 0TIG gumtabeieg Cross-
Site Scripting (XSS) evioc tov oevapiov CGIL. Ot evndBeieg XSS mpokdmTouv Otav o
EQOPUOYT ovUTEPAAUPAVEL Un EUMIGTO dEdOUEVO. O 0L VEQ 10TOGEMOO YWPIlG KATAAANAN
EMKVPOOT 1 SWPLYT 1 EVIUEPDVEL LU0, VITAPYOVGO. IGTOCEAIDN LE OEOOUEVO TTOV TOPEYEL O

XPHOTNG.

Web servers : Avtf| 1 owoyéveln mpocOetwv mepthapuPdvel eAéyyovg yio gumdbeieg Ko
havBacuéveg pvbuicelc mov oyetilovior €0KA HE TO AOYIGHKO TOV SKOMGTH 16T00 (OTw™g
Apache, Nginx, IIS «kAm.). Avtd Bo pmopodoov va TEPIAAUPAVOLY EAEYXOLS Y10, YVOOTEG

€VTAOEIEC GTO AOYIGUIKO TOV OLKOUIGTY| 16TOV, UN AGPUAT] OLAUOPOMOOT) SOKOULOTT KA.

Settings : Avt 1 owoyéveln mpdcobetv meplhapuPdvel ehéyyoug yioo un ac@aAeis pvOuicelg
Slpopemong otov dwkopot. Avtd Oa  umopovoav va  meptlapPdvovv  €AEyyovg Yo

TPOEMAEYUEVA, DLOMIGTELTI PN, U1 aoPaAeic puBuicelg SSL/TLS «a.
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Hepuinntikn Avaivon tov Wordpress Complete list of vulnerabilities by host :

To pdf apyeio pe ovopa “Wordpress Complete list of vulnerabilities by host” givon pio avagopd
ov onpovpyndnke amd to Nessus, meprypdpovtag pia Aloto evmabeidv mov Ppédnkav otov

localhost WordPress. H avagopd €yt tnv e&ng doun:

H npdtn oeAida givar por oelida eE@OALOV L TOV TITAO Kot TNV nuepounvia dnpovpyiag g

avaeopdg (Zerida 1).

H 6e0tepn oehida mepiéyet évav mivaka meplexoévmv, VITOdEIKVOOVTAG OTL 01 gumdfelEg Yo TOV

owodgonotn 127.0.0.1 Ba teprypapodv amd ) cedida 4 Ko petd (Zerida 2).

H tétaptn kou méuntn oehida mapabétovv Tig evmdBeieg mov Ppébniov yoo ToV 01KOOEGTOTN
127.0.0.1. Avtég o1 evmdBeteg katnyoplomolovvtot avdioya pe ) cofapotta (Kpioyo, Yynio,
Méoco, Xaunid, ITAnpogopieg) kot mepapfdvovv Aemtopépeieg 6mwg 1 Pabporoyic CVSS
V3.0, n BaBuoroyia VPR, to plugin ko 10 dvopo ¢ evmdbeiog. Opiopéva mopadeiypoto
eumabelmv Tov avagépovtar teptrappdvoovv to "PHP 8.2.x <8.2.7", 10 "OpenSSL 1.1.1 < 1.1.1v
Vulnerability", to "Apache mod_info /server-info Information Disclosure" kot to "WordPress
User Enumeration" petald dAlov (Zeiideg 4-5). H ohoxinpopévn Alota pe 11 eumdbeieg mov

Bpédnkav &xovv kataypaest oto [apaptnuoa 1.

H avooopd £yer tnv eénc doun:

To é&yypagpo Eexvd mapovotdlovtog [ €MOKOTNON TV evnafelidv mov Ppébnkav otov
owodeondtn 127.0.0.1. Koataypaeer cuvolikd 33 gumdbelec, Katnyoplomomueves ova enimedo
coPapotntag: Kpicio, Yymid, Mecaio, XaunAd ko ITAnpogopiec. To &yypapo mapéyet emiong
TANPOPOpies Yoo MV ®pa Evapéng Kot ANENG TG GAPOONG KOl TO AELITOVPYIKO GUGTNUO TOV

01K00ECTOT).

AmO T oeMoa 5 Kot UETA, TO £YYPOPO TOPEYEL U0 AETTOUEPT avAALoN KAOe gvmabelog. [
Tapddelypa, otn oealdoa 5, cvintd o evmdbein oto PHP 8.2.x < 8.2.7, n omola Bewpeitan
vynig coPapdtmrag. To E€yypapo mapéyer pwor obvoyrn g eumdbelag, o AemTopepn

mePLYpOPN, (ot AVom Kol Tov mwopdyovta Kivovvov. [lapéyetl emiong cLVOEGHOVS Yo TEPOUTEP®
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avéyvoon kot 1i¢ Padporoyieg CVSS (Common Vulnerability Scoring System), mov eivor o
KAAd0G Yoo TV a&loAdynon g cofapdmrag TV EVTOOELOV AGPAAENS TOV VTOAOYIGTIKOV

GUOTNUATOV.

To éyypagpo cvveyiler pe avtdv tov TpoOmO, avorvovtag evmdbeleg 0nwg Apache mod info
/server-info Information Disclosure, Apache mod_status /server-status Information Disclosure,
Browsable Web Directories, HTTP TRACE / TRACK Methods Allowed, OpenSSL 1.1.1 <
1.1.1u Multiple Vulnerabilities, PHP expose php Information Disclosure, kot WordPress User
Enumeration, peta&d dAhov. Ta kabe evomdBeia, to Eyypago mopéyel mapodpolo eminedo
Aemtopépelag, cuumePAOUPavoUéVNG LIOG CUVOYNG, TTEPLYPAPNS, ADONG, TOPAyovIo KIvOUVOU

kot Badporoyiov CVSS.

Av@ivon TOV KUPLOTEPOV EVTAOELAV KOL TPOTEIVOUEVES AMVOELS :

1. EumdOeswa: PHP 8.2.x <8.2.7

Heprypoen

H evndéOeio "PHP 8.2.x < 8.2.7" 1oL £VIOMIGTNKE GTOV ATOUAKPLGUEVO OLOKOULGTY| 1GTOV
avagépetal oty £kdoon g PHP mov elvan eykateotmuévn kat givon mpoyevéotepn g
8.2.7. Q¢ ek tovTOUL, eMnpedletal amd (o VTABELD OTMG OVAPEPETOL GTY| GUUPBOVAEVTIKY
éxdoon 8.2.7 . H gumdBeia avtn €xel g amotédespa T duvatodtnTo EKUETAAAEVONG Od
QTTOILOKPVOUEVOVG EMITIDEUEVOVC, TTOV UTOPEL VO, 0ONYNOEL CE OMAOAEW gvoicHnTwv
dedopévov M oe mapoafidoelg aceareiag. H evmdBeia avt) éxer kataypapel wg CVE-

2023-3247.

IIpotewvduevn Avon :

H mpotewvdpuevn Avon yio v avIeTONION VTG TG gumtadelag eivan 1 avaBdOuion
omv ékdoon PHP 8.2.7 1 vedtepn. H avafabuon oe o vedtepn éxdoon tg PHP 6a

dopbaoet v gumdbeia kot Oa PEATIOCEL TNV AGPAAELN TOV O10KOULGTY 1GTOV.
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2. EumdBewa: 10678 - Apache mod_info /server-info Information Disclosure
[eprypaoen:
O omopoKPLGUEVOC SLOKOUOTHG 16TOD OTOKOADTTEL TANPOPOpies Sopopewons. ‘Evag
ATOUOKPVOUEVOG EMTIOEUEVOC YOI ToTOTOINoT Umopel va AAPel piol ETGKOTNON TG
SPOPPMOOTG TOV aMOUAKPLGUEVOL dtakoptoth Apache attwvrtog to URL '/server-info'.
Avt n emokoémnon meptlapPavel TAnpoeopiec O6mwg eykateomnuéva modules, ™

SLHOPP®GT| TOLG Ko dtapopeg puBuicelg ektédeonc.

IIpotewduevn Adon:

Evnuepdote 1o apyelo dwopodpemong tov Apache yuoo vo  OEVEPYOTMO|GETE TO

mod_status 1| va meplopicete TV TpOGLACT GE GLYKEKPIUEVOLS OIKOOEGTTOTEG.

3. Evmdbewn "10677 - Apache mod_status /server-status Information Disclosure”

[eprypaoen:

Avogépetal 6TV TANPOEOPIC. TOV ATOKAAVTTETOL OO TOV OTOLOKPLGHEVO OLUKOUIOTY
otob péow tov mod status tov Apache. ‘Evoc amopaxpocpévog emtiféuevog ympig
moTonoinoT pumopel vo AAPEL po ETGKOTNGT TNG OPOSTNPLOTNTOS KOl TNG ATAd00TG TOV
amopaKpLoUEVOLD dtakoplot) Apache 1oto0v artdvtag 1o URL '/server-status'. Avti 1
EMOKOTNON TEPLAUPAVEL TANPOPOPIES OTMOS TPEXOVTEG OIKOOECTOTES KO GLTNGELS TOV
enefepydlovtol, Tov aplBud TOV EPYATOV TOL EvVOl AOPOVEIS KOl TOV OITNCE®V

e&ummpémong, kabmg kot v ypnon g CPU .

Ipotewvduevn Avon:

AVTILETOTION OWTNG TNG EVTAOELNG elvar 11 EVIUEPOOT TOV OPYEIOV SAUOPPOCNG TOV
Apache yw va amevepyomomoete 1o mod status 1 va mepropicete v mpoécPacn ce

GLYKEKPLUEVOLG OIKOOECTOTEC.
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EundBeio "40984 - Browsable Web Directories" .

Tepyypagn:
Avaépetal otnVv duvatodTNTO TEPUYNONS GE KATAAOYOLS TOV OTOUOKPUGUEVOL

dwkopot) 10100, Avtd onpaivel 6Tl Ol EMOKENTEG Umopohv va dovv Ta

TEPLEYOUEVA TOV KOTOAOY®V OV 0V TeptEyovv apyeio index, To omoio pmopel va
00MNYNOEL GTNV amoKaALYN gvaicONTOV TANPOPOPLOV 1| GTNV TOPOYN TPOSPACTg
o€ gvaicnrtovg TOPOLG.

IIpotewvduevn Avon:

Avtietomion avtig g evmabetog eivon va PePorwbeite dtL o1 TEPMYNGILOL KATAAOYOL
0gV  OMOKOAOTTOVV EUMICTEVTIKEG TANPOQOpies 1 Oev  mapéyovv TPOGPOCT €
evaiocOntovg mopovg. EmumAiéov, ypnowwomomote meplopicpovg  mpoécfacng M

OTEVEPYOTOGTE TNV EVPETNPIOGT KATAAOY®V Y10 OTOLOVONTOTE TO KAVEL .

EvrdBeswa "11213 - HTTP TRACE / TRACK Methods Allowed"

[eprypaoen:
Avapépetarl oty gvepyomoinon tov pefddwv ‘TRACE’ kot ‘TRACK’ tov ‘HTTP’ ctov
OTOUOKPVOUEVO  OLOKOMIOTH 10ToV. Avtéc ot uéhodot ypnoipuomolovviol yio Tnv

ATOGPOALATOOT] TV GLVOEGEMV TOV OOKOULGTY| IGTOV .

Ipotewvduevn Avon:

Avtuetomion avtig g evmdbelag ivol n anevepyonoinon avtodv tov puebddwv HTTP.
Mmnopeite va mpocbécete TIC mopakdTo YPOUUES Yoo KA €KOVIKO O1KOJEOTOTN GTO
apyelo dwoupopemong coc: Evaiiaxtikd, onueuwote 61t ot ekddoelg Tov Apache 1.3.34,
2.0.55, ko 2.2 vrootmpilovv v amevepyomoinon ¢ peBddov ‘TRACE’ péow g
oonyiag '"TraceEnable'
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6. EumdBewa "173260 - OpenSSL 1.1.1 < 1.1.1u Multiple Vulnerabilities"

[eprypaoen:
Avagépetar oty £kdoon tov OpenSSL mov givor £yKatesTNUEVN GTOV ATOUAKPVGUEVO
koot 1010V Kot givon wponyoduevn g 1.1.1u. Katd ocvvénela, ennpedletor amd

TOALOTALG EVTTABELES OT™G avaépovtal oty cupBovievtikny 1.1.1u.

IIpotewvduevn Avon:

H mpotewvdpevn Aomn yioo TV OVTIHETOMTION VTG TS gumadelag eivon n avafdaduion

otV €kdoorn 1.1.1u tov OpenSSL 1 o€ petayevéotepn .

7. EumdBewa "178475 - OpenSSL 1.1.1 < 1.1.1v Vulnerability"

ITeprypaen :

Avaeépetar omv  €kdoon tov OpenSSL mov eivar gykateotnuévn otov
QTTOIOKPVOUEVO SLOKOUIOT 16TOV kot givor mponyovpevn g 1.1.1v. Katd
ocuvémeln, emnpedleton amd po evmadeln OTOG AVUPEPETOL GTNV GUUBOVAEVTIKT

1.1.1v .

IIpotewduevn Adon:

H mpotewvdpuevn Avon yio v avIyleTdmion avtig ¢ eumadelog eivar n avaBdaduion

otV ékooon 1.1.1v tov OpenSSL 1| 6e petayevéotepn .

8. Evumdbewn "46803 - PHP expose php Information Disclosure”

[Teprypaon :

Avaoeépetar oty dwoupopewon s PHP otov amopaxpuspévo dakopotn 16tod, 1 oroio
EMTPENEL TNV ATOKAADYT] 00UGONTOV TANPOPOPLDY. ZVYKEKPIUEVA, 1] EYKATACTOCT TNG
PHP &ivor Stopop@opévn pe TETO10 TPOTO MOTE VO EMITPEMEL TV ATOKAAVYT| TOAVAC
evaictntov TAnpogopidv oe évav emrtifépevo péow evog edtkov URL. Téroio URL

evepyomotei éva "Easter egg" mov eitvan eveouatouévo otny idto v PHP.
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10.

IIpotewduevn Adon:

H mpotewvdpevn Adomn yuo TV avTIHETORION VTS TNG gVadelag eival va aAAdEete TV
Tiun ¢ 'expose php' oe 'Off oo apyeio dapdpewone g PHP, to php.ini, yia va
OTEVEPYOTOUGETE OVTN TN GLUTEPIPOPA. ZTT| GLVEYEWN, TPEMEL VU EMOVEKKIVI|GETE TOV

daipova Tov S10KOUGTY 16ToD Yo Vo, TeBel oe 1oL oVt 1N oAALYY .

Evndbeia "90067 - WordPress User Enumeration”

Heprypapn :

Avaeépetatl oty duvatodTnTo VOGS 1N €E0VGLOOTNUEVOD, OTOUOKPVGIEVOL EMTIOEUEVOD
Vo EKUETOALELTEL oV TN TNV gvTdBeIa Yo Vo LABEL TOL OVOLOTA TOV £YKLPOV XPNOTAOV TOL
WordPress. Avtéc or mAnpogopieg o pmopovcav va ypnoipomonfodv yio mepoUTEP®

emBécelc.

IIpotewvduevn Avon:

210 £yypo@po O&v TAPEYETOL GULYKEKPUUEVI] ADON YL TNV OVTIUETOMTION OVLTAG TNG
evnabeiag. Qotd00, YeviKd, N mpoctacio and v efaywyn ypnotav oto ‘WordPress’
umopet va emtevyBel pe tn ypnomn evog ‘plugin’ aceareiog 1 pe TV TPOSONKN KM
oto apyeio ‘functions.php’ tov Bépatog tov “WordPress’ mov eumodiler v eEaymyn

YPNOTOV.

EvndOera "42057 - Web Server Allows Password Auto-Completion”

[Teprypaon :

Avapépetal 6To YeYOVOS OTL O TOUOKPVGIEVOS OLOKOMGTNG 10TOV TEPLEYEL TOLAGYIGTOV
éva medio popuag ‘HTML’ mov €xet eicodo tomov 'password' 6mov 1o 'autocomplete’ dev
éxet oprotel og 'off'. Avtd onuaivel 0TL o1 YPNOTEG TOV YPNGYOTOLOVV TIG EMNPEALOUEVES
QOPUEG UTOPEL VO EYOVV TO SUTIGTELTHPIL TOVG ATOONKEVUEVA GTOVG browsers Tovg, To
omoio umopel vo OONYNOEL GE AMMAED EUTICTEVTIKOTNTOG €0V KOMTOLOC OO OUTOVG

YPNOLOTOLEL VOV KOVOYPNGTO VITOAOYIGTN 1 €0V TOPAPlocTEL 0 AOYOPLUGHOG TOV.
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IIpotewduevn Adon:

H mpotevopevn Adomn yio TV oVILETOTION 0VTHG TG eumtdBelag elvar va tpocsbécete to
YopokTNPLoTiKod 'autocomplete=off' 6e avtd to media yio va amotpéyete Tovg browsers

amd TV amofnNKevon SmICTELTNPIOY .

11. EundBeia "26194 - Web Server Transmits Cleartext Credentials"

Heptypaen :

Avaépetal otV TepinTtomn OTov 0 OTOUOKPVGUEVOS SOKOUIGTNG 16TOV TEPLEYEL APKETEL
nedia eopuag HTML mov mepiéyovv pia €icodo tomov 'password', T omoia petadidovv
TIG TANPOPOPIEG TOVG GE VOV ATOUOKPVGUEVO OLUKOUIOTN 16TOV G€ omAd keipevo. ‘Evag
emTO€EVOG TOV TOpaKoAOVOEL TV Kiviion petalh Tov TPOYPAULATOS TEPMYNONG 1GTOV
KOl TOV S1KOpoT pUmopel va AdfPel Ta ovOopoTa YpMoTH Kol TOLG KmOKoVS mpdcPaocng

TOV £YKLPOV YPNOTOV .

IIpotewvduevn Avon:

H mpotewvdpevn Adon yo v avTiletdmion autng g eumadeiag etvar va dS1ac@aiicete
OTL kdOe gvaicOn Eopua petadidet mepeyopevo péow HTTPS. Avtd Oa amotpéyet v
HETAO00N TV JmoTELTNPIOV 6 amAd Keilevo Kot Bo TPOGTATEVCEL TIG TANPOPOPIES

TOV YPNOTOV ad TNV TOPaKoAovLON o™ oo emTifEPEVOLG .

Wireshark ( WordPress Pen Tests)

To Wireshark givot éva epyadeio avilvong mokéTtov SIKTHOL TOV YPTCILOTOIEITOL EVPEWS OTNV
KowotnTo ™G aoPdrelag TANpopoptkn. Tlapéyel T duvatdHTNTO GTOVE YPNOTES VO EMOEMPOVY
To. 0edOUEVOL TTOV TEPVOVV UECH amO €val OIKTLO GE WIKPOEMINEdO, TPAyUo OV TO KoOoTA
wWwitepo. YPNOO Yoo TNV aVAALGY Kot TNV EMIALGT TPOPANUATOV OKTOOV, TNV OVAAVOT)

TPOTOKOAL®V KOl TNV TANPOPOPNOT| TNG SIKTLOKNG EMIKOIVOVING.

210 mAaiclo TG ookung Oleicdvong oe o e@apupoyn otod, to Wireshark pmopei va

xpNooromOel yio v mapaKoAoLONoN Kol TNV oVOAVLCT] TNG OIKTVOKNG EMIKOWVMVING OV
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oyetiletan pe v gpappoyn. Avtd pnopet va teptiapfavel v mapakorovdnon tov ‘HTTP’ 1
‘HTTPS’ curtioewv Kol amokpicemv, TNV ovilvon TV dedopévev mov petadidoviot petald tov
TEAAT Kol TOL OIKOUIOTH, KOl TOV €VIOMIGUO mlavodv eumabfeidv 1 aduvouidv otV

ETKOWVOVIOL.

Qo1600, gival onpovtkd vo onpewdel 61t 1o Wireshark eivon éva gpyaieio avdivong diktoov
Kol OgV TOPEYEL TN OLVOTOTNTO EKTEAEONC EMBEGEMV 1) EKUETAALEVOTG EvTOELDY. Q¢ €K TOVTOVL,
VO UTopel vor givat YpNOILO Yo TNV KOTavonon TNg OIKTLOKTNG EMKOIVOVIONG KOl TOV EVIOTIGUO
mBovav gomabeidv, Bo mpénet va ypnowonombel oe cvvovacud pe GAAo epyoAeion OOKIUNG

dtelodvuong Yo To OAOKANPOUEVO OTOTEAEGLOTA.

Eykotdotoon kot pvOuien Tov Wireshark

Amd v cehda g gpappoyns “https://www.wireshark.org/download.html” emdéybnke mpog
download 1 oyetikn| €ékdoon yio ‘Windows x64°. Metd v £yKatdoTocm, 6TV apyikn o06vn tov
‘Wireshark’ emAéyOnke to ‘Adapter for loopback traffic capture’ kot 610 mlve péPog g
epapuoyng ‘http and tep.port == 80° g ‘display filter’. 'Etotr emrvyydvetar 1o ‘network
monitoring’ g ceAidag wordpress otov localhost . Ta reports gpeavilovior cuveydg 660 péca

OTNV GEAIDO VITAPYEL KATOLN KIVITIKOTNTOL.
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H awkovo wepréyer o avaivon kataypapis rokétov Wireshark.

M “Adapter for loopback trafic capture - 8 x
File Edt Viev Go Captwe Anahze Statistics Telephony Wircless Tools Help
Am 0 =BRE Re>= Q&an
(RThtip-host == Tocalhost™ B0 )+
o, Tme Source Destinaton Protocol  Length Info

4760 67.404562 1 1 HTTP 1139 GET /wordpress/wp-content/uploads/2023/07/1ogo-1.3pg HTTP/L.1

4762 67.405034 1 1 HTTP 1150 GET /wordpress/up p 2023/07/1ong: Jpg HTTP/1.1

4772 67.449423 1 1 HTTP 1139 GET /wordpress/wp-content/uploads/2623/07/polo-2. jpg HTTP/1.1

4776 67.451332 1 1 HTTP 1141 GET /wordpress/wp-content/uploads/2023/07/single-1.3pg HTTP/1.1

4778 67.a51532 1 1 HTTP 1145 GET /wordpress/wp-content/uploads/2023/07/sunglasses-2.3pg HTTP/1.1

4780 67.451718 1 1 HTTP 1141 GET /wordpress/wp-content/uploads/2023/07/tshirt-2.3pg HTTP/1.1

4789 67.481532 1 1 HTTP 1152 GET /wordpress/up 2023/07/%-shir Jpg HTTP/1.1

4791 67.481652 1 1 HTTP 1144 GET /wordpress/wp-content/uploads/ 2023/67 /yneck-tee-2-Jpg HTTP/1-1

4909 71.246152 1 1 HTTP 1243 GET /wordpress/product/t-shirt/ HTTP/1.1

5847 72.742278 1 1 HTTP 1324 GET /wordpress/up plug: 2ver=7.8.2 HTTP/L.1

5849 72.742497 1 1 HTTP 1335 GET /uordpress/wp-content/plugins/woocommerce/assets/ css/photoswipe/default-skin/default-skin.min.css ver=7.8.2 HITP/L.1

5334 72.783841 1 1 HTTP 1313 GET /wordpress/wp-content/plugins/woocommerce/assets/Js/zoom/Jquery . zoom. min. js 2ver=1.7.21-we.7.8.2 HTTP/1.1

5336 72.784160 1 1 WITP 1324 GET /uordpress/wp-content/plugins/ woocommerce/assets/Js/Flexslider,/ jquery. flexslider min. js ver=2.7.2-we.7.8.2 HTTP/1.1

5391 72.785148 1 1 HITP 1317 GET /wordpress/up plugi 35/ pe/phot in.jsdver=a.1.1-nc.7.5.2 HTTP/1.1

5905 72.757097 1 1 TP 1328 GET /wordpress/up plug: p pe/pl pe-ui-default.min. js?ver=4.1.1-wc.7.5.2 HTTP/1.1

5907 72.787413 1 1 HITP 1310 GET /wordpress/up plug: s/ product .min. js2ver=7.5.2 HTTP/1.1

5909 72.787555 1 1 TP 1302 GET /wordpress/up plug: p product-detatls. jstver=s. 1.1 HTTP/1.1

5921 73.987779 1 1 HTTP 304 POST /wordpress/product/t-shirt/ HTTP/1.1

6460 75.523771  127.6.6.1 127.0.6.1 HTTP 338 POST /wordpress/wp-cron. php2doing_wp_Cron=1690@62317. 3395471096638818359575 HTTP/1.1

7452 78.141337 1 1 HTTP 304 POST /wordpress/product/t-shirt/ HTTP/1.1

8557 84.329326 1 1 WITP 1571 [GET Jwordpress/cart HITP/ALL

9383 90.750152 1 1 HTTP 1564 GET /wordpress/checkout/ HTTP/1.1

10042 92.153206 1 1 TP 1625 GET /wordpress/up plug: s/ JsPver=7.5.2 HTTP/1.1 j—

10045 92.327223 1 1 HTTP 1737 GET /wordpress/up ges/icons/loader.. svg HTTP/1.1

10055 92.331145 1 1 HITP 562 POST /wordpress/ c_a3mxeindate, onder.revien HITB/L1  (spplication /s smns form-urlencoded)
> Frame 8557: 1571 bytes on wire (12568 bits), 1571 bytes captured (12568 bits) on interface \Device\NPF_Loopback, id @ 8038 9 ad cd 95 50 18 20 d9 c4 19 60 00 A -
> Null/Loopback 47 45 54 20 2F 77 6 72 64 70 72 65 73 73 2f 63  GET /wor dpress/c
> [ TR R 6172 74 2F 20 45 54 54 50 2f 31 2e 31 od 62 43  art/ HTT P/11 H
M 67 73 74 3a 20 6c 6f 63 61 6c 68 6f 73 74 @d 0a  ost: loc alhost

Transmission Control Protocol, Src Port: 50944, Dst Port: 80, Seq: 4751, Ack: 145362, Len: 1507
Source Port: 59944
Destination Port: 80

43 6F 6e 6e 65 63 74 69 6f Ge 3a 20 6b 65 65 70 Connecti on: keep
2d 61 6c 69 76 65 od @a 73 65 63 2d 63 68 2d 75
6L 3a 20 22 4e 6f 74 2¢ 41 2f 42 72 61 Ge 64 22

[Stream index: 48] 3b 76 3d 22 38 22 2c 20 22 43 68 72 6f 6d 69 75
[Conversation completeness: Complete, WITH DATA (31)] 6d 22 3 76 3d 22 31 31 34 22 2c 20 22 41 76 61
[TCP Segrent Len: 1507] 737420 53 65 63 75 72 65 20 42 72 6F 77 73 65
Sequence Number: 4751 (relative sequence number) 7222 3 76 3d 22 31 31 34 22 0d @a 73 65 63 2d

6368 2d 75 61 2d 6d 6F 62 69 6c 65 3a 20 3 30

Sequence Number (raw): 2662190485
a (ra) od 0a 73 65 63 2d 63 68 2 75 61 2d 70 6¢ 61 74

[Hext Sequence fusber: 6255 (relative sequence number)] M MR M.
Acknowledgment Number: 145962  (relative ack number) o o5 75 07 33 61 68 2% 2d 39 oo 35 b2 o3 72 92
Acknowledgment number (raw): 1162517463 6524 52 65 71 75 65 73 74 73 3a 20 31 @d 0a 44
o101 - Header Length: 20 bytes (5) 4e 54 3a 20 31 0d 0a 55 73 65 72 2d 41 67 65 Ge

> Flags: @x018 (PSH, ACK) 74 3a 20 4d 6f 7a 69 6c 6c 61 2F 35 2¢ 30 20 28
Window: 8469 57 69 Ge 64 67 77 73 20 4e 54 20 31 30 2e 30 3b
[Calculated window size: 2152704] 2657 69 6e 36 34 3b 20 78 365 34 29 20 41 70 70

6c 65 57 65 62 4b 69 74 2f 35 33 37 2e 33 36 20
28 4b 43 54 4d 4c 2c 20 6c 69 6b 65 20 47 65 63
6b 6F 29 20 43 68 72 6f 6d 65 2f 31 31 34 2e 30

[Window size scaling factor: 256]
Checksum: Oxc419 [unverified]

[Checksum Status: Unverified] 2e 30 2e 30 20 53 61 66 61 72 69 2f 35 33 37 2e
Urgent Pointer: @ 3336 20 41 76 61 73 74 2f 31 31 34 2e 30 2e 32
> [Timestamps] 3136 30 38 2e 31 39 30 0d 6a 41 63 63 65 70 74
> [SEQ/ACK analysis] 3a 20 74 65 78 74 2f 68 74 6d 6c 2c 61 78 78 6c
Tc payload (1507 bytes) 69 63 61 74 69 6F 6e 2f 75 63 74 6d 6c 2b 78 6d

, D 6c 2c 61 70 70 6c 69 63 61 74 69 6F Ge 2 78 6d  1,applic ation/xm

6c 3b 71 3d 30 2e 39 2c 69 6d 61 67 65 2 61 76 1,q-0.9, image/av

@ 7 Adnowledgment Number (tcp.ack), 4bytes Packets: 12506 - Displayed: 44 (0.4%) - Dropped: 0 (0.0%) Profie: Defau

Ewcova 8: Aviyvevon Aixtvaxav [oxétwv oe [payuotico Xpovo ue to Epyoleio Avdlvone Wireshark

AkorovOei o avaivon Tev TIANPoEoPLAV oV €NyOncav:

- H xotaypagn éywve ot demapn loopback, n onoia ypnoyomoteitat yio tnv Tomikn Kivnon ot

pNoviy.
- To epapuocpévo eidtpo nTav yuo enifreyn tov otdYoL 0 omoiog eivan o localhost.

- H xotaypaoen deiyver artioeic HTTP mov €ywvav otov 1otdtono “WordPress”. Ot autnoelg eivon
vy d1dpopovg mOpovg Omw¢ ewdveg (m.y., logo-1.jpg’, 'long-sleeve-tee-2.jpg’, "polo-2.jpg’,
KATm.), ogAideg mpoidviwv (m.y. /wordpress/product/t-shirt/*), ko dwpopa apyeie CSS, JS
oxetikd@ pe to mpdobeto WooCommerce (m.y., photoswipe.min.css’, ‘jquery.zoom.min.js',

‘photoswipe-ui-default.min.js’, kAx.).

- Yndpyovv eniong autioelg POST mpog to “/wordpress/product/t-shirt/* kot to */wordpress/wp-
cron.php’.
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- H ovpporocepd tov ypnom otig keparideg HTTP vrodnidver 6t o1 autnoelg £ywvav amd éva

ovotnpa Windows 10 ypnoyonoidvtag Chrome/114.0.608.199 kot Avast/114.0.608.199.

- H xotaypaen| deiyver eniong Aentouépeleg TCP omw¢ T1g mnyaieg kot mpoopiotikég Bupec, Tovg

apBpovg axorovdiag, Tovg apBuotc emPePaimong ko flags.

AvaluTikOTEPD. ¢

Ta dedopéva mov mapeiye 1o WordPress sivoun kataypagés maxétowv HTTP mov e€nybnoav and
10 Wireshark. AxolovBel o amiomompévn epunveion Tov TU OVTITPOGMOTEVOVY OLTE TO

dedopéva:

Frame 641 - 'Eywe éva aithmpo HTTP GET IPv6 oto endpoint “/wordpress/my-account/” otnv
ow unyovn (IInyn ko Ilpoopiopde givar ::1, mov givan n drevBovvon IPv6 yua to localhost). To
aitnua otdAdnke amd ™ Bvpa 59908 ot BHpa 80.

Frame 1084 - 'Eywe éva aitquoa HTTP POST IPv4 oto ‘/wordpress/wp-cron.php’ oty 0w
pnyovn (Inyn o Ipoopiopdg eivon 127.0.0.1, mov givor n drevBvvon IPv4 yia to localhost). To
aitnua otdAbnke omd ™ Bvpa 59911 ot 6vpa 80.

Frame 2122 - Eywe dAho éva aitmpo HTTP GET IPv6 oto endpoint “/wordpress/my-account/"
oV O pnyovn, moapopoto pe 1o Kapé 641 aAld o pHeTayeEVESTEPT YPOVIKY CTUYUT.

Frame 2736 - 'Eywe éva aitnua HTTP GET IPv6 oto endpoint */wordpress/checkout/” oty id1a
Hnyovn.

Frame 3177 - 'Eywve éva aitmpo HTTP GET IPv6 oto endpoint “/wordpress/cart/” oty idwo
oV,

To waxéta etvon pépog pog aAinieniopaong pe tov 1otdtono WordPress mov Asttovpyel Tomikd
oTN Unyovn 0mov Tpaypatomomnke 1 kotaypoer|. Eivar n dpactnpiotta vog d10E1Pp1oTY| TOLV
mhonyeitoan o dapopeg meployes tov wtdtomov (O Aoyapracuog Mov, Ayopd, Karddr) kot to

WordPress ektehel kamoleg epyacieg 610 mapacknvio (wp-cron.php).

Olo avtd to mokéto elvor mokéto loopback (6mwg vmodeikvieTon omd 10 TPMOTOKOAAO

"Null/Loopback"), mov onpaiver 01t otéAnkay amd v TomKn) punyavy 6tov €00td e Avtd
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elvar odvnbeg oOtov dokipndlovior £QOPUOYES TOMKA M TPEXOLV EPAPLOYES OLOKOULGTY TTOV

EMKOLVOVOVV EGMOTEPIKA.

H 6vpa 80 eivar 1 mpoemheypévn Bopa yio v emkowvovio HTTP. H "IInyaia Gvpa" sivor pia
toyaio ekyopnuévn BOpa mov YPNCOTOIEITOL ATO TNV EPAPUOYN-TEAATN Yo Vo AdpPavel

dedopéva amd ToV S10KOULOTY.

Frame 3802 - 'Eywe éva aitmpuo HTTP GET IPv6 yw va avaxtnBei 1o apyeio JavaScript
‘country-select.min.js* and 1o npoéchero WooCommerce tov 1ototdomov WordPress. To aitnua

oTaAOnKe amod ) BOpa 59908 ot Bvupa 80.

Frame 3812 - 'Eywe éva aitnua HTTP GET IPv6 ywo va avaktBel dAlo éva apyeio JavaScript
‘address-118n.min.js’ and 1o mpocHeto WooCommerce. Avtd 1o aitnuo otdAdnke amd o

dwpopetikn mnyaia OOpa (59927) aidd katevBuvotav mavta otn BOpa 80.

Frame 3814 - 'Eywe éva aitmpoa HTTP GET IPv6 yw va ovaxtbei to opyeio JavaScript
‘cart.min.js’ and to tpocheto WooCommerce. Avtd 10 aitnpo 6tdAdnKe amd pio GAAN HOVadtKn

myaia OOpa (59928) ot Bvpa 80.

Frame 3824 - 'Eywe éva aitnpoa HTTP GET IPv6 oto endpoint “/wordpress/shop/’ tov tomikod
1ototomov WordPress. Avtd 10 aitnpo otdAbnke omd v mwponyovpuevn mnyaio Bopa (59908)

ot Bvpa 80.

Frame 4675 - 'Eywe éva aitnpo HTTP GET IPv6 ywo va avoktn0el éva apyeio CSS “we-blocks-
vendors-style.css” and to npocheto WooCommerce. Avtd 1o aitnpuo otdAdnke and v mnyoio

Bvpa 59928 ot HBvpa 80.

Ola avtd o Takéta etvon kot ol mwakéta loopback (n myn kot o Tpoopiopds sivor ot id1ot,
onAadn ::1 mov ivar to localhost yia to IPv6). Avtd o ToKETA AVTITPOGMOTEVOVY TOV TEPMYNTNH
10700 OV KAVEL OUTHOELS GTOV TOTIKO Ol0KOMoT Tov Prloéevel tov otdtoto WordPress. Ot
dupopeg BOpeg (59908, 59927, 59928) amd Tig 0mMoieg GTEAVOVTOL TOL OUTHLLOTO OVTITPOCOTEVOVY
ocuvnbwg ddpopa vipata N depyacieg otov mepmynty 16ToV. Emtpénovy otov mepiynt va

Kéver ko va, dtoryepileTon TOAAATAL TOLTOYPOVO ALTILOTA GTOV SLOKOULOTY.

To WooCommerce 6mwg ovagpépbnke eivar éva dnpogiréc mpocbeto yioo 1o WordPress mov

TPocHETEL AgtTovpyiec NAEKTPOVIKOD EUTOPIOV GTOV 1GTOTOTO, EMITPENOVIOAG GTOV 1GTOTOTO VO
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Aertovpyel ©¢ éva mAektpovikd katdotnuo. Ta ortipoata mpog ta ceviapie WooCommerce
VTOONADVOVV OTL 0 ¥PNOTNG OAANAETOPA LE TO HEPOS TOV IGTOTOTOV OV £IVOL TO NAEKTPOVIKO

KoTAoTN O, €ITE 0TO TAAIG10 TG POHOLIGNG TOV £ite KAVOVTAG GUVOAALYEC.

Heprocotepo ortquote HTTP GET v wépove omd £vov tomkod owokomcty WordPress,

0A0 nécm Ipvé:

Frame 4677 - 'Eva aitnua GET otélveton yio to apyeio “we-blocks-style.css™ and 1o mpochHeto
WooCommerce, Tov YpNGULOTOIEITOL Y10 TO GTUAMGTIKO UEPOS TMOV AEITOVPYLDV NAEKTPOVIKOD
eumopiov tov ototdoTov WordPress. H myaio Bvpa etvar 59927 ko 1 B0pa mpoopiopod eivar

80.

Frame 4718 - 'Eva aitupo GET otélvetor y éva apyeio ewodvag “album-1.jpg" ond tov
katdAoyo ‘uploads” tov dtakopoty WordPress. Avtd vmodnAmveL OTL 0 S10KOUGTNG TOPEYEL LIl
otoceAida mov mepthapPavel avtmv v ewoéva. H mmyaio Bvpa eivar 59908 wor m Ovpa

TPOoopPIGLov givor 80.

Frame 4720 - 'Eva aitmpo GET otélvetar ywoo AAn o eikdva “beanie-2.jpg’ amd tov 1010
katdAoyo ‘uploads’. Avtd vmOINADVEL OTL 0 SOKOMGTNG TAPEYEL ot GAAN 10TOGEMOO. OV
wepthapPdvel vty v €KOva 1 Vv o1 cerida pe moAlamiés ewdves. H mnyaio B0pa givar

59927 ka1 m BOpa Tpoopicpov sivor 80.

Frame 4722 - 'Eva aithpo GET otélveton yio po tpitn eikdva “beanie-with-logo-1.jpg" and tov
katdloyo ‘uploads’. Avtd Oa pmopovce va eivor 1 1010 16TOGEADA 1 Lo SLOPOPETIKY TOV

nepthappdver vty v ewkdva. H enyaio Bopa etvor 59928 kot n 00pa tpoopiopot eivou 80.

To dtdpopa artrpata Yo €IKOVEG VTOINADVOLY OTL 0 XPNOTNG CAANAETIOPA pe €va LEPOG TOV
10TOTOTOV OV EUPAVILEL EIKOVES, GEADEC TPOTOVTOV Kot e Ykodept. Ot dtdpopeg Tnyaiss B0peg
0o pmopovoay v avTITPOGHOTEVOVY JLAPOP VAT 1 dlepyacieg and Tov mEPMYNTN 1OTOV 1)

TOV O10KOULOTY, EMTPETOVTOG TOAAOTANL TOVTOYPOVO OULTHLLATA.

Emmléov axvtnuoto HTTP GET vw wéopovg omd £vav Tomiko owoxkometn) WordPress, 00,

néow Ipvé:

Frame 4728 - 'Eywve éva aitnpo GET yw éva apyeio ewdvog “belt-2.jpg’ and tov katdrloyo

‘uploads’ tov dwkopioty WordPress. Avtd vmodnimver OTL O OlOKOMIOTNHG TOPEYEL L
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10T0GEMO0 oV mEpAouPdvel avtiv v ewkovoa. H mmyaio Ovpa eivor 59934 wor m 0Opa

TpoopGpov ivar 80.

Frame 4739 - 'Eywve éva aitqpuo GET yoo GAAN o ewova “cap-2.jpg” amd tov 1010 KatdAoyo
‘uploads’. Avtd VTOdNADVEL OTL 0 SUKOUGTAG TAPEXEL L0 1IGTOGEAIDO TOV TEPIAAUPEVEL ALTAV

v ewova. H mmyaio B0pa sivar 59935 kot 1 60pa tpoopiopov sivor 80.

Frame 4746 - 'Eywve éva aitmuo GET yo o tpitn ewdva “hoodie-2.jpg” ond tov kat@hoyo
‘uploads’. Avtd givar 1 10100 16TOGEADO 1 [0l SLOPOPETIKT TOL TEPIAAUPAVEL AVTNV TNV EIKOVAL.

H myaio O0pa givor 59936 ka1 60pa mpoopiopov sivar 80.

Frame 4752 - 'Eywe éva aitpa GET ywo po eiwcova “hoodie-with-logo-2.jpg’ amd tov katdroyo
‘uploads’. TIaA1, avtd givar mbavotata pia OV Tpoidviog oe o 1otoceiion. H myaio 60pa

etvar 59935 ko ) OOpa Tpoopiopov eivon 80.

Frame 4754 - 'Eywe éva aitnpo GET ywo aAAn pa ewcdva “hoodie-with-zipper-2.jpg’ and tov
katdloyo ‘uploads’. Avtd vmOONAGDVEL OTL O OWKOMOTNHG TAPEXEL O LOTOGEAMDO OV

nmepapPaver avtyv v ewdva. H mnyaia OOpa eivar 59934 ko n Bvpa wpoopiopod eivar 80.

Amo ™V 0valveT TOV TOPEYOUEVOV TANPOPOPLAV, NTOPOLUE Vo KoToiMEovus 6To £ENC

CUUTEPIGULATO:

1. Ot mAnpopopieg mpoépyovtal amd TNV KATAypoen Tng OKTLAKNG Kivong UG TOTIKNG
gykatdotaong tov WordPress, ypnoylomoimviog 10 TpOYPUppe avAALoNG TOKETWV OIKTVOV

Wireshark.

2. H xivnon mov kartaypdonke eivar amokieiotikd tomikn (loopback), mpdyua mov onuaiver ot

ot autnoelg HTTP mpoépyovion amd ko mpoopilovtat yio tnv 1010 pnyov.

3. Ov autqoelg HTTP mov kataypdenkay meptAapfdvouy aitnoelg yio Sipopovg Topovs, Omme
€IKOVEG, 0eMOEG TpoldVTOV, Ko apyeion CSS ko JavaScript, mov oyetilovron pe to WordPress kot

10 Tpdsbeto WooCommerce.
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4. Yrdpyovv eniong artnoelg POST mpog 1o */wordpress/product/t-shirt/* kou o */wordpress/wp-
cron.php’, TOL VTOONADVOLV JPACTNPLOTNTA TOV OLOYEPLIOTH KOl EPYOCIEC GTO TOPAUCKNVIO

aVTIGTOTYOL.

5. H ovpporoceipd tov ypriom otig keparideg HTTP vrodnidmvet 6Tt o1 authoels Eyvay amd éval

ovotnpa Windows 10 ypnoyonoidvtag Chrome/114.0.608.199 kot Avast/114.0.608.199.

6. H xataypaen moapéyetl eniong Aemtopépeteg TCP, o0nmc T1¢ mnyoaieg Kot mpooptotikég B0peg,

TOVG aptBpovg axorovdiog, Toug apBpote emiPePaimong kot flags.

7. H xivnon mov koataypdenke oviimpos®TEVEL TV OAANAETIOPOOT) EVOG OLOYEIPIOTY] LE TOV
totoétomo WordPress, meptlappdvovtoc tnv TAonynomn o€ dipopeg TEPLOYES TOV 1GTOTOTOL Kol

TNV EKTEAECT] EPYOUCIDOV GTO TOPACKNVIO.

8. Ta cuthuata mpog ta oevapro WooCommerce vroonA®dvouy 0Tt 0 YpNotng GAANAETIOPA LE TO
LEPOG TOL 1GTOTONOV OV €ival TO NAEKTPOVIKO KATACTNUA, £it€ 6TO TAAICO TNG PUOUIGNG TOV

elte Kvovtag cLVOALAYES.

9. Ta ortquato Yo €KOVEC VLITOINADVOLV OTL O ¥PNOTNG OAANAETIOPE HE €va UEPOC TOV

10TOTOTOV OV EUPAVICEL EIKOVES, GEADEG TPOTOVTOV KOt piat YKaAept.

Nmap / Zenmap

To Zenmap eivar éva ypaeikd mepifaiiov ypnom (GUI) yo 1o Nmap, éva dowpedv kol avorytov
KOOI TPOYPUUUO GAPOONS SIKTVOV GYESUGUEVO Y10, TNV avaKGALVYT hosts Kot VINPECIOV o€
éva 01KTLO. XPNGIUOTOLEITOL Yo TNV OVOKAADYT GLUGKELMV TTOL AELITOLPYOVV GE £vol SIKTVO Kot
YL TV OVIXVELOT] TV OVOLTOV BupdV G€ GLYKEKPIUEVEG CLUOKEVEG. Me avtd Tov TpdTO, TO
Nmap moapéyet TANpoopies Yo Tig VINPEGieg mov TpExovy oe €va dikTvo, TIg B0peg mov eival

AVOLYTES Kol AAAEG XPNOUUEG TTANPOPOPIEG ACPAAELNG.

Eykatdotacn ko pvOuon Tov Zenmap:

To download g epappoyng £yve amd Tov 16TOTOTO NG £QOPUOYNG hitps:/nmap.org/zenmap/

2TV GLVEYELDL LETE TO AVOLYLLL TNG EQOPLOYNG g target T€0nke 10 127.0.0.1 .
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https://nmap.org/zenmap/

Basic port scanning evtoAn

Nmap 127.0.0.1

= Zenmap

Scan  Tools  Profile  Help

Target: | 127.0.0.1 Profile: Cancel

Command: | nmap 127.0.0.1

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

0s Host nmap 127.0.0.1 - Details

Starting Nmap 7.9%4 { https://nmap.org ) at 2023-07-23 01:15 GTB Daylight
Time
Nmap scan report for www.r2rdownload.com (127.0.0.1)
Host is up (0.000673 latency).
Not shown: 992 closed tcp ports (reset)
PORT STATE SEEVICE
B0/tcp open http
135/tcp open msrpc
443/tcp open https
445/tcp open microsoft-ds
2008/tcp open conf
3306/tcp open mysqgl
5357/tcp open wsdapi
7070/tcp open realserver

Hmap done: 1 IP address (1 host up) scanned in 0.25 seconds

Filter Hosts

Ewova 9: Moyvootixny Zéapwon Hpwtorxdllwv kot Eviomiouos Avoiktav Ovpav 2ro Aiktvo ue Xpnion Zenmap
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[ Zenmap - [m] X

Scan  Tools  Profile  Help

Target: | 127.0.0.1 v Profile: v Scan Cancel

Command: | nmap 127.0.0.1

Haosts Services Nmap Output Ports / Hosts Topology Host Details Scans

05 Host W www.rdrdownload.com (127.0.0.1)

¥ Host Status
State: up

COpen 2 n
ports:

Filtered

ports:

Closed
ports:

Scanned
ports:

Up time:
pime available

Last Mot
boot: available

¥ Addresses
IPvd: 127001

Mot
available
Mot

MAC
available

1P

¥ Hostnames

Narne
www.rerdownload.com

Type:

P Comments

Filter Hosts

Eixova 10: Amoteléoparo Avaivong Aiktvov oe localhost Me Zenmap
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- (7 Zenmap = O x

Scan Tools  Profile  Help

Target: | 127.0.0.1 b Profile: hd Scan Cancel

Command: | nmap 127.0.0.1

Hosts Services Mmap Output Parts / Hosts Topology Host Details Scans
0s Host Port Protocol State Service Version

@o w  we
s 135 tcp open Msrpc
6 443 tcp open https
0 445 top open microsoft-ds
0 2008 tcp open conf
0 3306 top open rrrysgl
0 5357 tcp open wsdapi
o 7070 tcp open realserver

Filter Hosts

Eixova 11: Zovorrixy Emiokonnon Hpwtokoldlwv Kor Ovpav oe Xpijon ue Zenmap
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B Zenmap

Scan Tools Profile Help

Target: | 127.0.0.1 w | Profile:

Command: | nmap 127.0.0.1

0S  Host Hosts Viewer | Fisheye | Controls

[ Hosts Viewer

Hosts

General Services Traceroute
Ports Extraports  Special
(8 (992) fields

Protocol State Service Method

Filter Hosts

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

- Scan

Legend | Save Graphic

Wi

@ocros

Eixova 12:Kazoypopn Ovpav ko [lpwtokollwv oe Aertovpyio - Xpwon Zenmap

To scan €deiée TIc mopakdTem OVpeg avoytég, Yeyovdg 1O Omoio EVOEYOUEVMOS VO omoTeAEl

Kivduvo.

- Port 80/tcp

- Port 445/tcp
- Port 135/tcp
- Port 443/tcp
- Port 3306/tcp

- Port 2008/tcp
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- Port 5357/tcp

- Port 7070/tcp

Ta services mov oyetilovral pe avtég Tig 60peg eva:
- Port 80: HTTP (Web server)

- Port 445: Microsoft-DS (Windows shares)

- Port 135: RPC (Remote Procedure Call)

- Port 443: HTTPS (Secure Web server)

- Port 3306: MySQL (Database server)

- Port 2008: Unknown

- Port 5357: WSDAPI (Web Services on Devices)

- Port 7070: Unknown

The report emiong avaeépet 6t 10 scan mpaypoatonombnke oe 0.49 devtepdienta , pe 1000 raw

packets otadpéva (44.000KB) and 2008 Angbévta (84.352KB).

1. ®%pa 80/tcp (HTTP): Avtq n 0Opa ypnowonoteitar cuviBwg yio pun KPLTTOYPAPNUEVN

emkovovia 16to0. Edv évag dwokopiomg 10100 Agttovpyel oe avt) ) 0Opa, Ba propovce va

etvar evdhmTog o€ dbpopeg embéaelc, Onmg SQL Injection, Cross-Site Scripting (XSS), 1 Cross-

Site Request Forgery (CSRF), peta&d dAiwv. Ot cvykekpipéveg sumdbeieg o eEoptovtay amod

TNV EPAPLOYN 10TOV TOL AEITOVPYEL og avTn TN BOpa.

2. O@Opa 445/tcp (Microsoft-DS): Avt n 60pa ypnowponoleitor yio Tic Kowég TpooPacels

Windows. Eivar yvootd 6t eivar gvdhmtn oe 01dpopec embBéoelg edv dev €xel acpoMoTel

omwoTd, OMMC 1N Odonun enibeon ransomware WannaCry mov eKUETOAAEVTNKE TO TPOTOKOAAO

SMB c¢ avt) ™ Bvpa.
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3. ®Vpa 135/tcp (RPC): Avtin n Bvpa ypnoonoteiton and ™ Microsoft yio 10 TpmTOKOAAO
Remote Procedure Call (RPC), 10 omoio pmopel va expetairevtel edv dev €xel ao@aAoTel

owotd. ['a Tapdderypa, Oa propovoe va givarl evdimto oty evmdOeia "Unquoted Service Path".

4. ®vpa 443/tcp (HTTPS): Avt) n 60pa ypnowomoteiton Yo KPLTTOYPAPNUEVT ETKOV®VID
10100. Onwg ko otn Bvpa 80, ot cvykekpyéveg evmdbeieg Bo eaptd@vTOV omd TNV EPAPLOYN
10TOL 7oV Agrtovpyel oe avt T OOpa. EmmAéov, eqv n Swopudpemon SSL/TLS dev sivan

acQUANS, Bo umopovoe va etvan evdAmtn og embécelc onwg o POODLE 1 1o Heartbleed.

5. ®vpa 3306/tcp (MySQL): Avty n BVpa ypnoyomoteital yia tig Bdoeig dedopévaov MySQL.
Edév n Bdon dedopévov dev £xel aoparotel cwotd, Bo pmopovce va eival eDAAWTN o€ eMBEcELS

onmg SQL Injection 1 avemBoun npdsPaon.

6. @Vpa 2008/tcp: Avti 1 Bvpa dev oyetileTor pe po yvootn vanpecio kot Oa uropovce va
ypnoporom el yio S1popovs okomovs. Oa xpelaldTay Vo EVIOTIGTEL 1) GUYKEKPIUEVT] LITNPEGIN

mov Agttovpyet o avtn ™ BVpa Yo va aloroynBodv ot evmhhetég .

7. ©@bpa 5357/tcp (WSDAPI): Avti n 60pa ypnoponoteiton and to. Windows yia 11 Yanpeoieg

oTIG XV0KEVEC HEcm [oto¥. Edv dev éxel aocpaiiotel cmotd, Bo Lmopovoe vo EKUETAAAEVTEL.

8. ®Vpa 7070/tcp: Onmwg kot ) Bupa 2008, avt) 1 OOpa dev oyetileton pe (o yvootn vInpecio.
Oa xperaldTav Vo EVIOTIOTEL 1] CLYKEKPIUEVT] LINPEGIN TOV AglToVPYEl Ge vt ™ Bvpa Yo va

a&loroynBovv ot evmdBeég g,

WPScan ( WordPress Pen Tests )

To WPScan eivor évo ghedBepo kot ovorytov KOOKe, EPYOAEI0 TOL YPNOIULOTTOLEITAL Y100 TNV
aviyvevon evmabeldv oe 16T00eAdec mov ypnotponoovy o WordPress. Avamtdybnke pe v
pobeom va Pondnoetl Toug emayyeApotieg TG AGQPAAELNG TOV TANPOPOPLOKADYV GLUGTNUATOV Kol
TOVG OLYEPLIOTEG 16TOCEMOMV va evtomilovv kot va dtopldvouv gvmdBeleg oTIC 10TOGEMOESG

TOVG.

To WPScan &ivot dtaitepa gpfio1po yio To penetration testing, KaOdC Tapéyel o evpeia YKALOL
AELITOLPYIOV OV PmopovV vo. fondcovv oV aviyvevomn Kot TNV EKUETOAAELGN ELTTADEIDV.

Mepikéc amd oavtéc TIG Asrtovpyieg meptloppdvovv v oviyvevon adOVOU®OV KOOKOV
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mpocPacnc, ™V oavalntnon Y. EVIUEPMOGEIS TOL OgV €XOVV EPAPULOCTEL, TNV AVAYVOPLON
gykateoTUéEVOV TTpoOchetwv kot Ogpdtov mov Umopel vo mepEyovv evmdbelec, Kor TNV

avalitnon ywo d1dpopeg evmdbeleg TOL Eval YVOOTEG GTNV KOWVATNTA TG AGPAAELNG.

EmnAéov, to WPScan pmopetl vo avtopatonomoet ) dwdikacio g aviyvevong gvmadeidv,
EMTPEMOVTOG GTOVG EMAYYEALOTIEG TNG ACPAAELNS VO EEOIKOVOUNGOLV ¥POVO KOl TOPOVG. AVTO
10 K0O1oTA £var TOADTIHO €pYOAEio Yoo TV TTPOETOAGTiO Ko TNV EKTEAECT penetration testing,
kaBmg pmopel vo Ponbnoel otV avakdALyN Kol TNV EKUETAAAELON E€VTOOEIDV TPV AVTEG

EKUETOAAELTOVV O KAKOBOVAOVG XPNOTEC.

Evkatdotacn WPScan og Aertovpyiko svotnuoe Kali Linux

INo va ypnoyomomcete to WPScan oto Kali Linux, Oa mpénet mpdTa vo 10 €YKOTOGTHOETE, £V
dev €yer Non eykataotabel. To Kali Linux ovvibog mepropupdver 1o WPScan oty
TPOETIAEYUEVT] EYKATAGTACT), OAANL €AV YPELALETOL VO TO EYKATOGTICETE, UWTOPEITE VO TO KOVETE
pe v evrodn ‘sudo apt-get install wpscan' cg ypnon ypopp €vtoAng tepuatikov, ce linux

nePPAALOV.

AoV gykataomnoete to WPScan, pmopeite vo t0 ¥pnNGLOTOMGETE Y10 VO COPADOGETE 0L

10T00eAd Yo gumhBeieg. AkolovBovv mapadeiypata xpnong:

1. Avoilte éva TepUATIKO KOl TANKTPOAOYNOTE TNV €VIOAN wpscan --url yourwebsite.com’,
aviikaOiotovtog 1o "yourwebsite.com" pe 1tn devbuvon g 1otocEAd0C mov Oéhete va

GOPOGETE.

2. Av Bélete vo capmoete Yia gumadeieg oe Tpocheta, pmopeite vo tpocHicete v emAoyn -

enumerate vp .

3. Av Oéhete va copacete Yo gvmabeléc oe Bépata, pmopeite va mpocbéoete v emioyn --

enumerate vt'.

4. Av BéLete vo cOPOGETE Y10 AOVVOLOVS KOIKOVG TpdcPaong, uropeite va mpocécete v
emAoyn “--passwords wordlist.txt’, aviikabiotovroc to "wordlist.txt" pe ) dwdpoun mpog ™

Mot KoO®V TpOSPacng mov OEAETE VoL XPNGILLOTON|GETE.

2ty ovvéyeto TtapovotdleTol n eykatdotaon tov WPScan péom tov terminal oto Kali Linux.
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Eixovo 13:Exxiviion WPScan yio. E éyyovg Aopdleiog ae WordPress
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T LEEUEEER

File Actions Edit View Help

Ewcova 14:Zapwon lotocerioas WordPress ue WPScan yia Eviomiono Evrofeicov

AxolovBel 1 extédeon g Pacikng cdpmong tov Wordpress mpog e0pect TOOVAOV EVTAOEDV [UE

™V €vioAn ‘wpscan --url http://192.168.2.4/wordpress’

Eixova 15:Xopwaon lotocelidoc WordPress ue WPScan yia Evtomiouo Evrofeicov
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N ek o 2 3

File Actions Edit

Ewcova 16:Aroveléopora WPScan-Koroypagn Aiktvoxng Apaotypiotyrag WordPress

Avalvon kol reENynon TOV T KPIiGIL@V oNUEiov TS ovaeopds Tov WPScan :

1. Emeparidec (Headers): Tlpdketton yia tic emkeparidoeg HTTP mov o dtokouot)g otéAvel
oW HE TIC amaVINGELS TOV. MTopolV va TapéYouv TANPOPOPIES GYETIKA LE TO AOYIGUIKO KO TN
OWUOPE®MCY] TOV OOKOMIGTH. %€ OLTHV TNV TMEPITTMOY, 0 OOKOUOTAG EKTEAEL TNV £KOOOT
Apache 2.4.56 o¢ éva cvotnuo Windows 64-bit, pe tnv £ékdoon OpenSSL 1.1.1t yio vmoompién
SSL/TLS «at v ékdoon PHP 8.2.4 yia v enelepyacia oevapiov PHP.

2. XML-RPC: To XML-RPC &ivar évo mpoTOKOALO OV EMTPEMEL TIG ATOUAKPVOUEVES KANGELG
dwdwoacwwv péow HTTP. Xpnowomnoteital and opiopéveg Aettovpyieg tov WordPress, 0nwg ta
pingbacks kot ta trackbacks, aAAd pmopel emiong vo expetodievtel yoo emBécelg Ommg M
exTipumon Kmdk®mv tpodcPacns pe péBodo brute force 1 n evicyvon DDoS. To yeyovog 0Tt eivon
EVEPYOTTOMUEVO GE OVTOV TOV Olakopot) 0o pmopovoe va omotehécel mbavo Kivovvo

0oQOAELNG.

3.’Exdoon WordPress: O 1o16t0m0¢ £kTeLEl TNV €KdOOT) 6.2.2 Tov WordPress. H evnuépwon tov

WordPress givatr onpoavtikny yio Ty oo@aiein, kabmg ol véeg ekO00ELS GLYVA TEPIAAUPAvVOLY
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dopbaoelg v yvootég svmabeiés. To yeyovog Ot avtdG 0 16TOTOTOG eKTEAEL TV TEAgLTAIN

éxdoon givat OeTikd onuadt.

4. TIpocBeta (Plugins): To mpdcBeto WooCommerce givol £yKaTESTNUEVO GTOV 1GTOTOTO, OAANL
dgv elvar n tedevtaia ékdoor. Ta mpdcobeta pmopovv vo €GAYOVV TIG OKEG TOVG ELTOOEES
AGPAAEING, EMOUEVOG eival oNUOVTIKO Vo T dtotnpovpe evnuepopéva. To yeyovog 6Tt avtd T0

pdcbeto sivan eknpoBecpo Ba propovce va amoterécel TOavo Kivouvo acpaleiog.

5. Avtiypago oaceareiog Swpopewong (Config Backups): Ta oaviiypago oaceareiog
SlpodpemoNg pmopel Leptkés @opég va mepthapPdvovy gvaicOnteg TAnpoeopiec, OTMG KMOKOT
npdcsPaone Paocwv dcdopévov. To yeyovog 6tt to WPScan dev Ppnke kavéva aviiypago

acQUAElng SIOHOPP®ONG etvar OeTIKd oNUASL OO TNV OTTIKN YOVIK TS AGPAAELOG.

6. Awkpitikdé API WPScan (WPScan API Token): To WPScan pmopei va ypnoiponomocet éva
owakpitikd API yia va AaPet dedopéva evmabeimv and t ‘Paon dedopévov evmabeumy’ WPScan.
Avto pmopel vo mopéyel mo AemTopepel TANPOPOPIEG OYETIKA e YVOOTES gumifeleg oTOV
mopnva tov WordPress, ta tpdcheta kot to Oépata. Qotdc0, dev mapacyEdnke dwokpriikd API

0€ QTNV TNV TEPIMTMOOT), ETOUEVAOS OVTA TOL dEdOpEVA OV TEPIANEONKaY TNV ££000.
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AkolovOei n gkTéheon TN gvroig Yo Tnv omepifunon tov npdcdetmv (plugins) oto

WPScan ‘wpscan --url http://192.168.2.4/wordpress --enumerate p’

H evtoAn eivan “--enumerate p* 1} "--enumerate vp'. Avti 1 evtoAn] KaAel to WPScan va capmoet
tov 1ototono WordPress kot va mapabécet Oha ta gykateotnuéva mpocheta. Avtd pmopel vo
elvat xpNoo yo v EVIOMGUOG TPOGHET®V TOL UTOPEL VL TEPLEYOVV YVMOGTEG EVTADELEG 1) TTOV
umopel vo umv €xovv evnuepwbetl oy tedevtaio Toug €kdoon. o mapddetypa, av 0élete va
cOPOGETE TOV 10TdTOMO example.com Kot va amapBunicete OAa Ta eykotesTnUéva Tpocheta, B

YPNOCLOTO0VCATE TNV EVTOAN: "Wpscan --url example.com --enumerate p°

T LEEEREE

File Actions Edit

Ewcova 17: Extéleon Xopwaong oto WPScan e Evioln 'enumerate ' oto WordPress Site
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amPOE-| 2 3 4

Ewcova 18: Aviyvevon [TiBavav Evrabeicov o WordPress ue WPScan

Avaiven ko ere€nynon TOV o Kpicumv onUEi®v ™S avagopds Tov WPScan (Avaivtika

oA 1 avoeopd 610 TIAPAPTHMA 4):

1. Emkepaiioes: O dwaxopotng tpéxel Apache ékdoon 2.4.56 ¢ éva cuotnua Windows 64-bit.
Av1o givar onuovtikd yiati ot ekdOGES TOV AOYIGUIKOD TOV SLOKOUIGT UTOPEl v TEPIEXOLV
eomdbelec mov pmopel va  ekpetardevtel €vag emrtiBépevog. EmumAéov, o Olokopiotng
ypnopomolel OpenSSL éxdoon 1.1.1t yuu v vrootpi&n SSL/TLS, to omoio eivan {wtikng
onpoaciog yw mv acedreia Tov cuvoécemv kot PHP ékdoon 8.2.4 yio v eneéepyacia cevapiov

PHP.

2. XML-RPC: To XML-RPC oaivetar va givar evepyomompévo. Avtd givor onpavtikd yuoti to
XML-RPC pmopet va ypnowomomBet yio embéoelg ond amdotacn, OnOc 1 eKTEAEON

OTTOLOKPLGUEVAOV SLOdIKAGIOV 1 1] ekTéAeon emBécewv brute force.

3. 'Exdoon WordPress: O 1otdtonog tpéyet v €kdoom 6.2.2 tov WordPress, n omoia givar m

tehevtaio kot kKukAoedpnoe otig 20 Maiov 2023. H evnuépwon tov WordPress eival {otikng
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onpaciog yuo v aceareld, kabdg o1 vedtepes £KOOGELG Ly VA TepAapPavouy dopBdcelg yio

YVOOTEG evmdbetec.

4. IIpodcOeta: To mpdcBeto WooCommerce givol €yKATEGTNUEVO GTOV 1GTOTOTO, OAAN dEV Elval M
tehevtaio ékdoon. H tpéyovca ékdoon eivan 7.8.2, evd 1 tedevtaio elvan 1 7.9.0. To moaAordtepa
TPOGHETA TIVOVOV VOl ATOTEAOVV KivOLVo acpdAelag, KaBdg mBavov va £xouv YvmoTég evmdbeteg
mov €yovv O0pHwBel oe vedtepeg exdooelg. EmmAéov, to WPScan dev undpece va e&dryet

dedopéva evmdBetag Adym g EAAeyng evog dtakpitikov API tov WPScan.

AkoA0v0<i N ektéheon Tne evroing ‘wpscan --url http://192.168.2.4/wordpress --enumerate

.

H emdoyn --enumerate t odnyel to WPScan vo evtomicer kou vo mopobécer OAo Ta

gykateomuéva Bépata (themes) g eykatdotaong.

N eomPDE-| 2 3

12 k
Trash

File Actions Edit View Help

Ewova 19:Xdpawon Aopdlerag ue WPScan Xpnowyomoiwvrog Evioln Eviomiouotd Osudrwv
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Ewcova 20: Aemrouspnc Eleyyoc Osudrwv WordPress ue 'wpscan --enumerate t'
S (OGS

Avalvon kol reENynon TOV T KPIiGIL@V oNUEiov TS ovaeopds Tov WPScan :

1. 'Exdoon Awkomot) ko PHP: O 1ot6tomOg ypnoiponotel tov dwokouot) Apache/2.4.56
(Win64) OpenSSL/1.1.1t PHP/8.2.4. Avtd vmodniodvelr 0Tt 0 SWKOUIGTNG Agttovpyel o€
Aertovpykd cvotnpo Windows 64-bit pe OpenSSL yio acpalreic ovvdéoels. H €ékdoon PHP eivan
8.2.4, n omoia elval GYETIKA TPOGPATN, OAAL Elvol CNUAVTIKO VO, 10T PEITOL EVIIUEPOUEVT] GTNV

TeAELTALN EKOOOT] Y10 VO ToPeVYOoVTal TOAVEG eVTTADEIEG OIoPAAELNG.

2. Evepyomoinon XML-RPC: To XML-RPC givar gvepyonompévo otov iotdtono. To XML-RPC
glval €vo TPOTOKOALO OV EMITPEMEL TIC OMOUOKPLOUEVES KANoELS dladikaciadv pécw HTTP.
Mmnopet va ypnoyomondel yio dS1dpopovg 6KOTovs, OTMS 1) SLXEIPIOT) OVAPTNGEWMY, GYOAM®Y Kol
moAVUECOV, N N ANyn dedopévev. Qotdco, pmopel emiong vo omoteAéoet mBovo Kivovvo
acpoieiog €dv dev eival KOTAAANAO ao@OAGUEVO, KOODC pmopel va ypnoipomombel yio

embéoelg brute force.

3. Evepyomoinon “Kataidyov AveBdopotoc”: O katdloyog aveBdcpatog 6tov 16TOTOmO £)El

gvepyomomuévn ™ Mot KataAdyov. Avtd onupaiver O6tt omolocdnmote umopel va Ol Tal
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TEPLEYOUEVA TOL KATOAOYOL aveRACHOTOS, TO omoio Bo pmopovse evoeyouévme va ekbEécet
evaiocOnta Oedopéva. Ievikd, ocvviotdtor va omevepyomombel m Alota katohdyov Yoo va

amotpanel n un eEovotodotnuévn tpdcfacn ota apyeia.

4. Evepyomoinon EEmtepikod WP-Cron: To eéwtepucd WP-Cron givan evepyomompévo. To WP-
Cron egival évog TPOYPOUUOTIOTHS €pyacwdv mov ypnotponotei 1o WordPress vy va
OVTOUOTOTOEL EPYOGIEC OMTWC 1 OMUOGIELOT TPOYPUUUATICUEVOV OVOPTHCEMY, O EAEYYOS Y10
eEVNUEPMOELS Bepndtov 1 TPOcHETOV Kol 1 0moGTOA €0omomoewv pnécw email. [Taporo mov
etvon o amapaitntn Aettovpyio yioo moArhots ototomovg WordPress, pmopel evdeyopévag va

Yivel EKUETAAEVGIHO €AV OEV EIVOL KATAAANAQ OCPOAGUEVO.

5. 'Exdoon WordPress kot IIposBacipuotnra Apyeiov Readme: O 1otdTOmOC Acttovpyel pe v
éxdoon 6.2.2 tov WordPress kot 10 apyeio readme givor mposfdoipo. To apyeio readme pmopel
VoL TOPEYEL XPNOES TANPOPOPIES Y10 TOV 16TOTOTO OAAG Umopet emiong va ekBécel TAnpoopieg
mov Bo pmopovoav va ypnoipomonfodv and emTifépevone, eMOUEVOS GLUYVO GLVICTATOL VoL
arokigieton N TpdcPaocn o avtd. To yeyovdg 6t i ékdoon tov WordPress givor evnuepopévn
etvan Betikd, KaBdg onuaivel 0TL 0 16TdHTONOG THAVOTATO TPOSTATEVETAL AT YVOOTEG ELTADELESG

TAAALOTEP®V EKOOCEWMV.

6.0¢pota WordPress: O 1otdétomoc  ypnowomotel 1o Oépota  twentytwentyone,
twentytwentythree, kot twentytwentytwo. Olo avtd ta 0épata eivon evnuepopéva. H datnpnon
TOV OEPATOV EVIUEPOUEVOV EIVOL CIILAVTIKY] Y10 TNV AGQOAAELN Kot T AgttovpykdTnTa. 26T0G0,
glval emiong onuUovTiKO vo €AEYXETOL YL OTMOLONTOTE aypnolonointe Oépata kot vo

agopovvTal, Kadmg umopodv miong vo amoteAEcoVV Kivouvo ac@areiog.

Axolov0Osi n ektéleon e evroAnc ‘wpscan --url http://192.168.2.4/wordpress --enumerate

u’ mote va Eekivhioel M odpwon Tov kabopiopévov URL kot va amapiBpnost (vo avayvopicst

KO VO KOTOYPAWYEL) TOLG XPNOTES TOL 16T0ToTov WordPress.
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Trash

sali@ial: ~

File Actions Edit View Help

FileSystem

SSL/1.1.1t PHP/S.2.4

e Xpnjon WPScan k POUETPOD e erate
e Xpnon WPScan ko Hopouétpov 'enumerate u'

ali@bali:
File Actions Edit View
er(s) Identified:
File System
2/users/tper_page=100apage=1

e Detection)

o WPScar

Ewxova 22:"Aroteléouora Lapwons Xpnotwv oto WordPress ue 'wpscan --enumerate u'

Avalvon kot € TOV T KPIGLU®OV SNUEIOV TNS ovaopds Tov WPScan




1. Emkepoiideg: O OJwkopotng mov ypnowonmoteitar eivar o Apache/2.4.56 (Win64)
OpenSSL/1.1.1t PHP/8.2.4. Avtd vmodnidvel OTL 0 OOKOMGTNG AETOVPYEL GE AETOLPYIKO
ovotnuo Windows 64-bit pe OpenSSL v aceareic cuvoéoels. H ékdoon PHP eivan 8.2.4
omoio. givol oYeTIKA TPOCEATN OAAG eivorl onupoviikd vo dlotnpeital evuePOUEVT GTNV

tehevtaio £k00om Yo va amopevyovtal Thovég evmdOeiec acpaieiog.

2. XML-RPC: To XML-RPC o¢aiveton va givar gvepyomompévo otov tototoro. To XML-RPC
glval €vo TPOTOKOALO OV EMTPEMEL TIC OMOUOKPLOUEVES KANOELS Oladikacidv pécw HTTP.
Mmnopet va ypnoyomondel yio dS1dpopovg 6KOTovs, OTMS 1) SLXEIPIOT) OVOPTHGEWDY, CYOAM®Y Kol
moALUECV, N N ANyn dedopévev. Qotdco, pmopel emiong vo oamoteAéost mBovo Kivovvo
ac@aAeiag Gv 0ev etvar KATAAANAQ acEAAMGUEVO KOODG pumopel va ypnotpomomel yio embécelg

brute force.

3. Apyeio readme tov WordPress: To apyeio readme tov WordPress PBpéOnke otov 1otdTomO.
Av16 10 0pyeio mEPLEYEL TANPOPOPIEC GYETIKA LE TNV €YKATAGTOOT] Ko T ¥p1ion tov WordPress,
aAAG umopel emiong vo mapEyel TANPOPOPIES 0€ KAKOBOVAOLS YPNOTEC CYETIKA e TNV EKOOOM

tov WordPress mov ypnoiponoteitot.

4. Katdroyog Avepdopatoc: O kotdAoyog aveBACHOTOS GTOV 1IGTOTOTO £YEL EVEPYOTOMNUEVT TN
AMota kaTaAdyov. AvTtod onuaivel OTL OTOI0CONTOTE UTOPEL VAL OEL T TEPLEYOUEVO TOV KATAAOGYOV
avepdopatog, 1o onoio o pmopovice evdeyouévmg va ekbécel gvaicOnta dedopéva. ['evikd,
ocuviotdtol va amevepyomombel  Aota kATOAOYOV Yio Vo OmOTpOmEl 1 U €E0VGLOS0TNUEVT

npdcPaocn ota apyeio.

5. E€wtepucd WP-Cron: To e€mtepicd WP-Cron @aivetot va eivon gvepyomompévo. To WP-Cron
glval évag TPOYPOUUOTIOTNS EPYOcIOV Tov ypnoiponotel to WordPress yio vor avtopartomrotel
gpyncieg OMWG 1 ONUOGIELOT) TPOYPOUUOTICUEVOV OVOPTNCE®Y, O EAEYYXOC YL EVIUEPMOELS
Oepdrov M mpdcbetwv KAT. Qotdco, €dv dev givarl KotdAANAQ ac@olcuévo, pmopel va

ypnoworomBei yio DDoS embéoers.

6. Exdoon WordPress: H ékdoon tov WordPress mov ypnoytonoteitan eivon n 6.2.2, 1 omoia givon
N terevtaia ékdoomn mov KukAoeopnoe otig 20 Maiov 2023. Avtd givan Beticd, KabmG onpaivet
OTL 0 10T0TOTOG &ival MOBAVOTOTO TPOCTUTEVUEVOS OO YVOOTES gumdbeleg mov emnpedlovv

molootepeg exd0celc tov WordPress.
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7. Xproteg WordPress: 'Eyxet avayvopiotet évag ypriotng pe to dvopa "admin". Avtdg o ypnotng
evromiotnke péow tov Wp Json Api, Tov Rss Generator, tng dwdikaciog Brute Forcing Author
IDs kot Tov pnvopdtov cedipotog covoeons. H yprion tov "admin" wg dvopa ypnotn pmopet
va avénoet Tov kivouvo embéoemv brute force, kabag eivar Eva ToAH cuvnOicpévo dvopa ypno
oV Ypnolonoteitol 6€ MOAAES Tpoomabeieg eniBeonc. Xvviotatol vo givat dSlpopeTIKd Omo TO

TPOETMAEYUEVO.

SQLMap ( WordPress Pen Tests )

To SQLMap eivar éva ovorytod KOJIKO £PYOAEI0 dGOVLONG TOL CVTOWUOTOMOLEL T dladIKAGIL
eVTOmooy Kot ekpetdAievong svmabsiwv SQL Injection oe o epappoyn otov. To SQL

Injection givon po teyvikn mov emtpénel og ypnoteg va ekterésovv emPrapeic SQL eviorég ot
Béon dedopéEvmVY LG EQOPLOYNG.
To Sqlmap eivor witepa ypnoo ywo ) dokun dleicdvong (penetration testing) yio TOVG

TOPOKATO AOYOLC:

1. Avtopatomoinon: To Sqlmap avtopatomolel ™ oddikacioo gviomcuov evmabeimv SQL

Injection, k&t mov pumopet va givor ypovoPopo kot Tepimloko av yivel yeypoxivnra.

2. IIpdémra: To Sqlmap pmopetl va eviomicer pia peydAn mowidio tomewv SQL Injection,

ocvunepthappavopévav tov UNION-based, Blind, Boolean-based, Time-based kot Out-of-band.

3. Bvelé&io: To Sqlmap vroompilel apxetég Phoelg dedopévay, GLUTEPIAAUPOVOLEVOV TOV
MySQL, Oracle, PostgreSQL, Microsoft SQL Server, Microsoft Access, IBM DB2, SQLite,
Firebird, Sybase, SAP MaxDB, HSQLDB ot Informix.

4. Extetapéveg ovvatomntes: [épa and v aviyvevon gvmabeidv, to Sqlmap pmopei eniong va
EKUETAAAEVTEL TIC EVTOMIGUEVEG EVTADEIEC Y10 VO OVOKTIOEL OEGOUEVA, VO, EKTEAECEL EVIOAEG

otov e&ummpetn 1 va avePdoet apyeio.
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["a Toug mapoamdve Adyovs, to Sqlmap eivor éva moAOTIHO £pyaAelo GTO YDPO NG ACPAAELNG

TANPOPOPLOKADV GLGTNUATOV KL TOVG EPEVVO GYETIKA LLE TIG EVTLAOELEC.

Evkatdotacn SQLMap og iertovpyiké cvetnue Kali Linux

['o va eykataotioete to Sqlmap oto Kali Linux, propeite va xpnG1ULOTONCETE TOV JOXEPLOTH

TAKETMV TOV GLGTHLOTOC. AKOAOVONGTE TO TOPAKAT® PripoToL:

1. Avoi&te éva teppaTid.

2. Evnpepadote ™ Mot TV TOKETMV TOV GUGTHLOTOS EKTEADMVTAG TNV EVTOAN:
sudo apt-get update

3. Eykotaotote to sqlmap exteAdvTag TNV EVTOAN:

sudo apt-get install sqlmap

Avtd Ba eykataotioel to Sqlmap oto cvoTud cog. Mmopeite va emiPefordoete OTL M
€YKATAGTOON NTOV EMTVYNG eKTEA®VTOG TNV €vtoAn “sqlmap -h', m omoio Oa epeavicer ™

BonBeta kot Tig emAoyég Tov Sqlmap.

Axolovbei n extéleon ¢ Bacikne capwone e SQL db tov Wordpress mpog gvpeon mbavov

eumofeldv ue tnv evroin ‘sglmap -u "http://192.168.2.4/wordpress/?p=1" —dbs’

Avt 1 evtoAn ypnoiponotel To epyoieio sqlmap yuo va dokypdoet v gumdbeia SQL Injection
oe po. ovykekpiévn oevbvvon URL kot va avaxtioer to ovopato OAmv Tov Pdoewv

dedopévamv, dv Bpebet kamola evmdbeta. Ag dovpE TV EVIOAN AETTOUEPDG:
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- "-u "http://192.168.2.4/wordpress/?p=1"": H emloyn "-u’ ypnoomnoteiton yo va kabopicetl
oevBvvon URL mov BéAovpe va dokipdoovpe. Xe autnv v mepimtmon, dokipdlovpe

devBvvon URL "http://192.168.2.4/wordpress/?p=1".

- '—=dbs’: Avt n emioyn Aéel oto sqlmap va avaxtioel o ovopota OA®V TV Pdoewv

dedopévav av Bpebel evmdOeia SQL Injection.

Yvvoyilovtag, ovt m eviod Aéet oto sqlmap vo dokiudoet T oevbvvon URL
"http://192.168.2.4/wordpress/?p=1" ywo evmabeiec SQL Injection a1, €dv Ppebel wdmoia

eumdbelo, vo avaKToEL To OVOLOTA OADV TOV BAcE®Y dEdOUEVWOV.

File Actions Edit View Help

Ewova 23 Evopln Extéleons SOLMap e Eotiaon oty Avaxaloyn Baoewv Agdouévav
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BomP o]

u.,

Trash

Edit View Help

Ewcova 24 :Aviyvevon Evmaleiaov pe Aoxiuéc SOLMap oe WordPress

Mze 1o mépoc e oapwonc Tov SQLMap suopdvice to eénc

—(kali®kali)-[~]

L—$ sqlmap -u "http://192.168.2.4/wordpress/?p=1" --dbs

_H
DI {1.7.7#stable}
EE NN
L)
| V.. || https:/sqlmap.org
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[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.
It is the end user's responsibility to obey all applicable local, state and federal laws. Developers

assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 12:38:33 /2023-07-30/

[12:38:33] [INFO] testing connection to the target URL

[12:38:37] [INFO] checking if the target is protected by some kind of WAF/IPS
[12:38:40] [WARNING] reflective value(s) found and filtering out

[12:38:40] [INFO] testing if the target URL content is stable

[12:38:43] [INFO] target URL content is stable

[12:38:43] [INFO] testing if GET parameter 'p' is dynamic

[12:38:46] [WARNING] GET parameter 'p' does not appear to be dynamic

[12:38:48] [WARNING] heuristic (basic) test shows that GET parameter 'p' might not be

injectable

[12:38:51] [INFO] testing for SQL injection on GET parameter 'p'

[12:38:51] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
[12:39:09] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

got a 301 redirect to 'http://192.168.2.4/wordpress/?p=%28SELECT%20%28CASE%20WHEN
%20%286375%3D5528%29%20THEN%201%20ELSE%20%28SELECT%205528%20UNION
%20SELECT%205590%29%20END'. Do you want to follow? [Y/n] y

[12:39:30] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (EXTRACTVALUE)'

[12:39:37] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'
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[12:39:44] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[12:39:53] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
[12:40:00] [INFO] testing 'Generic inline queries'
[12:40:04] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[12:40:04] [CRITICAL] considerable lagging has been detected in connection response(s).

Please use as high value for option '--time-sec' as possible (e.g. 10 or more)
[12:40:09] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[12:40:14] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'

[12:40:20] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
[12:40:27] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[12:40:33] [INFO] testing '"Microsoft SQL Server/Sybase time-based blind (IF)'
[12:40:41] [INFO] testing 'Oracle AND time-based blind'

it is recommended to perform only basic UNION tests if there is not at least one other (potential)

technique found. Do you want to reduce the number of requests? [Y/n] y
[12:41:37] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
[12:41:53] [WARNING] GET parameter 'p' does not seem to be injectable

[12:41:53] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase
values for '--level'/'--risk' options if you wish to perform more tests. If you suspect that there is
some kind of protection mechanism involved (e.g. WAF) maybe you could try to use option '--

tamper' (e.g. '--tamper=space2comment’) and/or switch '--random-agent'
[12:41:53] [WARNING] HTTP error codes detected during run:

404 (Not Found) - 1 times
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[*] ending @ 12:41:52 /2023-07-30/

2NV TapovGH AVAALGT TAPEYOVTOL ENIONG AVGELS Y TN BEATIOON TG AGPAAELNGC:

1. Kinon sqlmap: “sqlmap -u "http://192.168.2.4/wordpress/?p=1" --dbs’. To URL eAéyyeton yio
evndOeteg SQL Injection pe ™ yprion g emrioyng --dbs’ yo v avaxdioyn tov Bdoewv

dedoUEVOV TOV GTOYOV.

Avon: Edv evromotel evmdBeior SQL Injection, Oa mpémer va dopBwBel pe v epappoyn
TAPOUETPOV TPOGTAGING OTIG €LGOJ0VS TOL YPNOTH, TN ¥PpNon prepared statements | ORM

frameworks, kot tnv gvepyomnoinon WAF.

2. To cvompa eAéyyet yio mbavn tpootacio WAF/IPS.

Avon: Edv dev vapyer mpootacioo WAF 1 IPS Oa npénel va mpootedet.

3. To mepreydpevo tov URL wor m mapdpetpog GET 'p' eléyyovtar yio otabepodotnra ko

SLVOUIKOTNTO OVTIGTOYOL.

Avon: Edv o1 mapdpetpor givor dvvapikéc, o mpénet va TEPLOPIGTOLV 0L JVVOTOTNTEG TMV
YPNOTAOV Y10 EIGAYMYN OLVOUIKOD TEPLEYOUEVOL 1 Vo, eEAeyyOel mpooekTikd Yo emiBéoelg SQL

Injection.
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4. Epappolovtal d1dpopeg TeVikEg Yoo v e€€taon g evmdBeiag SQL Injection.

Avon: H epapuoyn npénetl va eheyybel yio avtég Tic euvmdbeteg kot va dtopBwbel avdroya.

5. KoaBvotepnoelg oty amdkpion NG oOVOEONE MOV UIOoPEl va VTOIMADVOLY VTOPEN

TPOGTAGLOG.

Avon: H emloyn “--time-sec’ pmopel va avénbet ya va topakdpyel avtd 1o tpdpfinua. Edv
vrdpyer WAF, n emloyn “--tamper’ pmopel va ypnopomomBel yio vo mopakapyer v

aviyvevon.

6. H mapapetpoc GET 'p' 6ev @aiveton va glval emppening o€ 100YWOYEC.

Avon: H emoyn “--level’ 1 “--risk’ o pmopovce va avénbel yio meprocotepeg OOKIUES.
Eniong, to “--tamper” kot to “--random-agent’ umopel vo pnoUOTO0ovV Y10 VoL TOPAKALYOUY

TUYOV UNYOVIGUOVS TPOGTOGIOG.

7. Evtomileton évag kwdueog AdBovg HTTP 404.

Avon: H npdcsPaocn oe éva un vrapyov URL Oa wpémetl va amopevyetal, Kabbg 1 mpoctadeia

umopel va 0dnynoet oe AdOn kot actdbeio.
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Axoiov0si gktéheon e eésdwksvnévne capoone e SQL db tov Wordpress wpo

gvpeon mOavav evradeidv pe Ty evroin: ‘sqlmap -u "http://192.168.2.4/wordpress/?p=1"

--dump-all --level=5 --risk=2 --tamper=space2comment*

Ag e€eTdoovpE TO EMPEPOVS GTOLYELN TNG EVTOM]G:

- "-u "http://192.168.2.4/wordpress/?p=1"": H moapduetpog "-u" axorovdeitor and v devbuvon
URL g ceridag mov B ovpe va edéyEovpe yia evmdBeteg SQL Injection.

- "--dump-all': H emoyn avt) mpokaiel v avaltnon kot v eEaymyn OAov Tov Pacemv

dedopévav DBMS, tov mvakmv, Tov 6TNAOV Kot TV dES0UEVOV.

- “--level=5": H mapdpetpog “--level’ xobBopiler 10 eminedo TV dokywmv mov Oa
npaypatoromBodv. To 5" eivar 10 pé€YI0TO €MIMEDO KOl TPOAYUOTOTOIEL TIG MO AETTOUEPELG

OOKIEG.

- —risk=2": H moapduetpoc "--risk’ kabopilel to emimedo tov KvdHvov TV dOKIUOV TOL Oa
npaypatoromBovv. To 2" eivan Eva pétpro eninedo KvdHvVov, Tov TapPEXEL Lo IGOPPOTIO LETAED
™G AmoPLYNG VIEPPOAKE EMOETIKMOV SOKIUDV Kot TNG EUCPAAONG OTOTEAEGHOTIKNG EVPECTG

sunadelov.

- “--tamper=space2comment: H emAoyn "--tamper’ akoAovbeital amd £va script Tov aALOIDOVEL
10 payload. To ‘space2comment’ aAAloudvel To payload petatpémovtag ta Kevd e GYOA, TO

010{0 UTOPEL VO OTOPVYEL OPLGUEVOVG TOTTOVS OVIXVEVOTC.
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H evtod) avt ovoloppdver ) Olevépyela LG OAOKANPOUEVIC OOKIUNG Yo TNV €VLPEOT

evnabeldv SQL Injection 6ToV GLYKEKPLUEVO 1GTOTOTO.

AxolovOei 1 ektédeon ™ Baocwkng capmenc e SQL db tov Wordpress mpog gvpeon

mOavov surafeidv ne Tnv evroin: ‘sqlmap -u "http://192.168.2.4/wordpress/?p=1" --dump

--level=3 --risk=1 --tamper=space2comment

H cvykekpipévn evroin] avarvetor og e€nfg:

- "-u "http://192.168.2.4/wordpress/?p=1"": Opiler ) 61e00vvon URL mpog v omoia Ba yiver n
avAALON. € QUTNV TNV TEPITT®ON, 1 evioAr] Oa eetdoetl T cerida WordPress otn dievBvuvon

192.168.2.4 pe v mapdapetpo p ion pe 1.

- '—-dump’: Avtdg o dakomng odnyel o sqlmap vo omoktioel (M "va ekywpnoet") Olo Ta

dedopéva amd ) Pdon dedouévav ov givarl evdlmn o SQL Injection.

- —-level=3": Opilel to eninedo TV dokyumv Tov Ba ekteAéael To sqlmap. Oco peyordtepo eival
10 eminedo, 1660 MEPIOCOTEPEG dOKIUEG Yivoviat. Zto eminedo 3, 1o sqlmap Oa doxipdost pio

evpela ykapo onpeiov el6660v.

- “--risk=1": KabBopilel tov kivduvo tov dokiudv SQL Injection mov mpoKeTan vo EKTEAEGEL TO
sqlmap. Xtov kivovvo 1, 1o sqlmap Oa extedéoet TIc TAEOV OCPAAEIG OOKIUES, ALTEG TTOV EIVOL TTLO

mOovo vo UV TPOKAAEGOVY OAAAYES OT PACT) OEOOUEVMV.
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- '--tamper=space2comment’: AvTtOG 0 JdaKkOTTNG 0dNyel To sqlmap va tpomomolel tig SQL
EVTOAEG IOV YPNOOTOLEL Y1aL TIG QOKIUEG TOV, AVTIKOOIGTOVTAG To KEVAL e oxdAa. AvTtd pmopel
va Pondnocel oty TOpAKAUYT OPICUEVOV ATADV OIATPOV acQaAEiog Tov mpoomabodv vo

eumodicovv 11§ emBéoelg SQL Injection.

kali@kali: ~ %

t shows that GET p

Eixova 25 Anoteréoporo SQLMap ue '--dump'- Eoyowyn [Inpopopiciv Boaong Asdopévwv
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Ewcova 26:Aigpevvnon SOL Injections péocw SQLMap oo WordPress

Mze 1o mépac e capwens Tov SQLMap suodviee To €

—(kali®kali)-[~]

L—$ sqlmap -u "http://192.168.2.4/wordpress/?p=1"

tamper=space2comment

["] {1.7.7#stable}
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R Y I P

| V... | | https://sqlmap.org

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.
It is the end user's responsibility to obey all applicable local, state and federal laws. Developers

assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 22:23:12 /2023-07-30/

[22:23:12] [INFO] loading tamper module 'space2comment’

[22:23:12] [INFO] testing connection to the target URL

[22:23:17] [INFO] testing if the target URL content is stable

[22:23:20] [INFO] target URL content is stable

[22:23:20] [INFO] testing if GET parameter 'p' is dynamic

[22:23:23] [WARNING] GET parameter 'p' does not appear to be dynamic

[22:23:26] [WARNING] heuristic (basic) test shows that GET parameter 'p' might not be

injectable

[22:23:28] [INFO] testing for SQL injection on GET parameter 'p'

[22:23:28] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
[22:23:33] [WARNING] reflective value(s) found and filtering out

[22:24:50] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery -

comment)'

[22:25:28] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (comment)'
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[22:25:57] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL

comment)'

[22:26:35] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft

Access comment)'

[22:27:12] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER
BY or GROUP BY clause'

[22:28:23] [INFO] testing 'MySQL AND boolean-based blind - WHERE, HAVING, ORDER BY
or GROUP BY clause (MAKE SET)'

[22:29:32] [INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause
(CAST)

[22:30:42] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[22:31:52] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

got a 301 redirect to ‘http://192.168.2.4/wordpress/?p=%28SELECT%2F%2A%2A%2F
%28CASE%2F%2A%2A%2FWHEN%2F%2A%2A%2F%283742%3D7013%29%2F%2A%2A
%2FTHEN%2F%2A%2A%2F1%2F%2A%2A%2FELSEY%2F%2A%2A%2F%28SELECT%2F
%2A%2A%2F7013%2F%2A%2A%2FUNION%2F%2A%2A%2FSELECT%2F%2A%2A
%2F5131%29%2F%2A%2A%2FEND'. Do you want to follow? [Y/n] y

[22:33:46] [INFO] testing 'PostgreSQL boolean-based blind - Parameter replace'

[22:33:53] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter

replace’

[22:33:58] [INFO] testing 'Oracle boolean-based blind - Parameter replace’'
[22:34:04] [INFO] testing 'Informix boolean-based blind - Parameter replace’
[22:34:09] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace’
[22:34:15] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[22:34:20] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'
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[22:34:20] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'
[22:34:25] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[22:34:25] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause'

[22:34:31] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause (original value)'
[22:34:31] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'
[22:34:31] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[22:34:39] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY

clause'

[22:34:45] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'
[22:34:51] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'
[22:35:59] [INFO] testing 'PostgreSQL boolean-based blind - Stacked queries'

[22:36:35] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked queries
(IF)

[22:37:12] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[22:37:44] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (EXTRACTVALUE)'

[22:38:17] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)'

[22:38:49] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[22:39:22] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'
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[22:40:00] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[22:40:33] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONVERT)'

[22:41:07] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONCAT)'

[22:41:41] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[22:42:15] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(UTL_INADDR.GET _HOST ADDRESS)'

[22:42:48] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[22:43:22] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'
[22:43:56] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'
[22:44:29] [INFO] testing "Vertica AND error-based - WHERE or HAVING clause'
[22:45:02] [INFO] testing 'TBM DB2 AND error-based - WHERE or HAVING clause'

[22:45:35] [INFO] testing 'ClickHouse AND error-based - WHERE, HAVING, ORDER BY or
GROUP BY clause'

[22:46:10] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE
(EXTRACTVALUE)

[22:46:43] [INFO] testing '"MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[22:46:46] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'
[22:46:49] [INFO] testing 'PostgreSQL error-based - Parameter replace’

[22:46:52] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace’

[22:46:54] [INFO] testing 'Oracle error-based - Parameter replace’'
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[22:46:57] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause
(EXTRACTVALUE)'

[22:47:00] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause
(FLOOR)'

[22:47:03] [INFO] testing 'PostgreSQL error-based - ORDER BY, GROUP BY clause'
[22:47:06] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'
[22:47:24] [INFO] testing 'Generic inline queries'

[22:47:27] [INFO] testing 'MySQL inline queries'

[22:47:30] [INFO] testing 'PostgreSQL inline queries'

[22:47:33] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[22:47:36] [INFO] testing 'Oracle inline queries'

[22:47:39] [INFO] testing 'SQLite inline queries'

[22:47:42] [INFO] testing 'Firebird inline queries'

[22:47:44] [INFO] testing 'ClickHouse inline queries'

[22:47:46] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[22:48:05] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

[22:48:39] [INFO] testing '"MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'
[22:48:56] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[22:49:14] [INFO] testing '"PostgreSQL < 8.2 stacked queries (Glibc - comment)'
[22:49:31] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[22:49:50] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE -

comment)'

[22:50:09] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'
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[22:50:26] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
[22:50:59] [INFO] testing 'MySQL >=5.0.12 AND time-based blind (SLEEP)'

[22:51:32] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'
[22:51:51] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'
[22:52:10] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[22:52:43] [INFO] testing 'MySQL >=5.0.12 RLIKE time-based blind (query SLEEP)'
[22:53:17] [INFO] testing 'MySQL AND time-based blind (ELT)'

[22:53:51] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[22:54:24] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'
[22:54:56] [INFO] testing 'Oracle AND time-based blind'

[22:55:29] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace’'

[22:55:32] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace

(substraction)'
[22:55:34] [INFO] testing 'PostgreSQL > 8.1 time-based blind - Parameter replace’'
[22:55:38] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS LOCK.SLEEP)'

[22:55:41] [INFO] testing 'Oracle time-based blind -  Parameter replace
(DBMS_PIPE.RECEIVE MESSAGE)

[22:55:45] [INFO] testing '"MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY

clause'

[22:55:47] [INFO] testing '"PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY

clause'

[22:55:50] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause
(DBMS_LOCK.SLEEP)'
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[22:55:53] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause
(DBMS_PIPE.RECEIVE MESSAGE)'

it is recommended to perform only basic UNION tests if there is not at least one other (potential)

technique found. Do you want to reduce the number of requests? [Y/n] y

[22:56:13] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
[22:57:21] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'
[22:57:55] [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'
[22:59:04] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'
[22:59:34] [WARNING] GET parameter 'p' does not seem to be injectable

[22:59:34] [WARNING] parameter 'User-Agent' does not appear to be dynamic

[22:59:36] [WARNING] heuristic (basic) test shows that parameter 'User-Agent' might not be

injectable
[22:59:39] [INFO] testing for SQL injection on parameter 'User-Agent'
[22:59:39] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[23:00:14] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery -

comment)'
[23:00:33] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (comment)'

[23:00:49] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL

comment)'

[23:01:09] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft

Access comment)'

[23:01:30] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER
BY or GROUP BY clause'

[23:02:17] [INFO] testing 'MySQL AND boolean-based blind - WHERE, HAVING, ORDER BY
or GROUP BY clause (MAKE SET)'
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[23:03:04] [INFO] testing "PostgreSQL AND boolean-based blind - WHERE or HAVING clause
(CAST)

[23:03:54] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[23:04:33] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'
[23:04:35] [INFO] testing 'PostgreSQL boolean-based blind - Parameter replace'

[23:04:39] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter

replace'

[23:04:41] [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[23:04:44] [INFO] testing 'Informix boolean-based blind - Parameter replace’

[23:04:45] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace’
[23:04:47] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[23:04:49] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'
[23:04:50] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'

[23:04:52] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[23:04:53] [INFO] testing '"MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause'

[23:04:56] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause (original value)'
[23:04:59] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'
[23:04:59] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[23:05:02] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY

clause'

[23:05:06] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'
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[23:05:09] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'
[23:05:42] [INFO] testing 'PostgreSQL boolean-based blind - Stacked queries'

[23:06:01] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked queries
(IF)

[23:06:19] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[23:06:54] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (EXTRACTVALUE)'

[23:07:33] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)'

[23:08:07] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[23:08:39] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[23:09:11] [INFO] testing '"Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[23:09:43] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONVERT)'

[23:10:13] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONCAT)'

[23:10:46] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[23:11:17] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(UTL_INADDR.GET_HOST ADDRESS)'

[23:11:51] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[23:12:23] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'
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[23:12:56] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'
[23:13:28] [INFO] testing 'Vertica AND error-based - WHERE or HAVING clause'
[23:14:02] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[23:14:32] [INFO] testing 'ClickHouse AND error-based - WHERE, HAVING, ORDER BY or
GROUP BY clause'

[23:15:03] [INFO] testing '™ySQL >= 5.1 error-based - PROCEDURE ANALYSE
(EXTRACTVALUE)

[23:15:33] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[23:15:35] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'
[23:15:38] [INFO] testing 'PostgreSQL error-based - Parameter replace’'

[23:15:39] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace’
[23:15:41] [INFO] testing 'Oracle error-based - Parameter replace’

[23:15:42] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause
(EXTRACTVALUE)

[23:15:45] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause
(FLOOR)'

[23:15:49] [INFO] testing 'PostgreSQL error-based - ORDER BY, GROUP BY clause'
[23:15:52] [INFO] testing '"Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'
[23:16:09] [INFO] testing 'Generic inline queries'

[23:16:11] [INFO] testing 'MySQL inline queries'

[23:16:12] [INFO] testing 'PostgreSQL inline queries'

[23:16:13] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[23:16:15] [INFO] testing 'Oracle inline queries'

[23:16:16] [INFO] testing 'SQLite inline queries'
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[23:16:18] [INFO] testing 'Firebird inline queries'

[23:16:19] [INFO] testing 'ClickHouse inline queries'

[23:16:21] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[23:16:40] [INFO] testing '"MySQL >= 5.0.12 stacked queries'

[23:17:11] [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'
[23:17:28] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[23:17:46] [INFO] testing 'PostgreSQL < 8.2 stacked queries (Glibc - comment)'
[23:18:03] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[23:18:19] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE -

comment)'

[23:18:35] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'

[23:18:53] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
[23:19:23] [INFO] testing 'MySQL >=5.0.12 AND time-based blind (SLEEP)'

[23:19:55] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'
[23:20:12] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'
[23:20:29] [INFO] testing '"MySQL >= 5.0.12 RLIKE time-based blind'

[23:21:02] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'
[23:21:34] [INFO] testing 'MySQL AND time-based blind (ELT)'

[23:22:06] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[23:22:39] [INFO] testing '"Microsoft SQL Server/Sybase time-based blind (IF)'
[23:23:12] [INFO] testing 'Oracle AND time-based blind'

[23:23:44] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace’'
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[23:23:46] [INFO] testing '™ySQL >= 5.0.12 time-based blind - Parameter replace

(substraction)'
[23:23:47] [INFO] testing 'PostgreSQL > 8.1 time-based blind - Parameter replace'
[23:23:49] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS LOCK.SLEEP)'

[23:23:50] [INFO] testing 'Oracle time-based blind -  Parameter replace
(DBMS_PIPE.RECEIVE MESSAGE)'

[23:23:51] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY

clause'

[23:23:54] [INFO] testing 'PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY

clause'

[23:23:57] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause
(DBMS_LOCK.SLEEPY

[23:23:59] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause
(DBMS_PIPE.RECEIVE MESSAGE)

[23:24:02] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
[23:25:07] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'
[23:26:13] [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'
[23:27:15] [INFO] testing '"MySQL UNION query (random number) - 1 to 10 columns'
[23:28:18] [WARNING] parameter 'User-Agent' does not seem to be injectable
[23:28:18] [WARNING] parameter 'Referer’ does not appear to be dynamic

[23:28:19] [WARNING] heuristic (basic) test shows that parameter 'Referer' might not be

injectable
[23:28:20] [INFO] testing for SQL injection on parameter 'Referer’

[23:28:21] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
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[23:28:56] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery -

comment)'
[23:29:12] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause (comment)'

[23:29:26] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL

comment)'

[23:29:45] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft

Access comment)'

[23:30:03] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER
BY or GROUP BY clause'

[23:30:34] [INFO] testing 'MySQL AND boolean-based blind - WHERE, HAVING, ORDER BY
or GROUP BY clause (MAKE SET)'

[23:31:08] [INFO] testing "PostgreSQL AND boolean-based blind - WHERE or HAVING clause
(CAST)

[23:31:40] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[23:32:12] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'
[23:32:13] [INFO] testing 'PostgreSQL boolean-based blind - Parameter replace'

[23:32:14] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter

replace’

[23:32:16] [INFO] testing 'Oracle boolean-based blind - Parameter replace’

[23:32:18] [INFO] testing 'Informix boolean-based blind - Parameter replace’

[23:32:19] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace’
[23:32:21] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[23:32:22] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'

[23:32:24] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'
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[23:32:25] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[23:32:27] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause'

[23:32:30] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause (original value)'
[23:32:33] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'
[23:32:33] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[23:32:37] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY

clause'

[23:32:41] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'
[23:32:44] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'
[23:33:16] [INFO] testing 'PostgreSQL boolean-based blind - Stacked queries'

[23:33:33] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked queries
(IF)

[23:33:52] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[23:34:22] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (EXTRACTVALUE)'

[23:34:54] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)'

[23:35:27] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[23:36:03] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[23:36:39] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'
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[23:37:11] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONVERT)'

[23:37:45] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONCAT)'

[23:38:20] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[23:38:52] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(UTL_INADDR.GET HOST ADDRESS)'

[23:39:23] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[23:39:58] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'
[23:40:31] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'
[23:41:05] [INFO] testing 'Vertica AND error-based - WHERE or HAVING clause'
[23:41:41] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[23:42:12] [INFO] testing 'ClickHouse AND error-based - WHERE, HAVING, ORDER BY or
GROUP BY clause'

[23:42:46] [INFO] testing '™ySQL >= 5.1 error-based - PROCEDURE ANALYSE
(EXTRACTVALUE)'

[23:43:20] [INFO] testing '"MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[23:43:21] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'
[23:43:23] [INFO] testing 'PostgreSQL error-based - Parameter replace’

[23:43:24] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace’
[23:43:26] [INFO] testing 'Oracle error-based - Parameter replace’

[23:43:27] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause
(EXTRACTVALUE)'
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[23:43:30] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause
(FLOOR)'

[23:43:32] [INFO] testing 'PostgreSQL error-based - ORDER BY, GROUP BY clause'
[23:43:36] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'
[23:43:54] [INFO] testing 'Generic inline queries'

[23:43:56] [INFO] testing 'MySQL inline queries'

[23:43:57] [INFO] testing 'PostgreSQL inline queries'

[23:43:58] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[23:44:00] [INFO] testing 'Oracle inline queries'

[23:44:01] [INFO] testing 'SQLite inline queries'

[23:44:03] [INFO] testing 'Firebird inline queries'

[23:44:04] [INFO] testing 'ClickHouse inline queries'

[23:44:06] [INFO] testing '"MySQL >= 5.0.12 stacked queries (comment)'

[23:44:25] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

[23:44:58] [INFO] testing '"MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'
[23:45:14] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[23:45:30] [INFO] testing 'PostgreSQL < 8.2 stacked queries (Glibc - comment)'
[23:45:49] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[23:46:06] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE -

comment)'

[23:46:23] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'

[23:46:43] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
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[23:47:16] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

[23:47:53] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'
[23:48:10] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'
[23:48:28] [INFO] testing '"MySQL >= 5.0.12 RLIKE time-based blind'

[23:49:02] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'
[23:49:38] [INFO] testing 'MySQL AND time-based blind (ELT)'

[23:50:11] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[23:50:48] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[23:51:26] [INFO] testing 'Oracle AND time-based blind'

[23:52:05] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace’'

[23:52:07] [INFO] testing '"™ySQL >= 5.0.12 time-based blind - Parameter replace

(substraction)'
[23:52:09] [INFO] testing 'PostgreSQL > 8.1 time-based blind - Parameter replace'
[23:52:11] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS LOCK.SLEEP)'

[23:52:12] [INFO] testing 'Oracle time-based blind -  Parameter replace
(DBMS_PIPE.RECEIVE MESSAGE)'

[23:52:14] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY

clause'

[23:52:17] [INFO] testing 'PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY

clause'

[23:52:21] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause
(DBMS_LOCK.SLEEP)'

[23:52:25] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause
(DBMS_PIPE.RECEIVE MESSAGE)'
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[23:52:28] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
[23:53:38] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'
[23:54:41] [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'
[23:55:46] [INFO] testing '"MySQL UNION query (random number) - 1 to 10 columns'
[23:56:48] [WARNING] parameter 'Referer' does not seem to be injectable

[23:56:48] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase

values for '--level'/'--risk' options if you wish to perform more tests
[23:56:48] [WARNING] HTTP error codes detected during run:

404 (Not Found) - 1 times

[*] ending @ 23:56:48 /2023-07-30/

Avdivon kon eTEENYN G TOV TLO0 KPIGINM®V GNUEI®OV TN OVUQPOPIS TG EVIOANC:

1. Aoxyn: MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY 1y GROUP BY
clause (EXTRACTVALUE)

- Abon: BePawmbeite 011 1 gpapuoyn kobopilelt cwotd TV €160d0 TOL YPNOTN Yo VO
amotpéyel embéoelg SQL injection. Xpnollomomote TOPOUETPOTOMUEVE EPOTAUOTA 1)

TPOETOYLUGUEVES ONAMGELS Y10 VO OTOTPEYETE TNV E10AYWYN KakOBovAov kddwo SQL.

2. Aoxyn;: PostgreSQL AND error-based - WHERE 11 HAVING clause
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- Adon: Onwg ko mopamdve, kobopicte tnv €10000 TOL YPNOTN KOl YPNCUYLOTOMOTE
TOPOUETPOTOMUEVO EPOTALOTO 1| TPOETOUAGHUEVEG ONADCELS Yoo vo. amotpéyete v SQL

injection.

3. Aoxyn: Microsoft SQL Server/Sybase AND error-based - WHERE 11 HAVING clause
(CONVERT)

- AYdon: Eeopudote cwot emkhpwon €166000 Kot YPNCULOTO|OTE TOPAUUETPOTOUUEVL

epoTNHOTa 1] amodnkevuéveg dradkacies yio va amotpéyete embBéoeig SQL injection.

4. Aoxyn: Oracle AND error-based - WHERE 1) HAVING clause (XMLType)

- Abon: Xpnowomomote HeTAPANTEG OEGUELONG, TOAPOUETPOTOMUEVE EPOTHUOTO 1)
amofnkevpéves dadikacieg v va amotpéyete v SQL injection. Amoguyete T onuovpyia

Svvakdv epouatov SQL pécwm cuyydvevong cuPorocEPOV.
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5. Aoxyn: Firebird AND error-based - WHERE 11 HAVING clause

- Avon: Epoappoote cwot emikOpwon €16000V0 Kol YPNCUYLOTOMOTE TAPAUETPOTOMUEVOL

epoTNHOTA 1] amodnkevuéveg dradkacies yio va amotpéyete embBéoeig SQL injection.

6. Aoxun: MonetDB AND error-based - WHERE 11 HAVING clause

- Avon: XpnoyomomoTe ToPOUETPOTONUEVO, EPMOTHLOTO 1] TPOETOUACUEVEG ONAMGELS Y10, VOl
arotpéyete v SQL injection. Amogvyete T dnuovpyion Svvaukomv epomuatov SQL péow

GLYY®OVELONG GLUUPBOAOGELPDV.

7. Aoxyn: Vertica AND error-based - WHERE 1) HAVING clause

- Avon: Epoappoote cwotn emikOpwon €166000 Kol YPNCUYLOTOMOTE TAPAUETPOTOMUEVOL

gpoTpata 1 arodnkevpéves dradikaoies yio va arotpéyete entbBéoeg SQL injection

8. Aoxun): IBM DB2 AND error-based - WHERE 11 HAVING clause

- Avon: Xpnoomomote UETOPANTEG OEGUEVONG, TOPAUETPOTOMUEVO EPOTALATO T
amofnkevpéveg dadkaciec yo va anotpéyete v SQL injection. Amopiyete ) Ompovpyio

duvapukdv epotudtov SQL péow cuyydvevons cuporocelpdy.

9. Aokn: ClickHouse AND error-based - WHERE, HAVING, ORDER BY 1 GROUP BY

clause

- AYdon: Eeopudote cwot emkhpwon €166000 Kol YPNGUYLOTON|GTE TOPAUUETPOTOUUEVOL

gpoTpaTe 1 omobnkevpéveg dadikacieg yia va arotpéyete emBéoeic SQL injection
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10. Aokiun: MySQL >= 5.0 error-based - Parameter replace (FLOOR)

- Avon: BePowwbeite ot n gpappoyn kobapilel cmwotd v €6000 TOL YPNOTN YO VO
amotpéyel embéoelg SQL injection. XpnoYLOTOMOTE TOPAUETPOTOMNUEVO EPOTHUATA N

TPOETOLUAGHEVES ONAMGCELS Y10 VO ATOTPEYETE TNV E160YMYN KaKOBovAov kmdwa SQL

Penetration Testing 6to Joomla (VirtueMart)

OWASP ZAP (Joomla Pen Tests)

- H sdpwon mpaypatoromnke oe pio tomkn epoppoyn ( http://127.0.0.1/joomla/) péoa amnd

Aertovpyikd ovotnua Kali Linux kot o Adyoc Ntav o10tt péca and to. Windows 1o Zap

katéotpepe 10 Web Application kot v Bdor dedopévov.

Fie Edt View Anslyse Report Teols import Export Crline Help
Standard Mode S R CENEAEEEE 4 8 V6 W me

e
@Sites 4 4 Quick Start = Request = Response Recuester

L] - Automated Scan D

[@ Defauit Context
@ Sites This screen allows you to launch an automated scan against an application - just enter ks URL below and press 'Attack’

Please be sware that you should only attack applcations that you have been specifically been given permission to test

URL to attack hrtp://192.168.2 4/joomia @ Select...

Use traditional spider:

Use gjax spider: with  Firefox Headless
11 Stop
Frogress: Using traditional spider to discover the content
#History 4 Search B Aerts Output % Spider & +
#iNew Scan Progress: 0: http://192,168.2.4foomla ey ] % Qurrent Scans: 1 URLS Found: 656 Nodes Added: 235 ¢ Export
URLs  Added Modes  Messages
Processed Wethod URI Flags ®
® CET hetp /192, 168.2 4fjcomiafindex. php?amp;itemrid=102&amp;category_pathw. ..
® GET hitp /192,168 2 4ficomlafindex. php?amp;iterrid=102&amp;category_pathw..
@ GET http://192. 168 2 4/jomiafindex. php?amp;itermid =102 &amp;category_pathw.
@ POST hitp /192, 168.2.4jficamlafindex. php/component/users /7l emid= 1016k ask=us..
@ POST http:/f152. 168 2 4fjcomiafindex. phpicomponent/users/loginPiternid = 101&id=1
@ CGET http/1162.168.2 4/icomlafindex.php/hikashop-menu-far-brands-isting/categor...
@ GET httpi/F192.168.2 4fjaomlafindex. php?amp;ltemic=106&amp;category_pathw. ..
@ GET hetp:/r192.168.2 4floomiafindex, php?amp;iterid=106&amp;category_pathw.
@ GET hitp:/F192.168.2 4fjeomlalindex. php?amp;lterid=106&amp;category_pathw. .
@ GET hetp /192,168 2 4fjeomlafindex.phprhikashop-meru-for-brands-isting/eategor.
@ GET hetpy/192.168.2 4fjcomiafindex. php?amp;itemid=106&amp;category_pathw. ..
® CET hitp /192,168 2 4fjeomlafindex. php?amp;iterric=106&amp;category_pathw.
@ GET hrtp /192,168 2 4/jcomiafindex.php?amp;iteric = 106&smp;category_pathw.
@ GET http /192,168 2 4ficomlafindex.phpshikashop-menu-for-brands-isting/checkout
Alerts [0 2 7 M5 Main Proxy: localhost:8080 Qurrent Scans #0 $0 @4 A0 @0 A0 %0 #1

Ewova 27:Ipoetopoaio OWASP ZAP yia Penetration Testing oto Joomla e-shop - VirtueMart
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http://127.0.0.1/joomla/

"ok

Untitled Session - OWASP ZAP 2.13.0

File Edt View Analyse Report Tools Import Export Online Help

Standard Mode v | || & EETTIEE - E=E==EEE RO ¥ @ @meo® @
@ Sites 4 § 4 Quick Start = Request Response & Requester
emad Header: Text ~ Body: Text v [] [
(= Contexts HTTP/1.1 200 OK
[E] Default Context Date: Tue, @1 Aug 2023 12:54:15 GMT
@ Sites Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4

X-Powered-By: PHP/8.2.4
Set-Cookie: 2d412d72d2c16e16e1686a7bdb4ad4sa=hovd2steqntva254146569knpe; path=/; Httponly
x-frame-options: SAMEORIGIN
referrer-policy: strict-origin-when-cross-origin
cross-origin-opener-policy: same-origin
Expires: Wed, 17 Aug 2005 00:00:00 GNT
Last-Modified: Tue, 01 Aug 2023 12:54:16 GMT
Cacha-Contral: ne-ctare nn-racha muct-raualidate nact-chack-n nra.rhack-n
<a href="/joomLa/index.php/hikashop-ment-for-categories-1isting/Category/31-spare-parts >Spare parts</a>
</1i>
</ul>
</div>
</div>

</div>

</div>
</divs </dive</div>

</div>
</div>
<div c

ass="sidebar-right card ">

# History @ Search [WAlerts # []Output #Spider #AAXSpider ) Active Scan 4

e/ ¥ Absence of Anti-CSRF Tokens
s (19) URL: http://192.168.2.4/joomla

Risk -GS
[ Content Security Policy (CSP) Header Not Set | onfidence: Low
[ Missing Anti-clickjacking Header (58)
[ Vulnerable JS Library
[ Application Error Disclosure
U Big Redirect Detected (Potential Sensitive Infc

Parameter:

Attack:

Evidence:  <form id="login-form-16" class ="mod-login" action="/joornlafindex php" method="post">
CWE ID: 352

I Cookie No HttpOnly Flag (668) ;VASC = g 10202 - At ¢ AnCSRE Tok
 Cookie without Samesite Attribute (2) ource assive ( +Absence of Anti- okens)
I Cross-Domain JavaScript Source File Inclusion | Pt Vector:

Description

iyl bcl i baleeanl (| 2 et et vy e s o) el ) o TR vt ot el ot e oo e o el o e ez i s e ot

! Strict-Transport-Security Header Not Set (2) |, under\ymgqcause \sgaprghcat\on functionality using pred\c?ab\e URL/form actions in a re?)eatab\e waygThe mature of the attack s that CSA exploits the trust it o e R e e Ve By

I Timestamp Disclosure - Unix (383)

1 X-Content-Type-Options Header Missing (507 | Other Info:
[ Authentication Request Identified (268) No known Anti-CSRF token [anticsrf, CSRFToken, _RequestVerificationToken, csrimiddiewaretoken, authenticity,_token, OWASP_CSRFTOKEN, anoncsrf, csrf_token, _csrf, csrfSecret, _csrf.magic,
P Information Disclosure - Suspicious Comment | CSRF, _token, _csrf token] was found in the following HTML form: [Form 1: "a7652ef2339dfdc7af56122544fc3 Occ” "formogin-input-remember-16" “modign-passwd-16™ ‘modignusarname-16"

"option" "return” "task" 1.
Alerts [0 U4 [0 10 5 Main Proxy: localhost:8080 Qurrent Scans #0 ©0 ®0 20 G0 /0 ®O0 HO0

F
F

f

F

[t Server Leaks Information via "X-Powered-By"

P No Anti-CSRF tokens were found in a HTML submission form
F

F

F

Ewcova 28: Aemropepis Ipofoin Awoteleouarwv OWASP ZAP oe Joomla e-shop

Avt) 1 avagopd Tapovcsldlel 0 ATOTEAECUATO TNG GAPOONG TOL TPOYUATOTOONKE and TO
OWASP ZAP omv 1otocerida Joomla. H cdpworn avayvopioe pio cepd amd mbova 0épota
ac@aAeiag, To omoia Katnyoplromoovvtal avdioya pe to emimedo Kwvovvov (Yynio, Méco,

Xopunio, Evinuepotid) kot to eninedo epumiotocvvng (Yynio, Méco, Xaunio).

1."EXienym Avti-CSRF Tokens (Méoog Kivovvog): Avtd vrodnimvet 0T 1 €paployn 6og pmopet
va givor evdlotn oe embéoelg Cross-Site Request Forgery (CSRF). Ta CSRF tokens
y¥pNoomooHvtot yo. TNV poéAnym tov emibécemv CSREF, dacearilovtog 0tt kKabe vmofoin

@OpuaG Elval LOVAOTKY] KOl OV UTOPEL VO avTypapel amd emttiOEpevo.
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2. Content Security Policy (CSP) Header Aev 'Exet Opiotet (Méoog Kivovvog): H CSP givan pua
Aewtovpyion  aoeoieiog  mov  PonBd  ommv  mwpOANYM  poG  TOWKIMOG  eMBECEMYV,
ocourephappavopévav tov embécewv Cross-Site Scripting (XSS) kot embécewv eicaymyng
dedopévaov. Edv oev €xel oplotel, n epapuoyn 6og pmopel va givor mo evdAmTN 6€ AVTOVG TOVG

TOMOVG EMBEGEWV.

3. Aginer n Emwceparida Anti-clickjacking (Méocog Kivovvoc): To clickjacking etvar pio texvikn
Omov évag emtifépevog Eeyeld évav xpnoTn Vo KAVEL KAMK G€ KATL S1LPOPETIKO amd ovuTd TOL O
xpnoms ovtilapupdveron 6tt kdver KAk, Ot emkepaAideg anti-clickjacking pmopovv va

BonMcovv oy TpdAnyN awtov ToL THTOVL EMiBeEOTC.

4. BEvdrotn Biprwodnkn JS (Méoog Kivdvvoc): Avtd vmodnimdver OTL M €QOPHOYN GOG
yxpnowonotel po Piprrodnin JavaScript mov €xet yvwotég evndbeiec. Oa TPEMEL VO EVILEPDOETE

avtVv ™ PpAodnkn ce po aceain Ekdoor).

5. O Awxopotg Awappéet ITAnpogopiec pécm tov [ediov Emkeparidooc HTTP Andvinong "X-
Powered-By" (Xoauniog Kivovvog): Avtd vmodnidver 6Tt 0 SOKOUIGTNG COG OMOKOADTTEL
mBavég evaicOnteg mAnpogopieg otig emikepoiideg HTTP, ot omoieg Ba umopovcav va

BonBnoovv évav emttifépevo va GUALEEEL TANPOPOPIES VIO TO GVLGTNLA GOG.

6. Aginer 1 Emwceparida X-Content-Type-Options (Xauniog Kivovvog): Avt) 1 emkepoiioa
YPNOUOTOIEITOL Yio TNV TTpooTacia and eniBéoelg ovyyvong tomov MIME. Edv dev éxet opiotet,

1 EQAPLOYY GOG UTOPEL VOl VOt TTO EDAAMTN GE AV TOVS TOVG TOTOVG EMBECEWMV.

7. Amokaioyn [TAnpogopuodv - Yroyieg Zyola (Evnuépmaon): Avtd vmodnAmvel 0Tl 1 EQAPLOYT|

cog pumopet vo amokaAvmtel mbavég evaicOnteg TAnpoopiec o€ oYOALN GTOV TN YO0 KOOIKO.
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8. XOyypovn lotoepappoyn (Evnuépmon): Avtd dev eivan o umadeion oAAG pior Evoein ot
EPAPLOYT GOG ypNOoTotEl chyypoveS TEYVOLOYieg web.

Tpoémor avTipeTOMONS EVTUOELDOV

1. 'TEMietyn Avti-CSRF Tokens: Oa mpémet va epapuoocete tm ypnon tokens CSRF oty
epappoy”n coc. Avtd ta tokens dracparilovv 0Tt KGBe VTOPOAT] EOPLOG Elval HOVAIIKT KOl OEV

umopel va avtypoeel amd emitifépuevo.

2. Content Security Policy (CSP) Header Aev 'Eyxet Opiotei: @o mpénet vo 0piGETE [0 TOALTIKT
acoaleiog mepieyopévov (CSP) yuo v gpapuoyn cag. Avtd pmopel va yivel mpocHétovtog v

emkepaAida 'Content-Security-Policy' otic anavtioeig HTTP ¢ epappoyng oag.

3. Asginer 1 Emkepoiida Anti-clickjacking: @a mpémer va mpocHéoete v emkeporida "X-
Frame-Options' otig anavtioeig HTTP g epappoyng coc. Avtd Bo amotpéyel TV eQapproyn
coc omd 10 va gppaviCetal péca o €vo frame, to omoio pmopel va Pondnoet oty TpdAnyn

embéoewv clickjacking.

4. Evahot Biprodnikn JS: Oa npénet va evnuepmoete v evdiwtn PiAodrkn JavaScript og
g aceoAn €kdoomn. Av dev elvar ovvatny 1m evnuépwon, OBa mpémer va efetdoete TV

avTIKaTaoToon ™G PPAoO KNS te por GAAN Tov dev givol EDAAMTY.

5. O Awxopotg Awappéet ITAnpogopiec pécm tov Iediov Emkeparidooc HTTP Andvinong "X-
Powered-By": ®o mpémer va puOupicete 1oV SWOKOUOTH] GOG VO UMV OTEAVEL OLTNV TNV

emkePaAida. Avtd pmopel va yivel suvnBwg Hécm Tov apyeiov pLOUIGE®Y TOV S1OKOULGTY| GOG.

6. Aginer 1 Emwceparida X-Content-Type-Options: Qa mpénel vo mpocsOécete v emke@aiion
'"X-Content-Type-Options' pe v Ty nosniff' otig amavioeig HTTP ¢ epappoync cog. Avto
Ba amotpéyel Tovg mMEAdTEG amO TO Vo mpoomafncoovv va poviéyovv tov tvmo MIME tov

TEPLEYOUEVOV.

7. Amoxaivym ITAnpogopidv - Ymoyiec Xyxoha: ®Oo mpémer vo efetdoete to. oYOMA TOV

AVOPEPOVTOL GTIV OVOPOPE KoL VO ApOIPEGETE OGO TEPLEYOLV EVAICONTEC TANPOPOPIEC.

8. XOyypovn epappoyn 16tov : Avtd dev givor por eumdbeto, aAAd po EvOeln OTL 1 papLOYN

o0G (PNOOTOLEL GVYYpOVES TEXVoLoYieg web. Aev yperdleton va AneBel kapia dpdon yi' awtd.
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Nessus Essentials ( Joomla Pen Tests

Joomla Configure  Audit Trail Launch ~ Report  Export
i «Backto My Scans
& Myscans
All Scans
Hosts 1 | Vulnerabilies |17 Remediations (2 History 1
Trash
Filter v
Policies Host Vulnerabilties - Scan Details
Pl Rul
® Terrascan status: Completed

Severity Base: VS5 3.0

Scanner. Local Scanner
start: Today at 10:00 AM
End: Today at 10:58 AM
Elapsed: an hour

Vulnerabilities

critical

.
z

El

Tenable News

FAQ: What the New
SEC Cybersecurity
Rules Mean for.

Read More.

Exova 29: Emorxonnon Zapwaong Evrabsiov Joomla ue Nessus Essentials

Joomla/127.0.0.1

gure  Audit Trail Launch = Report  Export
e + to Hasts
y Scans
& Alscans
Vulnerabilities 17
@ Tresh

Filter =

Policies

oSS - VPR - Name . Family . Count ~ Host Details

Plugin Rules

nGH 75 PHPB2x <827 Gl abuses 1 P: 27.0.04
) Terrascan os: Windows 11
5 B0 CGl abuses 1 st Taday at |
end:
= S HTTP (Mul 5 Elapsed

Vulnerabilities

(Multiple Issues Web Servers 4 .

)penssL (Multpis Issues; wep Servers

imation (

External URLS

Settings

Paten

Tenable News

Cybersecurity PHE Version Detection s
Snapshot: SEC Wants
More Cybersecuri__ ohphyAdmin D CGl abuses
Read More
wieb Application Cookies ked Secure web Servers

BRRNRNNNRREARE

Exova 30: Aerrouepric Avapopd Evraleicwov Joomla and Nessus Essentials
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(inessus

"m

Bo

Tenable News

IBERRERRERRRERORE"

Eixova 31:2vvéyeio Exterousving Arotiunons EvroOsicov Joomla pe Nessus Essentials

H oloxkinpopévn Aioto pe Tig gvmadeieg mwov Ppédnkav ko ava@épovrar 6t1o eEyONEVO

apyeio pdf sivon ov e€ni¢ :

1.
2.

PHP 8.2.x < 8.2.7 (Severity: High, CVSS V3.0: 7.5, VPR Score: 3.6, Plugin: 177511)
OpenSSL 1.1.1 < 1.1.1v Vulnerability (Severity: Medium, CVSS V3.0: 5.9, VPR Score:
4.4, Plugin: 178475)

Apache mod info /server-info Information Disclosure (Severity: Medium, CVSS V3.0:
5.3, Plugin: 10678)

Apache mod status /server-status Information Disclosure (Severity: Medium, CVSS
V3.0: 5.3, Plugin: 10677

Browsable Web Directories (Severity: Medium, CVSS V3.0: 5.3, Plugin: 40984

HTTP TRACE / TRACK Methods Allowed (Severity: Medium, CVSS V3.0: 5.3, VPR
Score: 4.0, Plugin: 11213)

OpenSSL 1.1.1 < 1.1.1u Multiple Vulnerabilities (Severity: Medium, CVSS V3.0: 5.3,
VPR Score: 4.4, Plugin: 173260)

Web Server Allows Password Auto-Completion (Severity: Low, CVSS: N/A, Plugin:
42057)
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9. Web Server Transmits Cleartext Credentials (Severity: Low, CVSS V3.0: 2.6, Plugin:
26194)

12. Apache HTTP Server Version (Plugin: 48204)

13. CGI Generic Injectable Parameter (Plugin: 47830)

14. CGI Generic Tests Load Estimation (all tests) (Plugin: 33817)

15. External URLs (Plugin: 49704)

16. HTTP Methods Allowed (per directory) (Plugin: 43111)

17. HTTP Server Type and Version (Plugin: 10107)

18. HyperText Transfer Protocol (HTTP) Information (Plugin: 24260)

19. HyperText Transfer Protocol (HTTP) Redirect Information (Plugin: 91634)
20. Nessus Scan Information (Plugin: 19506)

21. OpenSSL Version Detection (Plugin: 57323)

22. PHP Version Detection (Plugin: 48243)

23. Patch Report (Plugin: 66334)

24. Web Application Cookies Not Marked Secure (Plugin: 85602)

25. Web Application Potentially Sensitive CGI Parameter Detection (Plugin: 40773)
26. Web Server Directory Enumeration (Plugin: 11032)

27. Web Server Harvested Email Addresses (Plugin: 49705)

28. Web Server Office File Inventory (Plugin: 11419

29. Web mirroring (Plugin: 10662)

30. phpMyAdmin Detection (Plugin: 17219)

Availvon TOV Vo010V KU1 TPOTELVOUEVES MGELC ¢

AxolovbBel 1 avdAivon Tov evmabeidv Kot dAAov Bepdtov Tov avaeépovtatl 6to PDF:
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PHP 8.2.x < 8.2.7: H éxboon PHP mov tpéyel otov amopakpucuévo SloKOUoTH 16TOD
emnpealetar and o vmdBeta. H Avon etvan va avapabpicete oty éxdoon PHP 8.2.7 1

veOTEP.

OpenSSL 1.1.1 < 1.1.1v Vulnerability: H ékdoon OpenSSL mov evtomiotnke ctov
dwkopioty etvon 1.1.1t. To €yypa@o dev mapEyel Pio GLYKEKPUEVT ADON Yol QVTHY TNV
eumdOeln . Xvviotdtar 1 avopdOuion oy tehevtaio €kdoon tov OpenSSL yio va

S10pBwBoHV TVYOV evTdBeIes.

Apache mod info /server-info Information Disclosure: To é£yypago mpoteivel v
EVNUEP®OT TOV apyel®V SapOpPwong Tov Apache yio va angvepyomomjoel To mod info

1N va eplopicetl TV TpOSPaoT 6€ CLYKEKPIUEVOLS OIKOJECTOTEC.

Apache mod_status /server-status Information Disclosure: Onwg kot pe to mod_info, to
&yypago mpoteivel v evnuépwon tov apyeiov dwpdpemong tov Apache yo va
amevepyomoloel to mod_status 1 va meplopicel TV TPOCPACT GE GLYKEKPIUEVOLG

01K0OE0TTOTEG,.

**Browsable Web Directories**: Opiopévol KaTtdAoyol GTOV amOUOKPVOUEVO SLOKOUGTN
oto¥ givon mwepmynopot. To £yypago dev TapEyel oL GLYKEKPIUEVT) ADOT Y10, OVTO TO
Oépa (Zelida 9). Zuviotdton 1 amevEPYOmOiNom TNG MEPUYNONG KATAAOY®OV GTOV

JKOUIoTN 1670V 1o va amotponel 1| mpdoPaocn o€ gvaicOnto apyeio.

**HTTP TRACE / TRACK Methods Allowed**: O amopoakpuopévog dloKOUIGTAHS 16TOD
vrootpiler Tig peBodovg TRACE «avn TRACK. To é&yypago mpoteiver tnv
amevepyomoinon avtdv TV pedddwv HTTP (XeAioeg 9-10).
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7.

10.

11.

12.

OpenSSL 1.1.1 < 1.1.1u Multiple Vulnerabilities: To &yypapo 0Oev mapéyel
GLYKEKPLULEVN AVOT Yoo ALV TV umdBeta . Zvvictdton 1 avapaduion oty televtaio

éxdoor tov OpenSSL yia va d10pBwBovv Tuydv gvmdbetes.

Web Server Allows Password Auto-Completion: To £éyypago Oev mopéyet pio
CLYKEKPILEVN AVoT Yo avtd To BEpa . ZUVIGTATOL 1) OTEVEPYOTOINGT TNG OVTOUOTNG

CLUUTANPOOTG KOOKOV TPOGPUCcNS GTOV SOKOUIGTN 10TOV Y1o. va. avénbei ) acedieio.

Web Server Transmits Cleartext Credentials*: To £yypo@o dev mapEyetl o GUYKEKPIUEV
Adon yw avtd to Bépa . ZvvioTtdtor M PO KPLITOYPOPNUEVOV GLVOEGEMV (T.Y.
HTTPS) yio tn petdooon damoTenTnpiev, TPOKEEVOD VO ATOTPATEL 1] TOPOKOAOVONON

TOV JOMGTEVTNPIOV Ao ETOECELS.

Apache HTTP Server Version: To £yypa@o dev mapEyet pio cuyKekpIévn A0om yia avtd
t0 Béua. Xvviotdtor n avafaduion oty tehevtaia ékdoon tov Apache HTTP Server ywa

va dtopBwBodv Tuydv evmdbetec.

CGI Generic Injectable Parameter: To £yypa@o dev Tapéyel pio GUYKEKPIUEVT] ADOT Yo
avtd 10 O&po. XvvioTtdton M YPNON TEXVIKGOV €AEYYOV €16650V Yo VO OmOTPOTEL M

eloaywyn emPraPov dedouévav.

CGI Generic Tests Load Estimation: To £yypa@o dev mapéyel o GUYKEKPIUEVT AVOT Y10
avtd to Oépa. Xvviotatar 1 xpnomn TEYVIK®V PeAtictomoinong @OpTOL YL va

Sl PAAMGTEL | TOOOTIKY) AEITOVPYIO TOV SIOKOULOTY).
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13.

14.

15.

16.

17.

18.

External URLs: To &yypago dev mopéyel o cLyKeKpluévn Avomn yio. avtd 1o OEua .
Yuvictdrol 1 TpoceKTIKT dayeipton Tov eEmtepikddv URL, mpokeévou va amotpamet n

npocPaon oe emProPeis 10T00EAIdES.

HTTP Methods Allowed (per directory): To £yypa@o dev TapEyel Lo, GLUYKEKPLUEVT] AVOT)
vy avtd 10 Bépa . Zuviotdrotl 1 Teplopiopévn xprion Tv pnebodwv HTTP, mpokepévov

va arotpanel 1 wapofioon g acedielog.

HTTP Server Type and Version: To &yypago dev mapé€yst po. GUYKEKPUEVT ADOT Yo
avtd 1o Bépa . Xuviotatal  avaPdOuion oy tedevtain £kdoom tov dtakopot) HTTP

v va d10pBmBovv Tuyov evmddeied.

HyperText Transfer Protocol (HTTP) Information: To £&yypago dev mapéyst uo
OLYKEKPIUEVN ADom Yoo avtd to Béua . XuvioTdtol 1 TPOGEKTIKY dluyeiplon TV

minpoeopidv HTTP, mpokepévou va amotpanel n mapafioacn e ac@areloc.

HyperText Transfer Protocol (HTTP) Redirect Information: To &yypago dev mapéyet pia
OLYKEKPILEV] AVoN Yoo avTtd TO Bpo . XZUVIGTATOL N TPOCEKTIKY OlayEiplon TV

TAnpoeopldv avakatevbvvong HTTP

HyperText Transfer Protocol (HTTP) Redirect Information: To £yypago dev mapéyetl pua
oLYKEKPILEV] ADoM Yy avtd To Bépa. XuVIOTOTOL 1| TPOCEKTIKN Oloyeiplon TV
nAnpogopidv avaxkatevBvovong HTTP mpokewévov vo amotpoamel 1 mopaPioacn g

ACPAAELOG.
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19.

20.

21.

22.

23.

24.

25.

Nessus Scan Information: To &yypago dev mapéyel P GLYKEKPIUEVN ADON Yol OVTO TO
Oépa. XToviotdtor m TOKTIK] YpNom epyoreimv cdpwong Onwg to Nessus yio Tov

EVTOTIGUO KOL TNV OVTILETOTIOT) TUYOV EVTOOEIDV.

OpenSSL Version Detection: To £yypa@o dev Tapéyel Lo GUYKEKPIUEVT] ADGT Yo 0V TO TO
0épa. Xuviotdrol 1 avoPaduion oty tedevtaia £kdoomn tov OpenSSL yia va dtopbmBohv

TUYOV evmhOeLes.

PHP Version Detection: To £yypago 0ev mopéyel po. cLYKEKPIUEVN ADOT Yo VTd TO
0éna. Xvviotdton 1 avaPaduion oty tekevtaio €ékdoom g PHP yu va dtopBwBovv

TUYOV eVTTAOELEG.

Patch Report: To é&yypago mpoteivel TNV €YKOTAGTOCN TOV EVNUEPDCEMV TOL

aVAQEPOVTOL.

Web Application Cookies Not Marked Secure: To £yypo@po dev mapéyet Lol GUYKEKPLLEVT
Adon vy avtd 10 B€pa. ZuvioTAtal 1 (PNOT ACPUA®Y cookies otV €QOPULOYN 16TOD,

TPOKEWEVOL va amotpanel 1 mopafioocr g acdAelogs.

Web Application Potentially Sensitive CGI Parameter Detection: To éyypago dev mapyet
pio. cLYKEKPILEVN ADoM Yoo avtd to B€pa. ZuvioTATOl M TPOGEKTIKY Sl eipion TV

napopétpov CGI, mpokeyévon va anotpanet | mapafiocn g acQAAELOS.

Web Server Directory Enumeration: To £yypago dev mapé€yet o GUYKEKPUEVT ADGT| V1o
avtd to Béua. Zuviotdtor M amevepyomoinon G amopifunong KoToAdY®V GTOV

Sl0KOLGTH 10TOV Y1a Vo amoTpanel 1) TpocPaot oe evaicOnta apyeio.
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26.

27.

28.

29.

30.

Web Server Harvested Email Addresses: To £yypa@o dev mapéyet por cuykekpiévn Avon
yio ovtd to Oépa. Zvviotdtor 1 TPOGEKTIKN Olayeipion Tov dlevbbhvoewy email,

TPOKELEVOD VO, ATOTPOTEL ] GVAAOYN TOVS OO MBETIKOVG,.

Web Server Office File Inventory: To &yypago dev mapéyet o cuykekpiévn Aen yo
avtd 10 Béua. Xvviotdton n dacedaion Ot T apyeion Office mov erAogevovvtal cTov
OKOUIOTN 16TOV dev mePEXOLY gvaicOnTec TANpoPopieg kot OTL ivatl TpooPacio (Lovo

Ao YPNOTEG e EYKLPA OLOTIGTEVTHPLO.

Web mirroring: To €yypoago dev mapé€yel por CLYKEKPEVN AVoT Yy avtd to BEpaL.
2UVIGTATOL 1) TPOCEKTIKY] Sy ElP1on NG SdOIKOGIOS AVIIKATOTTPIGHOD TOV 10TOTOTOV,

TPOKEWEVOL va amotpanel 1 mopafioocr g acedielog.

Web Server Office File Inventory: To €yypago dev mapéyel pio. cuyKeKPEVN Adon Yo
avtd 10 Bpo. Xvviotdtol 1 TPOCEKTIKY Olayeipion tov apyeiov Office mov
amofnKevOVTOL GTOV OLOKOUIOTN 16TOV, TPOKEWEVOD VO amoTpoanel n mpocPacn o€

evaicOnta apyeio.

phpMyAdmin Detection: To £yypago dev mapéyel pia cuykekpipévn AHon yuoo avtd 10
Oépa . Xvviotdtor n avopaduon oty televtaio ékdoon tov phpMyAdmin kot n
EQOPUOYT] TOV KATOANA®V UHETP®V ac@aAieiog Yia vo oamotpamel m moapafioocn g

ACPAAELOG.
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Wireshark ( Joomla Pen Tests )

A *Adapter for loopback traffic capture - 8 X
File Edt View Go Capture Anslyze Statistics Telephony Wireless Tools Help
mage REQes=Fa==EaQaaqn
(W [toend pport =80 B+
o, Tme Source Destinaton Protocol  Length Info
925 20.049667 1 1 HTTP 3687 HTTP/1.1 200 OK (JPEG JFIF image)
929 20.050336 1 1 HTTP 1319 GET /joomla/images/com | p/upload/ thunbnails/ \_28114559_s. jpg HTTP/1.1
931 20.050546 1 1 HTTP 1325 GET /joomla/images/com I p/upload/ thunbnails/ 27565313 _s_12632. jpg HTTP/1.1
933 20.051199 1 1 HTTP 3501 HTTP/1.1 200 OK (JPEG JFIF image)
935 20.051399 1 11 HTTP 4935 HTTP/1.1 200 OK (JPEG JFIF image)
937 20.055714 1 1 HTTP 1319 GET /. temp P & g.svg HTTP/1.1
939 20.056638 1 1 HTTP/X.. 880 HTTP/1.1 200 OK
1044 23.375253 1 1 HTTP 1382 POST /joomla/index.php. p ~categori &/p P -1/cid-4?tmplraw HTTP/1.1 (application/x-w~form-urlencoded)
1572 23.708481 1 1 HTTP 931 HTTP/1.1 200 OK (text/html)
1574 23.723612 1 1 HTTP 1378 GET /. \_hikashop/ imag product. png HTTP/1.1
1576 23.724472 1 1 HTTP 1858 HTTP/1.1 200 OK (PNG)
1591 25.690728 31 el HTTP 1456 POST /joomla/index.php/hikashop-menu-for-categories-listing/product/updatecart/add-1/cid-5?tmpl-raw HTTP/1.1 (application/x-wa-form-urlencoded)
2127 25.983034 1 1 HTTP 1268 HTTP/1.1 200 OK (text/html)
2131 27.412469 1 1 HTTP 1456 POST /joomla/index.php. p ~categori &/p P -1/cid-72tmplraw HTTP/1.1 (application/x-w~form-urlencoded)
2668 27.674526 1 1 HTTP 1355 HTTP/1.1 200 OK (text/html)
2670 30.053897 1 1 HTTP 1521 GET /joomla/index.php/hikashop for-categories-listing/categ: ~english-books HTTP/1.1
3483 30.456198 1 1 HTTP 69 HTTP/1.1 200 OK (text/html)
3580 32.193891 1 1 HTTP 1462 POST /joomla/index.php. p ~categori &/p P -1/cid-1027tmpl=raw HTTP/1.1 (application/x-www-form-urlencoded)
4117 32.459656 1 1 HTTP 1477 HTTP/1.1 200 OK (text/html)
4134 34.474275 1 1 HTTP 1499 GET /joomla/index.php/hikashop-menu-for-categories-listing HTTP/1.1
4634 34.511482 1 1 HTTP 69 HTTP/1.1 200 OK (text/html)
4636 34.859092 1 1 HTTP 1362 GET /joomla/images/com_hikashop/upload/thumbnails/100x166¥/cat_shoes. png HTTP/1.1
4638 34.859978 il il HTTP 6806 HTTP/1.1 200 OK (FNG)
4640 34.866933 1 1 HTTP 1366 GET /joomla/images/com | p/upload/ thunbnails/ - conput HTTP/1.1
4543 34.867506 1 1 HTTP 7174 HTTP/1.1 200 OK (PNG)
Frame 191: 1375 bytes on wire (11000 bits), 1375 bytes captured (11000 bits) on interface \Device\NPF_Loopback, id @ 2000 18 00 00 00 5 33 06 80 00 00 00 00 o
Wu11/Loopback 00 00 00 00 00 00 00 00 00 00 00 01 0D 00 00 0O

00 00 00 00 00 00 0B 00 00 00 00 01 9b ac 00 50 3
42 a6 d2 09 07 B1 2e 44 50 18 20 5 da 2 00 00 0P
47 45 54 20 2f 6a 6F 6f 6d 6c 61 2f 69 6e 64 65 GET /joo mla/inde
e T i 78 2e 70 68 76 2f 68 69 6b 61 73 68 67 76 2d 6d  x.php/hi kashop-m
65 6e 75 2d 66 6F 72 2d 63 61 74 65 67 67 72 69 enu~for- categori
65 73 2d 6c 62 73 74 69 Ge 67 2f 63 61 74 65 67 es-listi ng/categ
6F 7279 2f 3133 2d 60 65 6e 2d 73 68 6T 65 73 ory/13-m en-shoes
20 48 54 54 50 2f 31 2¢ 31 0d 0a 48 6f 73 74 3a
20 6c 67 63 61 6c 68 6T 73 74 0d 0a 43 6F Ge Ge
65 63 74 69 6F 6c 3a 20 Gb 65 65 70 2d 61 6c 69
76 65 0d 6a 73 65 63 2d 63 68 2d 75 61 3a 20 22
4e 6F 74 2 41 2F 42 72 61 6e 64 22 3b 76 3d 22
38 22 2c 20 22 43 68 72 6F 6d 69 75 6d 22 3b 76
3d 22 31 31 34 22 2c 20 22 41 76 61 73 74 20 53
65637572 65204272 6f 777365 7222 36 76
3d 22 31 31 34 22 0d 0a 73 65 63 24 63 68 2d 75  ="114" - sec~ch-u
61 2d 6d 67 62 69 6c 65 3a 20 3f 30 6d Ga 73 65 a-mobile : 20--se
63 2d 63 68 2d 75 61 2d 70 6c 61 74 66 6T 72 64  c-ch-ua- platform
3a 20 22 57 69 6e 64 67 77 73 22 0 0a 55 70 67 : "Windo ws" - Upg
72 61 64 65 2d 49 6e 73 65 63 75 72 65 2d 52 65 rade-Ins ecure-Re
71756573 74 73 32 20 31 0d 0a 44 4e 54 3a 20 quests: 1--DNT:
31 0d 0a 5573 65 72 2d 41 67 65 6e 74 3a 20 4d 1 -User- Agent: M
6F 7a 69 6c 6c 61 2f 35 2c 30 20 28 57 69 Ge 64 ozilla/5 .0 (Wind
6 77 73 20 4e 54 20 31 30 2e 30 3b 20 57 69 G ows NT 1 0.0; Win
36 34 3b 20 78 36 34 29 20 41 70 70 6c 65 57 65  64; x54) Applelie
62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b 48 54  bKit/537 .36 (KAT
4d 4c 2c 26 6c 69 6b 65 20 47 65 63 6b 6F 20 20 ML, like Gecko)
43 68 72 6f 6d 65 2F 31 31 34 2¢ 30 2e 30 2 30 Chrome/1 14.0.0.0

© 7 vireshark_NPF_LoopbackPK781.pcapng Packets: 10708 - Displayed: 90 (0.8%) Profle: Default

Internet Protocol Version 6, Src: ::1 1
Transmission Control Protocol, Src Port: 39854, Dst Port: 89, Seq: 1, Ack: 1, Len: 1311

Ewcova 32:IapaxorodOnon Aiktoov Joomla e-shop pe Wireshark - Evtomiouog Hoxérwv

1. To mpadto mokéro eivan éva IGMPv2 Membership Report makéto mov otédvetar and v IP
192.168.2.4 omv IP 224.0.0.251. To IGMPv2 ypnowomoieiton yioo v Sloeipion OpadtKOV

UEADV o€ €va O1KTLO.

2-5. To mokéta 2 €émg S5 eivan TCP maxkéta mov otélvovion peta&d twv moptdv 17656 kou 17657
omv localhost (127.0.0.1). Ta mokéta PSH, ACK petagpépovv dedopéva (éva byte pe v tiun

31), evod ta maxéto ACK emBePormvouv v moparafn tov dedopévov.

6-9. Ta mokéta 6 €mg 9 sivon mapdpoa pe to TakéTa 2 €0g 5 aAAd N axolovbia Tov aplBudv

éxet avénOel Kotd Eva.

10-12. Ta moxéta 10 émg 12 givon TCP mokétro mov otéAvovtor peta&d tov moptav 39852 kat
8834 otV IPv6 localhost (::1). To maxéto SYN apyilet o véa TCP oovoeon, to makéto SYN,
ACK amavtd oto apyikd SYN, kot o makéto ACK emBePoardvel Tnv emtuyn €yKatdoToon g

oLVOEDC.
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13. To déxato tpito makéto givor Eéva IGMPv2 Membership Report makéto mov otéAvetol omd
v [P 192.168.2.4 otnv IP 239.192.152.143. Avtd ivar mopdpoto pe 10 TPMTO TAKETO, OAAYL Yo

pio S10popETIKT OpLAdaL.

14-15. To moxéro 14 ko 15 eivar mopdpola pe to makéto 2 €wg 5, aAhd 1 akolovbio twv

aplBpmv £yt avénbel katd éva.

16-19. Ta moxéta 16 €émg 19 eivon TLSv1.3 mokéta mov otéAvovtal petaéd tov moptadv 39852
kot 8834 otnv IPv6 localhost. Ta maxéta Client Hello kot Server Hello apyiovv v dwdwkacio

xewpoyiog tov TLS, eved ta takéta ACK emiPefardvovy v mapaiafn Tov ToKETOV.

20-21. To mokéta 20 kot 21 eivon mapopowa pe to mokéta 16 €og 19, aArd v v aAiayn g

Kkpurtoypapikng cupemviag (Change Cipher Spec).

22. To ewootd devtepo makéto ivar Evar TCP FIN, ACK mokéto mov otéAvetorl amd v topta
39852 omv nopta 8834 onv IPv6 localhost. Avtd to makéTo ypnoyonoteital yio va kKAgloeL o

TCP ovvoeon.

23-25. Ta maxéta 23 ko 25 givon mapopown pe ta mponyovuevo TCP maxéta mov otédvovion
petald tov moptdv 17656 wor 17657 oty localhost, aAld 1 axkoiovBio tov apBudv &xet

avéndel katd Eva.

26-27. Ta maxéta 26 ko 27 givan TCP moakéro mov otéAvovror petald tov moptodv 8834 kai
39852 oty IPv6 localhost. To maxéto PSH, ACK petagépet dedopéva, eved to makéto RST,
ACK tepporiler apéowg v TCP cdvdeon.

28-29. Ta maxéra 28 wat 29 eivar TCP mokéto mov otéhvovtal pHeTaly tv moptdv 39853 kot
8834 otV IPv6 localhost. To makéto SYN apyilet pia véa TCP cuvdeon, eved 1o mokéto SYN,
ACK oamavtd oto apyiké SYN.

Ao ™V avAADLOT TOV TOKETMV TOL KUPLOTEPO GLUTEPAGLOTA TO ool e&dryovTon glvat Ta €ENG:

1. Yrbpyer evepyn emxowwvia oto diktvo, 1060 oe IPv4 660 ko oe [Pv6. H emucowvovia
nepllappdvel 1600 Vv eowtepikn emkowvovia (localhost) 660 kot v emkovovia pe GAleg

oVOKEVEG 6T0 OikTLO (192.168.2.4).
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2. Yrapyetr evepyn xpnon tov tpotokdAlmv TCP kot IGMPv2. To TCP ypnowyonoteiton yio v
aflomotn petapopd dedopévav, eved 1o IGMPV2 ypnoylomoteital yuo v dtoyeipion opadikmv

HEADV GTO OTKTLO.

3. Yrbpyer eniong yprion tov npwtokdArlov TLSv1.3, 10 onoio givar éva mpwTOKOoALO acpaleiog
OV YPNOOTOLEITOL YlO. TNV TPOGTACIK TNG EMKOW®VING amd emMBEGES TAPEVOYANONG KOt

TapokoAoHON oG,

4. O moptec mov ypnopororovvral Yo tnv TCP emkowvovia eivar ov 17656, 17657, 39852,
39853 ka1 8834. Avtég or mOpteg pmopel vo OvTIGTOLYOOV GE GULYKEKPLUEVEG EQUPUOYES 1

VANPEGIES TOL TPEYOVV GTNV GLGKELN.

5. Ot d1evbivoerg IP mov ypnotpomoovvral yio v IGMPV2 emkowvovia eitvar o1 224.0.0.251 ko
239.192.152.143. Avtég ot 61ev00VGEIC aVTIGTOLYOVV GE OUAOEG TOALSIOVOUNG, TOV UTOPEL Vol

YPNOUOTOLOVVTOL Y10 SIAPOPES VAN PEGIES, OTMC N LETAOOGT TOAVUECMV.

Zenmap/Nmap (Joomla Pen Tests)

To Nmap 6mmg mpoovapépOnke ¥pNGILOTOLEITOL Y10l TV AVOKAALYT GUCKEVMV TOV AELTOVPYOVV
o€ éva OIKTLO KO Yol TNV aViXVELCT| TV AVOLYTAOV Bup®OV GE CLUYKEKPIUEVEG GUOKEVES. Me avTo
oV TpOTO, T0 Nmap TapEyel TANPOPOPIES Y10 TIC VANPECIES TOV TPEYOVV GE €va dIKTLO, TIG

B0peg moL givar avoryTEG Ko TOALES AALEC YPTNOIUES TANPOPOPIEC ATPAAELNG.
Baown port scanning evtoin :

Nmap 127.0.0.1
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[ Zenmap

Scan  Tools  Profile  Help

Target: | 127.0.0.1 - Profile: - Scan Cancel

Command: | nmap 127.0.0.1

Hosts Services Nmap Qutput Ports / Hosts Topology Host Details Scans

0s Host nmap 127.0.0.1 - Details

Starting Nmap 7.%4 { https://nmap.crg ) at 2023-08-01 18:29% GTB Daylight Time

Nmap scan report for www.r2rdownload.com (127.0.0.1)
Host is up (0.00073s3 latency).

Not shown: 933 closed tcp ports (reset)
PORT STATE SERVICE

80/tcp open http

135/tcp open msrpc

443/tcp open https

445/tcp open microsoft-ds

2008/tcp open conf

3306/tcp open mysqgl

7070/tcp open realserver

Nmap done: 1 IP address (1 heost up) scannsd in 0.30 seconds

Filter Hosts

Eixovo 33Exktédean Zenmap yio. Edpeon Avorytwv Ovpav ue Eykoteatnuévo to Joomla e-shop
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= Zenmap

Scan  Tools Profile Help

Target: | 127.0.0.1

Cemmand: | nmap 127.0.0.1

Hosts Services Nmap Output

a0
135
43
45
2008
3306
7070

T www.r2rdownlo

o0o0000O0

Filter Hosts

Eixovo 34:Zenmap - Avoider o Aikrvo e pe Eyxoteotnuévo to Joomla e-shop - Awoteléoparo Zapwong

tcp
tcp
tcp
tcp
tcp
tcp
tcp

Ports / Hosts

open
open
open
open
open
open

open

hd Profile:

Topology Host Details

http

msrpc

https
microsoft-ds
conf

rysql

realserver

Scans

To scan £0€1le TIC TOPuKATO BVpES avory TS,

- Port 80/tcp

- Port 445/tcp

- Port 135/tcp

- Port 443/tcp

- Port 3306/tcp
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- Port 2008/tcp

- Port 7070/tcp

SQLMap (_Joomla Pen Tests)

To SQLMap eivar €va avoyytov kmOwKo €pyorelo OV OviyveDel Kol EKUETOAAEVETOL TIG
advvapieg SQL Injection o gpappoyés Pacemv dedopévov. O emBécelg SQL Injection givan
UETOED TMV O O1UOESOUEVOV Kol EMKIVOLV®V EMOEGEMY GTOV KVPEPVOYMDPO, KAOMG EMTPETOVLY
oToVG emtiBépeEVOVg va exkteAécovy awbBaipeteg evtorés SQL péow pog epappoyng web,
npocParlovtag ) Pdon dedopévov. To SQLMap avtopotonotel ) dadikacio avakdioymg,

EKUETAAAEVONC KOl ANYNG TV 0E00UEVMVY amtd TN PAoT dEdOUEVOV.

Me 10 SQLMap, ot yproteg pmopodv va evtomilovv adLVOUIES OTIC €QPAPUOYES TOVG, VO
aVOADOVY TNV KOTAGKELY] TNG AN 0£00UEVOV, VO, ATTOKTOVV TPOGPacn o€ gvaicinta dedopuéva
N oKOUN Ko Vo EKTEAOVV Sty elploTikég Aettovpyies. [Tapdtt etvar éva woyvpd epyareio oto YdPO
MG ACPAAELNG TNG TANPOPOPIKNG TPOG TO OKOTMO NG EKTIUNOTG KIVOUVOL KOl TOVL €AEYYOL
epappoydyv, Ba mpémel Yo AOYovg ac@oAsiog Vo ypnoLoTotEiTal e TPoooyn kot Uodvo og
GUOTAHOTA OOV O ¥PNOTNG £XEL TNV KATAAANAN €£0VG10OOTNOT, TPOS ATOPLYT TPOKANGONG

TPOPANUATOV.
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127 GBVolu..

Trash

aligiali ~

File System
Y File Actions Edit View Help

1 [THFO] testing connection to the target URL
you have not declared cookie(s), while server wants to set its own ('2dé412d72
42c166162168637bdb4ak45a=111mq1v0kso ... 62ektIdekk’ ). DO you want to use those

[¥/n] y
[ 1

]
sqlmap will
r inject,

how do you want to proceed? [(C)entinue/{s)tring/(r)egex/(a)uit] <

Eixova pnon SOLMap yio. Avaliitnon SQL Evrofgich)v oto Joomla e-shop

127GBVolu..

Trash

File System
; File Actions Edit View Help

] sting
it is recommended to perform only basic UNION tests if there is not at least
one other (patential) technique found. Do you want to reduce the number of re

quests? [v/n] y
110 1

Eixova 36:Extélean SOLMap oto Joomla e-shop - Avagpopd. EvmaOgichv SOL

And v £€Eodo g evtoAng sqlmap, mopoatnpodpe 6t M dokyalopevn cedido Joomla dev
glo sqlmap doeEnyaye o cepd

tal vo givor evdlm og embéoselg SQL Injection. To gpy




amd OOKIWES YPNOOTOlOVTAG dldpopes Teyvikés emiBeong SQL Injection, wotdco dev

avaxdioye kopio evndOeio (ITAPAPTHMA 2).

Av1d pmopet va vtodnAdvel 0tL 1| GeAda givar KOAG TpooTateLUEVN 1 OTL N TOPAUETPOS 'p' TOL
dokpdotnre dev etvanr evbiwt oe embéoelg SQL Injection. Evailaxtucd, pmopel va vrdapyet
Kdmolog unyavicpdg mpootaciog, 0nwg Eva. Web Application Firewall (WAF), mov amotpénet v

eMTLYY| eKTEAEON NG EMiBEOTG.

Axoiov0ei n ektéheon e Boocikng cdpowone e SQL db tov JOOMLA wpog gvpeon

mlavov sumodsidv ne Tnv evroin ‘sqlmap -u "http://192.168.2.4/joomla/?p=1" --dump --

level=3 --risk=1 --tamper=space2comment ¢

T LR

File Actions Edit View Help

ts oun ('2de12d72
se

you not et its
d2c16e16e1686a7bdbhakiSamessnrrapgul ... brvkfbse3i’). Do you want to
T¥/n] 3

Ewxova 37:Extélean SOLMap pe Hopouetpo '--dump' yia Avalipinon Evrabeiov oty SOL db tov Joomla
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N eEmRor-| 23

Ewcova 38:Xapwon Joomla db pe SOLMap: Extetauévy Eviols yio Amoteleouorixn Aviyvevon

Avalvon ko TeENynon TOV T KPIGLLOV GTUEIOV TNC OVAQOPAS TNS EVTOAN

To epyaieio doxpdler dbpopes teyvikég emiBeomng, Oonwg Boolean-based blind, Time-based
blind, Error-based, UNION query kot Xtacked queries, oe d1popec mapapétpovs, onwg 'p',

'User-Agent' ko 'Referer'.

1. Xpnon Hopaperporompévov Epommudtov: Avt eivar n mo amotelecpatiky péBodog yio
mv TpoANYN tev emBécewv SQL Injection. Avti vo eVOOUOTOVETE TIG TWHEG TOV YPNOTOV
anevbeiog oto epouata, Oo TPETEL VO YPCLOTOIEITE TOPAUETPOTOMUEVO EPOTILLOTO TOV

00 EMTPETOVY VAL OpIoETE TOV B0l TPETEL VAL ELPOAVIGTOVV O TIEG TMV YPNOTOV.

2. Xpnon ORM ITiawsiov: Ta Object-Relational Mapping (ORM) frameworks, o6mwg t0

Hibernate otnv Java 1} to Entity Framework omv .NET, unopotv va ntpospépovv mpoctacio and
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11 emBéceic SQL Injection, kabdg avtd dnuovpyovv gpothiuata SQL dvvapukd pe ) xpnon

TOPAUETPOTOUUEVOV EPOTNHATOV.

3. Emainfevon kot KabBopiopog Eicodov: Tlpénel va emainBevete mavta ta dedopéva 166000
amd Tovg xpNotec. Avtd pmopel va mepthapfdvel v emainbevon tov TOTOV, TOV UNKOLS, TNG

LOPONG KOl TOV EVPOVS TV OESOUEVMV.

4. Xpnon WAF: 'Eva Web Application Firewall (WAF) pmopet va. fondnoet otnv aviyvevon kot

™V TpoANyM tev enBécewv SQL Injection.

5. Mepropopdg Awkanopdtov: Tlpénel va meplopilete tor dikaidpoata TV ¥pnot®v ot Pdon
dgdopévmv oto eAdyoTO amapaitnto. Avtd pumopel vo pewdost Tig mbaveg nuiéc omd o

eniBeon SQL Injection.
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XYI'KPITIKA AITIOTEAEXMATA

210%0¢ NG TOPOLCOS epyacioc, Om®MG mpoavaeipOnke, e€lval 1 GLYKEVTIP®OON OA®V TOV

eVTAOELDV TOL EVIOTIGTNKAV KT TIG OOKIUEG KOl 1] TOPOVGINGY] TOVS GE VOV GUYKEVIPOTIKO

mivako. XtV oplotepn otNAn €povv katoywpndel OAeg ot SOKIUEG OV Eyvov KOl EYOVV

katnyoplomonbel Paoel twv epyareiowv. H dedtepn otqAn avagépetal otnv avtomdKplon mov

elye 10 NAEKTPOVIKO KatdoTnua o€ Joomla Kot 6TV Tpitn GTHAN TO NAEKTPOVIKO KATAGTNIO GE

Wordpress.

WordPress E-
commerce

Safety Features/Tools Used (EpyaAeia/Xapaktnplotikd Joomla E-commerce  WoocomerceRe
Acdaleiog) VirtueMart Reaction action

OWASP ZAP Tests (Aokiuég OWASP ZAP)

Misconfiguration of different domains (AavBacuévn

Alapopowon Aladopetikwv Domains) Kavéva NpopAnua Nai

Noaw (2
Hidden file detected (Avixveupévo Kpuppévo Apyeio) Kavéva NpopAnua TEPUTTWOELG)
Aeinel (Méoog Nelnel (Méoog
Anti-clickjacking header (Kepalida Katd tou Clickjacking)  Kivéuvoc) Kivéuvog)
Large redirection detected (MeydAn Avixveuon
AvakatelBuvong) Kavéva MpopAnua Nat
Inclusion of JS from different domain (ZupnepiAndn JS anod Nat (13
Atadpopetikd Domain) Kavéva MpopAnua TIEPUTTWOELS)
Awappon
HTTP X-Powered-By" response (Andavtnon HTTP "X- TAnpodopLwv Awappon
Powered-By")" (XapnAog Kivbuvog)  mAnpodoplwv
Awappon
HTTP Server" response (Anavtnon HTTP "Server")" Kavéva MNpopAnua TAnpodopLwv

Strict Transport-Security header (KepaAida Auotnpng
Aodaielag Metadopdg)

Kavéva NpopAnua

Aev €xel oplotel
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X-Content-Type-Options header (KepaAida X-Content- Aelmel (XopnAog Neimel (21
Type-Options) Kivéuvoc) TIEPUTTWOELG)
Information Disclosure - Comments (Alappon Yrioieg IxoAa Nout (9
MAnpodoplwy - IXOAL0) (Evnuépwon) TIEPUTTWOELS)
Modern web application (2Uyxpovn Edappoyn lotou) Nat (Evnuépwon) Nau

Now (12
User Agent Fuzzer (Avixveutng User Agent) Kavéva NpopAnua TIEPUTTWOELG)
Content Security Policy (CSP) header (KedaAida MoAtikig  Acimel (Méoog Netnel (Méoog
Aodahelag Mepleyopvou) Kivéuvoc) Kivéuvog)
Cross-Domain Communication (Emikowwvia AladopeTikwy NAavBacuévn
Domains) Kavéva NpopAnua Slopdpdwon
Vulnerable JS Library (EudAwtn BiBAloBrkn JS) Nat (Méoog Kavéva




Kivéuvoc) MpoBAnua

Aeinel (Méoog Kavéva
CSRF Tokens (Atakpttikd CSRF) Kivéuvog MpoBAnua
Nessus Essentials (Baowad Nessus)
PHP 8.2.x < 8.2.7 YWHAOZ YWHAOZ
OpenSSL 1.1.1 < 1.1.1v Vulnerability (EundaBela OpenSSL
1.1.1<1.1.1v) MEZAIOZ MEZAIOZ
Apache mod_info /server-info Information Disclosure
(Arappon NMAnpodoplwv Apache mod_info /server-info) MEZAIOZ MEZAIOX
Apache mod_status /server-status Information Disclosure
(Arappony MAnpodoplwv Apache mod_status /server-
status) MEZAIOZ MEZAIOZ
Browsable Web Directories (Meptnynotpot Kataloyol
lotou) MEZAIOZ MEZAIOZ
HTTP TRACE / TRACK Methods Allowed (Emttpendpeveg
Mé£Bo6oL HTTP TRACE / TRACK) MEZAIOZ MEZAIOZ
OpenSSL 1.1.1 < 1.1.1u Multiple Vulnerabilities
(MoA\amAéc EuntaBeteg OpenSSL 1.1.1 < 1.1.1u) MEZAIOZ MEZAIOZ
PHP expose_php Information Disclosure (Aloppon
MAnpodoplwv PHP expose_php) MEZAIOX
WordPress User Enumeration (AntapiBunon Xpnotwv
WordPress) MEZAIOZ
Web Server Allows Password Auto-Completion (O
AtokopLothg lotol Emitpémetl Autopatn SUUTANpWon
Kwdwkou) XAMHAOZ XAMHAOZ
Web Server Transmits Cleartext Credentials (O
AtokopLothg lotol Metadidel Atakpttikd o AlAO Keipevo) XAMHAOZX XAMHAOZX
SQLmap (Aokipuég SQLmap)
Tested with sglmap (Aokipacpévo pe sglmap) AoklpaouEvo AOKLUACUEVO
Vulnerabilities Detected (Evtoniopéveg EunaOeleg) Aev €xeL kaBoplotel  Bpébnke
Protection parameters in user inputs (Mapapetpot
TPOOTACLAC OTLG EL6OSOUG XPNOTWY) Kavéva NpopAnua Juviotdral
Use of prepared statements or ORM frameworks (Xprion
T(POETOLUACUEVWY SNAWoewV N MAatloiwv ORM) Juviotdral Juviotdral
Enabling Web Application Firewall (WAF) (Evepyomoinon
Teiyxoug Npootaociag Epappoyng lotouv) Juviotarat Juviotdrat
Increasing --level or --risk for more tests (AUénon tou --
level 1} --risk yLo teploootepeC SOKLUEG) Kavéva MpopAnua Juviotdrat
Using --tamper and --random-agent (Xprjon --tamper kot --
random-agent) Kavéva MpopAnua Juviotaral
Avoiding accessing non-existent URLs (Amoduyn
npooBaong os Kn unapyouvoeg SteuBuvaoelg URL) Kavéva NpopAnua Juviotdral
Properly sanitizing user input (2wotog kKabBapLopog tng
£L0060UL TOU XpNoTn) Kavéva MpopAnua Juviotdral
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Using parameterized queries (Xpnon MoAv
TLOPOLETPOTIOLNUEVWY EPWTNUATWV) MoAU Zuviotatot Juviotdrat
Cleaning user input (KaBoaplopog tng elc6dou Tou Xprotn)  Tuviotdtal JuvioTtdral
Input validation and sanitization (ErukUpwon kait

KaBaplopog eloddou) MoAU Yuviotdral Aev avadpetal
Limiting database user rights (Meploplopog SiKalwUATWY

xpnotn Baong Sebopévwv) Juviotdral Aev avadépetal

ITivaxag 1: Xoykevipwtikog wivoxag somobeiwv Joomla kar Wordpress

AxoAov0Oel £vo LoV Y10 TNV KOADTEPT] KATOVOTOT) TMV OTOVTICEWDV:

Otav avaeepopacte oty amdvinon "Not", onuoiver 0Tt €yl €VIOMGTEL (Ol GUYKEKPLULEVN
evmdBelo 1 TPpOPANUa oy epappoyn. Edv n amdvimon gpeaviCetor og "No (X weputtaroeic)”,
t61e 10 o éxet mopatpndel X popéc. H éxppaon "Kavéva TIpdpanua ypnoomoteiton
otav dev gvtomileton kamoto {tnua 1 evmdBeta. H évoeitn "Acginet (Mécsoc/Xauniog Kivovvoc)"
ONAMVEL TNV amovcio. EVOG YOPOKTNPLOTIKOD OCQAAELNS TOV EVOEYETOL VO, OOTYNGEL GE KATOOV
kivduvo. Mg tov 6po "Awappony TANPOPOPLOHV" KOTAOEIKVIETOL OTL TANPOPOPieg o1 omoieg Ha
énpeme va mapopeivouy Kpueég déppevoay. "Aev £xel oplotel” onpaivel Twg dev VILAPYEL KOl
GUYKEKPIUEVN OMAVTNOT Y10 TO OMOTEAEGHA TOL €AEYYOV. XyOMa mov yapoktnpilovior g
"Yroyieg Zyohma (Evnuépwon)" vrodeikvbouv v avaykn yio mepartépo eE€taot. Otav kTt
éxel "Aoxpaotel", ovtd onuaivel 0TL 10 gpyoreio N M dokiun €xel epappootel. O Opog
"Bpénke" ypnowomoteitar 6tav €yovv aviygvevtel pla 1 mepiocdtepeg evmdbetec. Télog,
"Yoviotdton" kou "TIoAd Xvviotdton" ypNGUOTOI0VVTOL Yol VO, ONAMCOLV TN GLVICTAUEVN
EPOPUOYN MG ADONG N TPOKTIKNAG, HE TOV TEAELTOLO Opo va INAmdvel vynAotepo Paduod
enetyovcag dpdong. Ot 6pot "YWHAOZ", "MEXAIOX", kot "XAMHAOZX" ypnotipomotovvral
Yol va KaTodEIEOVY TO EMIMESO KIVOUVOL HLOG EVIOTIGUEVIC EVTTAOELOG.
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XYMIIEPAXMATA

2V mopodoo £pYacia, TPOYUOTOTOMONKE o EKTEVG OVAALON TV THOVOV EVTOOELDY TOV
pmopel vo. Tapovstdlovy ot 10TOCEAIDEG EVOC MAEKTPOVIKOV KOTAGTNUATOS HE Pdon To Vo
EMKPOTESTEPA CLOTNLLOTA dlaXEIPLOTG TTEPLEYOUEVOL avolyTOD Kddika (CMS), to WordPress kot
to Joomla. H avdivon avt) enétpeye v avayvaopion TV KOWAOV Kol TOV OL0POPETIKMOV
eunafeldV TOL TAPOLSLALOLY TAL dVO AVTE GLGTHLOTA KAODS KoL TNV AVATTLEN GTPUTNYIKAOV Y10
TNV OVTILETOTIOT Kot TV TPOANYN tov embécemv. Emmnpocheta, n avdivon mov éywve avédeile
N onuacio wov €xel og étoyeg mhateoppes CMS va givar OAa ta TpocheTa evnpepoUEva oTnV
terevTaia Toug £K600M KaODS 660 o TaAld givarl 1 ékdoon kdmolov Tpdcsbetov, BEuaToc 1 Ko
¢ 010G TG TAaTEOPLAG, TOGO HEYaADTEPOG £ival 0 KIVOLVOS va VITAPYOLV EVTTADELES AOY® TG
e&EMéng tov tpdémwv emifeong KaBOS Kol AOY® TG TOALTAOKOTNTOS TMV TANPOPOPLKDV
GUOTNUATOV KOl TOV EPOPLOYAOV. ZNUAVTIKTY OCTOGO £IvVOL KO 1] TOPULUETPOTOINOT) OPYEI®V Kol
EQUPUOYDV, TOVAAYLoTOV 0€ Paocikd Babuod, Pdon TV mo yvOoTtdv £VTadeldv Kol TPOTAGE®Y
QVTILETOMIONG TOVS, MOTE VO OlcPaAileton amd éva eminedo kot mave 1 edpvbun Aettovpyia

TOV GLGTNUATOV, TOV GTOLXEI®V KOl TOV TANPOPOPLOV TOVG,.

EmnmAéov, n epyacio avty mpocEépepe ONUOVTIKEG TANPOPOpieS Yoo TNV avdmtuén kot v
EPOPLLOYY] ATOTELECUATIKOV GTPATNYIKOV AcPaAeing o€ TepPAliovta NAeKTPOVIKOD gumopiov
KaOADG £yvav TPOTACELS AVIYETMOMTIONG Yo TNV kéBe evmdOeio mov evromiotnke. H avdivon tov
AmOTEAEGUATOV Kot 1] a&loAdYN O TV ELVTTADEIDOV TOV EVIOTIGTNKOY, EXTETPEYAV TNV KATAVOT O
TOV KPIGIUOV TEPLOYDOV TOV OTAITOVV PEATIMOOT), EVD TTapeiyay ETIONG ONUAVTIKEG TANPOPOPIES
Yyl TNV ovATTUEN O OCEOADY Kol avVOEKTIKOV cuotnudtov oto péAlov. e Kabe kotnyopio

OOKILMV VILAPYEL 10, EVOTNTOL [LE TPOTEWVOUEVT] AVOT] Y10 TNV OVTYLETMTLOT TUXOV EVTTOOELDV.

Téloc, n allohdynon twv epyolreiov dokipumv oeicdvong, ommg ta OWASP ZAP, Nessus,
Zenmap, Wireshark, WPScan kot SQLMap, katédeiée v onpaviikdmra vapéng té€tolmv
epyorel®V, TV OTOTEAEGUATIKOTNTO KO TNV €VEMEIN TOVG GTNV AVIXVELST| Kol TNV aVAALON
evmobsiwv. H epappoyn tov epydleiov avtdv o€ TPOYUOTIKEG CLVONKES, EMETPEYE TNV
KATOVONOT TOV OLVATOTATOV KOl TOV TEPLOPICUMY TOVS, VM GLVEPBUAE otnv €EETOoN TOV
TPOT®V L€ TOLG OMOIOLG UTOPOVV VAL YPNGLUOTOMBOVV Yo TNV EVIGYLOT| TNG AGPAAENS TMV

10TOCEAO MV KOl TOV EPAPLOYADV NAEKTPOVIKMV KATOGTNHATOV.
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ITAPAPTHMATA

ITAPAPTHMA 1

10.

11.

12.
13.

PHP 8.2.x < 8.2.7 (Zofapotnra: Yyniy, CVSS V3.0: 7.5, BaOporoyia VPR: 3.6,
Plugin: 177511)

Evnd0sie OpenSSL 1.1.1 < 1.1.1v (ZoPapotnra: Meoaia, CVSS V3.0: 5.9,
BaOpoioyia VPR: 4.4, Plugin: 178475)

Apache mod_info /server-info Amoxaivyn Iinpogoprowv (Zopfapétnta: Meoaia,
CVSS V3.0: 5.3, Plugin: 10678)

Apache mod_status /server-status Amoxkdivyn IIinpogoprov (XoPapotnra:
Meoaia, CVSS V3.0: 5.3, Plugin: 10677)

Iepmynowpor Kardroyor Web (ZoBapétnra: Meoaia, CVSS V3.0: 5.3, Plugin:
40984)

Emuapénovrar o Mé6odoor HTTP TRACE / TRACK (Zofapotnra: Meosaia, CVSS
V3.0: 5.3, BaOpoiroyia VPR: 4.0, Plugin: 11213)

OpenSSL 1.1.1 < 1.1.1u IHoAranrég EvndOsieg (Zopapotnta: Meosaia, CVSS V3.0:
5.3, BaOpoiroyia VPR: 4.4, Plugin: 173260)

PHP expose php Amoxdivyn ITinpogoprov (XoPapotnre: Meocaio, CVSS V3.0:
5.0, Plugin: 46803)

AmapiOunon Xpnotov WordPress (Zopapotnrta: Meocaia, CVSS V3.0: 5.0, Plugin:
90067)

O Awxkomotilsc Web Emitpéner tqv Avtopatn Xopripoon Kodwov Ipocfaong
Zopapotnra: Xaunin, CVSS: N/A, Plugin: 42057)

O Awxkomotiic Web Metadioel Avogaveis Atomotevtipro (Zofapotnta: Xouniy,
CVSS V3.0: 2.6, Plugin: 26194)

"Exdoon Avexopiotiy Apache HTTP (Plugin: 48204)

I'evikn Evéowun [Mapaperpog CGI (Plugin: 47830)
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14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
24.
25.

26.
27.

28.
29.
30.
31.
32.
33.

Fevikég Aoxipég Doptoong CGI (6reg o dokipéc) (Plugin: 33817)

E&mtepikéc ArevOvvoeig URL (Plugin: 49704)

Emupenopeveg Mé0ooor HTTP (ava katdroyo) (Plugin: 43111)

Tomog ko "Exdoon Avexopoty HTTP (Plugin: 10107)

IImpogopicc IIpmtokoriov Metagopag HyperText (HTTP) (Plugin: 24260)
Minpogopicc AvakatevOuvvong Ilpotoxériov Merapopds HyperText (HTTP)
(Plugin: 91634)

IIinpogopicc Xapwong Nessus (Plugin: 19506)

Aviyvevon ‘Exdoong OpenSSL (Plugin: 57323)

Aviyvevon ‘Exdoong PHP (Plugin: 48243)

"Ex0gon Emowop0docemv (Plugin: 66334)

Ta Cookies Tng E@appoyng Web "Exovv Anéer (Plugin: 100669)

Ta Cookies g E@appoyns Web Aegv Eivan Xnpewopévae og HttpOnly (Plugin:
85601)

Ta Cookies Tng E@appoyng Web Agv Eivan Znperopéva g Acoarn (Plugin: 85602)
Aviyvevon IBavog EvaicOntng Hapapérpov CGI g Egappoyic Web (Plugin:
40773)

Anapifpunon Kararidyov Avokopretyy Web (Plugin: 11032)

Yvykevrpopéves Atevfovoeig Email Avokopioty Web (Plugin: 49705)

Kataloyog Apyeiov Office Aroxopioti) Web (Plugin: 11419)

Avtrypopn lotooeridog (Plugin: 10662)

Aviyvevon WordPress (Plugin: 18297)

Aviyvevon phpMyAdmin (Plugin: 17219)
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ITAPAPTHMA 2 — SQLMap
L$ salmap -u_ "http://192.168.2.4/ioomla/?p=1" --dump _ --level=3 _ --risk=1 -

tamper=spac e2comment

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.

It is the end user's responsibility to obey all applicable local, state and federal laws. Developers

assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @, 15:22:05 /2023-08-01/

[15:22:05] [INFO] loading tamper module 'space2comment’

[15:22:05] [INFO] testing connection to the target URL

vou have not declared  cookie(s), while server wants to set its own

('2d412d72d2¢c16¢e16e1686a7bdb4ad45a=es8nrrgpgul...brvkfbs83i"). Do vou want to use those
[Yn]y

[15:22:10] [INFO] testing if the target URL content is stable

[15:22:10] [WARNING] target URL content is not stable (i.e. content differs). sqlmap will base

the page comparison on a sequence matcher. If no dynamic nor injectable parameters are
detected. or in case of junk results, refer to user's manual paragraph 'Page comparison'

how do vou want to proceed? [(C)ontinue/(s)tring/(r)egex/(qluit] ¢

[15:22:14] [INFO] testing if GET parameter 'p' is dynamic
[15:22:14] [WARNING] GET parameter 'p' does not appear to be dynamic

[15:22:15] [WARNING] heuristic (basic) test shows that GET parameter 'n' might not be

injectable

[15:22:16] [INFO] testing for SQL injection on GET parameter 'p'

117



[15:22:16] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause'

[15:22:17]1 [WARNINGT] reflective value(s) found and filtering out

[15:22:45] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery -

comment)"

[15:23:00] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause (comment)'

[15:23:11] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL

comment)'

[15:23:27] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft

Access comment)'

[15:23:42] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER
BY or GROUP BY clause'

[15:24:10] [INFO] testing 'MySQL AND boolean-based blind - WHERE. HAVING, ORDER BY
or GROUP BY clause (MAKE SET)'

[15:24:37] [INFO] testing 'PostereSQL AND boolean-based blind - WHERE or HAVING clause
(CAST)

[15:25:05] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

15:25:33]1 [INFO] testing 'Boolean-based blind - Parameter replace (original value

[15:25:35] [INFO] testing 'PostereSQL boolean-based blind - Parameter replace’

[15:25:36] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter

replace’

[15:25:37]1 [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[15:25:38] [INFO] testing 'Informix boolean-based blind - Parameter replace'

[15:25:40] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace'

[15:25:41] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'
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[15:25:43] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'

[15:25:43]1 [INFO] testing '"Boolean-based blind - Parameter replace (CASE)'

15:25:44] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[15:25:44] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause'

[15:25:46] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause (original value)'

[15:25:46] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[15:25:46] [INFO] testing "PostereSQL boolean-based blind - ORDER BY, GROUP BY clause'

[15:25:49] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY

clause'

[15:25:511 [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'

[15:25:54] [INFO] testing 'HAVING boolean-based blind - WHERE. GROUP BY clause'

[15:26:19] [INFO] testing 'PostereSQL boolean-based blind - Stacked queries'

[15:26:34] [INFO] testing '"Microsoft SQL Server/Sybase boolean-based blind - Stacked queries
(IF)'

[15:26:49] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE. HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[15:26:59] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE. HAVING. ORDER BY
or GROUP BY clause (EXTRACTVALUE)

[15:27:08] [INFO] testing 'MvySQL >= 5.1 AND error-based - WHERE. HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)'

[15:27:17] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE. HAVING., ORDER BY
or GROUP BY clause (FLOOR)'

[15:27:26] [INFO] testing 'PostereSQL AND error-based - WHERE or HAVING clause'
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[15:27:35] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[15:27:44] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONVERT)'

[15:27:53] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONCAT)'

[15:28:02] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[15:28:11] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(UTL_INADDR.GET HOST ADDRESS)'

[15:28:20] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[15:28:29] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'

[15:28:38] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'

[15:28:47] [INFO] testing '"Vertica AND error-based - WHERE or HAVING clause'

[15:28:56] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[15:29:05] [INFO] testing 'ClickHouse AND error-based - WHERE. HAVING. ORDER BY or
GROUP BY clause'

[15:29:14] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE
(EXTRACTVALUE)'

[15:29:23]1 [INFO] testing MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[15:29:24] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[15:29:24] [INFO] testing 'PostereSQL error-based - Parameter replace’

[15:29:24] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace’

[15:29:25] [INFO] testing 'Oracle error-based - Parameter replace’
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[15:29:25] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause

(EXTRACTVALUE)'

[15:29:26] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause

(FLOOR)'

[15:29:27]1 [INFO] testing 'PostereSQL error-based - ORDER BY, GROUP BY clause'

[15:29:28] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'
[15:29:33] [INFO] testing 'Generic inline queries'
[15:29:33] [INFO] testing '"MySQL inline queries'
[15:29:34] [INFO] testing 'PostgreSQL inline queries'
[15:29:34] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'
[15:29:34] [INFO] testing 'Oracle inline queries'
15:29:35] [INFO] testing 'SQL ite inline queries'
[15:29:35] [INFO] testing 'Firebird inline queries'
[15:29:35] [INFO] testing 'ClickHouse inline queries'
[15:29:36] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[15:29:41] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

15:29:50] [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'

[15:29:55] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'
[15:30:00] [INFO] testing "PostgreSQL < 8.2 stacked queries (Glibc - comment)'
[15:30:05] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[15:30:09] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE -

comment)'

[15:30:15] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'
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[15:30:19] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

15:30:281 [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

15:30:37]1 [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

15:30:421 [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'

[15:30:47] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[15:30:56] [INFO] testing MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

[15:31:06] [INFO] testing " MySQL AND time-based blind (ELT)'

[15:31:15] [INFO] testing 'PostereSQL > 8.1 AND time-based blind'

[15:31:24] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[15:31:33] [INFO] testing 'Oracle AND time-based blind'

[15:31:42] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace'

[15:31:42] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace

(substraction)'

[15:31:43] [INFO] testing 'PostereSQL > 8.1 time-based blind - Parameter replace’

[15:31:43] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_LOCK.SLEEP)'

[15:31:43] [INFO] testing  'Oracle  time-based  blind -  Parameter  replace
(DBMS_PIPE.RECEIVE_MESSAGE)

[15:31:44] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY

clause'

[15:31:45] [INFO] testing "PostgreSQL > 8.1 time-based blind - ORDER BY. GROUP BY

clause'

[15:31:45] [INFO] testing 'Oracle time-based blind - ORDER BY. GROUP BY clause
(DBMS _LOCK.SLEEP)'
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[15:31:46] [INFO] testing 'Oracle time-based blind - ORDER BY., GROUP BY clause
(DBMS_PIPE.RECEIVE_MESSAGE)

it is recommended to perform only basic UNION tests if there is not at least one other (potential

technique found. Do yvou want to reduce the number of requests? [Y/n] v

15:33:00] [INFO] testing 'Generic UNION que ULL) - 1 to 10 columns'
15:33:19] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'
15:33:37]1 [INFO] testing 'MySQL UNION que ULL) -1 to 10 columns'

[15:33:55] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'

[15:34:14] [WARNING] GET parameter 'p' does not seem to be injectable

[15:34:14] [INFO] testing if parameter 'User-Agent' is dynamic
[15:34:14] [WARNING] parameter 'User-Agent' does not appear to be dynamic

[15:34:14] [WARNINGT] heuristic (basic) test shows that parameter 'User-Agent' might not be

injectable

[15:34:15] [INFO] testing for SQL injection on parameter 'User-Agent'

[15:34:15] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause'

[15:34:43] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery -

comment)'

[15:34:58] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause (comment)'

[15:35:09] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL

comment)"

[15:35:24] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft

Access comment)'

[15:35:39] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE., HAVING. ORDER
BY or GROUP BY clause'
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[15:36:07] [INFO] testing 'MySQL AND boolean-based blind - WHERE. HAVING, ORDER BY
or GROUP BY clause (MAKE SET)'

[15:36:34] [INFO] testing 'PostereSQL AND boolean-based blind - WHERE or HAVING clause
(CAST)

[15:37:02] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[15:37:31] [INFO] testing 'PostereSQL boolean-based blind - Parameter replace’

[15:37:32] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter

replace’

[15:37:34] [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[15:37:35] [INFO] testing 'Informix boolean-based blind - Parameter replace'

[15:37:36] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace'

[15:37:37] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[15:37:39] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'

[15:37:40] [INFO] testing '"Boolean-based blind - Parameter replace (CASE)'

15:37:41] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[15:37:42] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause'

[15:37:45] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause (original value)'

[15:37:47] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[15:37:47] [INFO] testing 'PostereSQL boolean-based blind - ORDER BY, GROUP BY clause'

[15:37:50] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY

clause'
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[15:37:52] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'

[15:37:55] [INFO] testing 'HAVING boolean-based blind - WHERE. GROUP BY clause'

[15:38:22] [INFO] testing 'PostereSQL boolean-based blind - Stacked queries'

[15:38:37]1 [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked gueries
(IE)'

[15:38:52] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE. HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[15:39:02] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE. HAVING. ORDER BY
or GROUP BY clause (EXTRACTVALUE)

[15:39:11] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE., HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)'

[15:39:20] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE. HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[15:39:29] [INFO] testing 'PostereSQL AND error-based - WHERE or HAVING clause'

[15:39:38] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[15:39:47] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONVERT)'

[15:39:56] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONCAT)'

[15:40:05] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[15:40:14] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(UTL_INADDR.GET_HOST_ADDRESS)'

[15:40:23] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'
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[15:40:32] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'

[15:40:41] [INFO] testing '"MonetDB AND error-based - WHERE or HAVING clause'

[15:40:50] [INFO] testing "Vertica AND error-based - WHERE or HAVING clause'

[15:40:59] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[15:41:09] [INFO] testing 'ClickHouse AND error-based - WHERE. HAVING, ORDER BY or
GROUP BY clause'

[15:41:18] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE
(EXTRACTVALUE)

[15:41:27] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[15:41:28]1 [INFO] testing MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[15:41:28] [INFO] testing 'PostereSQL error-based - Parameter replace’

[15:41:28] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace’

[15:41:29] [INFO] testing 'Oracle error-based - Parameter replace’

[15:41:29] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause
(EXTRACTVALUE)

[15:41:30] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause
(FLOOR)'

[15:41:31] [INFO] testing 'PostereSQL error-based - ORDER BY, GROUP BY clause'

[15:41:32] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'

15:41:37]1 [INFO] testing 'Generic inline queries'

[15:41:37] [INFO] testing '"MySQL inline queries'

[15:41:38] [INFO] testing 'PostgreSQL inline queries'

[15:41:38] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'
[15:41:38] [INFO] testing 'Oracle inline queries'
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[15:41:39] [INFO] testing 'SQLite inline queries'

[15:41:39] [INFO] testing 'Firebird inline queries'

[15:41:40] [INFO] testing 'ClickHouse inline queries'

[15:41:40] [INFO] testing '"MySQL >= 5.0.12 stacked queries (comment)'

[15:41:45] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

15:41:54] [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'

[15:41:59] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'
[15:42:04] [INFO] testing 'PostgreSQL < 8.2 stacked queries (Glibc - comment)'
[15:42:09] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[15:42:14] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE -

comment)"

[15:42:19] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)"

[15:42:24] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

15:42:33]1 [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

15:42:42] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

15:42:471 [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'

[15:42:52] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[15:43:00] [INFO] testing " MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

[15:43:10] [INFO] testing 'MySQL AND time-based blind (ELT)'

[15:43:19] [INFO] testing 'PostereSQL > 8.1 AND time-based blind'

[15:43:28] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[15:43:37] [INFO] testing 'Oracle AND time-based blind'
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[15:43:46] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace'

[15:43:46] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace

(substraction)'

[15:43:47] [INFO] testing 'PostereSQL > 8.1 time-based blind - Parameter replace’

[15:43:47] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_LOCK.SLEEP)'

[15:43:47] [INFO] testing  'Oracle  time-based  blind -  Parameter _ replace
(DBMS_PIPE.RECEIVE_MESSAGE)'

[15:43:48] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY

clause'

[15:43:49] [INFO] testing 'PostereSQL > &.1 time-based blind - ORDER BY. GROUP BY

clause'

[15:43:49] [INFO] testing 'Oracle time-based blind - ORDER BY. GROUP BY clause
(DBMS LOCK.SLEEP)'

[15:43:50] [INFO] testing 'Oracle time-based blind - ORDER BY. GROUP BY clause
(DBMS_PIPE.RECEIVE_MESSAGE)

15:43:51] [INFO] testing 'Generic UNION que ULL) -1 to 10 columns'

[15:44:09] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'

15:44:271 [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'

[15:44:46] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'

[15:45:04] [WARNING] parameter 'User-Agent' does not seem to be injectable

[15:45:04] [INFO] testing if parameter 'Referer’' is dynamic
[15:45:04] [WARNING] parameter 'Referer' does not appear to be dynamic

[15:45:05] [WARNINGT] heuristic (basic) test shows that parameter 'Referer’ might not be

injectable

[15:45:05] [INFO] testing for SQL injection on parameter 'Referer’
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[15:45:05] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause'

[15:45:33] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery -

comment)'

[15:45:49] [INFO] testing '"AND boolean-based blind - WHERE or HAVING clause (comment)'

[15:46:00] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL

comment)'

[15:46:15] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft

Access comment)'

[15:46:30] [INFO] testing ' MySQL RLIKE boolean-based blind - WHERE. HAVING, ORDER
BY or GROUP BY clause'

[15:46:58] [INFO] testing MySQL AND boolean-based blind - WHERE. HAVING, ORDER BY
or GROUP BY clause (MAKE_SET)'

[15:47:26] [INFO] testing '"PostegreSQL AND boolean-based blind - WHERE or HAVING clause
(CAST)

[15:47:54] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

15:48:221 [INFO] testing 'Boolean-based blind - Parameter replace (original value

[15:48:24] [INFO] testing 'PostereSQL boolean-based blind - Parameter replace’

[15:48:25] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter

replace’

[15:48:26] [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[15:48:27]1 [INFO] testing 'Informix boolean-based blind - Parameter replace'

[15:48:29] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace’

[15:48:30] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

15:48:31] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'
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[15:48:32] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'

15:48:34] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[15:48:35] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause'

[15:48:37] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY

clause (original value)'

[15:48:40] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY. GROUP BY clause'

[15:48:40] [INFO] testing 'PostereSQL boolean-based blind - ORDER BY, GROUP BY clause'

[15:48:42] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY

clause'

[15:48:45] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'

[15:48:47] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'

[15:49:15] [INFO] testing "PostereSQL boolean-based blind - Stacked queries'

[15:49:29] [INFO] testing '"Microsoft SQL Server/Sybase boolean-based blind - Stacked queries
(IF)'

[15:49:44] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE. HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[15:49:53] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE. HAVING. ORDER BY
or GROUP BY clause (EXTRACTVALUE)

[15:50:02] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE., HAVING, ORDER BY
or GROUP BY clause (UPDATEXML)'

[15:50:11] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE. HAVING, ORDER BY
or GROUP BY clause (FLOOR)'

[15:50:20] [INFO] testing 'PostereSQL AND error-based - WHERE or HAVING clause'
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[15:50:28] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[15:50:37] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONVERT)'

[15:50:46] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (CONCAT)'

[15:50:55] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[15:51:04] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(UTL_INADDR.GET HOST ADDRESS)'

[15:51:13] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause
(CTXSYS.DRITHSX.SN)'

[15:51:22] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'

[15:51:31] [INFO] testing '"MonetDB AND error-based - WHERE or HAVING clause'

[15:51:40] [INFO] testing '"Vertica AND error-based - WHERE or HAVING clause'

[15:51:49] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[15:51:58] [INFO] testing 'ClickHouse AND error-based - WHERE. HAVING. ORDER BY or
GROUP BY clause'

[15:52:07] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE
(EXTRACTVALUE)'

[15:52:16] [INFO] testing MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[15:52:16] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[15:52:17] [INFO] testing 'PostereSQL error-based - Parameter replace’

[15:52:17]1 [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace’

[15:52:17] [INFO] testing 'Oracle error-based - Parameter replace’
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[15:52:18] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause

(EXTRACTVALUE)'

[15:52:19] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause

(FLOOR)'

[15:52:19] [INFO] testing 'PostereSQL error-based - ORDER BY, GROUP BY clause'

[15:52:20] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'
[15:52:25] [INFO] testing 'Generic inline queries'

[15:52:25] [INFO] testing '"MySQL inline queries'

[15:52:26] [INFO] testing "PostgreSQL inline queries'

[15:52:26] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[15:52:27] [INFO] testing 'Oracle inline queries'

[15:52:27] [INFO] testing 'SQLite inline queries'

[15:52:27] [INFO] testing 'Firebird inline queries'

[15:52:28] [INFO] testing 'ClickHouse inline queries'

[15:52:28] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[15:52:33]1 [INFO] testing 'MySQL >= 5.0.12 stacked queries'

15:52:421 [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'

[15:52:47] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'
[15:52:52] [INFO] testing "PostgreSQL < 8.2 stacked queries (Glibc - comment)'
[15:52:56] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[15:53:01] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE -

comment)'

[15:53:06] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'
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[15:53:11] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

15:53:20] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

15:53:29] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

15:53:34] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'

[15:53:39] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[15:53:48] [INFO] testing MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

[15:53:57] [INFO] testing " MySQL AND time-based blind (ELT)'

[15:54:06] [INFO] testing 'PostereSQL > 8.1 AND time-based blind'

[15:54:15] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[15:54:23] [INFO] testing 'Oracle AND time-based blind'

[15:54:33] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace'

[15:54:33] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace

(substraction)'

[15:54:33] [INFO] testing 'PostereSQL > 8.1 time-based blind - Parameter replace’

[15:54:34] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_LOCK.SLEEP)'

[15:54:34] [INFO] testing  'Oracle  time-based  blind -  Parameter  replace
(DBMS_PIPE.RECEIVE_MESSAGE)

[15:54:35] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY

clause'

[15:54:35] [INFO] testing "PostgreSQL > 8.1 time-based blind - ORDER BY. GROUP BY

clause'

[15:54:36] [INFO] testing 'Oracle time-based blind - ORDER BY. GROUP BY clause
(DBMS _LOCK.SLEEP)'
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[15:54:37] [INFO] testing 'Oracle time-based blind - ORDER BY., GROUP BY clause
(DBMS_PIPE.RECEIVE_MESSAGE)

15:54:38] [INFO] testing 'Generic UNION que ULL) -1 to 10 columns'

[15:54:56] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'

15:55:171 [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'

[15:55:35] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'

[15:55:54] [WARNING] parameter 'Referer' does not seem to be injectable

[15:55:54] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase

values for '--level'/'--risk' options if you wish to perform more tests

*] endin 15:55:54 /2023-08-01/
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ITAPAPTHMA 3

Me 10 époc S 6apmonc Tov SQLMap spnodvice 10 €

—(kali®kali)-[~]

L—§ sqlmap -u "http://192.168.2.4/joomla/?p=1" —dbs

[*] starting @ 15:06:38 /2023-08-01/

[15:06:38] [INFO] testing connection to the target URL

you have not declared cookie(s), while server wants to set its own
('2d412d72d2cl16el6e1686a7bdb4ad45a=1iimqlvOkso...62ekt3dtkk"). Do you want to use those
[Y/m]y

[15:06:41] [INFO] testing if the target URL content is stable

[15:06:41] [WARNING] target URL content is not stable (i.e. content differs). sqlmap will base
the page comparison on a sequence matcher. If no dynamic nor injectable parameters are

detected, or in case of junk results, refer to user's manual paragraph 'Page comparison'
how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] ¢

[15:06:45] [INFO] testing if GET parameter 'p' is dynamic

[15:06:45] [WARNING] GET parameter 'p' does not appear to be dynamic

[15:06:46] [WARNING] heuristic (basic) test shows that GET parameter 'p' might not be

injectable
[15:06:47] [INFO] testing for SQL injection on GET parameter 'p'
[15:06:47] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[15:06:47] [WARNING] reflective value(s) found and filtering out
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[15:06:54] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[15:06:56] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY
or GROUP BY clause (EXTRACTVALUE)'

[15:06:58] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[15:07:00] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or
HAVING clause (IN)'

[15:07:02] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
[15:07:04] [INFO] testing 'Generic inline queries'

[15:07:04] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[15:07:06] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[15:07:07] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE -

comment)'

[15:07:09] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
[15:07:11] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[15:07:13] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'
[15:07:15] [INFO] testing 'Oracle AND time-based blind'

it is recommended to perform only basic UNION tests if there is not at least one other (potential)

technique found. Do you want to reduce the number of requests? [Y/n] y
[15:08:48] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
[15:08:52] [WARNING] GET parameter 'p' does not seem to be injectable

[15:08:52] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase
values for '--level'/'--risk' options if you wish to perform more tests. If you suspect that there is
some kind of protection mechanism involved (e.g. WAF) maybe you could try to use option '--

tamper' (e.g. '--tamper=space2comment') and/or switch '--random-agent'
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[*] ending @ 15:08:52 /2023-08-01/

ITAPAPTHMA 4 — WSPscan

L—§ wpscan --url http://192.168.2.4/wordpress
WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/

@_WPScan _, @ethicalhack3r, @erwan_lr, @firefart

[+] URL: http://192.168.2.4/wordpress/ [192.168.2.4]

[+] Started: Fri Jul 28 20:34:44 2023

Interesting Finding(s):

[+] Headers

| Interesting Entries:

| - Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4
| - X-Powered-By: PHP/8.2.4

| Found By: Headers (Passive Detection)

| Confidence: 100%

[+] XML-RPC seems to be enabled: http://192.168.2.4/wordpress/xmlrpc.php
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| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

| References:

| - http://codex.wordpress.org/XML-RPC Pingback API

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost scanner/
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc_dos/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc_login/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access/

[+] WordPress readme found: http://192.168.2.4/wordpress/readme.html
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] Upload directory has listing enabled: http://192.168.2.4/wordpress/wp-content/uploads/
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] The external WP-Cron seems to be enabled: http://192.168.2.4/wordpress/wp-cron.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 60%

| References:

| - https://www.iplocation.net/defend-wordpress-from-ddos

| - https://github.com/wpscanteam/wpscan/issues/1299
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[+] WordPress version 6.2.2 identified (Latest, released on 2023-05-20).

| Found By: Emoji Settings (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: 'wp-includesV/js\V/wp-emoji-release.min.js?ver=6.2.2'
| Confirmed By: Meta Generator (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: '"WordPress 6.2.2'

[i] The main theme could not be detected.

[+] Enumerating All Plugins (via Passive Methods)

[+] Checking Plugin Versions (via Passive and Aggressive Methods)

[1] Plugin(s) Identified:

[+] woocommerce

| Location: http://192.168.2.4/wordpress/wp-content/plugins/woocommerce/
| Last Updated: 2023-07-17T22:14:00.000Z

| [!] The version is out of date, the latest version is 7.9.0

| Found By: Meta Generator (Passive Detection)

| Version: 7.8.2 (100% confidence)

| Found By: Meta Generator (Passive Detection)
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| - http://192.168.2.4/wordpress/, Match: 'WooCommerce 7.8.2'

| Confirmed By:

| Readme - Stable Tag (Aggressive Detection)

| - http://192.168.2.4/wordpress/wp-content/plugins/woocommerce/readme.txt
| Readme - Changelog Section (Aggressive Detection)

| - http://192.168.2.4/wordpress/wp-content/plugins/woocommerce/readme.txt

[+] Enumerating Config Backups (via Passive and Aggressive Methods)
[1] No Config Backups Found.
[!] No WPScan API Token given, as a result vulnerability data has not been output.

['l You can get a free API token with 25 daily requests by registering

https://wpscan.com/register

[+] Finished: Fri Jul 28 20:35:48 2023
[+] Requests Done: 166

[+] Cached Requests: 4

[+] Data Sent: 43.934 KB

[+] Data Received: 341.629 KB

[+] Memory used: 211.75 MB

[+] Elapsed time: 00:01:03

140

at



WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/

@,_WPScan , @ethicalhack3r, @erwan_Ir, @firefart

[+] URL: http://192.168.2.4/wordpress/ [192.168.2.4]

[+] Started: Fri Jul 28 20:43:45 2023

Interesting Finding(s):

[+] Headers

| Interesting Entries:

| - Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4
| - X-Powered-By: PHP/8.2.4

| Found By: Headers (Passive Detection)

| Confidence: 100%

[+] XML-RPC seems to be enabled: http://192.168.2.4/wordpress/xmlrpc.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%
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| References:

| - http://codex.wordpress.org/XML-RPC Pingback API

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost scanner/
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc_dos/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_xmlrpc_login/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access/

[+] WordPress readme found: http://192.168.2.4/wordpress/readme.html
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] Upload directory has listing enabled: http://192.168.2.4/wordpress/wp-content/uploads/
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] The external WP-Cron seems to be enabled: http://192.168.2.4/wordpress/wp-cron.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 60%

| References:

| - https://www.iplocation.net/defend-wordpress-from-ddos

| - https://github.com/wpscanteam/wpscan/issues/1299

[+] WordPress version 6.2.2 identified (Latest, released on 2023-05-20).
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| Found By: Emoji Settings (Passive Detection)
| - http://192.168.2.4/wordpress/, Match: 'wp-includes\/jsVwp-emoji-release.min.js?ver=6.2.2'
| Confirmed By: Meta Generator (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: "WordPress 6.2.2'

[i] The main theme could not be detected.

[+] Enumerating Most Popular Plugins (via Passive Methods)

[+] Checking Plugin Versions (via Passive and Aggressive Methods)

[1] Plugin(s) Identified:

[+] woocommerce

| Location: http://192.168.2.4/wordpress/wp-content/plugins/woocommerce/
| Last Updated: 2023-07-17T22:14:00.000Z

| [!] The version is out of date, the latest version is 7.9.0

| Found By: Meta Generator (Passive Detection)

| Version: 7.8.2 (100% confidence)
| Found By: Meta Generator (Passive Detection)
| - http://192.168.2.4/wordpress/, Match: 'WooCommerce 7.8.2'

| Confirmed By:
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| Readme - Stable Tag (Aggressive Detection)
| - http://192.168.2.4/wordpress/wp-content/plugins/woocommerce/readme.txt
| Readme - Changelog Section (Aggressive Detection)

| - http://192.168.2.4/wordpress/wp-content/plugins/woocommerce/readme.txt

[!'] No WPScan API Token given, as a result vulnerability data has not been output.

['T You can get a free API token with 25 daily requests by registering at
https://wpscan.com/register

[+] Finished: Fri Jul 28 20:43:49 2023
[+] Requests Done: 2

[+] Cached Requests: 29

[+] Data Sent: 640 B

[+] Data Received: 46.556 KB

[+] Memory used: 220.723 MB

[+] Elapsed time: 00:00:03

Mze to népac e capwone to WPScan spodvies ta géng :

$ wpscan --url http://192.168.2.4/wordpress --enumerate t
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WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/

@,_WPScan _, @ethicalhack3r, @erwan_Ir, @firefart

[+1 URL: http://192.168.2.4/wordpress/ [192.168.2.4]

[+] Started: Fri Jul 28 21:05:40 2023

Interesting Finding(s):

[+] Headers

| Interesting Entries:

| - Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4

| - X-Powered-By: PHP/8.2.4

| Found By: Headers (Passive Detection)

| Confidence: 100%

[+] XML-RPC seems to be enabled: http://192.168.2.4/wordpress/xmlrpc.php

| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

| References:

| - http://codex.wordpress.org/XML-RPC Pingback API
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| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost scanner/
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress xmlrpc_dos/
| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc login/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access/

[+] WordPress readme found: http://192.168.2.4/wordpress/readme.html
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] Upload directory has listing enabled: http://192.168.2.4/wordpress/wp-content/uploads/
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] The external WP-Cron seems to be enabled: http://192.168.2.4/wordpress/wp-cron.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 60%

| References:

| - https://www.iplocation.net/defend-wordpress-from-ddos

| - https://github.com/wpscanteam/wpscan/issues/1299

[+] WordPress version 6.2.2 identified (Latest, released on 2023-05-20).
| Found By: Emoji Settings (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: 'wp-includesV/js\VV/wp-emoji-release.min.js?ver=6.2.2'
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| Confirmed By: Meta Generator (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: "WordPress 6.2.2'

[1] The main theme could not be detected.

[+] Enumerating Most Popular Themes (via Passive and Aggressive Methods)

Checking Known Locations - Time: 00:00:04 <> (11 / 400) 2.75% ETA: 00:02:3 Checking
Known Locations - Time: 00:00:04 <> (12 / 400) 3.00% ETA: 00:02:3 Checking Known
Locations - Time: 00:00:05 <> (16 / 400) 4.00% ETA: 00:02:1 Checking Known Locations -
Time: 00:00:06 <> (17 / 400) 4.25% ETA: 00:02:1 Checking Known Locations - Time:
00:00:07 <> (21 / 400) 5.25% ETA: 00:02:0 Checking Known Locations - Time: 00:00:07 <>
(22 / 400) 5.50% ETA: 00:02:1 Checking Known Locations - Time: 00:00:08 <> (26 / 400)
6.50% ETA: 00:02:0 Checking Known Locations - Time: 00:00:08 <> (27 / 400) 6.75% ETA:
00:02:0 Checking Known Locations - Time: 00:00:10 <> (31 / 400) 7.75% ETA: 00:02:0
Checking Known Locations - Time: 00:00:10 <> (32 / 400) 8.00% ETA: 00:02:0 Checking
Known Locations - Time: 00:00:11 <> (36 / 400) 9.00% ETA: 00:01:5 Checking Known
Locations - Time: 00:00:11 <> (37 / 400) 9.25% ETA: 00:01:5 Checking Known Locations -
Time: 00:00:12 <> (41 / 400) 10.25% ETA: 00:01:5 Checking Known Locations - Time:
00:00:13 <> (42 / 400) 10.50% ETA: 00:01:5 Checking Known Locations - Time: 00:00:14 <>
(46 / 400) 11.50% ETA: 00:01:5 Checking Known Locations - Time: 00:00:14 <> (47 / 400)
11.75% ETA: 00:01:5 Checking Known Locations - Time: 00:00:15 <> (51 / 400) 12.75% ETA:
00:01:4 Checking Known Locations - Time: 00:00:16 <> (52 / 400) 13.00% ETA: 00:01:4
Checking Known Locations - Time: 00:00:16 <> (53 / 400) 13.25% ETA: 00:01:4 Checking
Known Locations - Time: 00:00:16 <> (55 / 400) 13.75% ETA: 00:01:4 Checking Known
Locations - Time: 00:00:17 <> (56 / 400) 14.00% ETA: 00:01:4 Checking Known Locations -
Time: 00:00:17 <> (57 / 400) 14.25% ETA: 00:01:4 Checking Known Locations - Time:
00:00:19 <> (61 / 400) 15.25% ETA: 00:01:4 Checking Known Locations - Time: 00:00:19 <>
(62 / 400) 15.50% ETA: 00:01:4 Checking Known Locations - Time: 00:00:19 <> (63 / 400)
15.75% ETA: 00:01:4 Checking Known Locations - Time: 00:00:19 <> (64 / 400) 16.00%
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ETA: 00:01:4 Checking Known Locations - Time: 00:00:19 <> (65 / 400) 16.25% ETA: 00:01:3
Checking Known Locations - Time: 00:00:20 <> (66 / 400) 16.50% ETA: 00:01:4 Checking
Known Locations - Time: 00:00:20 <> (67 / 400) 16.75% ETA: 00:01:4 Checking Known
Locations - Time: 00:00:20 <> (68 / 400) 17.00% ETA: 00:01:4 Checking Known Locations -
Time: 00:00:20 <> (69 / 400) 17.25% ETA: 00:01:4 Checking Known Locations - Time:
00:00:20 <> (70 / 400) 17.50% ETA: 00:01:3 Checking Known Locations - Time: 00:00:22 <>
(71 / 400) 17.75% ETA: 00:01:4 Checking Known Locations - Time: 00:00:22 <> (74 / 400)
18.50% ETA: 00:01:3 Checking Known Locations - Time: 00:00:22 <> (75 / 400) 18.75%
ETA: 00:01:3 Checking Known Locations - Time: 00:00:23 <> (76 / 400) 19.00% ETA: 00:01:4
Checking Known Locations - Time: 00:00:23 <> (80 / 400) 20.00% ETA: 00:01:3 Checking
Known Locations - Time: 00:00:25 <> (81 / 400) 20.25% ETA: 00:01:4 Checking Known
Locations - Time: 00:00:25 <> (82 / 400) 20.50% ETA: 00:01:4 Checking Known Locations -
Time: 00:00:25 <> (83 / 400) 20.75% ETA: 00:01:3 Checking Known Locations - Time:
00:00:26 <> (84 / 400) 21.00% ETA: 00:01:3 Checking Known Locations - Time: 00:00:26 <>
(85 /400) 21.25% ETA: 00:01:3 Checking Known Locations - Time: 00:00:27 <> (86 / 400)
21.50% ETA: 00:01:4 Checking Known Locations - Time: 00:00:27 <> (89 / 400) 22.25%
ETA: 00:01:3 Checking Known Locations - Time: 00:00:27 <> (90 / 400) 22.50% ETA: 00:01:3
Checking Known Locations - Time: 00:00:29 <> (91 / 400) 22.75% ETA: 00:01:3 Checking
Known Locations - Time: 00:00:29 <> (95 / 400) 23.75% ETA: 00:01:3 Checking Known
Locations - Time: 00:00:31 <> (96 / 400) 24.00% ETA: 00:01:3 Checking Known Locations -
Time: 00:00:31 <> (100 / 400) 25.00% ETA: 00:01: Checking Known Locations - Time:
00:00:32 <> (101 / 400) 25.25% ETA: 00:01: Checking Known Locations - Time: 00:00:32 <>
(105 /7 400) 26.25% ETA: 00:01: Checking Known Locations - Time: 00:00:34 <> (106 / 400)
26.50% ETA: 00:01: Checking Known Locations - Time: 00:00:36 <> (111 /400) 27.75% ETA:
00:01: Checking Known Locations - Time: 00:00:37 <> (116 / 400) 29.00% ETA: 00:01:
Checking Known Locations - Time: 00:00:39 <> (121 / 400) 30.25% ETA: 00:01: Checking
Known Locations - Time: 00:00:39 <> (123 / 400) 30.75% ETA: 00:01: Checking Known
Locations - Time: 00:00:39 <> (125 / 400) 31.25% ETA: 00:01: Checking Known Locations -
Time: 00:00:40 <> (126 / 400) 31.50% ETA: 00:01: Checking Known Locations - Time:
00:00:42 <> (131 / 400) 32.75% ETA: 00:01: Checking Known Locations - Time: 00:00:43 <>
(136 / 400) 34.00% ETA: 00:01: Checking Known Locations - Time: 00:00:45 <> (141 / 400)
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35.25% ETA: 00:01: Checking Known Locations - Time: 00:00:45 <> (145 / 400) 36.25%
ETA: 00:01: Checking Known Locations - Time: 00:00:47 <> (146 / 400) 36.50% ETA: 00:01:
Checking Known Locations - Time: 00:00:48 <> (151 / 400) 37.75% ETA: 00:01: Checking
Known Locations - Time: 00:00:50 <> (156 / 400) 39.00% ETA: 00:01: Checking Known
Locations - Time: 00:00:51 <> (160 / 400) 40.00% ETA: 00:01: Checking Known Locations -
Time: 00:00:51 <> (161 / 400) 40.25% ETA: 00:01: Checking Known Locations - Time:
00:00:52 <> (165 / 400) 41.25% ETA: 00:01: Checking Known Locations - Time: 00:00:53 <>
(166 / 400) 41.50% ETA: 00:01: Checking Known Locations - Time: 00:00:54 <> (170 / 400)
42.50% ETA: 00:01: Checking Known Locations - Time: 00:00:54 <> (171 / 400) 42.75%
ETA: 00:01: Checking Known Locations - Time: 00:00:56 <> (175 / 400) 43.75% ETA: 00:01:
Checking Known Locations - Time: 00:00:56 <> (176 / 400) 44.00% ETA: 00:01: Checking
Known Locations - Time: 00:00:57 <> (180 / 400) 45.00% ETA: 00:01: Checking Known
Locations - Time: 00:00:57 <> (181 / 400) 45.25% ETA: 00:01: Checking Known Locations -
Time: 00:00:58 <> (185 / 400) 46.25% ETA: 00:01: Checking Known Locations - Time:
00:00:59 <> (186 / 400) 46.50% ETA: 00:01: Checking Known Locations - Time: 00:01:00 <>
(190 / 400) 47.50% ETA: 00:01: Checking Known Locations - Time: 00:01:01 <> (191 / 400)
47.75% ETA: 00:01: Checking Known Locations - Time: 00:01:01 <> (193 / 400) 48.25%
ETA: 00:01: Checking Known Locations - Time: 00:01:01 <> (194 / 400) 48.50% ETA: 00:01:
Checking Known Locations - Time: 00:01:02 <> (195 / 400) 48.75% ETA: 00:01: Checking
Known Locations - Time: 00:01:02 <> (196 / 400) 49.00% ETA: 00:01: Checking Known
Locations - Time: 00:01:02 <> (199 / 400) 49.75% ETA: 00:01: Checking Known Locations -
Time: 00:01:03 <> (200 / 400) 50.00% ETA: 00:01: Checking Known Locations - Time:
00:01:04 <> (201 / 400) 50.25% ETA: 00:01: Checking Known Locations - Time: 00:01:05 <>
(205 /7 400) 51.25% ETA: 00:01: Checking Known Locations - Time: 00:01:05 <> (206 / 400)
51.50% ETA: 00:01: Checking Known Locations - Time: 00:01:06 <> (210 / 400) 52.50%
ETA: 00:01: Checking Known Locations - Time: 00:01:07 <> (211 / 400) 52.75% ETA: 00:01:
Checking Known Locations - Time: 00:01:08 <> (215 / 400) 53.75% ETA: 00:00: Checking
Known Locations - Time: 00:01:08 <> (216 / 400) 54.00% ETA: 00:00: Checking Known
Locations - Time: 00:01:08 <> (219 / 400) 54.75% ETA: 00:00: Checking Known Locations -
Time: 00:01:09 <> (220 / 400) 55.00% ETA: 00:00: Checking Known Locations - Time:
00:01:09 <> (221 / 400) 55.25% ETA: 00:00: Checking Known Locations - Time: 00:01:09 <>
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(224 / 400) 56.00% ETA: 00:00: Checking Known Locations - Time: 00:01:11 <> (225 / 400)
56.25% ETA: 00:00: Checking Known Locations - Time: 00:01:11 <> (226 / 400) 56.50% ETA:
00:00: Checking Known Locations - Time: 00:01:11 <> (228 / 400) 57.00% ETA: 00:00:
Checking Known Locations - Time: 00:01:12 <> (230 / 400) 57.50% ETA: 00:00: Checking
Known Locations - Time: 00:01:12 <> (231 / 400) 57.75% ETA: 00:00: Checking Known
Locations - Time: 00:01:12 <> (232 / 400) 58.00% ETA: 00:00: Checking Known Locations -
Time: 00:01:12 <> (233 / 400) 58.25% ETA: 00:00: Checking Known Locations - Time:
00:01:12 <> (234 / 400) 58.50% ETA: 00:00: Checking Known Locations - Time: 00:01:14 <>
(235 / 400) 58.75% ETA: 00:00: Checking Known Locations - Time: 00:01:14 <> (239 / 400)
59.75% ETA: 00:00: Checking Known Locations - Time: 00:01:15 <> (240 / 400) 60.00%
ETA: 00:00: Checking Known Locations - Time: 00:01:17 <> (245 / 400) 61.25% ETA: 00:00:
Checking Known Locations - Time: 00:01:17 <> (249 / 400) 62.25% ETA: 00:00: Checking
Known Locations - Time: 00:01:18 <> (250 / 400) 62.50% ETA: 00:00: Checking Known
Locations - Time: 00:01:20 <> (ETA: 00:00: Checking Known Locations - Time: 00:01:25 <>
(275 /7 400) 68.75% ETA: 00:00: Checking Known Locations - Time: 00:01:27 <> (280 / 400)
70.00% ETA: 00:00: Checking Known Locations - Time: 00:01:28 <> (285 / 400) 71.25%
ETA: 00:00: Checking Known Locations - Time: 00:01:30 <> (290 / 400) 72.50% ETA: 00:00:
Checking Known Locations - Time: 00:01:30 <> (294 / 400) 73.50% ETA: 00:00: Checking
Known Locations - Time: 00:01:32 <> (295 / 400) 73.75% ETA: 00:00: Checking Known
Locations - Time: 00:01:33 <> (300 / 400) 75.00% ETA: 00:00: Checking Known Locations -
Time: 00:01:35 <> (305 / 400) 76.25% ETA: 00:00: Checking Known Locations - Time:
00:01:35 <> (306 / 400) 76.50% ETA: 00:00: Checking Known Locations - Time: 00:01:35 <>
(308 / 400) 77.00% ETA: 00:00: Checking Known Locations - Time: 00:01:36 <> (309 / 400)
77.25% ETA: 00:00: Checking Known Locations - Time: 00:01:37 <> (310 / 400) 77.50%
ETA: 00:00: Checking Known Locations - Time: 00:01:37 <> (312 / 400) 78.00% ETA: 00:00:
Checking Known Locations - Time: 00:01:37 <> (313 / 400) 78.25% ETA: 00:00: Checking
Known Locations - Time: 00:01:37 <> (314 / 400) 78.50% ETA: 00:00: Checking Known
Locations - Time: 00:01:39 <> (315 / 400) 78.75% ETA: 00:00: Checking Known Locations -
Time: 00:01:39 <> (319 / 400) 79.75% ETA: 00:00: Checking Known Locations - Time:
00:01:40 <> (320 / 400) 80.00% ETA: 00:00: Checking Known Locations - Time: 00:01:41 <>
(324 / 400) 81.00% ETA: 00:00: Checking Known Locations - Time: 00:01:42 <> (325 / 400)
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81.25% ETA: 00:00: Checking Known Locations - Time: 00:01:42 <> (329 / 400) 82.25%
ETA: 00:00: Checking Known Locations - Time: 00:01:44 <> (330 / 400) 82.50% ETA: 00:00:
Checking Known Locations - Time: 00:01:44 <> (334 / 400) 83.50% ETA: 00:00: Checking
Known Locations - Time: 00:01:45 <> (335 / 400) 83.75% ETA: 00:00: Checking Known
Locations - Time: 00:01:45 <> (338 / 400) 84.50% ETA: 00:00: Checking Known Locations -
Time: 00:01:45 <> (339 / 400) 84.75% ETA: 00:00: Checking Known Locations - Time:
00:01:46 <> (340 / 400) 85.00% ETA: 00:00: Checking Known Locations - Time: 00:01:47 <>
(344 / 400) 86.00% ETA: 00:00: Checking Known Locations - Time: 00:01:48 <> (345 / 400)
86.25% ETA: 00:00: Checking Known Locations - Time: 00:01:48 <> (349 / 400) 87.25%
ETA: 00:00: Checking Known Locations - Time: 00:01:49 <> (350 / 400) 87.50% ETA: 00:00:
Checking Known Locations - Time: 00:01:50 <> (353 / 400) 88.25% ETA: 00:00: Checking
Known Locations - Time: 00:01:50 <> (354 / 400) 88.50% ETA: 00:00: Checking Known
Locations - Time: 00:01:51 <> (355 / 400) 88.75% ETA: 00:00: Checking Known Locations -
Time: 00:01:51 <> (358 / 400) 89.50% ETA: 00:00: Checking Known Locations - Time:
00:01:52 <> (359 / 400) 89.75% ETA: 00:00: Checking Known Locations - Time: 00:01:53 <>
(360 / 400) 90.00% ETA: 00:00: Checking Known Locations - Time: 00:01:53 <> (363 / 400)
90.75% ETA: 00:00: Checking Known Locations - Time: 00:01:53 <> (364 / 400) 91.00%
ETA: 00:00: Checking Known Locations - Time: 00:01:55 <> (365 / 400) 91.25% ETA: 00:00:
Checking Known Locations - Time: 00:01:55 <> (369 / 400) 92.25% ETA: 00:00: Checking
Known Locations - Time: 00:01:55 <> (370 / 400) 92.50% ETA: 00:00: Checking Known
Locations - Time: 00:01:56 <> (371 / 400) 92.75% ETA: 00:00: Checking Known Locations -
Time: 00:01:56 <> (375 / 400) 93.75% ETA: 00:00: Checking Known Locations - Time:
00:01:57 <> (376 / 400) 94.00% ETA: 00:00: Checking Known Locations - Time: 00:01:58 <>
(380 / 400) 95.00% ETA: 00:00: Checking Known Locations - Time: 00:01:59 <> (381 / 400)
95.25% ETA: 00:00: Checking Known Locations - Time: 00:02:01 <> (386 / 400) 96.50%
ETA: 00:00: Checking Known Locations - Time: 00:02:01 <> (389 / 400) 97.25% ETA: 00:00:
Checking Known Locations - Time: 00:02:02 <> (391 / 400) 97.75% ETA: 00:00: Checking
Known Locations - Time: 00:02:02 <> (392 / 400) 98.00% ETA: 00:00: Checking Known
Locations - Time: 00:02:04 <> (396 / 400) 99.00% ETA: 00:00: Checking Known Locations -
Time: 00:02:04 <> (397 / 400) 99.25% ETA: 00:00: Checking Known Locations - Time:
00:02:04 <> (400 / 400) 100.00% Time: 00:02:04
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[+] Checking Theme Versions (via Passive and Aggressive Methods)

[i] Theme(s) Identified:

[+] twentytwentyone

| Location: http://192.168.2.4/wordpress/wp-content/themes/twentytwentyone/
| Latest Version: 1.8 (up to date)

| Last Updated: 2023-03-29T00:00:00.000Z

| Readme: http://192.168.2.4/wordpress/wp-content/themes/twentytwentyone/readme.txt

255 / 400) 63.75% ETA: 00:00: Checking Known Locations - Time: 00:01:21 <> (260 / 400
65.00% ETA: 00:00: Checking Known Locations - Time: 00:01:22 <> (265 / 400) 66.25%
ETA: 00:00: Checking Known Locations - Time: 00:01:22 <> (268 / 400) 67.00% ETA: 00:00:
Checking Known Locations - Time: 00:01:24 <> (270 / 400) 67.50% ETA: 00:00: Checkin

Known Locations - Time: 00:01:24 <> (274 / 400) 68.50%

| Style URL: http://192.168.2.4/wordpress/wp-content/themes/twentytwentyone/style.css
| Style Name: Twenty Twenty-One
| Style URI: https://wordpress.org/themes/twentytwentyone/

| Description: Twenty Twenty-One is a blank canvas for your ideas and it makes the block editor

your best brush. Wi...
| Author: the WordPress team
| Author URI: https://wordpress.org/
|
| Found By: Known Locations (Aggressive Detection)

| - http://192.168.2.4/wordpress/wp-content/themes/twentytwentyone/, status: 200
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| Version: 1.8 (80% confidence)
| Found By: Style (Passive Detection)

| - http://192.168.2.4/wordpress/wp-content/themes/twentytwentyone/style.css, Match: "Version:
1.8

[+] twentytwentythree

| Location: http://192.168.2.4/wordpress/wp-content/themes/twentytwentythree/

| Latest Version: 1.1 (up to date)

| Last Updated: 2023-03-29T00:00:00.000Z

| Readme: http://192.168.2.4/wordpress/wp-content/themes/twentytwentythree/readme.txt
| [!] Directory listing is enabled

| Style URL: http://192.168.2.4/wordpress/wp-content/themes/twentytwentythree/style.css
| Style Name: Twenty Twenty-Three

| Style URI: https://wordpress.org/themes/twentytwentythree

| Description: Twenty Twenty-Three is designed to take advantage of the new design tools

introduced in WordPress 6....
| Author: the WordPress team
| Author URI: https://wordpress.org
|
| Found By: Known Locations (Aggressive Detection)

| - http://192.168.2.4/wordpress/wp-content/themes/twentytwentythree/, status: 200
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| Version: 1.1 (80% confidence)
| Found By: Style (Passive Detection)

| - http://192.168.2.4/wordpress/wp-content/themes/twentytwentythree/style.css, Match:

'"Version: 1.1

[+] twentytwentytwo

| Location: http://192.168.2.4/wordpress/wp-content/themes/twentytwentytwo/

| Latest Version: 1.4 (up to date)

| Last Updated: 2023-03-29T00:00:00.000Z

| Readme: http://192.168.2.4/wordpress/wp-content/themes/twentytwentytwo/readme.txt
| Style URL: http://192.168.2.4/wordpress/wp-content/themes/twentytwentytwo/style.css
| Style Name: Twenty Twenty-Two

| Style URI: https://wordpress.org/themes/twentytwentytwo/

| Description: Built on a solidly designed foundation, Twenty Twenty-Two embraces the idea

that everyone deserves a...
| Author: the WordPress team
| Author URI: https://wordpress.org/
|
| Found By: Known Locations (Aggressive Detection)
| - http://192.168.2.4/wordpress/wp-content/themes/twentytwentytwo/, status: 200
|
| Version: 1.4 (80% confidence)

| Found By: Style (Passive Detection)
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| - http://192.168.2.4/wordpress/wp-content/themes/twentytwentytwo/style.css, Match: '"Version:
1.4

[!] No WPScan API Token given, as a result vulnerability data has not been output.

['l You can get a free API token with 25 daily requests by registering at

https://wpscan.com/register

[+] Finished: Fri Jul 28 21:08:09 2023
[+] Requests Done: 438

[+] Cached Requests: 10

[+] Data Sent: 123.266 KB

[+] Data Received: 575.862 KB

[+] Memory used: 175.434 MB

[+] Elapsed time: 00:02:29
Hopapmuo 5: WPS

Me 10 népog g oapwong 10 WPScan gpoavioe ta €€¢ :

L$ wpscan --url http://192.168.2.4/wordpress --enumerate u

WordPress Security Scanner by the WPScan Team
Version 3.8.22
Sponsored by Automattic - https://automattic.com/

@_WPScan _, @ethicalhack3r, @erwan_lr, @firefart
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[+] URL: http://192.168.2.4/wordpress/ [192.168.2.4]

[+] Started: Fri Jul 28 21:14:07 2023

Interesting Finding(s):

[+] Headers

| Interesting Entries:

| - Server: Apache/2.4.56 (Win64) OpenSSL/1.1.1t PHP/8.2.4
| - X-Powered-By: PHP/8.2.4

| Found By: Headers (Passive Detection)

| Confidence: 100%

[+] XML-RPC seems to be enabled: http://192.168.2.4/wordpress/xmlrpc.php

| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

| References:

| - http://codex.wordpress.org/XML-RPC Pingback API

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_ghost scanner/
| - https://www.rapid7.com/db/modules/auxiliary/dos/http/wordpress_xmlrpc_dos/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress xmlrpc login/

| - https://www.rapid7.com/db/modules/auxiliary/scanner/http/wordpress_pingback access/
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[+] WordPress readme found: http://192.168.2.4/wordpress/readme.html
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] Upload directory has listing enabled: http://192.168.2.4/wordpress/wp-content/uploads/
| Found By: Direct Access (Aggressive Detection)

| Confidence: 100%

[+] The external WP-Cron seems to be enabled: http://192.168.2.4/wordpress/wp-cron.php
| Found By: Direct Access (Aggressive Detection)

| Confidence: 60%

| References:

| - https://www.iplocation.net/defend-wordpress-from-ddos

| - https://github.com/wpscanteam/wpscan/issues/1299

[+] WordPress version 6.2.2 identified (Latest, released on 2023-05-20).

| Found By: Emoji Settings (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: 'wp-includesV/js\/wp-emoji-release.min.js?ver=6.2.2'
| Confirmed By: Meta Generator (Passive Detection)

| - http://192.168.2.4/wordpress/, Match: "WordPress 6.2.2'

[i] The main theme could not be detected.
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[+] Enumerating Users (via Passive and Aggressive Methods)

Brute Forcing Author IDs - Time: 00:00:04 <> (10 / 10) 100.00% Time: 00:00:04

[1] User(s) Identified:

[+] admin

| Found By: Wp Json Api (Aggressive Detection)

| - http://192.168.2.4/wordpress/wp-json/wp/v2/users/?per page=100&page=1
| Confirmed By:

| Rss Generator (Aggressive Detection)

| Author Id Brute Forcing - Author Pattern (Aggressive Detection)

| Login Error Messages (Aggressive Detection)

[!] No WPScan API Token given, as a result vulnerability data has not been output.

['l You can get a free API token with 25 daily requests by registering at

https://wpscan.com/register

[+] Finished: Fri Jul 28 21:14:25 2023
[+] Requests Done: 20

[+] Cached Requests: 28

[+] Data Sent: 5.532 KB

[+] Data Received: 208.508 KB

[+] Memory used: 139.469 MB
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[+] Elapsed time: 00:00:17
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